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Abst ract

As the devel opnent of Al technol ogy has matured and Al technol ogy has
begun to be applied in various fields, Al technology is changing from
running only on very high performance servers to conmodity servers
with small affordable hardware, including mcrocontrollers, |ow
performance CPUs, and Al chipsets. This docunent considers how to
configure the network and systemin ternms of Al inference service to
provide Al service in a distributed nanner. It also describes the
points to consider in the environnent where a client connects to a
cloud server and an edge device and requests an Al service. Sone use
cases of depl oyi ng network-based Al services, such as self-driving
vehicles and network digital twins, are described.?
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

In the Internet of Things (10T), the amount of data generated from

| oT devi ces has expl oded al ong with the nunber of 10T devices due to
industrial digitization and the devel opnment and di ssem nati on of new
devices. Various nethods are being tried to effectively process the
expl osively increasing |oT devices and data of 10T devices. One of
themis to provide 10T services in a place |ocated close to |oT

devi ces and users, away from cloud conputing that transmits all data
generated from | oT devices to a cloud server [RFC9556].

| oT services also started to break away fromthe traditional nethod
of analyzing |oT data collected so far in the cloud and delivering
the analyzed results back to |oT objects or devices. |In other words,
AloT (Artificial Intelligence of Things) technol ogy, a conbination of
I oT technology and artificial intelligence (Al) technol ogy, started
to be discussed at international standardization organi zations such
as | TUT. AloT technology, discussed by the ITUT CG AloT group, is
defined as a technol ogy that combi nes Al technol ogy and | oT
infrastructure to achieve nore efficient |0T operations, inprove
human- machi ne i nteraction, and inprove data managenent and anal ysis

[ CG Al oT] .

The first work started by the |ETF to apply 10T technology to the
Internet was to research a |ightweight protocol stack instead of the
existing TCP/IP protocol stack so that various types of |0oT devices,
not traditional Internet term nals, could access the Internet

[ RFC6574] [ RFC7452] . These technol ogi es have been devel oped by
6LoWPAN wor ki ng group, 6l o working group, 6tisch working group, core
wor ki ng group, t2trg group, etc. As the devel opment of Al technol ogy
mat ured and Al technol ogy began to be applied in various fields, just
as | oT technol ogy was nounted on resource-constrai ned devi ces and
connected to the Internet, Al technology is al so changed from running
only on very high-performance servers. The technology is being

devel oped to run on small hardware, including mcrocontrollers, |ow
performance CPUs and Al chipsets. This technol ogy devel opnent
direction is called On-device Al or TinyM][tinyM].

In this docunment, we consider how to configure the network and system
interms of Al inference service to provide Al service in the IoT
environment. In the IoT environnent, the technol ogy of collecting
sensing data fromvarious sensors and delivering it to the cloud has
al ready been studied by many standardi zati on organi zati ons including
the I ETF and many standards have been devel oped. Now, after creating
an Al nodel to provide Al services based on the collected data, how
to configure this Al nodel as a system has becone the nmmin research
goal. Until now, it has been common to devel op Al services that
collect data and performinferences fromthe trained servers, but in
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terns of the spread of Al services, it is not appropriate to use
expensi ve servers to provide Al services. In addition, since the
server that collects and trains data mainly exists in the formof a
cloud server, there are also many problens in proceeding in the form
of requesting Al service by connecting a | arge nunber of terminals to
these cloud servers to provide Al services. Therefore, when an Al
service is requested to an edge device |located at a cl ose distance,

it may have effects such as real-tinme service support, network
traffic reduction, and inportant data security rather than requesting
an Al service to an Al server located in a distant cloud] RFC9556].

Even if an edge device is used to serve Al services, it is stil

i mportant to connect to an Al server in the cloud for tasks that take
alot of time or require a lot of data. Therefore, an offl oading
techni que for properly distributing the workl oad between the cl oud
server and the edge device is also a field that is being actively
studied. In this contribution, in the follow ng proposed network
structure, the points to be considered in the environnent where a
client connects to a server and an edge device and requests an Al
service are derived and described. That is, the follow ng

consi derations and options coul d be derived.

* Al inference service execution entity

* Hardware specifications of the machine to perform Al inference
services

* Selection of Al nodels to perform Al inference services

* A method of providing Al services fromcloud servers or edge
devi ces

* Communication nethod to transmt data to request Al inference
service

The proposed considerations and itens could be used to describe the
use case of self-driving vehicles and network digital twins. Since
providing Al services in a distributed method can provide various
advantages, it is desirable to apply it to self-driving vehicles and
network digital tw ns.

2. Procedure to provide Al services

Since research on Al services has been started for a long time, there
may be shapes to provide various types of Al services. However, due
to the nature of Al technology, in general, a systemfor providing Al
services consists of the followi ng steps [Al _inference_archtecture]

[ Googl e cloud_iot].
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Figure 1: Al service workflow

* Data collection & Store

* Data Analysis & Preprocess
* Al Model Training

* Al Model Deploy & Inference
* NMbnitor & Maintain Accuracy

In the data collection step, data required for training is prepared
by collecting data fromsensors and 10T devices or by using data
stored in a database. Equipnment involved in this step includes
sensors, |oT devices and servers that store them and database
servers. Since the operations perforned at this step are conducted
through the Internet, many 10T technol ogi es studied by the | ETF so
far have devel oped technol ogies suitable for this step.

In the data anal ysis and pre-processing step, the features of the
prepared data are anal yzed and pre-processing for training is
performed. Equipnent involved in this step includes a high-
performance server equi pped with a GPU and a dat abase server, and is
mai nly performed in a |l ocal network.

In the nodel training step, a training nodel is created by applying
an algorithmsuitable for the characteristics of the data and the
problemto be solved. Equipnent involved in this step includes a

hi gh- per f ormance server equipped with a GPU, and is nainly perforned
on a |l ocal network.

In the nodel deploying and i nference service provision step, the

problemto be solved (e.g., classification, regression problem is
sol ved using Al technology. Equipnent involved in this step may
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3.

include a target machine, a client, a cloud, etc. that provide Al
services, and since various equipment is involved in this stage, it
is conducted through the Internet. This docunment summarizes the
factors to be considered at this step

In the accuracy nonitoring step, if the performance deteriorates due
to new data, a new nodel is created through re-training, and the Al
service quality is maintained by using the newwy created nodel. This
step is the sane as described in the nodel training, nodel deploying,
and i nference service provision steps described in the previous step
because re-trai ning and nodel deploying are perfornmed again.

Net wor k configuration structure to provide Al services

In general, after training a Al nodel, the Al nodel can be built on a
| ocal machine for Al nodel deploying and inference services to
provide Al services. Alternatively, we can place Al nodels on cloud
servers or edge devices and nmake Al service requests renotely. In
addition, for overall service performance, sone Al service requests
to the cloud server and some Al service requests to edge devices can
be perfornmed through appropriate | oad bal anci ng.

1. Al inference service on Local machine
The following figure shows a case where a client nodul e requesting Al

service on the sane | ocal machine requests Al service froman Al
server nodul e on the same nachi ne.

_____________________________________________________________________ +
I

Fomm - + Request Al Fomm - + |

| dient nodule | I nference service | Server nodule | |

| for Al service |----------------------- > for Al service | |

| | < | .
R + Reply Al R + |

I nference result |
..................................................................... +

Local machi ne
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3.

Figure 2: Al inference service on Local nachine

This nethod is often used when configuring a systemfocused on
training Al nodels to inprove the inference accuracy and perfornmance
of Al nodels without considering Al services or Al nodel deploying
and inference in particular. 1In this case, since the client nodul e
that requests the Al inference service and the Al server nodul e that
directly performs the Al inference service are on the sane machi ne,

it is not necessary to consider the comruni cation/network environnent
or service provision nmethod too nuch. Alternatively, this method can
be used when we want to sinply decorate the Al inference service on
one machi ne w thout changing the Al service in the future, such as an
enbedded nmachi ne or a custom zed machi ne.

In this case, a high level of hardware performance is not required to
train the Al nodel, but hardware perfornmance sufficient to run the Al
i nference service is required, so it is possible on a nachine with a
certain amount of hardware perfornmance

Al inference service on Coud server
The followi ng figure shows the case where the client nodul e that

requests Al service and the Al server nodule that directly perforns
Al service run on different machi nes.

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm = =
------------------------ + | T
S + | | S + |
| Cient nodule [<-+-------- +o-o-- +----3 Server nodul e | |
| for Al service | | | | | for Al service | |
o e e e e e o + | | | o e e e e e o + |
------------------------ + | S

Local rmachi ne | Server machine
o e e e e e e e e e e e e e e e e e e e e e e m e e ==

Cloud (Internet)
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3.

Figure 3: Al inference service on Coud server

In this case, the client nodul e requesting the Al inference service
runs on the |ocal nmachine, and the Al server nodule that directly
performs the Al inference service runs on a separate server nachine,
and this server machine is in the cloud network. In this case, the
performance of the |ocal nachi ne does not need to be high because the
| ocal machine sinply needs to request the Al inference service and,

if necessary, deliver only the data required for the Al service
request. For the Al server nodule that directly perforns Al

i nference service, we can set up our own Al server, Oor we can use
conmerci al cl ouds such as Amazon, M crosoft, and CGoogl e.

Al inference service on Edge device

The followi ng figure shows the case where the client nodul e that
requests the Al service and the Al server nodule that directly
performs the Al service are separated, and the Al server nodule is

| ocated on the edge device. As nore and nore data is generated at
the edge, it is necessary to perform Al processing at the edge due to
performance, privacy, and cost of noving data to a central |ocation,
for exanple, sonme enterprises that own both |ocal nachi ne and edge
network will not feel confortable uploading their confidentia
datasets to the central cloud, instead these enterprises retrieve Al
model fromthe cloud and use such Al nodel for Al inference locally
at the edge devi ce.

. +
------------------------ + | e |
oo + | | oo R

| Client nodule |<-+-------- +----- +----3 Server nodul e | | |

| for Al service | | | | | for Al service | | |
e + I B e P REREEEEEE o
------------------------ + | O |
Local machine | Edge device |
TS +

Edge network
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Figure 4: Al inference service on Edge device

Even in this case, the client nodule that requests the Al inference
service runs on the | ocal machine, the Al server nodule that directly
performs the Al inference service runs on the edge device, and the
edge device is in the edge network. Even in this case, the client
modul e that requests the Al inference service runs on the |oca

machi ne, the Al server nodule that directly perfornms the Al inference
service runs on the edge device, and the edge device is in the edge
network. The Al nodule that directly perforns the Al inference
service on the edge device can directly configure the edge device or
use a comerci al edge conputing nodul e.

The difference fromthe above case where the Al server nodule is in
the cloud is that the edge device is usually close to the client,
whereas the performance is |lower than that of the server in the
cloud, so there are advantages in data transfer tinme and inference
time, but inunit time Inference service performance is poor

3.4. Al inference service on Coud server and Edge device
The followi ng figure shows the case where Al server nodul es that

directly performAl services are distributed in the cloud and edge
devi ces.
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e
o m e e e e e e e aao o + |+ --------------------------- +
I R + | . e + |
| | Cient nodule |<-+4---+----+----- +----3 Server nodul e | |
| | for Al service |<-+---+ | | | for Al service | |
| ol e v
T + | | S +
Local machine | | Edge device
I e e
| Edge net wor k
I
| R
| | T T +
e e + |
R +----3 Server nodul e | |
| | | for Al service | |
[ R +
| e +
| Server nmachi ne
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =

Cloud (Internet)

Figure 5: Al inference service on Coud sever and Edge device

There is a difference between the Al server nmodul e performed in the
cloud and the Al server nodul e perforned on the edge device in terns
of Al inference service perfornmance. Therefore, the client
requesting the Al inference service may request by distributing the
Al inference service request to the cloud and edge device
appropriately in order to performthe desired Al service. 1n other
words, in the case of an Al service with |ow inference accuracy but
short inference tinme, we can request an Al inference service to the
edge device

3.5. Al inference service on horizontal mnultiple servers

In the previous section, to provide Al inference service, the network
configuration that consisted of |ocal nachines, edge devices, and
cloud servers is a kind of vertical hierarchy. Because the
capabilities of each nmachine are different, the overall perfornmance
of the network using vertical hierarchy is dependent of each nachi ne.
CGeneral ly, a cloud server has a nost powerful performance and then an
edge device has the second powerful performance.
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In this network configuration, Al service may have different
performance according to the | oad | evel of the server, conputing
capability of the server machine and link-state between the |oca
machi ne and the server nmachines of the horizontal level. Thus, to

| ook for the server nmachine that can support the best Al service, it
is necessary for the network el ement that can nonitor network I|ink-
state and current state of the conmputing capability of the server
machi nes and the network | oad-bal ance that can perform a scheduling
policy of |oad bal ancing. Therefore, when a client requests an Al

i nference service, those requests are shared between edge devices and
cloud servers, and routed to a single cloud server nachine in the
network based on the | oad bal ancer’s decision. Alternatively, these
requests are processed by all the Coud Server machi nes that
contribute to the final inference result. The follow ng figure shows
the case where the local machine that requests Al service to

hori zontal multiple cloud servers.
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| | Client nodule |<-+---+----+
| | for Al service |<-+---+
I

Local machi ne

Figure 6: Al inference service
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or servers can be located in the same data center network or multiple
data center networKk.

And, transfer learning is a machine |earning technique that focuses
on storing informati on gai ned whil e solving one problemand appl yi ng
it to adifferent but related problem |In this transfer |earning, we
can utilize a network configuration to transfer conmon information
and know edge between different network nodes within one data center
network or across nmultiple data center networks.

4. Considerations of network/systemfor Al services

As described in the previous chapter, the Al server nodul e that
directly performs Al inference services by utilizing Al nodels can be
performed on a | ocal machine or a cloud server or an edge devi ce.

In theory, if Al inference service is perforned on a | ocal machi ne,
Al service can be provided w thout conmunication delay tinme or packet
| oss, but a certain amount of hardware performance is required to
perform Al service inference. So, in the future environment where Al
servi ces becone popul ar, such as when various Al services are
activated and Al services are dissem nated, the cost of a nmachine
that perforns Al services is inportant

If so, whether the Al inference service will be performed on the
cloud server or the discount price on the edge device can be a
determning factor in the system configuration

4.1. Considerations of the functional characteristics of the hardware

When Al inference service request is nade to a distant cloud server,
it my take a lot of tinme to transmt, but it has the advantage of
being able to performmany Al inference service requests in a short
time, and the accuracy of Al service inference increases.

Conversely, when an Al service request is nade to a nearby edge
device, the transnission tine is short, but many Al inference service
requests cannot be perforned at once, and the accuracy of Al service
i nference is | owered.

Therefore, by analyzing the characteristics and requirenents of the
Al service to be perfornmed, it is necessary to determ ne where to
performthe Al inference service on a |ocal machine, a cloud server,
or an edge device.

The hardware characteristics of the machine perform ng the Al service
varies. |In general, machines on cloud servers are viewed as nmachi nes
wi t h hi gher performance than edge devices. However, the perfornmance
of Al inference service varies depending on how the hardware such as
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CPU, RAM GPU, and network interface is configured for each cloud
server and edge device. |If we do not think about cost, it is good to
configure a systemfor performng Al services with a machine with the
best hardware perfornance, but in reality, we should always consi der
the cost when configuring the system So, according to the
characteristics and requirenents of the Al service to be perforned,
the performance of the |ocal nachine, cloud server, and edge device
must be det erm ned.

Perf ormance eval uation is possible through the performance matri x
presented in the standard of ETSI[ MEC. | EQQ06]. The perfornmance
metrics suggested by the ETSI standard are as follows. These netrics
is divided into two groups, namely Functional metrics, which assess
the user performance and include some cl assical indexes such as

| atency in task execution, device energy efficiency, bit-rate, |o0ss
rate, jitter, Quality of Service (QS), etc.; and Non-functiona
metrics that, instead, focus on the MEC(Mbile Edge Conputing)

net wor k depl oyment and nmanagenent. Non-functional netrics include
the follow ng indexes. Service life-cycle(instantiation, service
depl oynent, service provisioning, service update (e.g. service
scalability and elasticity), service disposal), service availability
and fault tolerance (aka reliability), service processing/

conput ational |oad, global nobile equipnment host |oad, nunber of API
request (nore generally nunmber of events) processed/ second on nobile
equi prrent host, delay to process APl request (north and south),
nunber of failed APl request. The sum of service instantiation,
servi ce depl oynent, and service provisioning provide service boot -
time.

4.2. Considerations for the characteristics of the Al nodel

According to the characteristics of the Al service, although not
directly related to conmuni cati on/ network, the biggest influence on
Al inference services is the Al nodel to be used for Al inference
service. For exanple, in Al services such as inmage classification
there are various types of Al npdels such as ResNet, EfficientNet,
VGG and Inception. These Al nodels differ in Al inference accuracy,
but also in Al nodel file size and Al inference time. Al nodels with
the hi ghest inference accuracy typically have very large file sizes
and take a lot of Al inference tinme. So, when constructing an Al
service system it is not always good to choose an Al nodel with the
hi ghest Al inference accuracy. Again, it is inportant to select an
Al nodel according to the characteristics and requirenents of the Al
service to be performnmed
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Experimentally, it is reconmended to use an Al nodel with high Al

i nference accuracy in the cloud server, and use an Al nodel that can
provi de fast Al inference service although the Al inference accuracy
is slightly lower for the fast Al inference service in the edge

devi ce.

It might be a bit of an inplementation issue, but we should al so
consi der how we deliver Al services on cloud servers or edge devi ces.
Wth the current technol ogy, a traditional web server method or a
server nethod specialized for Al service inference (e.g., Google’'s
Tensorfl ow Serving) can be used. Traditional web server nethods such
as Flask and Django have the advantage of running on various types of
machi nes, but since they are designed to support general web
services, the service execution time is not fast. Tensorflow Serving
uses the features of Tensorflow to make Al service inference services
very fast and efficient. However, older CPUs that do not support AVX
cannot use the Tensorflow serving function because Google’'s
Tensorfl ow does not run. Therefore, rather than unconditionally
usi ng the server nethod specialized in Al service inference, it is
necessary to decide the Al server nodul e nethod that provides Al
services in consideration of the hardware characteristics of the Al
systemthat can be built.

4.3. Considerations for the characteristics of the conmunicati on net hod

The communi cation nmethod for transferring data to request Al

i nference service is also an inportant decision in constructing an Al
system Using the traditional REST nmethod, it can be used for
various machi nes and services, but its perfornmance is inferior to
gRPC. There are nany advantages to using gRPC for Al inference
services, as gRPC uses HTTP/ 2 and protocol buffers for comunication
providing low |l atency and efficient data serialization, and enabling
| arge capacity and efficient data transfer conpared to REST.
Alternatively, the QU C protocol or other future transport protocol
can al so be used to request an Al inference service. Wich transport
protocol is used is beyond the scope of this docunent.

Cl oud- edge- endpoi nt col | aborati on-based Al service devel oprment is
actively underway. In particular, in the case of Al services that
are sensitive to network del ays, such as object recognition and

aut ononous vehicle services, (nicro)services for inference are placed
on edge devices close to the client to obtain fast inference results
and provide services. As such, in the devel opnent of intelligent |oT
services, various devices that can provide conputing services within
the network, such as edge devices, are being added as network

el ements, and the nunber of 10T devices using themis rapidly
increasing. Therefore, a new function for computing resource
management and operation is required in terns of providing conputing
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services within the network. In addition, to operate distributed Al
service on network, the network policy for collaboration is required
bet ween edge devi ces or between edge device and endpoi nt devi ce that
support conputing resource for Al service

In network policy, in order to efficiently support distributed Al
services, existing networks must be provided with the collaboration
of Al service between edge devices such as nulti-edge network
configuration for Al service aware traffic steering in nmulti-edge
network, so that the client can receive distributed Al service
efficiently in various network environnments and the multi-edge
networ k configuration enabl es dynamically vary network resource and
the conputing resource of edge device. For exanple, Al tasks nessage
exchanges must be possi bl e bet ween edge devices or between edge

devi ces and endpoi nt devices to provide collective Al inference.

Anot her exanple is to place caching at the edge devi ces between the
client and the central cloud to allow nake a copy of an accessed/
requested file at the edge devices, which are then served for
subsequent requests fromthe same client or other clients. Al so,
there are various delay sensitive Al services based on edge device in
the network. They are divided into in-tinme delay sensitive Al
services with a deadline Iimt and on-tine delay sensitive Al
services with the set of a tine-range. |In particular on-tine delay
sensitive Al services want to return the results of prediction within
the time range. Therefore, distributed Al service nust be able to
provi de proper Al service in ternms of the delay perfornmance for
distributed Al service through network. Therefore, the client of Al
service should be able to be provided both in-tine and on-tinme del ay
sensitive services and be interacted with edge devices where
distributed Al service is built.

5. Addressing challenges for coupling Al and NM

The docurent [I-D.irtf-nnrg-ai-challenges] describes the challenges
found in the application of Al to network nanagenent problens. They
are separated into | ow1level and high-level challenges. This section
descri bes how the concepts discussed in the present docunent are
linked to those chall enges.

Sone of the |inks between the structures presented in this docunent

and Al challenges involve the alignnent with Al NEVA
[1-D. pedro-nnrg-ai-framework].
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Al NEMA [ -D. pedro-nnrg-ai-framework] is a framework of functions
required for exploiting Al services and their interconnection
Intelligent managenent systens based on Al NEMA, as shown in

[ TNSM 2018], introduce Al functions in the network managenent cycl es,
and are able to express managenent decisions in terns of network
intents, as described in [I-D. pedro-ite].

5.1. Low I evel challenges

The first challenge (Cl) concerns to the conbinatorial explosion of
the solution space in relation to the size of the problem The
present docunent proposes to tackle part of such conplexity by
separating the Al work in multiple elenents of the network. The
separation is asymmetrical, so that sonme elenments (cloud side) wll
contribute nore conmputation power to the distributed service

The second chal |l enge (C2) regards the di nensional and context
uncertainty and unpredictability. The present docunent focus on
cloistering the Al nodels and data within pre-defined client-edge-
cl oud-server structures.

The third challenge (C3) is to ensure that Al to is able to provide
pronpt responses and deci sions to managenent questions. The key
aspect discussed in this docunent to resolve this challenge is the
i ntegration of end-node, in-network, edge, an cloud conputing
services. This allows Al conmputations to be perforned in the best
pl ace possible. Tinme elapsed to get fast responses of easy
operations will be mnimzed by executing themin the end-nodes
(e.g., vehicles) and edge devices, while the tinme needed to conpute
nmore conpl ex operations is mninized by offloading themto cloud
computi ng services.

The fourth challenge (C4) states the difficulties related to

resol ving data inperfections and scalability of techniques. This
chal l enge is specific to each information domai n and probl em

However, as presented in this docunent, the nentioned difficulties in
C4 is relieved by exposing Al NEVA [I-D. pedro-nnrg-ai-framewor k]
functions instantiated in cloud continuumto the Al services, so that
Al services transparently gain capabilities such as honogeni zati on
and scalability. Instantiating a distributed Al systemin a cloud
conti nuum enabl es the Al systemto have nmany functions to deal with
dat a honogeni zation, resolving high data rates, etc.

Hong, et al. Expi res 4 Septenber 2025 [ Page 17]



I nternet-Draft Depl oyi ng Al services March 2025

The fifth challenge (C5) concerns the integration of Al services with
exi sting automati on and human processes. The flexibility of the
structures presented in this docunent allow themto be connected to
exi sting systens, being aligned and sonewhat interconnected with

Al NEMA [I-D. pedro-nnrg-ai-franmework]. The result is exenplified in
the support for network digital twin and vehicle environnments.

The sixth chall enge (C8) exposes the need for cost-effective
solutions. Enabling Al services to be deployed in the cloud
conti nuum supports the nmaxi m zati on of effectiveness by dynamically
rel ocating services to the cheapest provider point that is able to
acconplish the conputation requirenments. This relocation is guided
by intents, as described in [I-D. pedro-ite], and inplenented by an
i ndependent nmanagenent cycle, as described in Al NEMA

[1-D. pedro-nnrg-ai-framework] and [ TNSM 2018]. The result is that
the cost of a distributed Al systemis continuously being checked and
adj usted by requesting the underlying infrastructure to nodify the
poi nt of instantiation of each part of the Al system

5.2. High-level challenges

The first challenge (HL) relies in the observation that Al techniques
were developed in a different area---inmaging---, so they nust be
extensively tailored for network problens. Although this is a quite
compl ex chal |l enge, this document supports its resolution by enabling
Al nodels and algorithnms to evol ve separately. Miltiple providers
will offer nultiple solutions and they will be stitched together by
followi ng the structures introduced above, as well as the functions
provided by the interconnection and alignnent w th Al NEMA

[1-D. pedro-nnrg-ai-framework].

The second chal |l enge (H2) conveys the nmismatch that exists fromthe
original data and internal data used in Al nodels. Al though the
present docunent does cover this m smatch, the structures presented
in this docunent help alleviate the burden by relocating sone Al
processes as close as possible to the end-points (e.g., vehicles and
NDT). The sane structures support the inplenentation of neasures to
protect privacy. The Al services that are closer to the edges wl|l
deal with sensitive data and ensure privacy protection by, for
exanpl e, anonym zing it. Those services are instantiated within the
data dommin, so private data does not crosses the boundaries of its
dat a domai n.

The third chall enge (H3) consists on the | evel of acceptance that an
Al system experiences fromadm nistrators and operators. It is
agreed that giving full control of Al operations to adm nistrators
and operators increases such |evel of acceptance. The structures
presented in this docunment support the involvenent of admnistrators
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and operators in Al system processes through the provision of
policies and network intents. On the one hand, aligning the
distributed Al systemspecified in this document w th Al NEVA

[1-D. pedro-nnrg-ai-framework], enables the enforcenent high-I|eve
policies and managenent goals provided by adm nistrators and
operators. On the other hand, aligning the distributed Al system
specified in this docunent with intent-based networking systens,
particularly intent translation [I-D.pedro-ite], enables

adm nistrators and operators to use high-level specifications (nanely
network intents) to comunicate the policies, requirenents, and goals
that nust be enforced to the Al system constructed over the cloud
conti nuum

6. Use cases of depl oyi ng network-based Al services
6.1. Deploying Al services for self-driving vehicles

Various sensors are used in self-driving vehicles, and the fina
judgrment is made by conbi ning these data. Anobng them canera data-
based object detection solves parts that expensive equi pment such as
Li DAR and RADAR cannot sol ve. Canera-based object detection perforns
various tasks, and in addition to |lane recognition for maintaining
driving lanes and changing | anes, it also supports safe driving and
par ki ng assi stance by distingui shing shape information such as
pedestrians, signs, and parking vehicles along the road.

In order to perform such driving assistance and aut ononous dri Vi ng,
obj ect detection needs to be perforned in real tinme. The m ninmum
FPS(Franes Per Second) to be considered real-tine in autononous
driving is 30 FPS[ Obj ect_detection]. No matter how high the accuracy
is, it cannot be used for autononous driving if it does not neet the
correspondi ng reference val ue.

Task offloading refers to a technology or structure that transfers
conputing tasks to other processing devices or systens to perform
them Task of fl oadi ng can quickly process tasks that exceed the
performance limts of devices that |ack resources by delivering tasks
fromdevices with limted conmputing power, storage space, and power
to devices that are rich in computing resources
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For devices with | ow hardware perfornmance (e.g., NVID A Jetson Nano
board, Qual-core ARM A57, 4GB RAM), all locally wthout task
offloading results in 4.6 FPS, which is difficult to perform object
det ecti on-based autononobus driving. On the other hand, if task
offloading is applied to perform object detection on devices with
hi gh hardware perfornmance (e.g., Intel i7, RTX 3060, 32GB RAM and
the rest of the work is performed on the client, 41.8 FPS will be
obtained. This is a result that satisfies 30 FPS, which is the

ref erence FPS of object detection-based autononous driving.

In the case of Al services such as object detection, if it is
difficult to performon resource-constrai ned devices, it can be seen
that the task offl oading structure shows some efficiency. However,
wi t hout performng all operations |locally, task offl oadi ng operations
bet ween network nodes can affect the entire tine because the |arger
the size of the data, the greater the conmunication |atency.
Therefore, in such a network distributed environnent, the provision
of Al services should be designed in consideration of various
variabl es. The Figure 7 shows an exanple of distributed Al

depl oynent in a self-driving vehicle when it does not have enough
capabilities to proceed the object detection operation in real-time
and it asks sone tasks to edge devices and cl oud servers.

e
------------------------ + | T
R + | | R + |
| Obj ect detection |<-+---+----+----- +---->| Cbj ect detection | |
| service | <-+---+ | | | service | |
R SO I | R v
------------------------ + | | e
Vehi cl e | | Edge device
| o e e e e e e e e e e e e e e e e a oo -
| Edge net wor k
I
| e
| | R +
I I I too-mmoooo o +
R +---->| Obj ect detection | |
| | | service | |
I I Foommmmmiee s +
| R +
| Server nachine
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =

Cloud (Internet)
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Figure 7: Distributed object detection service in self-driving
vehi cl e

6.2. Deploying Al services for network digital tw ns

Network digital twin also need to build distributed Al services. The
purpose of a network digital twin is described in
[I-Dirtf-nnrg-network-digital-twin-arch]. |In particular, the
network digital twin provides network operators with technol ogy that
enabl es data driven network managenent and allows real tine

i nteraction between physical network and twin network. To achieve
this, the network digital twin will use Al capabilities for various
pur poses such as scenario planning, inpact analysis and change
nmanagenent .

Various Al functions will be applied for optinal network operation
and nanagenent. However, the actual physical network consists of
various different network devices and has a conpl ex structure for
various different type of data such as topol ogy data, configuration
data, state data. |In addition, in a |arge-scale network environnent,
the network overhead is very |arge and expensive to collect and store
informati on from many network devices in a centralized manner, and to
create and change network managenent policies based on it

Therefore, there is a need for a method to apply Al functions based
on a distributed formfor network operation and nanagenment. In
particul ar, the actual physical network structure is built in a

| ogi cal hierarchical structure. Therefore, it is necessary to apply
a distributed Al method that considers the |ogical hierarchica
network structure environment.

In order to optimally perform network operati on and nanagenent
through distributed Al nethods, it is necessary to generate Al
function-based network operation and nanagenent topol ogy nodel and
policy nodels and an operational nethod to distribute the generated
Al function-based network policies across different networks or

adm ni strative domains. |In particular, in order to operate a network
digital twin in a |large-scale network environnent, it is necessary to
generate Al-based network policy nodels in a distributed manner. A
federated learning algorithmor a transfer |earning algorithmthat
can learn large-scale networks in a distributed manner can be
appl i ed.

Hong, et al. Expi res 4 Septenber 2025 [ Page 21]



Internet-Draft

As shown in Figure 8,

Depl oyi ng Al services March 2025

o m o o e e +
I o _ I
| Di stributed network | earning nodel |
| in |arge-scal e network environnent |
I I
| - e + |
| | Mast er | |
| | (Al based Policy nodel) | |
| S R + |
I I I
| S +--mna +--mna S + |
I I I I I I
| i T T S S i S

| | Worker | | Worker | | Worker | | Worker | |
| | (Agent) | | (Agent) | | (Agent) | | (Agent) | |
| S T T T e o R |
I I I I I I
| e T T T T

| | Local | | Local | | Local | | Local | |
| | Data | | Data | | Data | | Data | |
| | Repo- | | Repo- | | Repo- | | Repo- | |
| | sitory | | sitory | | sitory | | sitory | |
| S R e R e R e + |
I I
Fo m o e o e e +

Figure 8: Distributed | earning nodel of network |learning for

network digital tw ns

a distributed | earning method, a | ocal data repository to
networ k data must be established in each region, for exanp
on location or AS (Autononous Systen). Therefore, the dis
| earni ng nethod | earns through each worker (agent) based on the |oca
network data stored in the local network data repository,

generates a |l arge-scale network policy node

in order to learn a | arge-scal e network through

store
| e, based
tributed

and

through the master.

This distributed | earning nmethod can reduce the network overhead of
centralized data collection and storage, and reduce the ti
to create Al nodels for network operation and nmanagenent p
| arge-scal e networks. In addition, the network policy nod
generated by the worker can be used as a locally optimzed network
policy nodel to provide Al-based network operation and man
policy services optim zed for |ocal network operations.
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7

The distributed depl oynent of trained Al network policy nodels can be
depl oyed on network devices that can manage and operate the |oca
network to mnimze network data novenent. For exanple, in a |large-
scal e network consisting of nmultiple ASes, Al network policy nodels
can be depl oyed per AS to optinize network operati on and nanagenent.
Figure 9 shows an exanpl e of operating and managi ng a network by
distributing Al network policy nodels by AS.

| Mast er |
| (AI-based Network Policy |
| nmodel managenent) |

I I
I I
I I
I I
| Fomm e R + |
I I I
| e e + |
| Wor ker | Wor ker | |
| - - + - - + |
| | Net wor k devi ce | | Net wor k devi ce | |
| | (AI-based network | | (AI-based network | |
| | Pol i cy nodel) | | Pol i cy nodel) | |
| S S + S S + |
I I I I
| R R + R R + |
| | AS 1 AS 2 | |
| R + R + |
o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

Figure 9: Distributed deploynment of trained Al network policy nodels

| ANA Consi der ati ons
There are no | ANA considerations related to this docunent.
Security Consi derations

When Al service is perforned on a |ocal machine, there is no security
i ssue, but when Al service is provided through a cloud server or edge
device, |P address and port nunber nmay be known to the outside can
attack. Therefore, when providing Al services by utilizing machines
on the network such as cloud servers and edge devices, it is
necessary to analyze the characteristics of the nodules to be used
well, identify vulnerabilities in security, and take counterneasures.
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