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Abst ract

Thi s docunent is intended to introduce the challenges to overcone
when Networ k Managenent (NM problems may require coupling with
Artificial Intelligence (Al) solutions. On the one hand, there are
many difficult problenms in NMthat to this date have no good
solutions, or where any solutions come with significant limtations
and constraints. Artificial Intelligence may hel p produce novel
solutions to those problens. On the other hand, for several reasons
(comput ati onal costs of Al solutions, privacy of data), distribution
of Al tasks becane prinordial. It is thus also expected that
networks are operated efficiently to support those tasks.

To identify the right set of challenges, the document defines a

met hod based on the evolution and nature of NM problenms. This wll
be done in parallel with advances and the nature of existing
solutions in Al in order to highlight where Al and NM have been

al ready coupl ed together or could benefit froma higher integration.
So, the nmethod ains at evaluating the gap between NM probl ens and Al
solutions. Challenges are derived accordingly, assum ng solving
these challenges will help to reduce the gap between NM and Al.

Thi s docunent is a product of the Network Managenent Research G oup
(NVRG of the Internet Research Task Force (I RTF). This docunent

reflects the consensus of the research group. It is not a candidate
for any level of Internet Standard and is published for informational
pur poses.
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1. Introduction

The functional scope of Network Managenment (NM is very |arge,
ranging fromnonitoring to accounting, fromnetwork provisioning to
servi ce diagnostics, fromusage accounting to security. The taxonony
defined in [Hool8] extends the traditional Fault, Configuration,
Accounting, Performance, Security (FCAPS) domai ns by considering
addi tional functional areas but above all by pronoting additiona
views. For instance, network managenent approaches can be classified
according to the technol ogi es, nethods or paradigns they will rely
on. Methods include common approaches as for exanple nmathematica
optinization or queuing theory but al so techni ques which have been
widely applied in | ast decades |ike game theory, data analysis, data
m ni ng and machine |l earning. |n nanagenent paradi gns, autonom ¢ and
cognitive managenment are listed. As highlighted by this taxonony,
the definition of automated and nore intelligent techni ques has been
pronoted to support efficient network nanagenment operations.
Research in NM and nore generally in networking has been very active
in the area of applied M. [Boul8] and allows progresses in different
domai ns such as network security [Ke23], Software-Defined Networks
(SDN) [HanR1], vehicular network [Tan2l]. This |arge adoption has
led to a strong interlinkage between networks and Al, |aying the
foundation of future networks such as 6G or B5G networks expected to
be Al-native [Sha25].

However, for maintaining network operational in pre-defined safety
bounds, NMstill heavily relies on established procedures. Even
after several cycles of adding autonation, these procedures are stil
nmostly fixed and set offline in the sense that the exact contro

| oops and all possible scenarios are defined in advance. They are so
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mostly deterministic by nature or at least with sufficient safety
margin. Cbviously, there have been a | ot of propositions to make
network smarter or intelligent with the use of Machine Learning (M)
but without |arge adoption for running real networks because it
changes the paradi gns towards stochastic nethods.

M. i ncl udes regression analysis, statistical |earning (SVM and
variants), deep |learning (ANN and variants), Reinforcement Learning
(RL), Large Language Model s (LLMs), etc. It is a sub-area of
Artificial Intelligence (Al) that concentrates the focus nowadays but
Al enconpasses other areas including know edge representati on,

i nductive |l ogic programm ng, inference rule engine or by extension
the techniques that allow to observe and perform actions on a system

It is thus legitimate to question if M. or Al in general could be
hel pful for NMin regard to practical deploynent. This question is
actually tight with the problens the NM ainms to address.

I ndependently of NM M.-based solutions were introduced to sol ve one
type of problens in an approxi mate way which are very conmplex in
nature, i.e. when finding an optinmal solution is not possible (in
polynom al time). This is the case for NP-hard problens. In those
cases, solutions typically rely on heuristics that may not yield
optinmal results, or algorithnms that run into issues with scalability
and the ability to produce tinely results due to the exponenti al
search space. In NM those problens exist: allocation of resources
in case of Service Function Chaining (SFC) or network slicing anmong
others are recent exanpl es which have gained interest in our
community with SDN. Many propositions consist of nodelling the
optinization problemas a MLP (M xed-Integer Linear Programm ng) and
solve it by nmeans of heuristics to reach a satisfactory trade-off

bet ween solution quality (gap to the optinal solution) - conputation
time and nodel size/dinmensionality. Hence, M is recognized to be
wel | adapted to progress on this type of problem|[Kaf19].

However, all conputational problens of NMare not NP-hard. Due to
real -tine constraints, sonme involve very short control |oops that
require both rapid decisions and the ability to rapidly adapt to new
situations and different contexts. So, even in that case, tine is
critical, and approximate solutions are usually nore acceptabl e.
Again, it is where Al can be beneficial. Actually, expert systens
are Al systens [Ste92] but this kind of rul e-based systens are not
designed to scale with the volunme and heterogeneity of data we can
collect in a network today. |In contrast, M. is nore efficient to
automatically | earn abstract representations of the rules, which can
be eventual |y updat ed.
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On one hand, another type of comon problemin NMis classification
For instance, classifying network flows is hel pful for security
purposes to detect attack flows, to differentiate QS anong the
different flows (e.g. real-tine streans which need to be
prioritized), etc. On the other hand, M-based classification

al gorithms have been widely used with satisfactory results when
properly applied leading to their application in comrercial products.
There are many al gorithms including decision trees, Support Vector
Machi ne (SVM or (deep) Neural Networks (NNs) which have been to be
proven efficient in many areas and notably for image and natura

| anguage processi ng.

Finally, many problens also still rely on humans in the |oop: from
support issues such as dealing with trouble tickets to planning
activities for the roll-out of new services. This creates
operational bottlenecks and is often expensive and error prone. This
ki nd of tasks could be either automated or guided by an Al systemto

avoi d individual human bias. It is worth noting that M. relying on
training data generated by human can also indirectly suffer froma
coll ective human bias. |1ndeed, the bal ance between hunan resources

and the complexity of problenms to deal with is very inbal anced and
this will continue to increase due to the evolving size of networks,
het erogeneity of devices, services, etc. Hence, human-based
procedures tend to be sinple in conparison to the problens to solve
or time-consuming. Notable exanples are in security where the

net wor k operator shoul d defend agai nst potential unknown threat.

Actual ly, all aforenentioned problens are exacerbated by the
situation of nore conpl ex networks to operate on many di nensions
(users, devices, services, connections, etc.). Therefore, Al is
expected to enable or sinplify the solving of those problens in rea
networks in the near future [czb20] [Yan20] because those woul d
require reaching unprecedented | evels of performance in terns of
t hroughput, latency, nobility, security, etc.

2. Acronyns
* Al: Artificial Intelligence
* CNN: Convol utional Neural Network
* FL: Federated Learning
*  GAN: Cenerative Adversarial Network
* GNN. Graph Neural Network

* |BN: Intent-Based Networking
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* LLM Large Language Mbdel

* LSTM Long Short-Term Menory

*  MAE: Mean Absol ute Error

* M.: Machi ne Learning

* MLP: M xed-Integer Linear Progranmm ng

* MP: Miultilayer Perceptron

* MBE: Mean Squared Error

* NM Network Managenent

* RL: Reinforcenent Learning

* SDN: Sof tware-Defi ned Networks

* SFC. Service Function Chaining

*  SVM Support-Vector Machine

* VNF: Virtual Network Function

3. Difficult problens in network managenent

As nentioned in introduction, problens to be tackled in NMtend to be

conpl ex and exhi bit characteristics that nmake them good candi dat es

for Al-based solutions:

* Cl: A very large solution space, combinatorically exploding with
the size of the problemdomain. This nmakes it inpractical to
expl ore and test every solution (again NP-hard probl ens).

* C2: Uncertainty and unpredictability along multiple dinmensions,
including the context in which the solution is applied, behaviour
of users and traffic, lack of visibility into network state, etc.
I'n addition, nany networks do not exist in isolation but are
subj ected to nyriads of interdependencies, sone outside their
control. Accordingly, there are many external paraneters that

affect the efficiency of the solution to a problem and that cannot
be known in advance: user activity, interconnected networks, etc.
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*

C3: The need to provide answers (i.e. conmpute solutions, deliver
verdi cts, make decisions) in constrained or determnistic tine.
In many cases, the context changes dynanically and deci sions need
to be nade quickly to be useful

CA: Dat a-dependent solutions. To solve a problem accurately, it
can be necessary to rely on large volunes of data and to deal with
i ssues that range from data heterogeneity to inconplete data to
general challenges of dealing with high data velocity.

C5: Need to be integrated with existing automati ¢ and hunman
processes.

C6: Sol utions nmust be cost-effective as resources (bandw dth, CPU
human, etc.) can be limted, notably when part of processing is
distributed at the network edge or within the network

Many deci sion/optim zation problens are affected by nultiple
criteria. Belowis a non-exhaustive list of conplex NM problens for
whi ch Al and/or non-Al -based approaches have been proposed:

*
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Conput ati on of optinmal paths: Packet forwarding is not always
based on traditional routing protocols with | east cost routing,
but on conputation of paths that are optimzed for certain
criteria - for exanple, to neet certain | evel objectives, to
result in greater resilience to balance utilization, to optimze
energy usage, etc. Many of those solutions can be found in SDN
where a controller or path conputation el enent conputes paths that
are subsequently provisioned across the network. However, such
solutions generally do not scale to nillions of paths (Cl) and
cannot be reconputed in sub-second tine scales (C3) to take into
account dynamnical ly changi ng network conditions (C2). To conpute
those paths, operations research techni ques have been extensively
used in literature along with Al nethods [Lop20]. Mbility and
dynanmicity are two conditions that nake the probl em of conputing
opti mal paths even harder. Hence, adaptive routing based on RL
has been proposed as it allows an agent to pronptly react to
topol ogi cal changes [Sin22]. As such, this problemcan be
considered as close to big data problens with sone of the
different Vs: volune, velocity, variety, value® 7

Classification of network traffic: Wthout |oss of generality a
common obj ective of network nmonitoring for operators is to know
the type of traffic going through their networks (web, stream ng,
gam ng, VolP). Such a task analyses data (C4) which can vary over
time (C2) except in very particular scenarios like industria

i sol ated networks. However, the output of the classification
technique is tinme-constrained only in specific cases where fast
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deci sions nust be nade, for exanple to reroute traffic. Sinple
identification based on | ANA-assigned TCP/ UDP ports nunbers were
sufficient in the past. However, with applications using dynanic
port nunbers, signature techni ques can be used to nmatch packet
payl oad [Sen04]. To handl e applications now encapsul ated in
encrypted web or VPN traffic, various M-based approaches have
been thus adopted [Bri 19][ Naj 24] [ Wan24] [ Ake24] i ncludi ng LLMs

[ G n24].

* Network diagnostics: Disruptions of networking services can have
many causes and thus can rely on anal ysi ng many sources of data
(C4). ldentifying the root causes is of high inportance, so that
repair actions can address them versus just working around the
symptons. Such repair actions may involve human actions (C5).
Further conplicating the matter are scenarios in which disruptions
are not conplete but involve only a degradation of service |evel,
and where disruptions are intermttent, not reproducible, and hard
to predict. Artificial intelligence techniques can offer
prom sing solutions. Especially, anticipation of faults is of
paranount of inmportance and will |ead to the devel opment of
predi ctive mai ntenance in future networks[ Mit 24].

*  Network observability: having deeper insights of network status
can rely on nonitoring techniques to gather data from vari ous
sources. A mgjor issue is to aggregate all these data in a
val uabl e format [ZzZha2l]. When it is not directly used to automate
some actions, the aggregation of the data needs to be presented in
an interpretable nanner to human operators. |In this area,

vi sual i sation techniques are hel pful and also rely on Al

techni ques to provide the best outputs by reducing the nunmber of
di mensi ons (C4) and adapting the visualisation of data for hunman-
handl ed processes (C5) [Am 24].

* |ntent-Based Networking (I1BN): Roughly speaking, IBN refers to the
ability to nmanage networks by articul ating desired outcones
wi t hout the need to specify a course of [RFC9315]. The ability to
determi ne such courses of actions, in particular with nultiple
i nt erdependenci es, conflicting goals, |arge scale, and highly
compl ex and dynami c environnents is a huge and | argely unsol ved
chal lenge (Cl, C2, C3). As an illustration, a major problemwth
intent is to interpret themcorrectly knowi ng that different
intent formats have been proposed including natural |anguage.
W thout good interpretation of the intent, i.e. the expected
out conmes, the derived actions will not be adequate. |In case the
intent is correctly interpreted, a major problemis to find
concrete solutions to realize the intents which inplicitly needs
to optimize the actions to be taken. Artificial Intelligence
techni ques can be of help here in nultiple ways, fromaccurately
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classifying dynanic context to determnmi ne matching actions to
refram ng the expression of intent as a game that can be played
(and won) using artificially intelligent techniques. As an
exanpl e, LossLeaP even goes further by trying to predict the gap
between a targeted objective and the predicted inpact of the
intent realization [Col 22].

* VNF (Virtual Network Function) placenent and SFC (Service Function
Chai n) design: VNFs need to be placed on physical resources and
SFCs designed in an optim zed manner to mnimze the use of
net wor ki ng resources and energy (C1,C6). As it is known to be a
NP hard problem many heuristic- or nachine | earning based
approaches have been proposed. The VNF paradi gm actually energes
al ongsi de 5G networ ki ng and orchestration methods [Att23].

* Smart adm ssion control to avoid congestion and oversubscription
of network resources: Admi ssion control needs to be set up to
ensure service levels are optinized in a manner that is fair and
aligned with application needs, congestion avoided, or its effects
mtigated (C6). This field of research has notably been extended
to the context of network slicing [Vin2l][Sul 23].

4. High-level challenges in adopting Al in NM

As shown in the previous section, Al techniques are good candi dates
for the difficult NM problens. There have been many propositions but
still nost of themremain at the | evel of prototypes or have been
only evaluated with sinulation and/or emulation. It is thus

questi onabl e why our community investigates much research in this
direction but has not wi dely adopted those solutions to operate rea
networks. There are different obstacles.

First, Al advances have been historically driven by the inage/video,
nat ural | anguage and signal processing comunities as well as
robotics for many decades. As a result, the nost inpressive
applications are in this area including recently the generalization
of home assistants, chatbots or the | arge progress in autononous
vehi cl es. However, the network experts have been focused on buil ding
the Internet, in particular designing protocols to make the world

i nterconnected and with al ways better performance and services. This
trend continues today with the 5G networks in depl oynment and beyond
5G under definition. Hence, Al was not the primary focus even if

i ncreased network automation calls for Al and M. solutions. However,
Al is now considered as a core enabler for the future 6G networks

whi ch are sometines qualified as Al-native networks [Sha25].
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Wil e we can see nmmjor contributions in Al-based solutions for
net wor ki ng over nore than two decades, only a fraction of the
community was concerned by Al at that tine. Progress as a whol e,
froma community perspective, was so |limted and conpensated by
relying on the devel opnent of Al in the comunities as nentioned
earlier. Even if our problens share sonme commonalities, for exanple
on the volune of data to analyse, there are differences: data types
are conpletely different, networks are by nature heavily distributed,
etc. If problems are different, they should require distinct
solutions or at least in-depth adaptation. 1In a nutshell, network-
tailored Al was overl ooked and leads to a first set of chall enges
described in Section 5.

Second, many Al techniques require data representative enough. For
exanpl e, (deep) learning techniques nostly rely on having vectors of
(real) nunbers as input which fits sonme netrics (packet/byte counts,
| at ency, delays, etc) but needs sone adjustnent for categorical (IP
addresses, port nunbers, etc) or topol ogical features. Conversions
are usual ly applied using comon techniques |ike one-hot encoding or

by coarse-grained representations [Scoll]. However, nore advanced
techni ques can be proposed to enbed representati on of network
entities rather than pure encoding as illustrated in

[ Ri n17] [ Evr 19] [ Sol 20] .

Besi des, Al techniques that involve anal ysis of networking data can
also lead to the extraction of sensitive and personally identifiable
i nformation, raising potential privacy concerns and concerns
regarding the potential for abuse. Actually, this is a combn and
known problemthat applies to many application domains [Liu22]. For
exanpl e, Al techniques used to anal yse encrypted network traffic with
the legitimate goal to protect the network fromintrusi ons and
illegitimate attack traffic could be used to infer information about
networ k usage and interactions of network users [Hoa2l]. Intelligent
data analysis and the need to naintain privacy are in nmany ways
contradictory in nature, resulting in an arns race. Simlarly,
training M. solutions on real network data is often preferable over
using less-realistic synthetic data sets [Liu22b]. However, network
data may contain private or sensitive data, the sharing of which may
be problematic froma privacy standpoint and even result in |ega
exposure. The challenge concerns thus how to allow Al techniques to
performlegiti mate network managenent functions and provi de network
owners with operational insights into what is going on in their
networ ks, while prohibiting their potential for abuse for other
(illegitimte) purposes. Challenges related to network data as input
to ML algorithnms is detailed in Section 6.
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5

5.

1.

Finally, networks are already operated thanks to (seni-)autonated
procedures involving many resources which are synchronized with
managenent or orchestration tools. Adding Al supposes so a seamnl ess
integration within pre-existing processes. Although the goal of
these procedures mght be solely to provide relevant infornmation to
operators through alerts or dashboards in case of nonitoring
applications, this can be defined to trigger actions on the different
resources, which can be local or renote. The use of Al or any other
approaches to derive NM actions adds further constraint on them
especially regarding time constraints [Liu2l] and synchronization to
mai ntain a coherence over a distributed system

A rel ated chall enge concerns the fact that to be deployed, a solution
needs to provide a technical solution but also be acceptable to users
- in this case, network adm nistrators and operators. Wth automated
sol utions concerns that users want to feel #ffin control #and able to
understand what is going on, even nore so if ultinmately those users
are held accountable for whether or not the network is running
snoothly. To mitigate those concerns, aspects such as the ability to
expl ain actions that are taken - or about to be taken - by Al systens
becone inportant [ Sen24].

Beyond reasons of naking users nore confortable, there are
potentially also | egal or regulatory ramifications to ensure that
actions taken are properly understood. For exanple, agencies such as
the FCC may inpose fines on network operators when services such as
E911 experience outages. In investigating causes for such outages,
the underlying behavi our of the systens has to be properly
under st ood, and even nore so the reasons for actions that fall under
the real mof network operations. Al these aspects about integration
and acceptability of the integration of Al in NM processes is
detailed in Section 7.

Al techni ques and network nmnanagenent
Probl em type and mappi ng

An increasing nunber of different Al techniques have been proposed
and applied successfully to a growing variety of different problens
in different domains, including network managenent [ Mus18], [ Xiel8].
Sone of the nobst recently proposed Al approaches are clearly
advancenents of ol der approaches, which they supersede. Many ot her
Al approaches are not predecessors or successors but sinply

compl enent ary because they are useful for different problens or
optimze different netrics. |In fact, different Al approaches are
useful for different kinds of probleminputs (e.g., tabular data vs.
text vs. images vs. tinme series) and also for different kinds of
desired outputs (e.g., a predicted value, a classification, or an
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action). Sinilarly, there may be trade-offs between nmultiple
approaches that take the sane kind of inputs and desired outputs
(e.g., in terms of desired objective, conputation complexity,
constraints).

Overall, it is a key challenge of using Al technique for network
managenment to properly understand and map which kind of problens with
whi ch inputs, outputs, and objectives are best solved with which kind
of Al (or non-Al) approaches. G ven the wealth of existing and newy
rel eased Al approaches, this is far froma trivial task

5.1.1. Sub-challenge: Suitable Approach for G ven I|nput

Different problens in network rmanagenent conme with widely different
probl em paraneters. For exanple, security-related problens may have
| arge anpbunts of textual or encrypted data as input, whereas
forecasting problens have historical tine series data as input. They
al so vary in the anount of avail abl e dat a.

Both the type and amount of data influences the selection of an
appropriate Al technique. On one hand, in scenarios with smal

di mensi onal data, classical machine | earning techniques (e.g., SVM
tree-based approaches, etc.) are often sufficient and even superi or
to NNs [Gel9]. On the other hand, NNs have the advantage of

| earni ng conpl ex nodels fromlarge anounts of data wi thout requiring
feature engineering. Here, different neural network architectures
are useful for different kinds of problens. The traditional and
sinplest architecture are (fully connected) Milti-Layer Perceptrons
(M.Ps), which are useful for structured, tabular data. For inmages,
vi deos, or other high-dinensional data with correlation between
“close” features, convolutional neural networks (CNNs) are useful
Recurrent neural networks (RNNs), especially the Long Short-Term
Menory (LSTM architecture, and attention-based neural networks
(transforners) are great for sequential data like time series or
text. This evolution leads to the era of LLMs al so inpacting
research in networking [Hua25] [ Wi24].

It is worth noting that G aph Neural Networks (GNNs) can incorporate
and consider the graph-structured input, which is very useful in
net wor k managenent [Jie22], e.g., to represent the network topol ogy.

The af orementi oned rough gui delines can help identify a suitable Al
approach or NN architecture. Still, best results are often achieved
with a sophisticated conbi nation of different approaches. For
exanple, nultiple elenments can be conbined into one architecture

[ HanR3], e.g., with both CNNs and LSTMs, and nultiple separate Al
approaches can be used as an ensenble to conbine their strengths
[Das23]. Here, sinplifying the mapping from problemtype and input
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to suitable Al approaches and architectures is clearly an open

chal  enge. Future work shoul d address this chall enge by providing
both clearer guidelines and striving for nore general Al approaches
that can easily be applied to a large variety of different problem
i nput s.

5.1.2. Sub-challenge: Suitable Approach for Desired Cutput

Simlar to the challenge of identifying suitable Al approaches for a
gi ven probleminput, the desired output for a given problemalso

af fects which Al approach should be chosen. Here, the format of the
desired output (single value, class, action, etc.), the frequency of
these outputs and their neaning should be consi dered.

Again, there are rough guidelines for identifying a group of suitable
Al approaches. For exanple, if a single nunerical value is required
(e.g., the anpbunt of resources to allocate to a service instance),
then a supervi sed regressi on approaches should be considered as a
first candidate option as it is lightweight for this type of task

In case of classification (e.g., of malware or another security issue
[ Abd10]) instead of predicting a value is desired, supervised nethods
can be used if labelled training data is available. There are also
cases where a single class of training data is available, as for
exanmple in the context of anomaly detection where the nodel is fitted
to normal data. |In that case, one-class supervised techniques can be
considered as a good candidate. Alternatively, unsupervised machi ne
| earning can help to cluster given data into separate groups, which
can be useful to analyse networking data, e.g., for better
understanding different types of traffic or user segnents.
Furthernmore, the quality of the data [Liu22b]directly inpacts on the
robustness of a M. nodel with the risk of biased nodels due to over-
fitting. As highlighted with these few exanples, finding a suitable
approach to a probl em depends on many factors including the type of
problemto handle but also other contextual elenments such as the
availability and the quality of data. To help in building Al-based
sol utions, pipeline generators have nmerged with automated
capabilities, paving the way to the field of AutoM. [Urb23].
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In addition to these classical supervised and unsupervi sed net hods,
Rei nf orcenment Learning (RL) approaches allows active, sequential
decisions rather than sinple predictions or classification. This is
often useful in network managenent, e.g., to actively control service
scaling and placenent [Sah23]. RL agents autononobusly sel ect
suitable actions in a given environment and are especially useful for
sel f-1earning network nanagenment. In addition to nodel-free RL
nmodel - based pl anni ng approaches (e.g., Monte Carlo Tree Search) also
al | ow choosing suitable actions but require full know edge of the
environment dynamics. |In contrast, nodel-free RL is ideal for
scenari os with unknown environnent dynanmics, which is often the case
i n network managenent.

Li ke the previous sub-chall enge, these are just rough guidelines that
can help to select a suitable group of Al approaches. Ildentifying
the nost suitable approach within the group, e.g., the best out of
the many existing reinforcenment |earning approaches, is stil
chal l enging. And, as before, different approaches could be conbi ned
to enabl e even nore effective network managenment (e.g., heuristics +
RL, LSTMs + RL, etc.). Here, further research can sinmplify the
mappi ng from desired probl em out put to choosing or designing a

sui tabl e Al approach

5.1.3. Sub-challenge: Tailoring the Al Approach to the G ven Problem

After addressing the two af orementi oned sub-chal | enges, one may have
sel ected a useful kind of Al approach for the given input and out put
of a network managenent problem For exanple, one may sel ect
regression and supervised | earning to forecast upcom ng network
traffic or select reinforcement |learning to continuously contro
network and service coordination (scaling, placenment, etc.).

However, even within each of these fields (regression, reinforcenent
| earning, etc.), there are many possible al gorithnms and hyper-
paraneters to consider. Selecting a suitable algorithm and
paranetrizing it with the right hyper-paraneters is crucial to tailor
the Al approach to the given network nanagenent problem

For exanple, there are many different regression techni ques
(classical linear, polynom al regression, |asso/ridge regression,
support vector regression, regression trees, neural networks, etc.),
each with different benefits and drawbacks and each with its own set
of hyper-paraneters. Choosing a suitable techni que depends on the
anount and structure of the input data as well as on the desired
output. It also depends on the avail able anpbunt of conmpute resources
and conpute tine until a prediction is required. |If resources and
time are not a limting factor, nany hyper-paraneters can be tuned
aut omati cal ly.
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Thi s sub-challenge holds for all fields of Al: supervised |earning
(regression and classification), self-supervised |earning,
unsupervi sed | earning, and reinforcenent |earning, each are broad and
rapidly growing fields. Selecting suitable algorithns and hyper-
paraneters to tailor Al approaches to the network managenent probl em
is both an opportunity and a challenge. Here, future work should
further explore these trade-offs and provide cl earer guidelines on
how to navi gate these trade-offs for different network managenent
tasks. As already nentioned, the AutoM. field of research provides
solutions to better custonmze M. al gorithns and pipeline. However
such kind of optinization should be optim zed accordi ng to donai n-
specific netrics rather than pure-Al netrics only. For instance, the
i ntegration of network-specific know edge can be done through hunman

f eedback [Arz21].

Per f ormance of produced nodel s

From a general point of view, any Al technique will produce results
with a certain level of quality. This leads to two inherent
questions: (1) what is the definition of the performance in a context
of a NM application? (2) How to neasure it? (3) How to ensure the
quality of produced results by Al is aligned with NM objectives? (4)
How to maintain or inprove the quality of produced results?

Many netrics have been already defined to eval uate the performance of
an Al -based technique according to its NM I evel objectives. For
exanple, QS netrics (throughput, |atency) can serve to neasure the
performance of a routing algorithmalong with the conputationa

conpl exity (menory consunption, size of routing tables). The
question is to nodel and neasure these two antagoni st types of
metrics. Nunber of true/false positives/negatives are the nost basic
metrics for network attack detection functions. Although the first
two questions are thus already answered even if inprovenent can be
done, question (3) refers to the integration of netrics into Al
algorithms. |Its objective is to obtain the best results which need
to be quantified with these metrics. Depending on the type of
algorithm these netrics are either evaluated in an online manner
with a feedback | oop (for exanple with reinforcenent |earning) or in
batch to optim ze a nodel based on a particular context (for exanple
descri bed by a dataset for nachine | earning).

The problemis two-fold. First, the performance can be measured
through multiple metrics of different types (nunerical or ordinal for
exanpl e) and some can be constrained by fixed boundaries (like a

maxi mum | at ency), making their joint use challenging when creating an
Al nodel to resolve a NM problem Second, the scale of the netrics
differs fromeach other in terns of inportance or inpact and can
eventual ly varies on their donains. It can be hard to precisely

Franois, et al. Expires 19 Septenber 2025 [ Page 15]



I nternet-Draft Coupling Al and network nmanagenent March 2025

assess what a good or bad value is (as it might depend on multiple
other ones) and it is even nore difficult to integrate this in an Al
techni que, especially for learning algorithms to adjust their nodels
based on perfornmance. |ndeed, many |earning algorithms run through
multiple iterations and rely on internal netrics, Mean Absolute Error
(MAE) or Mean Squared Error (MSE) for neural network, gini index or
entropy for decision trees, distance to an hyperplane for SVMs, etc)
whi ch are not strongly correlated to the final operational mnetrics of
the NM application. Al-internal metrics such as the | oss do not
match well the netrics related to the final NM objectives, thus the
significance and inpact of the Al errors cannot be easily translated
into the NM domai n.

For instance, a decision tree algorithmfor classification purposes
ainms at being able to create branches with a maxi mum of data fromthe
sanme classes and so avoid mxing classes. It is done thanks to a
criterion like the entropy index but this kind of index does not
assune any difference between nixing class A and B or A and C
Assumi ng now that from an operational point of view, if A and B are
m xed in the predictions is not critical, the algorithmshould have
preferred to mx and A and B rather than A and C even if in the first
case it will produce nore errors. Therefore, the interna
functioning of the Al algorithns should be refined, here by defining
a particular criterion to replace the entropy as a quality neasure
when separating two branches. It assunmes that the final NM
objectives are integrated at this stage.

Anot her concrete exanple is traffic predictors which aimat
forecasting traffic demands. They only produce an output that is not
necessarily sinple to be interpreted and used by, e.g., capacity

all ocation strategies/policies. A traditional traffic prediction
that tries to mnimze /(perfectly symretric) MAE/ MSE treats positive
and negative errors in identical ways, hence is agnostic of the

di verse neani ng (and costs) of under- and over-provisioning. And,
such a prediction does not provide any information on, e.g., howto
di mensi on resources/capacity to accormpdate the future dermand

avoi ding all under-provisioning (which entails service disruption)
whil e minimzing overprovisioning (i.e., wasting resources). In
other words, it forces the operator to guess the overprovisioning by
taking (non-informed) safety margins. A nore sensible approach here
is instead forecasting directly the needed capacity, rather than the
traffic [Begl9].
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Wil e the one above is just an exanple, the high-level challenge is
devi sing forecasting nodels that mnimze the correct objective/loss
function for the specific NMtask at hand (instead of generic MAE
MSE). In this way, the prediction phase beconmes an integral part of
the NM and not just a (limted and hard-to-use) input toit. In M
terns, this maps to solving the loss-netric msmatch in the context
of anticipatory NM [ Hual9].

Anot her issue for statistical |earning (from exanpl es/ observati ons)
is mainly about extracting an estimator froma finite set of input-
out put sanpl es drawn from an unknown probability distribution that
shoul d be descriptive enough for unseen/new input data. 1In this
context online monitoring and error control of the quality/properties
of these point estimators (bias, variance, nean squared error, etc.)
is critical for dynam c/uncertain network environnents. Simlar
reasoni ng/ chal l enge applies for interval estimtes, i.e., confidence
intervals (frequentist) and credible intervals (Bayesian).

Finally, question (4) refers to the ability of an Al solution to
remain efficient and to eventually inprove over time. This requires
dynanmi ¢ et hods capable to adapt to a changing environment. As

al ready highlighted, the nodels can be dynanically adjusted based on
the errors they produced. 1In the context of M., the nobdels can be

al so updated based on new data, either through a conplete re-Iearning
phase, fine-tuning or transfer-learning. This assunes to collect and
i ngest continuously new data. However, as highlighted in [Sha21lb],
this type of M., qualified as online or increnental, raises severa
chal | enges when applied to traffic analysis. For exanple, there is a
set of related challenges related to select or discard sonme data over
a tine horizon and to | abel data real-tine. Qher challenges are
nmore generic to this M. research area such as cl ass inbal ance or
concept drift.

5.3. Lightwei ght Al

Net wor k nmanagenent and operations often need to be perfornmed under
strict time constraints, i.e. at line rate, in particular in the
context of autononmic or self-driven networks. Locating NM functions
as close as possible where forwarding is achieved is thus an
interesting option to avoid additional delays when these operations
are perforned renotely, for exanple in a centralized controller

Besi des, forwarding devices nmay offer avail able resources to

suppl enent or replace edge resources. |n case of Al coupled with
net wor k management, Al tasks can be offl oaded in network devices, or
more generally enbedded within the network. Cbviously, time-critica
tasks are the best candidates to be of fl oaded within the network
Costly | earning tasks shoul d be processed in high-end servers but
creat ed nodel s can be depl oyed, configured, nodified and tuned in
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swi t ches.

Recent advances in network programmbility ease the programm ng of

specific tasks at data-plane level. P4 [Bosl4] is w dely used today
for many tasks including firewalling [Dat18] or bandw dth nmanagenent
[Chel9]. P4 is prone to be agnostic to a specific hardware. |y is

based on the RMI (Reconfigurable Match Tabl e) architectural node
[Bos13] that is generally accepted to be generic enough to represent
limted but essential switch architecture conponents and
functionalities. The RMI nodel allows reconfiguring match-action
tabl es where actions can be usual ones (rewite sone headers,
forward, drop...). Actions are thus applied on the packets when they
are forwarded. Actions can also be nore conplex progranms with some
saf equards: no |l oop, resistivity, etc. The inpact on the program
devel opment is huge. For exanple, real nunber operations are not
avai l abl e by default while they are widely used in nany Al

al gorithns.

In a nutshell, the first challenge to overcone of enbedding Al in a
network is the capacity of the hardware to support Al operations
(architectural limtation). Considering software equi prment such as a

virtual switch sinplifies the problembut does not totally resolve it
as, even in that case, strong line-rate requirenent limts the type
of prograns to be executed. For exanple, BPF (Berkeley Packet
Filter) [Mc93] prograns provide a higher control on packet
processing in OVS [Chal8] but still have sonme limtations, as the
execution time of these prograns are bounded by nature to ensure
their term nation, an essential requirenent assum ng the run-to-
conpl eti on nodel which permts high throughput.
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The second chall enge (resource limtation) of network-enmbedded Al in
the network is to allocate enough resources for Al tasks with a
limted i npact on other tasks of network devices such as forwarding,
monitoring, filtering--- Approxi mati on and/or optim zation of Al tasks
are potential directions to help in this area. For instance, nany
network monitoring proposals rely on sketches and with a well-tuned

i mpl ementations for data-plane [Liul6][Yanl8]. However, no genera
optinm zed Al -programmabl e abstraction exists to fit all cases and
proposal s are nostly use-case centric. There have been nany
propositions to devel op specific P4 prograns for nany NMtasks,
including involving M.. For each, this requires a specific
adaptation [Hau23] with a few attenpts to propose generic prograns to
be reusabl e or conposed as a kind of libraries such as [Zha24]

| everagi ng quantization, [Jos21] relying on pre-conputed | ookup
tabl es of real-value functions or [Swa23]proposing function

tenpl ates for common operations. Besides, distributed processing is
a conmon technique to distribute the load of a single task between
multiple entities. Al task deconposition between network el ements,
edge servers or controllers has been al so proposed [ Gupl8].

5. 4. Di stri buted Al

Distributed Al assunes different related tasks and conponents to be
di stributed across conputational and possibly heterogeneous
resources. For exanple, with advances in transfer and Federated
Learning (FL), nodels can be |l earned, partially shared and comnbi ned
or data can be also shared to either inprove a |ocal or gl obal nodel
By nature, a network and a networked systemis distributed and is
thus well adapted to any distributed application. This is
exacerbated with the deploynent of fog infrastructure m xi ng network
and conputational resources. Hence, network nanagement can directly
benefit to the distributed network structure to solve its own
particul ar problens, but any other type of Al-based distributed
applications al so assunes conmuni cati on technol ogi es to enable
interactions between the different entities. This leads to the two
sub-chal | enges descri bed hereafter

5.4.1. Network managenment for efficient distributed Al

Distributed Al relies on exchanging information between different
entities and conmes with various requirenents in terns of vol une,
frequency, security, etc. This can be mapped to network requirenments
such as latency, bandwi dth or confidentiality. Therefore, the
networ k needs to provi de adequate resources to support the proper
execution of the Al distributed application. Wile this is true for
any distributed application, the nature of the problemthat is

i ntended to be solved by an Al application and how this woul d be

sol ved can be considered [Lin2l1l]. For exanple, in the context of
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optimizing FL [Che22], local nodels can be shared to create a gl oba
model . I n case of failure of network links or in case of too high

| at ency, sone |ocal nodels might not be appropriately integrated into
the gl obal nobdel with a possible inpact on Al performance. Depending
on the nature of the latter, it mght be better to guarantee high
performance comuni cations with a few nunbers of nodes or to ensure
connectivity between all of themeven with | ower network performance.
Coupling is thus necessary between the network managenment plane and
the distributed Al applications which |leads to a set of questions to
be addressed about interfaces, data and information nodels or
protocols. Wile the network can be adapted or eventual |y adapt
itself to the Al distributed applications, Al applications could al so
adapt thenselves to the underlying network conditions [Raj24]. It
paves the way to research on nmethods to support Al-aware NM or

net wor k- aware Al applications or a mx of both.

5.4.2. Distributed Al for network nanagenent

For network managenent applications relying on distributed Al,

chal  enges from Section 5.4.1 are still valid. Furthernore, network
managenent probl ens al so consi der network-specific elenents |ike
traffic to be anal ysed or configuration to be set on distributed

net wor k equi pnment. Co-locating Al processing and these el enents
(fully or partially) may help to increase performance. For exanple,
pre-cal culation on traffic data can be offl oaded on network routers
bef ore being further processed in high-end servers in a data-center.
Besi des, as data is forwarded through multiple routers, deconposition
of Al processes along the forward path is possible [Jos22]. In
general, distributed Al-based network nanagenent deci sions could be
made at different nodes in the network based on locally avail able
information [Sch21]. Hence, deploynent of Al-based solutions for
net wor k management can al so consi der various network attributes |ike
net wor k topol ogy, routing policies or network device capability. In
that case, nanagenent of conputational and network resources is even
nmore coupled than in Section 5.4.1 since the network is both part of
the Al pipeline resources and the managed object through Al.

A primary application for distributed Al is for managenment probl ens
that have a | ocal scope. One exanple concerns problens that can be
addressed at the edge, involving tasks and control |oops that nonitor
and apply local optimzations to the edge in isolation from
activities conducted by other instances across the network. However,
distributed Al can involve techniques in which multiple entities

col l aborate to solve a global problem Such solutions |end
thenselves to problenms in which centralized solutions are faced with
certain foundational challenges such as security, privacy, and trust:
The need to maintain conplete state in a centralized sol ution may not
be practical in some cases due to concerns such as privacy and trust

Franois, et al. Expires 19 Septenber 2025 [ Page 20]



I nternet-Draft Coupling Al and network nmanagenent March 2025

anong nul tipl e subdomai ns whi ch may not want to share all of their
data even if they would be willing to coll aborate on a problen

O her foundational challenges concern issue related to tineliness, in
whi ch distributed solutions may have inherent advantages over
centralized solutions as they avoid issues related to del ays caused
by the need to communi cate updates globally and across |ong

di st ances.

5.5. Al for planning of actions

Many tasks in network managenent revolve around the planni ng of
actions with the purpose of optimzing a network and facilitating the
delivery of communication services. For exanple, comunication paths
need to be planned and set up in ways that mnimze wasted network
resources (to optimze cost) while facilitating high network
utilization (avoiding bottlenecks and the fornmati on of congestion

hot spots) and ensuring resiliency (by making sure that backup paths
are not congruent with primary paths). Oher exanples were nentioned
in Section 3.

The prom se of central control is that decisions can be optim zed
when made with conpl ete know edge of relevant context, as opposed to
distributed control that needs to rely on | ocal decisions being nade
with inconpl ete know edge while incurring higher overhead to
replicate relevant state across multiple systens. However, as the
scal e of networks and interconnected systens continues to grow, so
does the size of the planning task. Many problens are NP-hard. As a
result, solutions typically need to rely on heuristics and al gorithns
that often result in suboptinmal outcones and that are challenging to
depl oy in a scal abl e manner [ AhnR1].

The energence of Intent-Based Networking (IBN) enphasizes the need
for automated pl anning even further. |BN should allow users (network
operators, not end users of conmunication services) to articulate
desired outconmes wi thout the need to specify how to achi eve those
outconmes. An Intent-Based Systemis responsible for translating the
intent into courses of action that achieve the desired outcomes and
that continue to maintain the outconmes over time [RFC9315]. How the
necessary courses of action are derived and what planning needs to
take place is left open but where the real challenge lies. Solutions
that rely on clever algorithnms devised by human devel opers face the
same chal | enges as any ot her network nanagenent tasks
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These properties (problens with a clearly defined need, whose
solution is faced with expl oding search spaces and that today rely on
al gorithms and heuristics that in many cases result only subopti nmal
outcones and significant Iimtations in scale) make aut omated

pl anni ng of actions an ideal candidate for the application of Al-
based sol utions [Abd24].

A much-publicized leap in Al has been the devel opment of Al phaGo
[Sil16]. Instead of using Al to nerely solve classification

probl ems, Al phaGo has been successful in automatically deriving

Wi nning strategy for board ganes, specifically the gane of Go which
features a prohibitively |arge search space that was | ong thought to
put the ability to play Go at a world class | evel beyond the reach of
probl ems that Al could solve. Anong the remarkabl e aspects of Al pha
Go is that it is able to identify winning strategies conpletely on
its own, without needing those strategies to be taught or |earned by
observations assuning the systemis aware of rules.

The chal l enge for Al in network managenent is hence, where is the
equi val ent of an Al pha Go that can be applied to network managenent
(and networking) problens? Specifically, better solutions are needed
for solutions that automatically derive plans and courses of actions
for network optim zation and simlar NP-hard problens, such as
provided today with only limted effectiveness by controllers and
managemnent applications.

Al t hough Al -based solutions for the automated planni ng of actions,
including the automated identification of courses of action, have to
this point not been explored as nuch as classification [Sal 20].

probl ems, the quest for autononobus networks in the | ast decade and
the advent of 5G and B5G have led to a quick increase in proposed
solutions, as for exanple within the context of Zero Touch Managenent
[ Cor22].

Al so, the evaluation of Al algorithnms to derive courses of actions is
complex. Contrary to gane playing, solutions need to be applied in
the real world, where actions have real effects and consequences.
Different orientations can be envisioned. First, increnenta
application of Al decisions with small steps can allow us to
carefully observe and detect unexpected effects. This can be

conpl enented with roll-back techni ques. Second, verification

techni ques can be leveraged to verify decisions nade by Al are

mai nt ai ned wi thin safety bounds [Xin24]. Third, sandbox environments
can be used but they should be representative enough of the rea
world. After progress in simulation and enul ation, recent research
advances lead to the definition of digital twins which inplies a
tight coupling between a real systemand its digital twin to ensure a
paral | el but synchroni zed execution [Wi21]. Alternatively, transfer
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| earni ng techniques in another promising area to be able to
capitalize on M. nodels applicable on a real word system for
instance to | earn an intrusion detector which can be instantiated in
mul tiple environnent [Sha24][Ans22]. GCenerally, it is also an open
problemto make the use of Al nore acceptable as highlighted in the
dedi cat ed secti on.

6. Network data as input for M. algorithns

Many applications of Al take data as input. The quality of the

out puts of M.-based techniques are highly dependent on the quality
and quantity of data used for |earning but also during the inference.
For exanpl e, as nodern network infrastructures nove towards higher
speed and scale, they aimto support increasingly nore demandi ng
services with strict performance guarantees. These often require
resource reconfigurations at run tinme, in response to energing
network events, so that they can ensure reliable delivery at the
expected performance level. Tinely observation and detection of
events is al so of paranount inportance for security purposes and can
all ow faster execution of remedy actions thus |eading to reduced
service downti ne.

Thus, the chall enge of data managenent is nultifaceted as detailed in
next subsecti ons.

6. 1. Data for Al-based NM sol utions

Assum ng a network nanagenent application, the first problemto
address is to define the data to be collected which will be
appropriate to obtain accurate results. This data selection can
require defining problemspecific data or features (feature

engi neering). Furthernore, machine |l earning algorithns only work as
desired when data to be anal ysed respects given properties. Mny
met hods rely on vector-based di stances which so supposes that the
data encoded into the vector respects the underlying distance
semantic. Taking the first n bytes of a packet as vectors and
computing di stances accordingly is possible but does not enbed the
semantic of the information carried out in the headers. A solution
to circunvent the problem of network traffic representation is to
transformtraffic data into a specific format that can be easily
handl ed by NN architectures, for instance by creating i nages anal ysed
by convol utional neural networks [Sha2l]. Data can also be easily
represented as graphs because topol ogi es or conmuni cation graphs
woul d require | ess adaptation to be given as inputs to G\Ns [Jie22].
As an exampl e, graph-based representati ons are considered as
practically efficient due to their intrinsic structural simlarities
with network data as illustrated in [Bar23] for attack detection.
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Since data to handle can also be in a schema-free or eventually text-
based format, one example could be the automated annotation of
managenent intents provided in an unstructured textual fornmat
(policies descriptions, specifications,) to extract fromthem
managenent entities and operations. For that purpose, suitable

annot ati on nodels need to be built using existing NER (Narmed Entity
Recogni tion) techniques usually applied for NLP. However, this shal
be carefully crafted or specialized for network managenent (intent)

| anguage which indirectly bounces back to the chall enges of Al

techni ques for NM specified earlier. Today, with the progress on
LLMs, different propositions have energed as for exanple in

[ Mek24] [ Fua24] [ Dze23] .

Secondly, similar to the problem of mapping Al algorithnms with NM
problenms in section Section 5.1, data to be collected al so depends on
the NM problemto be solved. The mappi ng between the data sources
and the problemis not straightforward as all dependencies or
correlations are not known in advance and sone m ght be be di scovered
by the Al algorithnms thenselves [For23]. |In addition, the types of
data to collect can vary over tinme to maintain the perfornmance of an
Al -based application or to adapt it to a new context when | earned
nmodel s are updated dynamically. The problens of collecting rel evant
data and updating nodel s should thus be handl ed conjointly.

Thirdly, the behaviour of any network is not just derived fromthe
events that can be directly observed, such as network traffic
overload, but also fromevents occurring outside the environment of
the network. The information provided by the detectors of such kinds
of events, e.g. a natural incident (earthquake, storm, can be used
to determ ne the adaptation of the network to avoid potenti al

probl ens derived fromsuch events. Those can be provided by big data
sources as well as sensors of nany kinds. The challenge related to
this task is to process |arge amounts of data and associate it with
the effects that those events have on the network. It is hard to
determne the static and dynamic relation between the data provided
by external sources and the specific inplications it may have in
networks. For instance, the effect of a “flash crowd” detected in an
external source may require adapting the network service
configuration to support is related workload. The objective is to
compl enent a control -1oop, as shown in [Mar18], by including the
specific Al engines into the decision conponents as well as the
processes that close the | oop, so the Al engine can receive feedback
fromthe network in order to inprove its own behaviour.
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6.2. Data collection

Once defined, the second problemto address is the collection of
data. Monitoring frameworks have been devel oped for nmany years such
as | PFI X [ RFC7011] and nore recently with SDN-based nonitoring
solutions [Yuld4][Ngu20]. However, going towards nore Al for actions
i n network managenent supposes also to retrieve nore than traffic
related information. Actually, configuration information such as
topol ogi es, routing tables or security policies have been proven to
be relevant in specific scenarios. As a result, nany different
technol ogi es can be used to retrieve neani ngful data. To support

i mproved QOE, nonitoring of the application |ayer is helpful but far
frombeing easy with the heterogeneity of end-user applications and
the wi de use of encrypted channels. Mnitoring techniques need to be
rei nvented through the definition of new techniques to extract

know edge fromraw neasurenment [Bri 19] or by involving end-users with
crowd-sourcing [Hir15] and distributed nonitoring. Also, the data-
mesh concept [Mac22] proposes to classify data into three categories:
source-al i gned, aggregate and consuner-aligned. Source-aligned data
are those related to the sane operational domain, and it is inportant
to correlate or aggregate themw th hi gher planes: managenent -,
control - and forwarding plane. An issue is the difference, not only
in the nature of data, but in their volunes and their variety. Sone
may change rapidly over tinme (for exanple network traffic) while
other may be quite stable (device state).

The col | ecting process requirenents depend on the kind of processing.
We can distinguish two maj or classes: batch/offline vs real-tine/
online processing. |In particular, real-tinme nonitoring tools are key
i n enabling dynam c resource nmanagenent functions to operate on short
reconfiguration cycles. However, maintaining an accurate view of the
network state requires a vast amount of information to be collected
and processed. \While efficient nechanisns that extract raw
measurenent data at |ine rate have been recently devel oped, the
processing of collected data is still a costly operation. This

i nvol ves potentially sanpling, evaluating and aggregating a vast
anount of state information as a response to a diverse set of

moni toring queries, before generating accurate reports. One
difficult problemresides also in the availability of data as real -
time data fromdifferent sources to be aggregated may not arrive at
the sane tine requiring so sone buffering techniques. Machine

| earni ng nethods, e.g. based on regression, can be used to
intelligently filter the raw nmeasurements and thus reduce the vol une
of data to process. For example, in [Tan20] the authors proposed an
approach in which the classifiers derived for this purpose (according
to neasurenents on traffic properties) can achieve a threefold

i mprovenent in the query processing capability. A residual question
is the storage of raw measurenments. |In fact, predicting the lifetine
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of data is chall enging because their analysis may not be planned and
triggered by a particular event (for exanple, an anomaly or attack).
As a result, the provisioning of storage capacity can be hard.

In parallel to the continuously increasing dynam city of networks and
complexity of traffic, there is a trend towards nore user traffic
processi ng customi zation [ RFC8986][Li19]. As a result, fine grained
i nformati on about network el ement states is expected and new
propositions have enmerged to collect on-path data or in-band network
telenmetry information [ Tan20b]. These new approaches have been

desi gned by introducing nuch flexibility and custom zation and coul d
be hel pful to be used in conjunction with Al applications. However,
the seam ess coupling of telenetry processes with packet forwarding
requires careful definition of solutions to linmt the overhead and
the inpact of the throughput while providing the necessary |evel of
details. This shares comonalities with the |ightwei ght Al
chal | enge

6.3. Usable data

Al though all agree on the necessity to have nore shared datasets, it
is quite uncommon in practice. Data contains private or sensitive
informati on and may not be shared because of the criticality of data
(which can be used by ill-intentioned adversaries) or due to |laws or
regul ations, even within the sanme conpany. To solve this issue,
anonym zation techniques [Dij19] can be enhanced to optinize the
trade-of f between val uabl e data and sensitive information (potential)
| eakage or reconstruction. Watever the final user of data,

regul ations and | aws i npose rules on data nmanagenent with potentially
costly inmpact if they are not respected voluntarily or not. Defining
a new nonitoring framework should al ways consi der security and
privacy aspects, for exanple to let any user/customer or access/
renove its own data with General Data Protection Regulation (GDPR) in
EU. The challenge resides here in the capacity of qualifying what is
critical or private infornmation and the capacity for an adversary to
reconstruct it fromother sources of data. Hence Al/M based
solutions will require nore data but also nore administrative, |ega
and et hi cal procedures. Those can last |ong and so sl ow down the
depl oynent of a new solution. |In addition, this requires interaction
with experts fromdifferent domains (e.g. Al engineer and a | awyer)
for exanple to ensure by-design privacy in traffic analysis

techni ques [Wan22]. The integration of these non-technica
constraints should be consi dered when defining new data to be
collected or a new technique to collect data. However, know ng the
final use of data is nost of the time necessary for ethical and | ega
assessnent which assunmes that those considerations should be
integrated fromthe early design of new Al-based sol utions
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For supervised or sem -supervised training, having a | abell ed dat aset
is a prerequisite. It constitutes a major challenge as well. Wile
probes exist to collect real network data, those data are typically
unl abelled. This Iimts application of M. to unsupervised | earning
tasks (learning fromdata). Because nmanual l|abelling is a tedious
task. one option is to leverage Al to guide humans. This nmay al so
support a better generalization of a |learned nodel. Indeed, an
underlying challenge is the genericity or coverage of the datasets.
Label s encode val ues of an objective function, the chall enge posed by
the design of such tools is trenmendous since for involving a MN
relationship: 1 data type may be associated to M objective function
val ues and N data types nay be associated to 1 objective function

As a result, nost datasets used for research encodes a single |abe
for a particular application |like attack |abel for datasets to be
used in the context of intrusion detection or application type for
network traffic used for classification where the value of a single
dataset could be capitalized in several applications. Mre
generally, in the context of intrusion detection, using raw data

rat her than pre-processed data as it is common in open dataset has
been denonstrated to be inefficient [Dub24].

Agai n, researchers need enpirical (or at least realistic) datasets to
validate their solutions. Unfortunately, as highlighted above,
havi ng such data fromreal deploynments for various reasons (business
secrets, privacy concerns, concerns that vulnerabilities are reveal ed
by accident, raw unl abelled data, etc.) is tough. Even if such a
dataset is available it mght not be enough to convincingly validate
a new algorithm Instead of falling back to artificial testbed
experinments or sinulation, it would be useful to have the capability
to generate datasets with characteristics that are not 100% i dentica
but like the characteristics of one or nore real datasets. Such
synthetic networks can be used to validate new managenent al gorithns,
intrusion detection systens, etc. The usage of Al, Generative
Adversarial Networks (GANs), in this area [Hui22] is not yet

wi despread and there are still many concerns that deter researchers,
e.g. the fear of leaking sensitive information fromthe origina
dataset into the synthetic dataset. Furthernore, a major underlying
challenge is to generate data realistic enough. This requires
formalizing and integrating network-specific constraints, such as
protocol specification, when generating data [Jia24].
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7. Acceptability of Al

Networks are critical infrastructures. On one hand, they should be
operated without interruption and nust be interoperable. Networks,
except in a lab, are not isolated which sl ow down i nnovation in
general . For exanple, changing Internet routing protocols need to be
accepted by nultiples entities such as operators of interconnected
networks. The sane applies for protocols. Even if there have been
several versions of mjor protocols in use like TCP or DNS, there are
still some security issues which cannot be patched with 100%
guarantee. On the other hand, results provided by Al solutions are
uncertain by nature. The same technique applied in different

envi ronments can produce different results. Al techniques need sone
effort (time and human) to be properly configured or to be
stabilized. For instance, RL needs several iterations before being
abl e to produce acceptable results. These properties of Al
techniques are thus a bit antagonist with the criticality of network
infrastructures. Wth that in mnd, acceptability of Al by network
operators is clearly an obstacle for its |arger adoption

7.1. Explainability of Network-Al products

A conmon i ssue across many M. applications is their lack to provide
human- under st andabl e reasoni ng processes. This neans that, after
training, the know edge acquired by M. nodels is unintelligible to
humans. As a result, offering hard guarantees on performance is a
very chall enging issue. 1In addition, conplex M. nodels |ike neura
networks -that often have nore than hundreds of thousands of
paraneters- are very hard to debug or troubl eshoot in case of
failure.

VWhile this is a comon issue for all applications of A, many areas
work well with uncertainty and the bl ack-box behavi our of Al-based
solutions. For instance, users accept an inherent error in
recomrender systens or conputer vision solutions.

The networking field has already produced a set of well-established
net wor k managemnent al gorithnms and met hods, with cl ear performance
guar ant ees and troubl eshooti ng mechani snms [ Rex06] [ Kr14]. As such,

i mprovi ng debuggi ng, troubl eshooting and guarantees on Al -based
solutions for networking is a nust. Al researchers and practitioners
are devoting large research efforts to inprove this aspect of M
nmodel s, which is comonly known as explainability [XAl].

This set of techniques provides insights and, in sone cases,

guar antees on the performance and behavi our of M.-based sol utions.
Under st andi ng such techni ques, researching and applying themto
network Al is critical for the success of the field.
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There exist several M-based nethods that are human-under st andabl e,

al t hough not wi dely used today. For instance, [Mar20] shows a net hod
for building anticipation nodels (prediction) that provide

expl anations while determ ning some actions for tuning sone
paraneters of the network. There are other chall enges that should be
addressed, such as providing explanations for other M. nethods that
are quite extended. For instance, xNN SVM nodel s can be acconpani ed
by Digital Twins of the network that are reversely explored to

expl ain some output fromthe M. nodel (e.g., xNWSVM. 1In this
context, there already exist several nmethods [Zi| 20][Puj21] that
produce hunman-readabl e interpretations of trained NN nodels, by

anal ysing their neural activations on different inputs. It is worth
noting that Digital Twins are not considered per se an Al approach;
they merely serve to provide a digital representation of a network
that can serve as its proxy and offer a layer of indirection between
managenent applications and actual network resources. However, it is
concei vabl e that Al -based rmanagenent applications can be conbi ned and
operate in conjunction with Digital Twin technol ogy, for exanple to
use a Digital Twins as an experimnentati on sandbox or staging ground
for Al-driven applications.)

7.2. Al-based products and algorithns in production systens

Al - based networ k managenent and optim zation algorithns are first
trained, then the resulting nodel is used to produce rel evant

i nferences in operation, either in managenent or optim zation
scenarios. A relevant question for the success of Al-based solutions
is: where does this training occur?

Traditionally, Al-based nodels have been trained in the sane scenario
where they operate[Val 17][Xul8], this is the custoner network.
However, this presents critical drawbacks. First, training an Al
nmodel for management and operation typically requires generating
networ k configurations and scenarios that can break the network

This is because training requires seeing a broad spectrum of
scenarios. Thus, training in production networks is very

chal  engi ng. Second, custoner networks may not be equi pped with the
monitoring infrastructure required to collect the data used in the
training process (e.g., performance netrics). Perform ng |earning
directly into a production network i s possible assum ng inperfect
nodel s and the need of several step of refinenment before it gets
stable. For non-critical nanagenent task, such assunption can hol d,
and addi tional safe-guarding mechani sms shoul d be considered in order
to keep outputs of M. algorithms (such as decisions) within
accept abl e boundari es.
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A nore sensible approach is to train the Al-based product in a |ab,
for instance in the vendor’ s premises. In the |ab, Al nodels can be
trained in a controlled testbed, with any configuration, even ones
that break the network. However, the main challenge here arises from
the fundanmental differences between the lab’ s network and the
customer networks. For instance, the topology of the lab’ s network
m ght be smaller, etc. As aresult, there is a need for the |earned
model s to to generalize. 1In this context, generalization nmeans that
nmodel s should be able to operate in other scenarios not seen during
training, with different topol ogies, routing configurations,
scheduling policies, etc. This well-known problemis due to the
dependency between training and testing data when benchmarki ng

nodel s.

In order to address this generalization problem multiple

conpl enent ary approaches are possi bl e:

One approach is training on diverse data that represents large parts
of the expected probl em space. For exanple, training with various
traffic patterns will help inproving the generalization of an Al-
based traffic anal yser. Another approach is to | everage Al designs
or architectures that facilitate generalization. One exanple is G\Ns
[gnnl][gnn2]. They are a type of neural network able to operate and
generalize over graphs. 1ndeed, networks are fundanentally
represented as graphs: topology, routing, etc. Wth GNNs, vendors
can train the Al nodel in alab with a certain topol ogy and then
directly use the resulting nodel in different custoner networks, even
with different network topologies. Finally, another approach is
Transfer Learning [tl1]. Wth this technique, the know edge gai ned
inthe lab’ s training is used to operate in the custonmer network.
Transfer Learning still requires that sone data fromthe custoner is
used to re-train and fine-tune the nodel (e.g., accurate performance
measurenents). This means that, for each customer network, re-
training is required. This rmay be problematic since it requires
added cost and access to custoner data.

In addition to the challenge of generalizing fromtraining to
production environment, there are also challenges in termnms of
interoperability between different Al approaches and different

depl oynent environments. As nentioned above, Al approaches may be
depl oyed in diverse environnents, e.g., for training and production,
but also for |ocal devel opnment, for testing, and for validation or in
different part of the production systens. These environnents may
differ in available conpute resources, network topol ogy, operating
systens, cloud providers, etc. (single node machine, single cluster,
many distributed clusters, etc.). Deploying the sane Al solutions in
these different environments can lead to various challenges in terns
of interoperability. Comon Al franmeworks support scaling across
networ ks of different size. Yet, many frameworks are often conbined,
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e.g., for data collection, processing, predictions, validation, etc.
Again, ensuring interoperability between these franmeworks can be
t edi ous.

This shares simlarities with problens described in Section 5.4 and

particul arly enphasi zes the need for network environments to provide
interfaces and descriptions suitable for Al solutions to be properly
instanti ated and confi gured.

One approach to address these interoperability challenges is through
met a-framewor ks that interface with nmost avail able Al frameworks.
These net a-franeworks provide a higher |level of abstraction and often
al | ow sean ess depl oynment across different environnents (e.g., on-
prem ses or at different cloud providers) [Mr18].

7.3. Al with humans in the | oop

Dependi ng on the network managenent task, Al can automate and repl ace
manual human control, or it can conpl enent human experts and keep
themin the | oop. Keeping humans in the loop will be an inportant
step of building trust in Al approaches and hel p ensure the desired
outcones. There are various ways of keeping humans in the loop in
the different fields of Al [W22], which could be useful for
different aspects of network nmanagenent.

In classification tasks (e.g., detecting security breaches, nmalware
or detecting anomalies), trained Al nodels provide a confidence score
in addition to the predicted class. |If the confidence is high, the
prediction is used directly. |If the confidence is too |low, a hunan
expert may junp in and nmake the decision - thereby also providing

val uable training data to i nprove the Al nodel. Such approaches are
al ready being used in industry, e.g., to automatically |abel datasets
(AWS SageMnke). Simlar approaches could al so be used for other

supervi sed |l earning tasks, e.g., regression. Still, it is an open
chal l enge to keep humans in the loop in all phases of the |earning
process.

When using RL, e.g. to control service scaling and pl acenent or route
traffic fl ows, theagents typically interact with the environnent
(i.e., the simulated or real network) conpletely autononously without
human feedback. However, there is a grow ng nunber of approaches to
put hurman experts back into the |l oop. One approach is offline

rei nforcenment |earning, where the training data does not cone from
the reinforcenment |earning agent’ s own exploration but from pre-
recorded traces of human experts (e.g., placenent decisions that were
made by humans before). Another approach is to reward the RL agent
based on human feedback rather than a pre-defined reward function
[Lee2l1]. Again, while there are first pronising approaches, nore
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work is required in this area. Overall, it is an open challenge to
both | everage the benefits of Al but keep human experts in the | oop
where it is useful

8. Security considerations

Thi s docunent introduces the chall enges of coupling Al and NM Since
the aimof this docunment is not to address a particul ar NM probl em by
defining a solution and because nmany possi bl e ones can be devel oped
further, it is not possible at this stage to define security concerns
specific to a solution. However, exanples of applications nentioned
and cited in the different sections may face their own security
concerns. In this section, our objective is to highlight high-Ieve
security considerations to be considered when coupling Al and NM
Those concerns serve as the conmon basis to be refined accordi ng when
a particular NM application is devel oped.

8.1. Al-based security solutions

The first security consideration refers to the use of Al for NM
problemrelated to security of the managed networked systens. There
are nultiple scenarios where Al can be |leveraged: to performtraffic
filtering, to detect anonalies or to decide on target noving defence
strategies. |In these cases, the performance of the Al algorithns

i mpacts on the security performance (e.g. detection or mitigation

ef fecti veness) |ike any other non-Al system However, Al methods
generally tend to obfuscate how predictions are nade and deci si ons
taken. Explainability of Al is thus highly inportant and is
addressed globally in section Section 7.1

Assuming a M. trained nodel, there is always an uncertainty regarding
reachabl e performance on the wild once the solution is deployed as it
can suffer froma poor generalization due to different reasons.

There are two nmaj or problens which are well known in the M. field:
overfitting or under-fitting. |In the first case, the | earned nodel
is too specific to the training data while in the second case the
nmodel does not infer any val uabl e know edge fromdata. To avoid
these issues, hyper-paraneter fine-tuning is necessary. For exanple,
the nunber of iterations is an essential hyper-parameter to be
adjusted to learn a neural network nodel. If it is too low, the

| earni ng does not converge to a representative nodel of the training
data (underfitting). Wth a high value, there is a risk that the
nmodel is too close to the training data (overfitting). |In general,
finding the right hyper-paraneters is helpful to find a good M_

al gorithm configuration. There are different techniques ranging from
grid-search to Bayesian optim zation falling into the Al area of
Hyper - Paraneter Optim zation (HPO [Bis23]. This consideration goes
beyond the sol e probl em of hyper-paraneters settings but as a ful
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anal ysis pipeline al so assumes the M. algorithmto be selected or the
data pre-processing to be configured. This reflects challenges from
the Al research area covered by AutoM. technique. In this docunent,
this is also referred in section Section 5.1.3 when considered in the
context of NM As highlighted in the aforenentioned section, sone
expertise or area-specific know edge can hel p gui di ng aut onat ed
configuration processes.

Besi des, machine | earning assunmes to have representative training
data. The quality of dataset for learning is a vast problem
Additionally, the representation of data needs to be addressed
carefully to be properly analysed by Al nodels, for exanple with pre-
processing techniques to nornalize data, bal ance classes or encode
categorical features depending on the type of algorithns. Actually,
section Section 6 of this docunent fully addresses the concerns
related to data in regard to NM probl ens.

8.2. Security of Al

Al t hough ensuring a good performance of Al algorithms is already
chal | engi ng, assuming an attacker aimng at conpromsing it

enphasi zes the problem Adversarial Al and notably adversarial M
have attracted a lot of attention over the last year. Adversarial Al
and ML relates to both attack and defences. While this is out of
scope of the docunent, evaluating threats against an M. system before
deploying it is an inportant aspect. This supposes to assess what
types of information the attacker can access (training data, trained
nodel , al gorithmconfiguration...) and the performabl e nalicious
actions (inject false training data, test the system poison a nodel,
etc.) to evaluate the nagnitude of the inpact of possible attacks.

For illustration purposes, we refer hereafter to some exanples. In
the case of an intrusion detector, an attacker may try to poison
training data by providing adversarial sanples to ensure that the
detector will mss-classify the future attacks [Jnmi22]. |In a white-
box approach where the nodel is known fromthe attacker, the attack
can be carefully crafted to avoid being properly |abelled. For

i nstance, packet sizes and timngs can be easily nodified to bypass
M.- based traffic classification system[Nas21l]. |In a black-box
nodel , the attacker ignores the functioning or training data of the
M. systens but can try to infer sone informati on. For exanple, the
attacker can try to reconstruct sensitive information which have been
used for training. This type of attack qualified as nodel inversion
[ Frel5] raises concern regarding privacy.

Al'l these threats are exacerbated in the context of solutions relying

on distributed Al involving multiple entities that are not
necessarily controlled by the same authority. Once the threats are
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assessed, solutions need to be devel oped and depl oyed which can be

ei ther proactive by providing sone guarantees regarding the involved
entities using authentication or trust mechani snms but al so reactive
by validating data processing through voting nmechani snms or know edge
proofs. Qher solutions include defensive techniques to rate limt
or filter queries to a particular deployed nodel. Al these exanples
are for illustration purposes and are not exhaustive.

3. Rel evance of Al-based outputs

Security breaches can be created by an Al-driven application

General ly, any systemthat will be used to guide or advice on actions
to be performon network raise the sane issue. For exanple, if an Al
al gorithm decides to change the filtering tables in a network it may

conmprom se access control policies. Irrelevant results could be al so
produced. In the area of QS, an Al systemcould allocate a
bandwi dth to a flow higher to the real link capacity. As shown from

these two exanples, an Al can produce decisions or val ues which are
out of bounds of normal operations. To avoid such issues, safeguards
can be added to discard or correct irrelevant outputs. Detecting
such type of outputs can be also challenging in conplex and
distributed systens such as a network. Formal verification nmethods
or testing techniques are hel pful in that context.
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