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Abst ract

Thi s docunent specifies a chunking protocol for dividing a user

payl oad into CCNx Content (bjects. It defines a nane segnent type to
identify each sequential chunk nunber and a Content (hject field to
identify the | ast avail able chunk nunber. This includes
specification for the nam ng convention to use for the chunked

payl oad and a field added to a Content (bject to represent the |ast
chunk of an object. This docunent updates RFC8569 and RFC8609
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

CCNx Content (hjects [RFC8569] are sized to anortize cryptographic
operations over user data while simultaneously staying a reasonable
size for transport over today’s networks. This neans a Content
oject is usually within cormon UDP or junbo Ethernet size. |If a
publ i sher has a |l arger anount of data to associate with a single
Nanme, the data should be chunked with this chunking protocol. This
protocol uses state in the Name and in an optional field within the
Content (hject. A chunked object may al so have an external netadata
content object that describes the original pre-chunked object.

For exanple, a video file nay be several gigabytes of data. To
publish the video, one would divide it up into transport-sized
Content hjects. Each Content Object would have a common name prefix
pl us a chunk nunber.
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CCNx uses two types of nessages: Interests and Content bjects

[ RFC8569]. An Interest carries the hierarchically structured

vari able-length identifier (HSVLI), or Name, of a Content Object and
serves as a request for that object. If a network el enment sees
multiple Interests for the sanme name, it nay aggregate those
Interests. A network elenment along the path of the Interest with a
mat chi ng Content Object may return that object, satisfying the
Interest. The Content Object follows the reverse path of the
Interest to the origin(s) of the Interest. A Content Object contains
the Nane, the object’s Payload, and the cryptographic infornmation
used to bind the Nane to the payl oad.

Thi s docunent adds a ChunkNumber to the CCNx Name Segnent Type for
conveyi ng the chunk nunber and an EndChunkNumber to the CCNx Message
Type for conveying the |last chunk nunmber of the content. It adds a
ChunkSi ze CCNx Message Type to specify that a constant payl oad size
is used to enable a consuner to seek to specific byte locations. It
updates [RFC8609]. It also provides guidelines for the usage of the
Key Locator in chunked objects.

Packets are represented as 32-bit wi de words using ASCII art.

Because of the TLV encoding and optional fields or sizes, there is no
concise way to represent all possibilities. W use the convention
that ASCI1 art fields enclosed by vertical bars "|" represent exact
bit widths. Fields with a forward slash "/" are variabl e bitw dths,
which we typically pad out to word alignment for picture readability.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 (RFC2119 [RFC2119] and RFCB8174 [ RFC8174]) when, and only when,
they appear in all capitals, as shown here.

2. Chunking

Chunki ng, as used in this specification, neans serializing user data
into one or nore chunks, each encapsulated in a CCNx Content Cbject.
A chunk is a contiguous byte range within the user data. One segnent
in the Nane of each Content Ohject represents the chunk number. A
field in the Content Object - only mandatory in the final chunk -
represents the end of the stream Chunks are denoted by a seria
counter, beginning at 0 and increnenting by 1 for each contiguous
chunk. The chunking ends at the final chunk. No valid user data

exi sts beyond the final chunk, and readi ng beyond the final chunk
MUST NOT return any user data.
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Chunki ng MAY use a fixed block size, where only the final chunk MAY
use a snaller block size. This is required to allow a reader to seek
to a specific byte offset once it knows the block size. |If the first
(Chunk 0) object has the field ChunkSize, then the series of chunked
obj ects uses a fixed payload size. ChunkSize MJST only appear in
Chunk O, if it is used. The first chunk of user data (a chunk with a
Payl oad TLV) nmay not be chunk O.

Because of the possible use of a fixed bl ock size, the inclusion of
certain cryptographic fields in the sane content objects as user data
would throw off the ability to seek. Therefore, it is RECOMVENDED
that all required cryptographic data, such as public keys or key nane
links, be included in the | eading chunks before the first byte of
user data. User data SHOULD then run continuously. |[|f the publisher
i ncl uded ChunkSize in Chunk 0, then all Payl oad sizes nust be of
ChunkSi ze except the last, which may be snaller

An advantage of using a Manifest (e.g. FLIC[FLIC]) is that all
cryptographic data is in the manifest, which then links to each chunk
via a full hash name. This nmeans that the chunked user data can
devote all avail able Content (bject bytes after the name to the user
dat a.

This draft introduces a new CCNx Nane Segnment TLV type, called the
ChunkNunber. The ChunkNunber is the serial order of the chunks. It
MJUST begin at 0 and MJUST be incremented by 1. The ChunkNumber is
appended to the base name of the user data, and is usually the |ast
name segment.

The val ue of the ChunkNumber TLV is a network byte order conpact
encodi ng of the chunk nunber.

A name MAY have nore than one ChunkNunber nanme segnents. This may
happen, for exanple, if one chunked object is related to another
chunked object. Only the lIast ChunkNunber nane segnent is
significant.

EndChunkNunber is a new Content Object nessage type. It MIST be
included in the Content Object which is the | ast chunk of user data,
where the ChunkNunber TLV val ue and the EndChunkNumber TLV val ue MUST
be the same. The val ue of the EndChunkNunber value is the sane
format as the ChunkNunber nanme segnent. For exanple, if 3000 bytes
of user data is split with a 1200 byte bl ock size, there will be 3
chunks: 0, 1, and 2. The EndChunkNurber is 2

The EndChunkNunber field MAY be present earlier, such as to assist in

pipelining Interests. 1t MAY be increased by subsequent
EndChunkNunber fi el ds.
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The [ ast chunk is when the EndChunkNumber equal s the right-nost
ChunkNunber nane segnent.

When a received Content Object contains both ChunkNunmber TLV and
EndChunkNunber TLV, and both val ues are the sanme, the consumer
application will term nate reception of the content.

The EndChunkNunber SHOULD NOT decrease. |f a publisher wi shes to

cl ose a stream before reaching the End Chunk, it should publish enpty
Content hjects to fill out to the maxi num EndChunkNunber ever
publ i shed. These paddi ng chunks MJST contain the true EndChunkNunber
and have no payload. This mechanismfor early termnationis to
acconmodat e circunstances where a stream ended before expected and
the publisher needs to close early.

It may occur that a publisher never includes an EndChunkNunber, and

thus has never published the |ast chunk. This may happen due to an

error or network conditions that do not allow finding the | ast chunk
If a consuner tinmes out trying to retrieve chunks, it SHOULD report

an error to the user and termnate. This is simlar to a TCP client
not hearing a FIN

If the user data fits within one Content Cbject and the publisher
uses the Chunking protocol, the publisher nanes the content with

" Chunk=0" and incl udes "EndChunkNunber=0" (assuning the Payload is in
the first chunk).

To sunmari ze

1. Every chunk MJST have a ChunkNunber nanme segnent, beginning at O
and incrementing by 1.

2. The | eading chunks MAY have m ssing or enpty Payload TLVs and
convey only cryptographic or other information

3.  An optional ChunkSize TLV MAY be in, and only in, Chunk 0. If it
is present, it indicates that all Payloads are the same nunber of
bytes, except the last which may be smaller.

4. The |ast chunk MJUST have an EndChunkNunber TLV and the val ue MJST
be equal to the ChunkNunber TLV val ue.

5. Content Objects before the Iast chunk MAY have an EndChunkNumber

TLV with the expected | ast chunk nunber. These hints MAY be
updat ed i n subsequent Content Objects but SHOULD NOT decrease.
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6. If the final chunk has a ChunkNunber |ess than a previously
publ i shed EndChunkNunber, the publisher SHOULD pad out the chunks
with enpty Content Objects that have the true EndChunkNunber.

2.1. Cryptographic nmaterial

Chunk 0 SHOULD incl ude the public key or key nane link used to verify
the chunked data. It is RECOWENDED to use the sane key for the
whol e set of chunked data. |If a publisher uses nultiple keys, then
the public key or key nane link for all keys SHOULD be in the |eading
chunks before any user data. Each subsequent chunk only needs to

i nclude the Keyld and signature.

The rational for putting all cryptographic data up front is because
the protocol requires using a fixed block size for all user data to
enabl e seeking in the chunked stream

As not ed above, using a Manifest elimnates the need for
cryptographic material in the user-data Content (bjects.

2.2. Exanples

Here are sonme exanpl es of chunked Nanes using the Label ed Content
Identifier URI scheme in human readable form (ccnx:).

In this exanple, the content producer publishes a JPG that takes 4
Chunks. The EndChunkNunber is mssing in the first content object
(Chunk 0), but is known and included when Chunk 1 is published. It
is omtted in Chunk 2, then appears in Chunk 3, where it is

mandat ory.

ccnx: / Name=exanpl e. com Nane=pi ct ur e. j pg/ Chunk=0 - -
ccnx: / Name=exanpl e. com Nane=pi ct ur e. j pg/ Chunk=1 EndChunkNunber =3
ccnx: / Namre=exanpl e. com Nane=pi cture. j pg/ Chunk=2 --
ccnx: / Name=exanpl e. com Nane=pi cture. j pg/ Chunk=3 EndChunkNunber =3

In this exanple, the publisher is witing an audio streamthat ends
bef ore expected so the publisher fills enpty Content Cbjects out to
the maxi mum ChunkNunber, stating the correct EndChunkNunber. Chunks
4, 5, and 6 do not contain any new user data.

ccnx: / Name=exanpl e. coml Nanme=t al k. wav/ Chunk=0 - -

ccnx: / Name=exanpl e. com Nanme=t al k. wav/ Chunk=1 EndChunkNunber =6
ccnx: / Name=exanpl e. com Nanme=t al k. wav/ Chunk=2 - -

ccnx: / Name=exanpl e. com Nanme=t al k. wav/ Chunk=3 EndChunkNunber =3
ccnx: / Name=exanpl e. com Nanme=t al k. wav/ Chunk=4 EndChunkNunber =3
ccnx: / Name=exanpl e. com Name=t al k. wav/ Chunk=5 EndChunkNunber =3
ccnx: / Name=exanpl e. com Nanme=t al k. wav/ Chunk=6 EndChunkNunber =3
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TLV Types
This section specifies the TLV types used by CCNx chunki ng.

. 1. ChunkNumber
CCNx chunki ng defines one new CCNx Name Segnent type: ChunkNumber.
[ ety ———— Ll ————— Ll p—p—p—p—p—p—_—(————————————————————r L
| Type | Abbrev | Nare | Description |
[ el Sty gy sl p—p—p—p———(——————(———(———(——————————— o
| %0005 | T _CHUNK | Chunk | The current Chunk Nunber, is an |
| | | Number | unsigned integer in network byte |
| | | (Section | order without |eading zeros. |
| | | 3.1) | The value of zero is represented |
| | | | as the single byte %O00. |
S I S TRy Focmmnaaann N +

Tabl e 1. ChunkNunber

The current chunk nunber, as an unsigned integer in network byte

order without |eading zeros. The value of zero is represented as the
singl e byte %O00.
In ccnx: URI form it is denoted as "Chunk".
1 2 3
01234567890123456789012345678901
oo oo oo oo s +
| T_CHUNK | Lengt h |
oo oo oo o e e o - +
| vari abl e I ength integer /
T T +
Code Type nane
%0000 Reserved [ RFC8609]
%0001 T_NAMESEGMENT [ RFC8609]
%0002 T_ I PI D [ RFC8609]
%0003 T_NONCE [ RFC9508]
%0004 T VERSION [ | -D. ccnxcver si oni ng]
%0005 T_CHUNK
%%x0006- % 000F Unassi gned
%%0010- %0013 Reserved [ RFC8609]
%%0014- OxOFFE Unassi gned

% OFFF

T_ORG [ RFC8609]

% 1000- Ox1FFF T _APP: 00 - T_APP: 4096 [ RFC8609]
%2000- OxFFFF Unassi gned
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Figure 1: CCNx Name Segnent Type Nanmespace
3.2. Message TLVs

CCNx chunki ng defines two new CCNx Message type: EndChunkNunber and
ChunkSi ze.

+ + +

| | |

+ +========—=—=—====== +

%0007 | T _ENDCHUNK | EndChunkNunber | The |ast Chunk nunber, |

| | (Section 3.2) | as an unsigned integer

I | | in network byte order |
| | | without |eading zeros. |
| | | The value of zero is

I | | represented as the |
| | | |

singl e byte %O00.

| %0008 | T_CHUNK_ SI ZE | ChunksSi ze | The fixed payl oad size

| | | (Section 3.2) | of user data up to the

| | | | last chunk. It nust |
| | | | be a positive integer. |
S I . . e +

Tabl e 2: EndChunkNunber

The endi ng chunk nunber, as an unsigned integer in network byte order
wi t hout | eading zeros. The value of zero is represented as the
singl e byte %O00.

1 2 3
01234567890123456789012345678901
T T T o e e - +
| T_ENDCHUNK | Length |
oo oo oo oo s +
| vari abl e I ength integer /
oo oo +

The chunk size nunber is the same as the end chunk nunber, except it
must be a positive integer.
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Code Type name

%0000 T_NAME [ RFC8609]
%0001 T_PAYLOAD [ RFC8609]
%0002 T_KEYI DRESTR [ RFC8609]
%0003 T_OBJHASHRESTR [ RFC8609]
%0005 T_PAYLDTYPE [ RFC8609]
%0006 T_EXPI RY [ RFC8609]
%0007 T_ENDCHUNK
%0008 T_CHUNK_SI ZE

%0009- % 000C Reserved [ RFC8609]
% 000D T_DI SC_REQ [ RFC9344]
% 000E T DI SC_REPLY [ RFC9344]
9% OFFE T _PAD [ RFC8609]
9% OFFF T_ORG [ RFC8609]

%% 1000- % 1FFF Reserved [ RFC8609]

Figure 2: CCNx Message Type Nanespace

4. Acknow edgement s

5. 1 ANA Consi derations
As per [RFC8126], this section makes an assignment in one existing
registry in the "Content-Centric Networking (CCNx)" registry group
The registration procedure is "RFC Required", which requires only
that this docunment be published as an RFC

5.1. CCNx Nanme Segnent Type Registry

Thi s docunent defines one nessage type, T_CHUNK, whose suggested
val ue i s %0005.

5.2. CCNx Message Type Registry

Thi s docunent defines two nessage types, T _ENDCHUNK, whose suggested
val ue is %0007, and T_CHUNK SI ZE, whose value is %9x0008.

6. Security Considerations

This draft does not put any requirenents on how chunked data is
signed or validated.

7. Ref er ences
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Mosko & Asaeda Expi res 25 January 2026 [ Page 9]



I nternet-Draft CCNx chunki ng July 2025

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/info/rfc8126>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8569] Mobsko, M, Solis, 1., and C Wod, "Content-Centric
Net wor ki ng (CCNx) Senmantics", RFC 8569,
DO 10.17487/ RFC8569, July 2019,
<https://www. rfc-editor.org/info/rfc8569>.

[ RFC8609] Mosko, M, Solis, 1., and C. Wod, "Content-Centric
Net wor ki ng (CCNx) Messages in TLV Format", RFC 8609,
DO 10.17487/ RFC8609, July 2019,
<https://www. rfc-editor.org/info/rfc8609>.

7.2. Informative References

[ FLI C] Tschudin, C., Wod, C A, Msko, M, and D R Oran,
"File-Like ICN Collections (FLICO™", Wrk in Progress,
Internet-Draft, draft-irtf-icnrg-flic-07, 3 March 2025,
<https://datatracker.ietf.org/doc/draft-irtf-icnrg-flic/>.

[1-D. ccnxcversi oni ng]
Asaeda, H., Haing, H H, and M E Msko, "CCNx Content
Versioning", Wirk in Progress, Internet-Draft, draft-
asaeda-i cnr g- ccnxcver si oni ng- 00, 3 March 2025,
<https://datatracker.ietf.org/doc/draft-asaeda-icnrg-
ccnxcver si oni ng/ >.

Aut hors’ Addr esses
Marc Mbsko
Kensi ngton, California 94707

United States of Anerica
Emai | : mar c@mosko. org

Mosko & Asaeda Expi res 25 January 2026 [ Page 10]



I nternet-Draft CCNx chunki ng July 2025

Hi t oshi Asaeda
National Institute of Information and Comruni cati ons Technol ogy

4-2-1 Nukui -Ki tamachi, Tokyo

184- 8795
Japan
Enmai | : asaeda@ict.go.jp

Mosko & Asaeda Expi res 25 January 2026 [ Page 11]



