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Abstract

This menmo descri bes LEDBAT++, a set of enhancenents to the LEDBAT
(Low Extra Del ay Background Transport) congestion control algorithm
for background traffic. The LEDBAT congestion control al gorithm has
several shortcomings that prevent it fromworking effectively in
practice. LEDBAT++ extends LEDBAT by adding a set of inprovenents,

i ncludi ng reduced congesti on wi ndow gain, nodified slowstart,

mul tiplicative decrease and periodi ¢ sl omdowns. This set of

i mprovenent mtigates the known issues with the LEDBAT al gorithm
such as latency drift, |ateconmer advantage and inter-LEDBAT fairness.
LEDBAT++ has been inplenented as a TCP congestion control algorithm
in the Wndows operating system LEDBAT++ has been depl oyed in
production at scale on a variety of networks and been experimentally
verified to achieve the original stated goals of LEDBAT. This
docunent is a product of the Internet Congestion Control Research
Goup (I CCRG of the Internet Research Task Force (IRTF).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 August 2026
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Operating systens and applications use background connections for a
variety of tasks, such as software updates, |arge nedia downl oads,
telemetry, or error reporting. These connections should operate

wi thout affecting the general usability of the system Usability is
measured in terns of avail abl e network bandw dth and network | atency.
LEDBAT [ RFC6817] is designed to mnim ze the inpact of |ower than
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best effort connections on the [ atency and bandw dth of other
connections. To achieve that, each LEDBAT connection nonitors the
del ay experienced by the packets it sends across an |Internet path,
and conpares themto the mni mum del ay observed on the connection

The difference between the transm ssion delay and the m ni num del ay
is used as an estimate of the queuing delay. |If the queuing delay is
above a target, LEDBAT directs the connection to reduce the bandw dth
used by the flow If the queuing delay is below the target, the
connection is allowed to increase its transm ssion rate. The

i ncrease or decrease in the used bandw dth are proportional to the

di fference between the observed val ues and the target. LEDBAT reacts
to packet |osses and other congestion signals in the sane way as
standard TCP

However, there are a few issues that plague LEDBAT, sone previously
docunent ed, and sone discovered by experinments (see Section 3).
LEDBAT++ specifies additional nmechanisnms (and in sone cases deviates
fron) LEDBAT to overcone these problens. The renmining sections
describe the problens and the nechani sns in detail

LEDBAT++ is defined for use with TCP and its use with other
transports is out-of-scope of this specification

The consensus of the Internet Congestion Control Research G oup
(ICCRG is to publish this docunent to encourage further
experinentation and revi ew of LEDBAT++. The objective of this RFCis
to docunment LEDBAT++ nodifications of the base LEDBAT inplementation
and encourage its use so the algorithmcan be further verified and

i mpr oved.

Thi s docunent is not an | ETF product and is not a standard. The
status of this docunent is experimental. |In section 5 titled

Experi ment Consi derations, we describe the purpose of the experinent
and its current status.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and
[ RFC8174] .

3. LEDBAT I ssues
This section lists some known LEDBAT issues fromexisting literature

and also |ist some new probl ens observed as a result of
experinentation with an inplenentati on of [ RFC6817].
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3.1. Lateconer advantage

Del ay based congestion control protocols |ike LEDBAT are known to
suffer froma | atecomer advantage. Wen the newconer establishes a
connection, the transm ssion delay that it encounters includes any
queui ng del ay caused by existing connections that share conmmon
networ k queues. The newconer considers this delay, that is larger
than the base delay, the mininum and thereby increases its

transm ssion rate while other LEDBAT connections sl ow down.
Eventually, the lateconer will result in using the entire bandwi dth
avail abl e to the connection. Standard TCP congestion control as
described in [ RFC9293] and [ RFC5681], causes some queui ng, the LEDBAT
del ay neasurenents incorporate that queuing, and the base del ay as
measured by the connection is thus set to a larger value than the
actual mnimum As a result, the queues remain nostly full. 1In some
cases, this queuing persists even after the closing of the conpeting
TCP connection. This phenonenon was al ready known during the design
of LEDBAT, but there is no nmitigation in the LEDBAT design. The
designers of the protocol relied instead on the inherent burstiness
of network traffic. Snmall gaps in transm ssion schedul es would all ow
the | ateconmer to measure the true delay of the connection. This
reasoning is not satisfactory because workl oads can upload | arge
anmount of data, and woul d not always see such gaps.

3. 2. | nt er - LEDBAT f ai r ness

The | at ecomer advantage is caused by the inproper evaluation of the
base delay, with the | ateconmer using a |arger value than the

preexi sting connections. However, even when all conpeting
connections have a correct evaluation of the base delay, some of them
will receive a larger share of resources. The reason for that

persi stent unfairness is explained in [Rethi nkLEDBAT]. LEDBAT
specifies proportional feedback based on a ratio between the neasured
queui ng delay and a target. Proportional feedback uses both additive
increases and additive decreases. This does stabilize the queue
sizes, but it does not guarantee fair sharing between the conpeting
connecti ons.

3.3. Latency drift

LEDBAT estimates the base delay of a connection as the m ni rum of al
observed transm ssion del ays over a 10-minute interval. |t uses an
interval rather than a neasurenment over the whole duration of the
connecti on, because network conditions may change over time. For
exanpl e, an existing connection may be transparently rerouted over a
| onger path, with a |onger transm ssion delay. Keeping the old
estinmate woul d then cause LEDBAT to unnecessarily reduce the
connection throughput. However experinents show that this causes a
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3.

3.

4.

4.

ratcheting effect when LEDBAT connections are allowed to operate for
a long tine. The delay feedback in LEDBAT causes the queuing del ay
to stabilize just belowthe target. After an initial interval, all
new neasurenents are equal to the initial transm ssion delay plus a
fraction of the target. Every 10 m nutes, the neasured base del ay
increases by that fraction of the target queuing delay, leading to
potentially |arge val ues over tinme.

4. Low |l atency conpetition

LEDBAT conpares the observed queuing delays to a fixed target. The
target val ue cannot be set too | ow, because that woul d cause poor
operation on slow networks (where the link transnmission rate add a
significant serialisation delay). |In practice, it is set to 60ms, a
val ue that allows proper operation of |atency sensitive applications
like VolP. But if the bottleneck buffer is small such that the
queui ng delay will never reach the target, then the LEDBAT connection
behaves just like an ordinary connection. |1t conpetes aggressively,
and obtains the same share of the bandwi dth as regular TCP
connections. On high speed |links the problemis exacerbat ed.

5. Dependency on one-way del ay nmeasurenents

The LEDBAT al gorithm requires use of one-way del ay measurenents.

This makes it harder to use with transport protocols like TCP that
have no reliable way to obtain one way del ay nmeasurenents. TCP

ti mestanps do not standardi ze cl ock frequency, and the endpoints will
need to rely on heuristics to guess the clock frequency of the renote
peer to detect and correct for clock skew. TCP tinestanps do not

i ncl ude cl ock synchronization, and woul d need sonme non-standard
invention to conpensate for clock skew. Any such mechanismis very
fragile.

LEDBAT++ Mechani sns
1. Slower than Reno increase

When the measured del ays are bel ow the target del ay, LEDBAT behaves
i ke standard TCP [ RFC9293]. LEDBAT introduces a GAI N paraneter

whi ch can be set between 0 and 1. 1In order to solve the |ow | atency
conpetition problem LEDBAT++ nakes the GAIN paraneter dynamc. Wen
standard and LEDBAT connections share the sanme bottl eneck, they
usual |y experience the sane packet drop rate (i.e. when drop tai
queues are used). The GAIN val ue ensures that the throughput of the
LEDBAT++ connection will be a fraction (1/SQRT(1/ GAIN)) of the

t hroughput of the regular connections. Snall val ues of GAI N work
wel | when the base delay is snmall, and ensure that the LEDBAT++
connection will yield to regular connections in these networks.
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However, small values of GAIN do not work well on paths with |ong

del ays. In the absence of conpeting traffic, conbining | arge base
del ays with small GAIN val ues causes the throughput used by the
connection to remain well under capacity for a long tinme. 1In

LEDBAT++, GAIN is a function of the ratio between the base del ay and
the target del ay:

GAIN =1/ (nin (16, CEIL (2*TARGET/ base)))

where CEIL(X) is defined as the snmallest integer |arger than X
| mpl enent ati ons MAY experinent with the constant value 1/16 as a
tradeoff between responsi veness and performance.

4.2. Miltiplicative decrease

[ Ret hi nkLEDBAT] suggests conbi ning additive increases and

mul tiplicative decreases in order to solve the Inter-LEDBAT fairness
problem It proposes to change the way LEDBAT increases and
decreases the congestion wi ndow based on the ratio between the
observed delay and the target. Assume that the congestion w ndowis
changed once per roundtrip neasurenment. |In standard LEDBAT, the per
RTT wi ndow when delay is less than target is:

W+= GAIN * (1 delay/target)

In LEDBAT++, with nultiplicative decrease, the per RTT wi nhdow when
delay is less than target is:

W += GAIN

Simlarly in standard LEDBAT, the per RTT wi ndow when the delay is
hi gher than target is:

W-= GAIN * (delay/target - 1)

In LEDBAT++, with nultiplicative decrease, the per RTT w ndow del ay
i s higher than target is:

W+= max( (GAIN Constant * W* (delay/target - 1)), -W2) )

It is RECOVWENDED that the Constant be set to 1. |Inplenentations MAY
experinment with this val ue.

If a connection has various estimtes of the base delay, the

mul tiplicative decrease MIST be capped to at nost W2. O herw se,
spi kes in delay can cause the window to inmrediately drop to its

m ni mal val ue.
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LEDBAT++ sender SHOULD al so ensure that the congesti on wi ndow never
decreases bel ow 2 packets. This | ower bound is intended to prevent
starvation of the LEDBAT++ connection in the presence of transient
congestion or del ayed feedback. However, on severely constrained
pat hs where the fair-share congesti on wi ndow of conpeting fl ows nmay
legitimately fall bel ow two packets, enforcing such a bound could
i nduce unnecessary queuei ng or congestion to itself and other flows.

4. 3. Modi fi ed sl ow start

Traditional initial slow start can cause spi kes in bandw dth usage.
However ski ppi ng exponential congestion w ndow increase results in
significantly reduced performance over long Internet Paths. LEDBAT++
appl i es the dynam ¢ GAIN paranmeter to the congesti on w ndow
increases. In standard TCP operation, the congestion w ndow
increases for every ACK by exactly the ampbunt of bytes acknow edged.
A LEDBAT++ sender increases the congestion w ndow by that nunber
multiplied by the dynamic GAIN value. In lowlatency links, this
ensures that LEDBAT++ connections ranmp up slower than regul ar
connections. LEDBAT++ sender limts the initial w ndowto 2 packets.
LEDBAT++ sender nonitors the transm ssion del ays during the slow
start period. |If the queuing delay is larger than 3/4ths of the
target delay, exit slow start and i nmedi ately nove to the congestion
avoi dance phase. After initial slow start, the increase of
congestion wi ndow i s bounded by the SSTHRESH estimate acquired during
congesti on avoi dance, and the risk of creating congestion spikes is
very low. Exiting slow start on excessive delay SHOULD be applied
only during the initial slow start.

4.4, Initial and periodic sl owdown

The LEDBAT specification assunmes that there will be natural gaps in
the aggregated traffic through the bottl eneck of the path, and that
during those gaps the observed delay corresponds to a state where the
queues are enpty. However, there are workl oads where the traffic is
sustai ned for |long periods. This causes base delay estinmates to be

i naccurate and is one of the major reasons behind latency drift as
well as the lack of inter-LEDBAT fairness. To ensure stability,
LEDBAT++ forces these gaps, or slow down periods. A slowdown is an
interval during which the LEDBAT++ connection voluntarily reduces its
traffic, allowi ng queues to drain and transm ssion del ay neasurenents
to converge to the base delay. The sl owdown works as foll ows:

* Upon entering slowmdown, set SSTHRESH to the current version of the
congesti on wi ndow CWND, and then reduce CAWND to 2 packets.

* Keep CWND frozen at 2 packets for 2 RITT.
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* After 2 RTT, ramp up the congesti on wi ndow according to the slow
start algorithm wuntil the congestion w ndow reaches SSTHRESH.

Keeping the CW\D frozen at 2 packets for 2 RTT allows the queues to
drain, and is key to obtaining accurate delay nmeasurenents. The
initial slowdown starts shortly after the connection conpletes the
initial slow start phase; 2 RIT after the initial slow start
completes. After the initial slowdown, LEDBAT++ sender perforns
peri odi c sl owdowns. The interval between sl owdown is conmputed so
that sl owdown does not cause nore than a 10%drop in the utilization
of the bottleneck. LEDBAT++ sender neasures the duration of the

sl owdown, fromthe tinme of entry to the tinme at which the congestion
wi ndow regrows to the previous SSTHRESH val ue. The next sl owdown is
then scheduled to occur at 9 times this duration after the exit
point. The conbination of initial and periodic sl owdowns allows
conpeti ng LEDBAT connections to obtain good estinmates of the base
del ay, and when conbined with nultiplicative decrease solves both the
| at ecomer advant age and the Inter-LEDBAT fairness problens.

4.5. Use of Round Trip Tinme instead of one way del ay

LEDBAT++ uses Round Trip Tinme neasurenents instead of one way del ay.
One possi bl e shortconming of round trip delay neasurenents is that
they incorporate queuing delays in both directions. This can lead to
unnecessary sl owdowns, such as slow ng down an upl oad connection
because a downl oad is saturating the downlink but in practice this
seens to benefit the workl oads because the bottleneck Iink can carry
ACK traffic in the other direction for the conpeting flows. Round
trip nmeasurenents also include the delay at the receiver between
receiving a packet and sending the correspondi ng acknow edgenent.
These del ays are normally quite small, except when the del ayed
acknow edgment | ogic kicks in. Effect of delayed ACKs can be
particul arly acute when the congestion wi ndow only includes a few
packets, for exanple at the begi nning of the connection

The problens of using one way delay are mtigated through a set of

i npl erent ati on choices. First, LEDBAT++ sender enables the TCP

Ti mestanp option, in order to obtain RTT sanples with each

acknow edgenent. A LEDBAT++ sender SHOULD filter the round trip
measur enents by using the mninumof the 4 nost recent del ay sanpl es,
as suggested in the LEDBAT specification. Finally, the queueing
delay target is set larger than the typical TCP naxi mum

acknow edgenent delay. This avoids over reacting to a single del ayed
ACK measurenent. The LEDBAT++ default delay target of 60ms is
different fromthe 100ns val ue reconmended in [ RFC6817].
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5

5.

Experi ment Consi derati ons

The status of this document is Experinental. The general purpose of
the proposed experinent is to gain nore experience running LEDBAT++
over different network paths to see if the proposed LEDBAT++
parameters performwell in different situations. Specifically, it is
desirable to understand the foll owi ng aspects of the LEDBAT++
mechani sm

- The inpact of transparent proxies which prevent nmeasurenent of
end-to-end delay and mght interfere with the effective operation
of LEDBAT++.

- Interaction between LEDBAT++ and Active Queue Managenent
techni ques such as Codel [RFC8289], PIE [RFC8003] and L4S
[ RFC9330] .

- How the LEDBAT++ shoul d resune after a period during which there
was no incomng traffic and the information about the rLEDBAT
state information is potentially dated.

[ RFC9743] provides guidelines for the |ETF to use when evaluating a
proposed congestion control algorithmthat differs fromthe genera
congestion control principles outlined in [RFC2914]. The gui dance
and evaluation criteria is intended to be useful to authors proposing
congestion control algorithns and for the | ETF community when
eval uati ng whether a proposal is appropriate for publication in the
RFC Series and for deploynment in the Internet.

1. Status of the experinent at the time of this witing.
LEDBAT++ is available in Mcrosoft’s Wndows 11 22H2 since Cctober
2023 [Wndows11l] and in Wndows Server 2022 since Septenber 2022
[ WndowsSer ver] .

I n addition, LEDBAT++ has been depl oyed by Mcrosoft in wide scale in
the follow ng services:

- BITS (Background Intelligent Transfer Service)
- DO (Delivery Optim zation) service

- Wndows update # using DO

- Wndows Store # using DO

- OneDrive
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9

9

- Wndows Error Reporting # werngr.exe; werfault.exe

- System Center Configuration Manager (SCCM

- Wndows Media Pl ayer

- Mcrosoft Ofice

- Xbox (downl oad ganes) # using DO
An experinmental evaluation of the LEDBAT++ algorithmis presented in
[ COWET1]. Experinents involving the interaction of LEDBAT++ and BBR
are presented in [ COWNET2]

Security Considerations

LEDBAT++ enhances LEDBAT and inherits the general security
consi derations discussed in [ RFC6817].

LEDBAT++ uses the RTT nmeasurenents to nodulate the rate of the
sender. An attacker wishing to starve a flow can introduce an
artificial delay to the packets either by actually del aying the
packets. This would cause the LEDBAT++ receiver to believe that a
queue is building up and reduce the congestion window. Note that an
attacker to do that must be on path, so if that is the case, it is
probably nore direct to sinmply drop the packets and achi eve even a

| arger wi ndow reducti on.

| ANA Consi der ati ons
Thi s docunent has no actions for | ANA
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