None S. Celi

I nternet-Draft Br ave

I ntended status: |nformational J. Querra
Expires: 7 May 2026

M Knodel

CDT

3 Novenber 2025

Intimate Partner Violence Digital Considerations
draft-irtf-hrpc-ipvc-02

Abst ract

Thi s docunent ainms to informhow Internet protocols and their

i npl ementations might better mtigate technical attacks at the user
endpoi nt by descri bing technol ogy-based practices to perpetrate
intimate partner violence (IPV). [PV is a pervasive reality that is
not limted to, but can be exacerbated with, the usage of technol ogy.
The 1PV context enables the attacker to access one, some or all of:
devi ces, |ocal networks, authentication nechanisns, identity

i nformati on, and accounts. These security conprom ses go beyond
active and passive on-path attacks [ RFC7624]. Wth a focus on
protocol s, the docunent describes tactics of the | PV attacker and
potential counter-neasures.
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1. Introduction

Intimate partner violence (IPV) refers to physical, emptional,

verbal , sexual, or econom c abuse of a person by a current or former

intimate partner, hereafter referred to as the abuser or

attacker.[WHO | PV is characterized by an unequal power dynam c that

enabl es the abuser to exert control and harmw thin romantic or
sexual relationships context. Wile IPV often manifests in these
contexts, it also extends to child and el der abuse or abuse
perpetrated by any nmenmber of a househol d.
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Digital technol ogies are central in nodern |lives and can be used as a
way to enabl e and enhance | PV. Technol ogy-based | PV has profound

i mplications on the physical, psychol ogical and enotional health of
survivors, affecting themnot only at the individual |evel but also
di srupting their broader social environnment [ref]. Furthernore,
technol ogy- based | PV can create an i medi ate potential for offline,
real -world harm as attackers can use these methods to control,

| ocate, or confront their victins in person. This blending of

digital abuse and offline harmincreases the severity and urgency of
the threat faced by victins.

Unlike traditional "attackers", an abuser in the context of IPVis a
close and faniliar figure: an "attacker you know." This attacker is
neither solely on-path nor off-path; they often have full access to
their target’s devices and | ocal networks, sharing intimte spaces
and i nformation. Moreover, abusers can coerce and nanipulate their
victinms (hereafter, referred to as targets) directly.

There is significant existing work in the field of online gender-
based vi ol ence [I PVTechBi b][ CSP] and t echnol ogy-based | PV [ Freed]
mai nl y focused on response and resiliency, including digital privacy
and safety strategies. Nevertheless, even when this literature
exists, IPVis not considered enough when designing digita
technol ogi es, networks, or Internet protocols, and it is not part of
threat-nodelling. Protocol design or cybersecurity best practices
rarely account for |PV-specific scenarios, as seen in only a few
cases [CETAStrategies]. These om ssions highlight the need to
consider the privacy and security risks involved, as noted in

[ RFC6973] .

Thi s docunent outlines the tactics enployed in technol ogy-based | PV
and offers recomrendati ons for designing protocols and technol ogi es
to mtigate these tactics. It begins with a conprehensive overvi ew
of IPV and related term nol ogy, followed by an exploration of the
specific tactics used by abusers, culmnating in actionable
recommendations for the digital design comunity.

Al t hough the category of technol ogy-abuse includes practices such as
Child Sexual Abuse Material (CSAM, or digital manipul ation of images
and vi deos (deepfakes) to exhibit and slander wonen [Wtness], those
tactics are out of scope in this docunent, since the attacker is not
part of the victinms close social environment, i.e. they do not
necessarily have access to the victinis local network. However, in
some occasions, this distinction doesn’t always hol d.

The point of this docunent is to describe technol ogical neans by

whi ch abuse may be enacted. It is not claimng, and cannot claim
that these nmeans are inherently abusive.
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2. Definition of technol ogy-based |PV

Technol ogy-based intimate partner violence (IPV) refers to the use of
digital tools and technol ogies to enable, escalate, and reinforce
abusi ve behaviors. |PV itself enconpasses physical, enotional,
verbal , sexual, or econonic abuse comitted by a current or forner
intimate partner. A "partner" in this context is not limted to
romantic or sexual relationships, but can extend to anyone with a
close relationship to the victim including household menbers
involved in child or elder abuse (however, here we will not explictly
consider this case). Wat defines IPV is the inherent unequal power
rel ati onshi p, where the abuser |everages this inbalance to inflict
harm and exert control

I n technol ogy-based I PV, the attacker exploits various forns of
digital technology to perpetrate abuse, often through pervasive
surveill ance, overt nonitoring, coercive access to devices or
accounts, and nmani pul ati on of digital communications. This is known
as "digital coercive control" [Dragi ewi cz2018], which is a form of
abuse where access to personal technol ogy, such as smartphones,
soci al media, or local networks, beconmes a neans for the abuser to
assert control, engage in stalking, or inflict psychol ogica
harassnment. |Internet-enabled technol ogies anplify the abuser’s
ability to conduct continuous surveillance or escalate harmrenvotely,
rei nforcing the unequal power dynamic present in |PV situations.

Wi | e technol ogy-facilitated abuse can affect anyone, it is crucial
to recognize its intersection with gender-based viol ence. As noted
by [ APCFramewor k], "wonen and girls face specific cyber threats in
the digital age that are considered fornms of gender-based viol ence as
they occur because of their gender, or because they

di sproportionately affect one gender." This intersection arises
because digital abuse is enbedded in the same offline structura

vi ol ence that perpetuates gender inequality, but the technol ogica

di mensi on i ntroduces new el enments: searchability, persistence,
replicability, and scalability. These features allow abusers to nore
easily track their targets, replicate abusive content, and escal ate
harassment across platforms, magnifying the harminflicted.

Furt hernore, the uni que aspects of technol ogy-based | PVv—such as the
ability to nonitor in real-tinme, manipulate social nedia, or restrict
access to digital resources—can severely limt a victims autonony
and nmobility. This creates a new | ayer of control that extends
beyond traditional physical spaces into the digital realm naking it
harder for victins to escape the abuse, as the attacker often has
constant or even renote access to the victinis digital life.
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Utimately, technol ogy-based IPV is not just an extension of
traditional abuse; it is an evolving form of violence that
capitalizes on the pervasive and intimate nature of digita
technology to create a formof control that is difficult to detect
and even harder to escape. Addressing this issue requires a deep
under st andi ng of both the technical tools used by abusers and the
soci al dynami cs at play, including the broader structura
inequalities that enable such abuse.

2.1. Term nol ogy
In the rest of this draft, we will use this term nol ogy:

Attacker: A person who, in the context of intimate partner violence
(IPV), uses digital tools to exert control, nonitor, or harm anot her
i ndividual with the aimof enabling or enhancing abuse. The term
"attacker" is used interchangeably with "perpetrator." * Victim By
"victinm we nean a person who is subject or target of an attack
Notice that we are using this termonly in the tenmporary context of
an attack scenario. W prefer the term"survivor"”, which recognizes
the agency and resistance tactics of those facing IPV, but for the
pur poses of this docunent we focus on the fact of being subject of
speci fic technol ogy-based | PV attacks.

3. Technol ogy-based | PV attacks

In this section, we describe IPV attacks that are enabl ed or
exacerbated by Internet technology. First, we outline our
assunptions about this type of attacker and commpn tactics they may
use. Then, we describe the types of technol ogy-enabled | PV attacks.

3.1. The tech-asisted | PV attacker

The attacker we focus on in this docunent is someone who either
forcefully controls accounts, devices, and/or authentication
informati on used to access systens, or |everages publicly avail able
information to exert this control. This attacker may or may not be
technologically skilled (it mght be "technol ogy savvy" or not).
From a threat nodel perspective, this attacker is one of the
strongest ones as it can use their abilities to gain unlimted access
to systens and devi ces wi thout needing significant financial or
conmput ational resources

The attacker typically has (or has had) physical access to the victim
and often shares a comon social network with them In sone cases,
the attacker may |l egally own the devices or accounts the victimuses,
further conplicating the victinms ability to maintain control
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The attacker is not inplied to have infinite conmputing power or
unrestricted access to external systems (e.g., conpanies
infrastructure). Rather, the focus is on their ability to gain
unlimted access to the victins personal devices and accounts due to
their proximty, control, or manipulation of the victinis

aut henti cati on mechani snms and personal data, comunications, and
digital assets..

3.2. Tech-based I PV tactics

There are nmany ways in which digital and networked technol ogy can

facilitate an attacker perpetrating IPV. For an in-depth reading,
see [ TBMDGWDR] and [ CDOHPFLDVR]. Below, we informally categorize
the main tactics attackers use:

* Ready-nade tools: Attackers can use applications or devices that
are solely built to facilitate IPV. These types of technol ogy are
sonetines referred to as "stal kerware" or "spouseware".

* Dual -use tools: Attackers can repurpose applications, settings or
devices built for beneficial or innocuous purposes to cause harm
This is the case, for exanple, of anti-theft devices that can be
repurposed for stalking, or to location-tracking tools. The
latter is subject to its own considerations [DULT].

* I npersonation attacks: Knowi ng personal information coupled with
access to authentication nechani sns gives an attacker the ability
to fully authenticate to services and accounts of the victim
effectively inpersonating them This can be executed to the
degree that the victimcan no | onger successfully authenticate
thensel ves to their services or accounts.

* U -bound inpersonation attacks: Attackers can abuse technology to
enhance | PV by abusing the User Interface (U ) of a specific tool
In this case, attackers becone authenticated but adversarial users
of a system They cannot, however, escalate to root privileges or
access ot her underlying functionalities of the system They are
bound to the U of whatever systemthey managed to authenticate
to. We will explore later the ways attackers use to forcibly gain
authentication to a system

* Social nedia and forums: Attackers can |earn and share information
on how to use technol ogy to enhance I PV through the usage of these
pl atforns. These spaces nmay al so provide narrative justifications
for abusive behavior and facilitate cyberstal ki ng, cyberbullying,
and doxxi ng.
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3.

* Perception of Threat and Vul nerability: The awareness of a

pervasive threat can act as a powerful formof control. Attackers
often | everage the perception that technol ogy could be used for
I PV as a neans of manipulating victins, eroding their sense of
safety and agency. This can extend to perceptions of

vul nerability within the victims network or system the nere
suspi cion of a vulnerability could conmpound feelings of
insecurity. Research on user perceptions of technol ogy
trustworthi ness, especially wthin messagi ng apps (see [ UPMSG),
i ndi cates that perceived threats and vulnerabilities in

conmuni cati on channel s can di scourage users fromtrusting or
seeki ng hel p through these technol ogies. Such dynam cs can
further isolate victins and create additional barriers to

recei ving support.

Ki nds of tech-enabled | PV attacks

The attacks we list and are discussed in this docunent exploit the
tight integration between personal technology and everyday life,

| everagi ng access to accounts, devices, authentication nmechanismns,
and personal or sensitive information. The exanpl es bel ow
illustrate, but are not limted to, common categories of tech-enabled
I PV. Each represents a distinct vector through which an attacker can
extend coercive control, surveillance, or isolation, often conbining
multiple tactics at once.

* Mnitoring: A prevalent tactic to facilitate IPVis the active,
intrusive nonitoring of the victinis online activities and
accounts. This ongoing surveillance can enconpass a range of
behavi ors that feel invasive, often involving threats or
intimdation. The "active" nature of this nonitoring neans it may
be apparent to the victimor entirely hidden, depending on the
abuser’s intent. Fornms of nonitoring include:

- Monitoring of comruni cation, which can be e-nmil-based, chat-
based or social media comuni cations, or browsing information
(history, cookies or nore) either directly on the victinis
devi ce or through specialised applications.

- Mnitoring |ocation and whereabouts by | ooking at the netadata
of communication, by using |ocation-help applications, or by
usi ng speci alized applications.

- Mnitoring any data sent over the network by nounting DNS
attacks or other specialised attacks.

- Mnitoring any information found on the U by | ooking at
devi ces screens while the victimis using them
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- Data gathering by using the Internet to seek public or private
information to conpile a victims personal information for use
i n harassnent.

- Mbonitoring security caneras or systens for hone security
In this type of attack, we see these dinmensions:

- Mnitoring of communication content at various |ayers,
including the application |l ayer (e.g., chat or emil content)
and network layers (e.g., packet inspection or traffic
anal ysi s).

- Mnitoring of the U content of application tools.
- Mnitoring of location infornmation

Conprom se of accounts: An attacker nay demand access to the
victim s accounts to continuously nonitor, control, manipulate or
restrict their digital communications and activities. Unlike
passive monitoring with publicly available tools, the attacker
demands access to tools and contents in order to reduce the "life
space" or "space for action" that the victimhas for independent
activities. Once access is obtained, an attacker can:

- Delete data, which can be comuni cati on data, docunments and
more (essentially, any data stored in the account).

- @in access to contacts such as friends, fanmly or coll eagues.

- @Gain access to conmuni cations, audio-video content, and any
associ at ed net adat a.

- Mdify or mani pul ate any conmuni cations, audi o-video content,
and any associ ated net adat a.

- Lock out or change the authentication mechanisns that grant
access to the account.

- Inpersonate the victimby using the victinms online identity to
send fal se/forged nessages to others or to purchase goods and
services

- Inpersonate the victimby using the victims online identity to

publicly post information that can be private or fake,
impacting their reputation and sense of security.
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- Inpersonate the victimby using the victims online or |ega
identity to sign victinms up for services.

- Exposing private information or nedia by distributing intimate
or private data (which could have been acquired via coercive
tactics).

Conprom se of devices: This attack is simlar to the above, but
the attacker demands access to the victinis devices. The goal is
the sane as the above but the result is nore inpactful, as it
restricts access and gives access to accounts that are accessed
through the device. 1t can also prevent the victimfrom having
any connection to the Internet. Once an attacker has access to
the device, they can use it to:

- Physically prevent the use of the abilities given by the device
(the device can be used, for exanple, to call police services,
which is restricted with this attack).

- Access contacts and data (nmedia or nmessages) stored in it.

- Access to accounts and authentication mechani sns for other
accounts (saved passwords or authenticator apps -2-factor
aut hentication-, for exanple).

- Performinpersonation

- Performdenial of access to the device, networks or the
Internet in general

- Destroy the device itself and any information stored in it.

- Inpersonate by using the victinis online identity, as accessed
through the device, to publicly post information that can be
private or fake.

Exposing Private Information or Media: This attack often builds on
other the fornms of attack. Once an attacker gains access to an
account or device, they can harvest sensitive data, including
personal and/or private nedia, nessages, and private docunents.
This stolen information can then be used to threaten, extort, or
hum liate the victim For exanple, intimate inmages nmay be used

for blackmail, or private details such as bank account and tax
informati on may be exploited. The attacker may al so engage in
doxxing by publicly sharing private details to damage the victim s
reputation or relationships.
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Deni al of Access: This attack can al so be built upon previous
ones, and its objective is to block the victim s access to
essential services. It can include physical neasures such as
destroying routers or network devices, changing W-Fi passwords,
or nodi fying network settings. This prevents the victimfrom
connecting to the Internet or accessing online services. Denia
of access may al so target financial abuse, such as restricting the
victims access to online banking or digital wallets, making it
difficult or inpossible for themto manage their finances. Denia
of access can also extend to digital comunication disruptions,
such as flooding the victim s communication platforns with
unwant ed nessages or deploying viruses to conprom se their
devices. The goal is to isolate the victim severing their
connection to the outside world, including famly, friends, and
support networKks.

Threats: Oten intertwined with denial of access, threats involve

sendi ng harassing or abusive nmessages via email, chat, or social
medi a. These nmessages may include insults, intimdation, or
direct threats of harm The purpose is to instill fear,

destabilize the victim s enotional state, and force conpliance,
either by causing distress or pushing the victimtoward further
harnful actions. Threats can escalate into nore severe attacks,
i ncludi ng deni al of access or exposure of private information.

Harassment: Harassnent can be anonynous, but in many cases, the
victimknows the identity of the attacker. However, due to the
anonymty of certain platforns, the victimnmay struggle to hold
the perpetrator accountable. The systens in place often require
that harassing content be pernmanently available for investigation,
but this can, in turn, prolong the victims exposure to the abuse.
Har assment can manifest in various fornms and di nensions:

- Ongoi ng Harassnent: This type of harassment is persistent, with
the goal of intimdating, humliating, and psychol ogically
tornenting the victim It often involves repeated nessages,
threats, or actions that make the victimfeel unsafe or
vi ol at ed.

- Post-Disconnection Harassnment: Once the attacker no | onger has
physical control over the victim they may resort to
cyberstal king or continued harassnent online. This form of
abuse allows the attacker to maintain control over the victim
by stalking their digital presence, often through social nedia,
messagi ng platforns, or by nonitoring their activities in other
ways.
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Means of attacking

The attacks described above can be carried out using various nethods.
Bel ow are sone of the nobst common approaches

*
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Spyware | nstallation and Spoofing: This nmethod involves installing
mal i ci ous software on the victins device to gain unauthorized
access to their accounts or to conduct active nonitoring. It may
al so i nclude spoofing techniques to bypass security measures, such
as renotely conprom sing security questions, passwords, or other
aut henti cation nmethods. These tools are typically installed

wi thout the victims know edge, giving the attacker covert access
to their personal information.

Coercion and Control: This formof attack |everages physical,
enotional, or psychol ogi cal mani pulation to gain access to a
victims devices, network credentials, or digital information. It
often involves forcing the victimto reveal sensitive details,
such as passwords, PINs, or authentication nechanisns for their
accounts and devices, creating an environnment of control and fear.

Shared Network Plans and Account Oanership: In sone cases, an
attacker nay be the | egal owner of a device (e.g., a parent’s
control over a child s device) or have access to shared famly
accounts or network plans. For instance, an abuser may control a
joint bank account or device within a shared fanmily plan, allow ng
themto carry out attacks without the victinms know edge and

wi thout needing to install nmalicious software.

Monitoring: This method involves the exploitation of social nedia
and other publicly available information to track the victinis

activities. It may also include the installation of nonitoring
tools on the victims devices or the abuse of "benign"
applications (e.g., location-tracking apps) in a malicious way.

The attacker uses these tools to keep tabs on the victinis
nmovenents and interactions, often in secret.

Exposure: This nethod involves the use of social nedia platforns
to amplify harassment. It includes actions such as posting
harnful content to enbarrass, humliate, or intimdate the victim
or sharing private information like intimte inages w thout
consent. This formof attack nay al so invol ve doxxing, where the
victims personal details are shared publicly to cause distress or
harmto their relationships and reputation
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Speci fic abused technol ogy

Research into how attackers exploit technol ogy to enhance I PV reveal s
that the follow ng technol ogies are frequently abused:

*

Celi,

Passwor ds and Aut hentication Mechani sms: Aut hentication systens
are often the primary point of failure in PV attacks. Once an
attacker gains access to a victinis account or device, they can
use that access to conmprom se additional accounts or devices.
Attackers can use specialized tools, often installed
surreptitiously on the victims device, to capture authentication
data. They may al so coerce victins into revealing passwords or
bypassing security features. This includes targeting biometrics
(e.g., fingerprints, facial recognition), two-factor

aut henti cation (2FA) systens, and other nulti-layered security
met hods.

Media and Private Information: Attackers who gain access to

devi ces or accounts can harvest private nedia and sensitive
personal information. This data can then be used to extort the
victim humiliate them (by sharing it publicly), or escal ate
harassnment. Private communi cations, photos, and other intimate
materials are particularly vulnerable to such exploitation, often
used as leverage in controlling or threatening the victim

Account Recovery Mechanisnms: In addition to direct access to

aut henti cati on mechani sms, attackers can mani pul at e account
recovery processes to gain unauthorized access to accounts. This
i ncl udes exploiting weaknesses in 2FA devices, recovery enail
systens, or password reset tools. By conpronising these systens,
attackers can gain control over nultiple online profiles,
furthering their ability to surveil and control the victim

Lack of Bl ocki ng Mechani sms and Expl oi tation of Anonynous
Channel s: Many platforns and comruni cation tools | ack effective
bl ocki ng or reporting nechani sns, which attackers exploit to
continue their abuse. Conmon tactics include:

- Using fake phone nunbers or burner accounts to contact the
victim

- Sendi ng messages via platforms with open channels that do not
require mutual consent (e.g., nessaging apps with open chat
features).

- Exploiting "read receipts"” or simlar features to nonitor the

victims engagenment with their nessages, thereby gaining
further control.
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- Abusing the absence of robust bl ocking features to maintain
constant contact and harassment.

Recomrendat i ons

The foll owi ng recommendati ons are tailored for protocol and systens
designers to help nmitigate technol ogy-enabl ed I PV, recognizing that

I PV often occurs within the broader context of structural violence
(which can be gender-based violence). Wile these attacks are
facilitated or exacerbated by technol ogical tools, the
recomendat i ons focus on enabling victins to regain control, prevent
the abuse of power, and limt attackers’ ability to carry out actions
that entrench their control

* Build proper authentication systens: Authentication nechanisns
shoul d be designed with the follow ng features:

- Account Access Transparency: Mintain a non-del etabl e and non-
nmodi fiable |list of devices with access to accounts and a record
of active sessions.

- Recovery and Revocation: Provide secure ways to recover access
to accounts and change authentication nmechani sns. Allow easy
revocation of access, including when an account or device is
conprom sed

- Cear Notifications: Send notifications when
o New devices are used to access an account.
o Attenpts to access accounts occur
0 Changes are made to account details.
- Approval Mechani smfor Access: Inplenent a systemthat allows
users to approve or deny access attenpts from new devices or

| ocati ons.

* Storage and sharing of nedia: Media should be handled in a way
that allows the victimto retain control

- Media Takedown: Ensure that private media posted w thout
consent can be taken down at the victinis request.

- Dealing with Re-posting: |nplement nmechanisnms to prevent re-
posting of previously reported non-consensual nedia, either by
bl ocking its sharing or by flagging it across platforns and
devi ces.
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Secure Reporting Mechanisns: Provide private, confidential ways
to report non-consensual media, with systens in place to ensure
the victims privacy is protected.

Social Media Platforns: Social media can be a powerful tool for
perpetrators, enhancing nonitoring and control. Platforns shoul d:

Conpr ehensi ve Bl ocki ng Systens: Provide bl ocking systens that
go beyond i ndividual accounts, potentially |inking accounts and
devi ces associated with a bl ocked user to prevent continued
harassnment or nonitoring.

Restricted Messaging: Enable users to set privacy controls that
all ow only approved contacts to send nmessages to their
accounts.

Browser and Search Data: Browsers and search engi nes should
prioritize privacy and security:

Automatic Del etion: Browser history, search information, and
rel ated nmetadata shoul d be deleted by default after each
session or within a specified tine frane (triggered by users,
for exanple). This protects users fromunwanted surveill ance.

End-to-end encryption nust be the default for any messaging in
order to prevent network nonitoring and ensure that digita
communi cati ons remain private.

Gender Sensitivity in Design:

Gender - I nf orned Design: Designers should adopt a gender -
sensitive approach when devel opi ng tools and applications.
Recogni zi ng the structural inequalities inherent in IPV helps
build systens that are supportive of the uni que needs of

vi cti ns.

Local Attackers and Sensitive Applications

Security for Local Attackers: Wen designing sensitive
applications, ensure that they are secure against |oca
attackers, including those who nmay have physical access to the
device. Sensitive applications refer to any software or
services that handle private or confidential data, such as
personal accounts, financial tools, and comunication

pl at f or ns.

Det ecti on Tools and Anal ytics
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- Building Detection Tools: Devel op advanced detection tools with
| PV-specific algorithns and systenms. These tools should focus
on identifying patterns of control and abuse, as well as
enhanci ng | oggi ng and anal ytics for detecting unusual or
suspi cious activity. Consider guidance for building such tools
[ UNGUI].

* Engi neer plausible deniability for sensitive applications.

* PBuild detection tools and inprove |ogging and anal ytics for user
agents and devices with PV in mnd.

* Transparent Reporting: |PV-related i ssues should not be viewed
solely as privacy concerns. It’ s crucial to address areas such as
transparency in reporting nechanisns, identity nmanagenment, and
proper accountability neasures in tech systens to counter the
m suse of power.

It is inportant to note that | PV should not be nistaken to be a
privacy issue alone. Furthernore any tech-based sol utions and
interventions that only address privacy can be used by attackers,
hel ping themto cloak their attacks fromthe victimand other neans
of detection. Power is inbalanced in IPV and technol ogy entrenches
power.[Citron]

It’s essential to acknow edge as well that inplenmenting these
recomrendations will not fully elimnate I PV due to the broader power
i mbal ances in society. However, these nmeasures can play a critica
role in addressing the use of technology to facilitate abuse.
Addressing | PV through technol ogy nust be viewed as a step toward
giving victins the tools to regain control, while sinultaneously
limting the means by which abusers can continue their attacks.

Resour ces

* Cornell Tech’s dinic to End Tech Abuse
https://ww. ceta.tech. cornell.edu/

* List of donestic violence hotlines around the world
https://en.w ki pedi a. org/ wi ki /Li st_of donestic_viol ence_hotlines

* Procedures and tools for clinical conmputer security
https://ww. useni x. or g/ conf erence/ useni xsecurityl19/ presentati on/
havr on
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7. Security Considerations

Thi s docunent itself discusses security threats in the context of
IPV. Inplementers should note that mitigation nechani sns nust

bal ance user safety, usability, and privacy. |In particular, features
intended to protect users (e.g., encryption, |ogging, blocking) can
al so be exploited by abusers if not designed with | PV contexts in

m nd.

8. | ANA Consi derati ons
Thi s docunent has no actions for | ANA
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