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Abst ract

Conputing in the Network (CON) comes with the prospect of deploying
processing functionality on networking devices, such as sw tches and
network interface cards. Wile such functionality can be beneficial,
it has to be carefully placed into the context of the general

I nternet communication and it needs to be clearly identified where
and how those benefits apply.

Thi s docunent presents sone use cases to denonstrate how a nunber of
salient CON-related applications can benefit from CO N.

Furthernore, to guide research on CON, it identifies essential
research questions and outlines desirable capabilities that CON
systens addressing the use cases may need to support. Finally, the
docunent provides a prelinminary categorization of the described
research questions to source future work in this domain. It is a
product of the Conputing in the Network Research Goup (CONRG. It
is not an | ETF product and it is not a standard.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The Internet was designed as a best-effort packet network, forwarding
packets from source to destination with linited guarantees regarding
their tinely and successful reception. Data nanipul ation,
conputation, and nore conplex protocol functionality is generally
provi ded by the end-hosts while network nodes are traditionally kept
simple and only offer a "store and forward" packet facility. This
simplicity of purpose of the network has shown to be suitable for a
wi de variety of applications and has facilitated the rapid growth of
the Internet while introducing m ddl eboxes with specialized
functionality for enhancing performance has often |l ed to problens due
to their inflexibility.

However, with the rise of new services, sone of which are described
in this docunent, there is a grow ng nunber of application domains
that require nore than best-effort forwarding including strict
performance guarantees or closed-loop integration to manage data
flows. In this context, allowing for a tighter integration of
computi ng and networking resources for enabling a nore flexible

di stribution of computation tasks across the network, e.g., beyond
"just’ endpoints and w thout requiring specialized m ddl eboxes, may
hel p to achi eve the desired guarantees and behavi ors, increase
overal | performance, and inprove resilience to failures.

The vision of ’"in-network computing’ and the provisioning of such
capabilities that capitalize on joint conputation and conmuni cation
resource usage throughout the network is part of the nove froma

t el ephone network anal ogy of the Internet into a nore distributed
conmput er board architecture. W refer to those capabilities as 'CON
capabilities’ in the remai nder of the docunent.

We believe that this vision of "in-network conputing’ can be best
outlined al ong four dinensions of use cases, nanely those that (i)
provi de new user experiences through the utilization of CON
capabilities (referred to as 'CO N experiences’), (ii) enable new
CAO N systens, e.g., through new interacti ons between comunication
and conpute providers, (iii) inprove on already existing CON
capabilities, and (iv) enable new CON capabilities. Sections 3
through 6 capture those categories of use cases and provide the main
structure of this docunent. The goal is to present how conputing
resources inside the network inpact existing services and
applications or allow for innovation in energing application domains.

By del ving into sone individual exanmples within each of the above
categories, we outline opportunities and propose possible research
questions for consideration by the wi der conmunity when pushing
forward 'in-network computing’ architectures. Furthernore,

Kunze, et al. Expires 7 June 2025 [ Page 3]



Internet-Draft CO N Use Cases Decenber 2024

identifying desirable capabilities for an evolving solution space of
CAO N systens is another objective of the use case descriptions. To
achieve this, the follow ng taxonony is proposed to describe each of
the use cases:

1.

Description: Hi gh-level presentation of the purpose of the use
case and a short explanation of the use case behavi or

Characterization: Explanation of the services that are being
utilized and realized as well as the semantics of interactions in
the use case.

Exi sting solutions: Description of current methods that may
realize the use case (if they exist), not claimng to
exhaustively review the | andscape of sol utions.

Qpportunities: An outline of how CON capabilities may support or
i nprove on the use case in terms of performance and ot her
metrics.

Research questions: Essential questions that are suitable for
gui di ng research to achieve the identified opportunities. The
research questions also capture immedi ate capabilities for any
CO N sol ution addressing the particul ar use case whose

devel opnment may i medi ately foll ow when working toward answers to
the research questions.

Addi tional desirable capabilities: Description of additiona
capabilities that might not require research but may be desirable
for any CON solution addressing the particul ar use case; we
limt these capabilities to those directly affecting CO N,

recogni zing that any use case will realistically require many
additional capabilities for its realization. W omt this

dedi cated section if relevant capabilities are already
sufficiently covered by the correspondi ng research questi ons.

Thi s docunent di scusses these six aspects al ong a nunber of

i ndi vi dual use cases to demonstrate the diversity of CON
applications. It is intended as a basis for further anal yses and
di scussions within the wi der research community. This docunent
represents the consensus of CO NRG

Ter mi nol ogy

Thi s docunent uses the term nol ogy defined bel ow.

Kunze,
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3.

3.

3.

Programmabl e Net work Devi ces (PNDs): network devices, such as network
interface cards and sw tches, which are programmable, e.g., using P4
[ P4] or other |anguages.

(CAO N) Execution Environnment: a class of target environnents for
function execution, for exanple, a JVM based execution environnent
that can run functions represented in JVM byte code

CAO N System the PNDs (and end systens) and their execution
environments, together with the comunication resources

i nterconnecting them operated by a single provider or through
interactions between nultiple providers that jointly offer CON
capabilities

CAO N Capability: a feature enabl ed through the joint processing of
conput ation and comuni cation resources in the network

(CAON) Program a nmonolithic functionality that is provided according
to the specification for said program and which may be requested by a
user. A conposite service can be built by orchestrating a

combi nation of monolithic CON prograns.

(CAO N) Program Instance: one running instance of a program

CO N Experience: a new user experience brought about through the
utilization of CON capabilities

Provi di ng New CO N Experi ences
1. Mobile Application Ofloading
1.1. Description

This scenario can be exenplified in an i mmersive gam ng application,
where a single user plays a ganme using a Virtual Reality (VR
headset .

The headset hosts several (CON) programs. For instance, the

"di splay" (CON) programrenders frames to the user, while other
prograns are realized for VR content processing and to incorporate

i nput data received fromsensors, e.g., in bodily worn devices

i ncludi ng the VR headset.
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Once this application is partitioned into its constituent (CO N)
progranms and depl oyed throughout a CON system wutilizing a CON
execution environnent, only the "display” (CON) program may be |eft
in the headset, while the conpute intensive real-tinme VR content
processing (CON) programcan be offloaded to a nearby resource rich
hone PC or a progranmmabl e network device (PND) in the operator’s
access network, for a better execution (faster and possibly higher
resol uti on generation).

3.1.2. Characterization

Partitioning a nobile application into several constituent (CON)
progranms allows for denoting the application as a collection of
(CAON) programs for a flexible conposition and a distributed
execution. In our exanple above, nost capabilities of a nobile
application can be categorized into any of three, "receiving",
"processing", and "displayi ng" groups.

Any device nay realize one or nmore of the (CON) prograns of a nobile
application and expose themto the (CON) systemand its constituent
(CAO N) execution environnments. Wen the (CON) program sequence is
executed on a single device, the outcone is what you traditionally
see with applications running on nobile devices.

However, the execution of a (CON) program nmay be noved to other
(e.g., nore suitable) devices, including PNDs, which have exposed the
corresponding (CON) program as individual (CON) programinstances
to the (CON) systemby neans of a "service identifier’'. The result
is the equivalent to 'nobile function offloading’, for possible
reduction of power consunption (e.g., offloading CPU intensive
process functions to a renote server) or for inproved end user
experience (e.g., noving display functions to a nearby smart TV) by
sel ecting nore suitably placed (CON) programinstances in the
overall (CON) system

We can already see a trend toward supporting such functionality with,
e.g., gaming platfornms rendering content externally, relying on

dedi cated cl oud hardware. W envision, however, that such
functionality is becom ng nore pervasive through specific facilities,
such as entertai nnent parks or even hotels, to depl oy needed edge
conputing capability to enabl e |l ocalized ganing as well as non-gam ng
scenari os.

Figure 1 shows one realization of the above scenario, where a ' DPR
app’ is running on a nobile device (containing the partitioned

Di splay(D), Process(P) and Receive(R) CO N prograns) over a
programuabl e switching, e.g., here an SDN, network. The packaged
applications are nade avail able through a localized ’'playstore
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server’. The nobile application installation is realized as a
"service deploynent’ process, conbining the | ocal app installation
with a distributed depl oynent (and orchestration) of one or nore
(CAO N) progranms on nost suitable end systens or PNDs (' processing

server').
e + Processing Server
Mobi | e | +------ + |
too-ooo-- + [ 1 P 1
| App | | +------ +
| +----- + | | +------ + |
| IDPIR | | | SR | |
| +----- + | | +------ + | I nt er net
| +----- + | - + /
| | SR | | /
| +----- + | TS + +o-m - - +
AT + /| SDN Switch| | Bor der
- + /] e-meeeaa-a + | SR |
| 5GAN |/ | e +
S +
TS + |
| 4------- +| TS +
| | Di spl ay| | /| SDN Swi tch
| +------- +| - + /] H-emmeeaa +
| +------- +H  [|WFI AP/
[l D ] [ e o ek
[ESRRREEE + 1 | SR
| 4------- +| [ +--+
[l SR ] oo +
| +------- + | Pl ayst or e|
e + | Server |
TV R +

Figure 1: Application Function Ofl oadi ng Exanpl e.

Such | ocalized depl oyment could, for instance, be provided by a
visiting site, such as a hotel or a thenme park. Once the
"processing’ (CON) programis term nated on the nobil e device, the
"service routing’ (SR) elements in the network route (service)
requests instead to the (previously deployed) 'processing’ (CON)
program runni ng on the processing server over an existing SDN
network. Here, capabilities and other constraints for selecting the
appropriate (CON) program in case of having depl oyed nore than one,
may be provided both in the advertisement of the (CON) program and
the service request itself.
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As an extension to the above scenarios, we can al so envision that
content from one processing (CON) programmay be distributed to nore
than one display (CON) program e.g., for multi/many-vi ew ng
scenarios. Here, an offloaded "processing" program nmay coll ate input
fromseveral users in the (virtual) environnment to generate a

possi bly three-di nensional render that is then distributed via a
service-level nulticast capability towards nore than one "displ ay"
(CAO N) program

3.1.3. Existing Sol utions

The ETSI Mbil e Edge Conmputing (MEC) [ETSI] suite of technol ogies
provi des solutions for nobile function offloading by allow ng nobile
applications to select resources in edge devices to execute functions
instead of the nobile device directly. For this, ETSI MEC utilizes a
set of interfaces for the selection of suitable edge resources,
connecting to so-called MEC application servers, while also allow ng
for sending data for function execution to the application server

However, the technol ogies do not utilize mcro-services
[Mcroservices] but mainly rely on virtualization approaches such as
containers or virtual nachines, thus requiring a heavier processing
and nenory footprint in a CON execution environnent and the
executing internmediaries. Also, the ETSI work does not allow for the
dynani c selection and redirection of (CON) programcalls to varying
edge resources rather than a single MEC application server.

Al so, the selection of the edge resource (the app server) is
relatively static, relying on DNS-based endpoi nt sel ection, which
does not cater to the requirenments of the exanple provided above,
where the latency for redirecting to another device lies within few
mlliseconds for aligning with the franerate of the display nicro-
servi ce.

Lastly, MEC application servers are usually considered resources
provi ded by the network operator through its MEC i nfrastructure,
whil e our use case here also foresees the placenent and execution of
m cro-services in end user devices.

There al so exists a plethora of nobile offloading platforns provided
through proprietary platforns, all of which follow a sinmlar approach
as ETSI MEC in that a sel ected edge application server is being
utilized to send functional descriptions and data for execution

The draft at [ APPCENTRES] outlines a nunber of enabling technol ogies
for the use case, sone of which have been realized in an Android-
based realization of the mcro-services as a single application,
which is capable to dynanically redirect traffic to other nicro-
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service instances in the network. This capability, together with the
under | yi ng pat h-based forwardi ng capability (using SDN) was
demonstrated publicly, e.g., at the Mbile Wrld Congress 2018 and
20109.

3.1. 4.

*

Kunze,

Qpportunities

The packaging of (CON) prograns into existing nobile application
packagi ng may enable the mgration fromcurrent (nobile) device-

centric execution of those nobile applications toward a possible

di stributed execution of the constituent (CON) prograns that are
part of the overall nobile application.

The orchestration for deploying (CON) programinstances in
specific end systens and PNDs ali ke may open up the possibility
for localized infrastructure owners, such as hotels or venue
owners, to offer their conpute capabilities to their visitors for
i mproved or even site-specific experiences.

The execution of (current nobile) app-level (CON) programs may
speed up the execution of said (CON) programby relocating the
execution to nore suitable devices, including PNDs that nay reside
better located in relation to other (CON) prograns and thus

i mprove performance, such as | atency.

The support for service-level routing of requests (service routing
in [ APPCENTRES] may support higher flexibility when switching from
one (CON) programinstance to another, e.g., due to changing
constraints for selecting the new (CON) programinstance. Here,
PNDs nmay support service routing solutions by acting as routing
overlay nodes to inplenent the necessary additional | ookup
functionality and al so possibly support the handling of affinity
relations, i.e., the forwarding of one packet to the destination
of a previous one due to a higher level service relation, as

di scussed and described in [ SarNet2021].

The ability to identify service-level CON elenments will allow for
routing service requests to those CON el ements, including PNDs,
therefore possibly allowing for new CON functionality to be
included in the nobile application

The support for constraint-based selection of a specific (CAON)
program i nstance over others (constraint-based routing in

[ APPCENTRES], showcased for PNDs in [ SarNet 2021]) may allow for a
more flexi ble and app-specific selection of (CON) program

i nstances, thereby allowing for better neeting the app-specific
and end user requirenents.
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3.1.5.

*

3. 2.

Kunze,

Research Questi ons

RQ 3.1.1: How to conbi ne service-level orchestration frameworks,
such as TOSCA orchestration tenpl ates[ TOSCA], with app-I|evel,
e.g., nobile application, packagi ng methods, ultimately providing
means for packagi ng mcro-services for deploynments in distributed
net wor ked conputing environments?

RQ 3.1.2: How to reduce | atencies involved in (CON) program
interactions where (CON) programinstance |ocations may change
qui ckly? Can service-level requests be routed directly through
i n-band signalling nethods instead of relying on out-of-band

di scovery, such as through the DNS?

RQ 3.1.3: How to signal constraints used for routing requests
towards (CO N programinstances in a scal able manner, i.e., for
dynani cal | y choosi ng the best possible service sequence of one or
more (CON) progranms for a given application experience through
chaining (CON) program executions?

RQ 3.1.4: Howto identify (CON) prograns and programinstances so
as to allow routing (service) requests to specific instances of a
gi ven service?

RQ 3.1.5: Howto identify a specific choice of (CON) program

i nstances over others, thus allowing to pin the execution of a
service of a specific (CON) programto a specific resource, i.e.
(CAON) programinstance in the distributed environnent?

RQ 3.1.6: Howto provide affinity of service requests towards
(CAON) programinstances, i.e., longer-termtransactions wth
epheneral state established at a specific (CON) programinstance?

RQ 3.1.7: How to provide constraint-based routing decisions that
can be realized at packet forwardi ng speed, e.g., using techniques
explored in [SarNet2021] at the forwardi ng plane or using
approaches like [Milti2020] for extended routing protocol s?

RQ 3.1.8: What CO N capabilities may support the execution of
(CAON) progranms and their instances?

RQ 3.1.9: How to ensure real-tine synchroni zati on and consi st ency
of distributed application states anong (CO N) program i nstances,

in particular when frequently changing the choice for a particul ar
(CAON) programin ternms of executing service instance?

Extended Reality and | mersive Mdia

et al. Expires 7 June 2025 [ Page 10]
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3.2.1. Description

Extended reality (XR) enconpasses VR, Augnented Reality (AR) and

M xed Reality (MR). It provides the basis for the netaverse and is
the driver of a nunber of advances in interactive technol ogies.

Wiile initially associated with gam ng and i mersive entertai nment,
appl i cations now include renote di agnosis, nmaintenance, telenedicine,
manuf acturi ng and assenbly, intelligent agriculture, smart cities,
and i mersive classroons. XR is one exanple of the multisource-

mul ti destinati on problemthat conbi nes video and haptics in
interactive nmulti-party interactions under strict delay requirenents
that can benefit froma functional distribution that includes fog
conputing for local information processing, the edge for aggregation,
and the cloud for inage processing.

XR stands to benefit significantly from conputing capabilities in the
network. For exanple, XR applications can offload intensive
processing tasks to edge servers, considerably reducing | atency when
conmpared to cl oud-based applications and enhancing the overall user
experience. NMre inportantly, CO N can enable collaborative XR
experiences, where nultiple users interact in the same virtual space
inreal-tinme, regardl ess of their physical l|ocations, by allow ng
resource discovery and re-rerouting of XR streans. Wile not a
feature of nost XR inplenentations, this capability opens up new
possibilities for remote collaboration, training, and entertainnent.
Furt hermore, CO N can support dynanic content delivery, allow ng XR
applications to seanl essly adapt to changi ng environnments and user
interactions. Hence, the integration of conputing capabilities into
the network architecture enhances the scalability, flexibility, and
performance of XR applications by supplying telenetry and advanced
st ream managenent, paving the way for nore i mersive and interactive
experi ences.

I ndeed, XR applications require real-tine interactivity for immersive
and increasingly nobile applications with tactile and tine-sensitive
data. Because high bandwi dth is needed for high resolution inages
and | ocal rendering for 3D inmages and hol ograns, strictly relying on
cl oud- based architectures, even with headset processing, linits sone
of its potential benefits in the collaborative space. As a
consequence, innovation is needed to unlock the full potential of XR
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3.2.2. Characterization

As nentioned above, XR experiences, especially those involving

col l aboration, are difficult to deliver with a client-server cloud-
based solution as they require a conbination of nulti-stream
aggregation, |ow delays and del ay variations, neans to recover from
| osses, and optinm zed caching and rendering as close as possible to
the user at the network edge. Hence, inplenmenting such XR sol utions
necessitates substantial conputational power and m ninmal |atency,

whi ch, for now, has spurred the devel opnent of better headsets not
net worked or distributed solutions as factors |ike distance from
cloud servers and limted bandwidth can still significantly |ower
application responsiveness. Furthernore, when XR deals with
sensitive information, XR applications nust al so provide a secure
envi ronment and ensure user privacy, which represent additiona
burdens for delay sensitive applications. Additionally, the sheer
anount of data needed for and generated by the XR applications, such
as video hol ography, put them squarely in the real mof data-driven
applications that can use recent trend anal ysis and mechani sms, as
well as machine learning to find the optimal caching and processing
solution and, ideally, reduce the size of the data that needs
transiting through the network. Oher nechanisns, such as data
filtering and reduction, and functional distribution and partitioning
are al so needed to accommpdate the | ow del ay needs for the sane
appl i cations.

Wth functional deconposition the goal of a better XR experience, the
el ements involved in a CON XR i npl ementation include

* the XR application residing in the headset,

* edge federation services that allow | ocal devices to conmunicate
wi th one another directly,

* egde application servers that enable | ocal processing but also
intelligent stream aggregation to reduce bandw dth requirenents,

* edge data networks to all ow precaching of infornmation based on
|l ocality and usage,

* cloud-based services for inmage processing and application
training, and

* intelligent 5G 6G core networks for managi ng advanced access
services and providing performance data for XR stream managenent.
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These characteristics of XR paired with the capabilities of CO N make
it likely that CON can help to realize XR over networks for

col l aborative applications. |In particular, CON functions can enabl e
the distribution of the service conponents across different nodes in
the network. For exanple, data filtering, image rendering, and video
processing |l everaging different hardware capabilities with

combi nations of CPU and GPU at the network edge and in the fog, where
the content is consunmed, represent possible remedies for the high
bandwi dt h demands of XR  Machi ne | earning across the network nodes
can better manage the data flows by distributing themover nore
adequate paths. In order to provide adequate quality of experience,
mul ti-variate and het erogeneous resource allocation and goa
optinization problens need to be solved, likely requiring advanced
anal ysis and articificial intelligence. For the purpose of this
docunent, it is inportant to note that the use of CON for XR does
not inply a specific protocol but targets an architecture enabling
the depl oynment of the services. |In this context, simlar

consi derations as for Section 3.1 apply.

3.2.3. Existing Sol utions

The XR field has profited fromextensive research in the past years
in gam ng, nmachine |learning, network telenetry, high resolution

i maging, smart cities, and 1oT. Information Centric Networking (and
rel at ed) approaches that conbi ne publish subscribe and distributed
storage are also very suited for the multisource-multidestination
applications of XR New AR/ VR headsets and gl asses have continued to
evol ve towards autononmy with | ocal conputation capabilities,
increasingly performng many of the processing that is needed to
render and augnment the local inages. Mechanisns ained at enhancing
the conputati onal and storage capacities of nobile devices could al so
i mprove XR capabilities as they include the discovery of available
servers within the environnment and using them opportunistically to
enhance the performance of interactive applications and distributed
file systens.
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Wiile there is still no specific CON research in AR and VR the need
for network-support is inportant to offload some of the conputations
related to novenent, multi-user interactions, and networked
applications notably in gamng but also in health [ NetworkedVR].

Thi s new approach to networked ARR VR is exenplified in [eCAR] by
usi ng synchroni zed nessagi ng at the edge to share the information
that all users need to interact. |In [ConpNet2021] and

[Wrel essNet 2024], the offloading uses artificial intelligence to
assign the 5G resources necessary for the real time interactions and
one could think that inplenenting this schene on a PND is essentially
a natural next step. Hence, as AR VR XR is increasingly becom ng
interactive, the efficiency needed to inplenent novel applications
will require some formor another of edge-core inplenentation and

CA N support.

Sunmari zi ng, sone XR solutions exist and headsets continue to evol ve
to what is now clained to be spatial conputing. Additionally, with
recent work on the Metaverse, the nunber of publications related to
XR has skyrocketed. However, in terns of networking, which is the
focus of this docunent, current deploynents do not take advantage of
network capabilities. The information is rendered and di spl ayed
based on the | ocal processing but does not readily discover the other
elenments in the vicinity or in the network that could inprove its
performance either locally, at the edge, or in the cloud. Yet, there
are still very few interactive inmmersive nmedia applications over
networ ks that allow for federating systens capabilities.

3.2.4. Qpportunities

Wiile delay is inherently related to information transm ssion and if
we continue the anal ogy of the conmputer board to highlight sone of
the CON capabilities in terms of conmputation and storage but al so
al l ocati on of resources, there are sone opportunities that XR could
t ake advant age of:

* Round trip tinme: 20 ms is usually cited as an upper limt for XR
applications. Storage and preprocessing of scenes in |oca
el ements (including in the nobile network) could extend the reach
of XR applications at |east over the extended edge.

* Video transm ssion: The use of better transcodi ng, advanced
cont ext - based conpression algorithns, prefetching and precachi ng,
as well as novement prediction all help to reduce bandw dth
consunption. Wile this is nowlinmted to | ocal processing it is
not outside the realmof CON to push sone of these
functionalities to the network especially as realted to caching/
fetching but also context based flow directi on and aggregation
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3.2.5.

Kunze,

Moni toring: Since bandwi dth and data are fundanmental for XR

depl oynent, CO N functionality could help to better nonitor and
distribute the XR services over collaborating network el ements to
optim ze end-to-end perfornance.

Functi onal deconposition: Advanced functional deconposition,
| ocal i zati on, and di scovery of conputing and storage resources in
the network can help to optimize user experience in general

Intelligent network managenent and configuration: The nove to
artificial intelligence in network nanagenent to | earn about flows
and adapt resources based on both data plane and control plane
programuability can help the overall deploynment of XR services.

Research Questi ons

RQ 3.2.1: Can current PNDs provide the speed required for
executing conplex filtering operations, including netadata
anal ysis for conplex and dynam ¢ scene rendering?

RQ 3.2.2: Were should PNDs equi pped with these operations be
| ocated for optinmal performance gai ns?

RQ 3.2.3: Can the use of distributed Al algorithnms across both
data center and edge conmputers be | everaged for creating optinma
function allocation and the creation of sem -permanent datasets
and anal ytics for usage trending and fl ow managenent resulting in
better localization of XR functions?

RQ 3.2.4: Can CO N inprove the dynam c distribution of control
forwardi ng, and storage resources and rel ated usage nodels in XR
such as to integrate |local and fog caching with cl oud-based pre-
rendering, thus jointly optim zing CON and hi gher | ayer protocols
to reduce latency and, nore generally, manage the quality of XR
sessions, e.g., through reduced in-network congestion and inproved
flow delivery by deternmining howto prioritize XR data?

RQ 3.2.5: Can CAO N provide the necessary infrastructure for the
use of interactive XR everywhere? Particularly, how can a CON
system enabl e the joint collaboration across all segnents of the
network (fog, edge, core, and cloud) to support functiona
deconpositions, including using edge resources w thout the need
for a (remote) cloud connection?

RQ 3.2.6: How can CO N systens provide nulti-stream efficient
transm ssi on and stream conbi ning at the edge, including the
ability to dynamcally include extra streams, such as audi o and
extra video tracks?
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3.2.6. Additional Desirable Capabilities

In addition to the capabilities driven by the research questions
above, there are a nunber of other features that solutions in this
space m ght benefit from |In particular, the provided XR experience
shoul d be optim zed both in amount of transnitted data, while equally
optinmizing loss protection. Furthernore, nmeans for trend anal ysis
and telenmetry to neasure performance may foster uptake of the XR
services, while the interaction of the XR systemw th indoor and

out door positioning systens nmay i nprove on service experience and
user perception.

3.3. Personalized and interactive performng arts
3.3.1. Description

This use case is a deeper dive into a specific scenario of the

i mersive and extended reality class of use cases discussed in
Section 3.2. It focuses on live productions of the performing arts
where the perforners and audi ence nenbers are geographically
distributed. The performance is conveyed through nultiple networked
streans which are tailored to the requirements of the renote
performers, the director, sound and lighting technicians, and

i ndi vi dual audi ence nenbers; performers need to observe, interact and
synchronize with other perfornmers in renote |ocations; and the
performers receive live feedback fromthe audi ence, which may al so be
conveyed to ot her audi ence nenbers.

There are two nmain aspects: i) to enulate as closely as possible the
experience of live performances where the perforners, audience,
director, and technicians are co-located in the same physical space,
such as a theater; and ii) to enhance traditional physica
performances with features such as personalization of the experience
according to the preferences or needs of the perforners, directors,
and audi ence nenbers.

Exanpl es of personalization include:

* Viewpoint selection such as choosing a specific seat in the
theater or for nore advanced positioning of the audi ence nenber’s
vi ewpoi nt outside of the traditional seating - anpbngst, above, or
behind the performers (but within some linmts which may be inposed
by the performers or the director, for artistic reasons);
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3.

Kunze,

3.

2

Augnent ati on of the performance with subtitles, audi o-description,
actor-taggi ng, | anguage translation, advertisenents/product-

pl acenment, other enhancenents/filters to nake the perfornmance
accessi bl e to disabl ed audi ence nenbers (renoval of flashing

i mges for epileptics, alternative color schenes for color-blind
audi ence nenbers, etc.).

Characteri zation

There are several chained functional entities which are candi dates
for being deployed as (CON) prograns:

*

*

*

Per former aggregation and editing functions
Di stribution and encodi ng functions
Personal i zati on functions

- to select which of the existing streans should be forwarded to
the audi ence nenber, renote perforner, or nenber of the
production team

- to augnent streans with additional netadata such as subtitles

- to create new streans after processing existing ones, e.g., to
i nterpol ate between canera angles to create a new vi ewpoi nt or
to render point clouds froman audi ence nenber’s chosen
perspective

- to undertake renote rendering according to viewer position,
e.g., creation of VR headset display streams according to
audi ence head position - when this processing has been
of fl oaded fromthe viewer’s end-systemto the CO N function due
to limted processing power in the end-system or to limted
network bandwi dth to receive all of the individual streans to
be processed.

Audi ence feedback sensor processing functions

Audi ence feedback aggregation functions

These are candi dates for deploynment as (CON) Progranms in PNDs rather
than being located in end-systens (at the perforners’ site, the

audi ence nenbers’ premises or in a central cloud |ocation) for
several reasons
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* Personalization of the performance according to viewer preferences
and requirenents nakes it infeasible to be done in a centralized
manner at the perforner prem ses: the conputational resources and
net work bandwi dth woul d need to scale with the nunber of
personal i zed streans.

* Rendering of VR headset content to follow viewer head novenents
has an upper bound on lag to maintain viewer QOE, which requires
the processing to be undertaken sufficiently close to the viewer
to avoid | arge network | atencies.

* Viewer devices may not have the processing-power to performthe
personal i zation tasks, or the viewers network nmay not have the
capacity to receive all of the constituent streans to undertake
the personalization functions.

* There are strict latency requirenents for live and interactive
aspects that require the deviation fromthe direct network path
bet ween performers and audi ence nmenbers to be m ninized, which
reduces the opportunity to route streans via | arge-scale
processing capabilities at centralized data-centers.

3.3.3. Existing solutions

Not e: Existing solutions for sone aspects of this use case are
covered in Section 3.1, Section 3.2, and Section 5.1

3.3.4. Qpportunities

* Executing nmedia processing and personalization functions on-path
as (CON) Programs in PNDs can avoid detour/stretch to centra
servers, thus reducing | atency and bandw dth consunption. For
exanple, the overall delay for performance capture, aggregation,
di stribution, personalization, consunption, capture of audience
response, feedback processing, aggregation, and rendering should
be achieved within an upper bound of latency (the tol erabl e anount
is to be defined, but in the order of 100s of ns to minic
performers perceiving audi ence feedback, such as |aughter or other
enotional responses in a theater setting).

* Processing of nedia streans allows (CON) Prograns, PNDs and the
wi der (CON) System Environnent to be contextually aware of flows
and their requirenents which can be used for deternining network
treatment of the flows, e.g., path selection, prioritization,
mul ti-fl ow coordi nati on, synchronization and resilience.
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3.3.5.

*

Kunze,

Research Questi ons

RQ 3.3.1: In which PNDs should (CON) Prograns for aggregation,
encodi ng, and personalization functions be |ocated? C ose to the
performers or close to the viewers?

RQ 3.3.2: How far fromthe direct network path fromperfornmer to
vi ewer should (CON) prograns be |ocated, considering the |atency
i mplications of path-stretch and the availability of processing
capacity at PNDs? How should tol erances be defined by users?

RQ 3.3.3: Should users decide which PNDs shoul d be used for
executing (CON) Programs for their flows or should they express
requirenents and constraints that will direct decisions by the
orchestrator/manager of a CON Systen? In case of the latter, how
can users specify requirenents on network and processing netrics
(such as latency and throughput bounds)?

RQ 3.3.4: How to achi eve synchroni zati on across multiple streans
to allow for nerging, audio-video interpolation, and other cross-
stream processing functions that require tinme synchronization for
the integrity of the output? How can this be achieved considering
that synchroni zati on may be required between flows that are: i) on

the same data pathway through a PND/router, ii) arriving/leaving
through different ingress/egress interfaces of the sane PND
router, iii) routed through disjoint paths through different PNDs/

routers? This RQ raises issues associated with synchronisation
across multiple nedia streans and sub-streans [ RFC7272] as well as
time synchroni sati on between PNDs/routers on nultiple paths

[ RFC8039] .

RQ 3.3.5: Were will CON Programs be executed? In the data-pl ane
of PNDs, in other on-router conputational capabilities within
PNDs, or in adjacent conputational nodes?

RQ 3.3.6: Are conputationally-intensive tasks - such as video
stitching or nmedia recognition and annotation (cf. Section 3.2) -
consi dered as suitable candidate (CON) Prograns or should they be
i npl emented in end-systens?

RQ 3.3.7: If the execution of CON Prograns is offl oaded to
conmput ati onal nodes outside of PNDs, e.g., for processing by GPUs,
should this still be considered as CON? Where is the boundary
between CO N capabilities and explicit routing of flows to

endsyst ens?
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3.6. Additional Desirable Capabilities

In addition to the capabilities driven by the research questions
above, there are a nunber of other features that solutions in this
space m ght benefit from In particular, if users are indeed
enpowered to specify requirements on network and processing netrics,
one inportant capability of CON systens will be to respect these
user-specified requirenents and constraints when routing flows and
sel ecting PNDs for executing (CON) Programs. Simlarly, solutions
shoul d be able to synchronize flow treatnent and processing across
multiple related fl ows which nmay be on disjoint paths to provide
simlar performance to different entities.

Supporting new CO N Systens
1. In-Network Control / Tine-sensitive applications
1.1. Description

The control of physical processes and conponents of industria
production lines is essential for the growi ng automation of
production and ideally allows for a consistent quality |evel
Traditionally, the control has been exercised by control software
runni ng on programmbl e logic controllers (PLCs) |located directly
next to the controlled process or conponent. This approach is best-
suited for settings with a sinple nodel that is focused on a single
or few controlled components.

Modern production |ines and shop floors are characterized by an

i ncreasi ng nunber of involved devices and sensors, a grow ng |evel of
dependency between the di fferent conponents, and nore conplex contro
model s. A centralized control is desirable to manage the |arge
anount of avail able information which often has to be preprocessed or
aggregated with other information before it can be used. As a
result, conputations are increasingly spatially decoupled and noved
away fromthe controlled objects, thus inducing additional |atency.

I nstead novi ng conpute functionality onto CO N execution environments
inside the network offers a new solution space to these chall enges,
provi di ng new conpute | ocations with nmuch smaller |atencies.

1.2. Characterization

A control process consists of two main conponents as illustrated in
Figure 2: a systemunder control and a controller. In feedback
control, the current state of the systemis monitored, e.g., using
sensors, and the controller influences the system based on the

di fference between the current and the reference state to keep it
close to this reference state.
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reference
state = @ ------------ a------- CQut put
—————————— > | Controller | --->| System| ---------->

Figure 2: Sinple feedback control nodel

Apart fromthe control nodel, the quality of the control primarily
depends on the tinely reception of the sensor feedback which can be
subject to tight latency constraints, often in the single-digit

m | lisecond range. Even shorter feedback requirenents nmay exist in
ot her use cases, such as interferonmetry or high-energy physics, but
these use cases are out of scope for this docunent. Wile |ow

| atencies are essential, there is an even greater need for stable and
determnistic | evels of |latency, because controllers can generally
cope with different | evels of latency, if they are designed for them
but they are significantly chall enged by dynam cally changi ng or
unstabl e |l atencies. The unpredictable | atency of the Internet
exenplifies this problemif, e.g., off-premise cloud platforns are

i ncl uded.

3. Existing Solutions

Control functionality is traditionally executed on PLCs close to the
machi nery. These PLCs typically require vendor-specific

i npl ementations and are often hard to upgrade and update which makes
such control processes inflexible and difficult to nanage. Moving
computations to nore freely programmuabl e devi ces thus has the
potential of significantly inproving the flexibility. 1In this
context, directly noving control functionality to (central) cloud
environments is generally possible, yet only feasible if |atency
constraints are |enient.

Early approaches such as [RUETH and [VESTIN] have al ready shown the
general applicability of leveraging CON for in-network control

4. Opportunities

* Performng sinple control logic on PNDs and/or in CON execution
environments can bring the controlled systemand the controller
cl oser together, possibly satisfying the tight |atency
requirenents.
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* Creating a coupled control that is exercised via (i) sinplified
approxi mati ons of nore conplex control algorithms deployed in CON
execution environnents, and (ii) nore conplex overall contro
schenes deployed in the cloud can all ow for quicker, yet nore
i naccurate responses fromw thin the network while still providing
for sufficient control accuracy at higher |atencies fromafar

4.1.5. Research Questions

* RQ4.1.1: How to derive sinplified versions of the gl oba
(control) function?

* RQ4.1.2: Howto account for the limted conmputational precision
of PNDs that typically only allow for integer precision
comput ation for enabling high processing rates while fl oating-
poi nt precision is needed by nobst control algorithnms (cf.
[ KUNZE- APPLI CABI LI TY] ) ?

* RQ4.1.3: Howto find suitable tradeoffs regarding sinplicity of
the control function ("accuracy of the control") and
i npl ementation conplexity ("inplenentability")?

* RQ4.1.4: How to (dynamically) distribute sinplified versions of
the global (control) function anong CO N execution environnents?

* RQ4.1.5: How to (dynamically) (re-)conpose the distributed
control functions?

* RQ4.1.6: Can there be different control levels, e.g., "quite
i naccurate & very low |l atency" (PNDs, deep in the network), "
accurate & higher latency" (more powerful CO N execution
environments, farer away), "very accurate & very high | atency”
(cloud environnments, far away)?

nore

* RQ4.1.7: Who decides which control instance is executed and which
information can be used for this decision?

* RQ4.1.8: How do the different control instances interact and how
can we define their hierarchy?

4.1.6. Additional Desirable Capabilities

In addition to the capabilities driven by the research questions
above, there are a nunber of other features that approaches depl oyi ng
control functionality in CON execution environments coul d benefit
from For exanple, having an explicit interaction between the CON
execution environnents and the global controller would ensure that it
is always clear which entity is enmitting which signals. 1In this
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context, it is also inportant that actions of CO N execution
environments are overridable by the global controller such that the
gl obal controller has the final say in the process behavior

Final |l y, acconmopdating the general characteristics of contro
approaches, functions in CO N execution environments should ideally
expose reliable information on the predicted delay and nust expose
reliable informati on on the predicted accuracy to the global contro
such that these aspects can be acconmobdated in the overall control

4.2. Large Volunme Applications
4.2.1. Description

In modern industrial networks, processes and machi nes are extensively
moni tored by distributed sensors with a | arge spectrum of
capabilities, ranging fromsinple binary (e.g., light barriers) to
sophi sticated sensors with varying degrees of resolution. Sensors
further serve different purposes, as sone are used for tine-critica
process control while others represent redundant fallback platformns.
Overall, there is a high level of heterogeneity which nakes managi ng
the sensor output a challenging task

Dependi ng on the depl oyed sensors and the conplexity of the observed
system the resulting overall data volunme can easily be in the range
of several CGhit/s [GEBKE]. These volunmes are often already
difficult to handle in local environments and it becones even nore
chal | engi ng when off-prem se clouds are used for managi ng the data.
Whi | e | arge networ ki ng conpani es can sinply upgrade their
infrastructure to accomodate the accruing data vol unmes, nost

i ndustrial conpani es operate on tight infrastructure budgets such
that frequently upgrading is not always feasible or possible. Hence,
a major challenge is to devise a nethodology that is able to handle
such anounts of data efficiently and flexibily w thout relying on
recurring infrastructure upgrades.

Data filtering and preprocessing, simlar to the considerations in
Section 3.2, can be building blocks for new solutions in this space.
Such sol utions, however, m ght also have to address the added
chal | enge of business data | eaving the prem ses and control of the
conpany. As this data could include sensitive information or

val uabl e busi ness secrets, additional security neasures have to be
taken. Yet, typical security measures such as encrypting the data
make filtering or preprocessing approaches hardly applicable as they
typically work on unencrypted data. Consequently, incorporating
security into these approaches, either by adding functionality for
handl i ng encrypted data or devising general security nmeasures, is an
addi tional auspicious field for research.
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4.2.2. Characterization

In essence, the described nonitoring systens consist of sensors that
produce | arge volumes of nonitoring data. This data is then
transmtted to additional conmponents that provide data processing and
anal ysis capabilities or sinply store the data in |arge data sil os.

As sensors are often set up redundantly, parts of the collected data
m ght al so be redundant. Moreover, sensors are often hard to
configure or not configurable at all which is why their resolution or
sanmpling frequency is often |larger than required. Consequently, it
is likely that nore data is transnmitted than is needed or desired,
pronpting the depl oynent of filtering techniques. For exanple, CON
prograns deployed in the on-prem se network could filter out

redundant or undesired data before it | eaves the prem se using sinple
traffic filters, thus reducing the required (upload) bandw dths. The
avai | abl e sensor data could be scal ed down using standard statistica
sanpl i ng, packet-based sub-sanpling, i.e., only forwarding every n-th
packet, or using filtering as long as the sensor value is in an

uni nteresting range while forwarding with a higher resol ution once
the sensor val ue range becones interesting (cf. [KUNZE-SI GNAL])
Wiile the forner variants are oblivious to the semantics of the
sensor data, the latter variant requires an understandi ng of the
current sensor levels. |In any case, it is inportant that end-hosts
are inforned about the filtering so that they can distinguish between
data |l oss and data filtered out on purpose.

In practice, the collected data is further processed using various
forns of conputation. Sone of themare very conplex or need the
conpl ete sensor data during the conputation, but there are al so

si npl er operations which can already be done on subsets of the
overal|l dataset or earlier on the comunication path as soon as al
data is available. One exanple is finding the maxi numof all sensor
val ues which can either be done iteratively at each internedi ate hop
or at the first hop, where all data is available. Using expert
know edge about the exact conputation steps and the concrete

transm ssion path of the sensor data, sinple conputation steps can
thus be deployed in the on-prem se network, again reducing the
overal | data vol une.

4.2.3. Existing Solutions

Current approaches for handling such | arge anpbunts of information
typically build upon stream processi ng franmeworks such as Apache
Flink. These solutions allow for handling |arge volume applications
and map the conpute functionality to perfornant server machi nes or
distributed conpute platforns. Augnenting the existing capabilities,
CO N of fers a new di mension of platfornms for such processing
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Qpportunities

(Stream processing franeworks can becone nore flexible by
i ntroduci ng CO N execution environnments as additional depl oynent
targets.

(Semantic) packet filtering based on packet header and payl oad, as
wel |l as nmulti-packet information can (drastically) reduce the data
vol une, possibly even without |osing any inportant information.

(Semantic) data (pre-)processing, e.g., in the form of

comput ations across multiple packets and potentially |everaging
packet payl oad, can al so reduce the data volunme wi thout | osing any
i mportant information

Research Questions

Sone of the followi ng research questions are also relevant in the
context of general stream processing systens.

*

Kunze,

RQ 4.2.1: How can the overall data processing pipeline be divided
i nto individual processing steps that could then be depl oyed as
CAO N functionality?

RQ 4.2.2: How to design CO N prograns for (semantic) packet
filtering and which filtering criteria nake sense?

RQ 4.2.3: Wich kinds of CON prograns can be | everaged for
(pre-)processing steps and what conmplexity can they have?

RQ 4.2.4: How to distribute and coordinate CO N prograns?

RQ 4.2.5: How to dynanically reconfigure and reconpose CO N
prograns?

RQ 4.2.6: How to incorporate the (pre-)processing and filtering
steps into the overall systenf

RQ 4.2.7: How can changes to the data by CO N prograns be signal ed
to the end- hosts?
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4.2.6. Additional Desirable Capabilities

In addition to the capabilities driven by the research questions
above, there are a nunber of other features that such | arge vol une
applications could benefit from |In particular, conformng to
standard application-level syntax and semantics likely sinplifies
enbedding filters and preprocessors into the overall system |If
these filters and preprocessors also | everage packet header and

payl oad information for their operation, this could further inprove
the performance of any approach devel oped based on the above research
questi ons.

4.3. Industrial Safety
4.3.1. Description

Despite an increasing autonmation in production processes, hunman
workers are still often necessary. Consequently, safety neasures
have a high priority to ensure that no human life is endangered. In
traditional factories, the regions of contact between humans and
machi nes are well-defined and interactions are sinple. Sinple safety
measures |ike energency switches at the working positions are enough
to provide a good |l evel of safety.

Modern factories are characterized by increasingly dynanm c and
compl ex environments with new interacti on scenarios between humans
and robots. Robots can directly assist humans, performtasks

aut ononously, or even freely nove around on the shopfloor. Hence,
the intersect between the human working area and the robots grows and
it is harder for human workers to fully observe the conplete
environnment. Additional safety neasures are essential to prevent

acci dents and support humans in observing the environnent.

4.3.2. Characterization

I ndustrial safety neasures are typically hardware sol uti ons because
they have to pass rigorous testing before they are certified and

depl oynent -ready. Standard measures include safety switches and
light barriers. Additionally, the working area can be explicitly
divided into 'contact’ and 'safe’ areas, indicating when workers have
to watch out for interactions with machinery. For exanple, markings
on the factory floor can show the areas where robots nove or indicate
t hei r maxi mum physi cal reach.

These neasures are static solutions, potentially relying on
speci al i zed hardware, and are chall enged by the increased dynam cs of
nmodern factories where the factory configuration can be changed on
demand or where all entities are freely noving around. Software

Kunze, et al. Expires 7 June 2025 [ Page 26]



I nt

4. 3.

4. 3.

4. 3.

Kun

ernet-Draft CO N Use Cases Decenber 2024

solutions offer higher flexibility as they can dynam cally respect
new i nformati on gathered by the sensor systems, but in nost cases
they cannot give guaranteed safety. CON systens could | everage the
increased availability of sensor data and the detail ed nonitoring of
the factories to enable additional safety neasures with shorter
response tinmes and higher guarantees. Different safety indicators
within the production hall could be combined within the network so
that PNDs can give early responses if a potential safety breach is
detected. For exanple, the positions of human workers and robots
could be tracked and robots coul d be stopped when they get too close
to a human in a non-working area or if a human enters a defined
safety zone. Mre advanced concepts could al so include i mage data or
conbine arbitrary sensor data. Finally, the increasing

softwari zation of industrial processes can also |ead to new probl ens,
e.g., if software bugs cause uni ntended novements of robots. Here,
CO N systens coul d i ndependently doubl e check issued commands to void
unsaf e conmmands.

3. Existing Solutions

Due to the inmportance of safety, there is a wi de range of software-
based approaches ai mng at enhancing security. One exanple are tag-
based systens, e.g., using RFID, where drivers of forklifts can be
warned if pedestrian workers carrying tags are nearby. Such

sol utions, however, require setting up an additional system and do
not | everage existing sensor data.

4. Opportunities

* Executing safety-critical CON functions on PNDs could allow for
early emergency reactions based on diverse sensor feedback wth
| ow | at enci es.

* CO N software coul d provi de i ndependent on-path surveillance of
control software-initiated actions to block unsafe conmands.

5. Research Questions

* RQ 4.3.1: Wich additional safety measures can be provided and do
they actually inprove safety?

* RQ 4.3.2: Wiich sensor information can be conbi ned and how?

* RQ 4.3.3: How can CO N-based safety nmeasures be integrated with
exi sting safety measures wi thout degradi ng safety?

* RQ 4.3.4: How can CO N software validate control software-initated
commands to prevent unsafe operations?
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5. Inproving existing CON capabilities
5.1. Content Delivery Networks
5.1.1. Description

Delivery of content to end users often relies on Content Delivery

Net works (CDNs). CDNs store said content closer to end users for

| at ency-reduced delivery as well as to reduce |oad on origin servers.
For this, they often utilize DNS-based indirection to serve the
request on behalf of the origin server. Both of these objectives are
within scope to be addressed by CO N nethods and sol utions

5.1.2. Characterization

Fromthe perspective of this draft, a CDN can be interpreted as a
(network service level) set of (CON) prograns. These prograns

impl ement a distributed logic for first distributing content fromthe
origin server to the CDN ingress and then further to the CDN
replication points which ultimately serve the user-facing content
requests.

5.1.3. Existing Sol utions

CDN t echnol ogi es have been well described and depl oyed in the
existing Internet. Core technologies |ike dobal Server Load

Bal anci ng (GSLB) [GSLB] and Anycast server solutions are used to dea
with the required indirection of a content request (usually in the
formof an HITP request) to the nobst suitable | ocal CDN server
Content is replicated from seedi ng servers, which serve as injection
points for content from content owners/producers, to the actual CDN
servers, who will eventually serve the user’s request. The
replication architecture and mechanisns itself differs fromone (CDN)
provider to another, and often utilizes private peering or network
arrangenents in order to distribute the content internationally and
regional ly.

St udi es such as those in [ FCDN] have shown that content distribution
at the level of named content, utilizing efficient (e.g., Layer 2)
mul ticast for replication towards edge CDN nodes, can significantly
increase the overall network and server efficiency. |t also reduces
indirection latency for content retrieval as well as required edge
storage capacity by benefiting fromthe increased network efficiency
to renew edge content nore quickly agai nst changi ng demand. Wbrks
such as those in [SILKROAD] utilize ASICs to replace server-based

| oad bal ancing with significant cost reductions, thus showcasing the
potential for in-network CN operations.
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5.1. 4.

*

5.1.5.

Kunze,

Qpportunities

Supporting service-level routing of requests (service routing in
[ APPCENTRES] ) to specific (CON) programinstances may inmprove on
end user experience in faster retrieving (possibly also nore,
e.g., better quality) content.

CAO N instances may also be utilized to integrate service-rel ated
telemetry information to support the selection of the fina
service instance destination froma pool of possible choices

Supporting the selection of a service destination froma set of
possible (e.g., virtualized, distributed) choices, e.g., through
constraint-based routing decisions (see [ APPCENTRES]) in (CO N)
programinstances to i nprove the overall end user experience by
selecting a 'nore suitable’ service destination over another,
e.g., avoiding/reducing overload situations in specific service
desti nati ons.

Supporting Layer 2 capabilities for multicast (conpute

i nterconnection and col |l ective conmuni cation in [ APPCENTRES]),
e.g., through in-network/sw tch-based replication decisions (and
their optimzations) based on dynam ¢ group nmenbership
informati on, may reduce the network utilization and therefore

i ncrease the overall system efficiency.

Research Questi ons
addition to the research questions in Section 3.1.5:

RQ5 1.1: Howto utilize L2 multicast to inprove on CDN designs?
How to utilize CON capabilities in those designs, such as through
on-path optimnm zations for fanouts?

RQ 5.1.2: Wat forwardi ng nethods nmay support the required

mul ticast capabilities (see [FCDN]) and how coul d programrabl e
CAO N forwarding el ements support those nethods (e.g., extending
current SDN capabilities)?

RQ 5.1.3: Wat are the constraints, reflecting both conmpute and
network capabilities, that may support joint optinization of
routing and conputing? How could intermediary (CON) program

i nstances support, e.g., the aggregation of those constraints to
reduce overall telemetry network traffic?
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* RQ5.1.4: Could traffic steering be perforned on the data path and
per service request, e.g., through (CON) programinstances that
perform novel routing request |ookup methods? If so, what would
be performance inprovenents?

* RQ5.1.5: How coul d storage be traded of f agai nst frequent,
mul ti cast-based replication (see [FCDN])? Could internediary/in-
network (CO N) el ements support the storage beyond current
endpoi nt - based met hods?

* RQ5.1.6: Wiat scalability limts exist for L2 multicast
capabilities? How to overcome them e.g., through (CON) program
i nstances serving as stateful subtree aggregators to reduce the
needed identifier space for, e.g., bit-based forwardi ng?

2. Comput e- Fabric-as-a-Service (CFaaS)
2.1. Description

We interpret connected compute resources as operating at a suitable
| ayer, such as Ethernet, InfiBand but also at Layer 3, to allow for
the exchange of suitable invocation nethods, such as exposed through
ver b- based or socket-based APlIs. The specific invocations here are
subject to the applications running over a selected pool of such
connect ed conpute resources.

Provi di ng such pool of connected compute resources, e.g., in regiona
or edge data centers, base stations, and even end user devices, opens
up the opportunity for infrastructure providers to offer CrFaaS-like
of ferings to application providers, |eaving the choice of the
appropriate invocation nmethod to the app and service provider.
Through this, the conmpute resources can be utilized to execute the
desired (CON) prograns of which the application is conposed, while
utilizing the interconnection between those conpute resources to do
so in a distributed manner.

2.2. Characterization

We foresee those CFaaS offerings to be tenant-specific, a tenant here
defined as the provider of at |east one application. For this, we
foresee an interaction between CFaaS provider and tenant to
dynanically sel ect the appropriate resources to define the denmand
side of the fabric. Conversely, we also foresee the supply side of
the fabric to be highly dynamc with resources being offered to the
fabric through, e.g., user-provided resources (whose supply m ght
depend on highly context-specific supply policies) or infrastructure
resources of intermttent availability such as those provided through
road-side infrastructure in vehicul ar scenari os.
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The resul ting dynani ¢ demand-supply mat chi ng establishes a dynam c
nature of the conmpute fabric that in turn requires trust

relati onships to be built dynam cally between the resource

provi der(s) and the CFaaS provider. This also requires the

conmuni cati on resources to be dynamically adjusted to suitably
interconnect all resources into the (tenant-specific) fabric exposed
as CFaaS

3. Existing Solutions

There exi st a nunber of technologies to build non-local (w de area)
Layer 2 as well as Layer 3 networks, which in turn allows for
connecting conpute resources for a distributed conputational task.
For instance, 5G LAN [ SA2-5G.AN] specifies a cellular L2 bearer for

i nterconnecting L2 resources within a single cellular operator. The
work in [ICNsGAN] outlines using a path-based forwardi ng sol ution
over 5G LAN as well as SDN based LAN connectivity together with an

| CN- based naming of |P and HTTP-1evel resources to achieve

comput ational interconnections, including scenarios such as those
outlined in Section 3.1. L2 network virtualization (see, e.g.,
[L2Virt]) is one of the methods used for realizing so-called ’cloud-
native applications for applications devel oped with ’'physical
networks in mnd, thus form ng an interconnected conpute and storage
fabric.

4. QOpportunities

* Supporting service-level routing of conpute resource requests
(service routing in [ APPCENTRES]) may allow for utilizing the
weal th of conpute resources in the overall CFaaS fabric for
execution of distributed applications, where the distributed
constituents of those applications are realized as (CON) prograns
and executed within a CON systemas (CON) programinstances

* Supporting the constraint-based selection of a specific (CON)
program i nstance over others (constraint-based routing in
[ APPCENTRES] ) will allow for optimnzing both the CFaaS provider
constraints as well as tenant-specific constraints.

* Supporting Layer 2 and 3 capabilities for nmulticast (conpute
i nterconnection and col |l ective communication in [ APPCENTRES]) wil |
al l ow for decreasing both network utilization but also possible
compute utilization (due to avoiding unicast replication at those
comput e endpoi nts), thereby decreasing total cost of ownership for
the CFaaS of fering.
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* Supporting the enforcenment of trust relationships and isolation
policies through internmediary (CON) programinstances, e.g.
enforcing specific traffic shares or strict isolation of traffic
through differentiated queuei ng.

5. Research Questions
In addition to the research questions in Section 3.1.5:

* RQ5.2.1: How to convey tenant-specific requirenents for the
creation of the CFaaS fabric?

* RQ5.2.2: Howto dynami cally integrate resources into the conpute
fabric being utilized for the app execution (those resources
include, but are not limted to, end user provided resources),
particularly when driven by tenant-|evel requirenents and changi ng
servi ce-specific constraints? How can those resources be exposed
t hrough possible (CON) execution environnments?

* RQ5.2.3: Howto utilize CON capabilities to aid the availability
and accountability of resources, i.e., what may be (CO N) prograns
for a CFaaS environment that in turn would utilize the distributed
execution capability of a CON systenf

* RQ5.2.4: Howto utilize CON capabilities to enforce traffic and
i solation policies for establishing trust between tenant and CFaaS
provider in an assured operation?

* RQ5.2.5: Howto optim ze the interconnection of conpute
resources, including those dynanically added and renoved during
the provisioning of the tenant-specific conpute fabric?

Virtual Networks Progranmm ng
1. Description

The term "virtual network programm ng" is proposed to describe
mechani sms by which tenants depl oy and operate CO N prograns in their
virtual network. Such CON prograns can, e.g., be P4 prograns,
QpenFl ow rul es, or higher |ayer prograns. This feature can enable

ot her use cases described in this draft to be depl oyed using virtua
net wor ks servi ces, over underlying networks such as datacenters,
nmobi | e networks, or other fixed or wireless networks.

For exanple, CON prograns could performthe following on a tenant’s
virtual network
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* Allow or block flows, and request rules froman SDN controller for
each new flow, or for flows to or fromspecific hosts that need
enhanced security

* Forward a copy of sone flows towards a node for storage and
anal ysi s

* Update metrics based on specific sources/destinations or
protocols, for detailed analytics

* Associate traffic between specific endpoints, using specific
protocols, or originated froma given application, to a given
slice, while other traffic uses a default slice

* Experinent with a new routing protocol (e.g., ICN), using a P4
i npl ementation of a router for this protocol

5.3.2. Characteri zation

To provide a concrete exanple of virtual CO N programm ng, we

consi der a use case using a 5G underlying network, the 5GAN
virtualization technol ogy, and the P4 programm ng | anguage and
environment. As an assunption in this use case, sone npbile network
equi prent (e.g., UPF) and devices (e.g., nobile phones or residential
gateways) include a network switch functionality that is used as a
PND.

Section 5.1 of [I-D.ravi-icnrg-5gc-icn] provides a description of the
5G network functions and interfaces relevant to 5GLAN, which are

ot herw se specified in [TS23.501] and [TS23.502]. Fromthe 5GAN
service customner/tenant standpoint, the 5G network operates as a
swi t ch.

In the use case depicted in Figure 3, the tenant operates a network

i ncluding a 5GAN network segnent (seen as a single |ogical switch),
as well as fixed segnents. The nobile devices (or User Equi pnent
nodes) UEl, UE2, UE3 and UE4 are in the same 5GAN, as well as

Devi cel and Device2 (through UE4). This scenario can take place in a
pl ant or enterprise network, using, e.g., a 5G Non-Public Network.
The tenant uses P4 prograns to determ ne the operation of both the
fixed and 5GAN switches. The tenant provisions a 5GAN P4 program
into the nobile network, and can al so operate a controller
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..... Tenant ........
P4 program : :
depl oynent : Operation
\% :
+----- + air interface +---------------- + :
| UEL +------mimmaa oo - + | :
SRR + | | :
I I :
S + | | \
| UE2 +-------mmmm - + 5GLAN | A +
Fom e e + | Logi cal Fo-mm - - + Controller |
| Switch | P4 +------- -+
oo - + | | runtine
| UES +-------o-oom---- + | APl |
Fomo o + | | |
I I I
o + | | |
-+ UB4 +------mmmma oo - + | |
| +----- + . + |
I I
| Fixed or wireless connection |
| P4 runtine API |
| S + R e +
+--+ Devicel | |
| e + |
I I
| TS + [ S, +- - - - - +
‘--+ Device2 +----+ P4 Switch +--->(fixed network)
ommm e + dommm o +

Figure 3: 5G Virtual Network Programm ng Overvi ew
5.3.3. Existing Sol utions

Research has been conducted, for exanple by [ Stoyanov], to enable P4
net wor k programm ng of individual virtual sw tches. To our

know edge, no conpl ete solution has been devel oped for depl oying
virtual CO N prograns over nobile or datacenter networks

5.3.4. Qpportunities
Virtual network programmng by tenants could bring benefits such as:
* A wunified progranm ng nodel, which can facilitate porting CON
prograns between data centers, 5G networks, and other fixed and

wi rel ess networks, as well as sharing controller, code and
experti se.
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*

5.3.5.

Kunze,

Increasing the |l evel of customnization available to custoners/
tenants of nobile networks or datacenters conpared to typica
configuration capabilities. For exanmple, 5G network evol ution
points to an ever increasing specialization and customn zation of
private nobil e networks, which could be handled by tenants using a
programm ng nodel sinilar to P4.

Usi ng network programs to influence underlying network services,
e.g., request specific QS for sonme flows in 5G or datacenters, to
increase the | evel of in-depth custom zation available to tenants.

Research Questions

RQ 5.3.1: Underlying Network Awareness: a virtual CO N program can
be able to influence, and be influenced by, the underling network.
Research chal | enges include defining methods to distribute CON
prograns, including in a nobile network context, based on network
awar eness, since sonme information and actions may be avail able on
sone nodes but not on others.

RQ 5.3.2: Splitting/Distribution: a virtual CON program nmay need
to be depl oyed across multiple conputing nodes, leading to
research questions around instance placenment and distribution

For exanple, program |l ogic should be applied exactly once or at

| east once per packet (or at |east once for idenpotent
operations), while allow ng optimal forwarding path by the
underlying network. Research challenges include defining manua
(by the programer) or automatic nethods to distribute CON
progranms that use a | ow or mninmal anount of resources.
Distributed P4 prograns are studied in

[1-D. hsi ngh-coi nrg-reqs-p4conp] and [ Sultana] (based on capability
5.3.2).

RQ 5.3.3: Miulti-Tenancy Support: A CO N system supporting
virtualization should enable tenants to depl oy CON prograns onto
their virtual networks, in such a way that nmultiple virtual CON
program i nstances can run on the same conpute node. Wile
mechani sms were proposed for P4 multi-tenancy in a switch

[ Stoyanov], research questions remain about isolation between
tenants and fair repartition of resources (based on capability
5.3.3).

RQ 5.3.4: Security: how can tenants and underlying networks be
prot ected agai nst security risks, including overuse or msuse of
networ k resources, injection of traffic, or access to unauthorized
traffic?
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* RQ 5.3.5: Higher layer processing: can a virtual network nodel
facilitate the depl oynent of CO N prograns acting on application
| ayer data? This is an open question since the present section
focused on packet/fl ow processing.

6. Enabling new CO N capabilities
6.1. Distributed Al Training
6.1.1. Description

There is a growi ng range of use cases denmanding the realization of Al
training capabilities anong distributed endpoints. One such use case
is to distribute |arge-scale nodel training across nore than one data
center, e.g., when facing energy issues at a single site or when
sinmply reaching the scale of training capabilities at one site, thus
wanting to conplenent training with capabilities of another, possibly
many sites. Froma CO N perspective, those capabilities may be
realized as (CON) prograns and executed throughout a CON system

i ncluding in PNDs.

6.1.2. Characterization

Some solutions may desire the |ocalization of reasoning logic, e.g.,
for deriving attributes that better preserve privacy of the utilized
raw i nput data. Quickly establishing (CON) programinstances in
near by conpute resources, including PNDs, may even satisfy such

| ocal i zati on denands on-the-fly (e.g., when a particular use is being
realized, then term nated after a given tine).

Individual training 'sites’ nmay not be a data center, but instead
consi st of powerful, yet stand-al ong devices, that federate computing
power towards training a nodel, captured as ’'federated training and
provi ded through platfornms such as [FLONER]. Use cases here may be
that of distributed training on (user) inage data, the training over
federated social nedia sites [ MASTODON], or others.

Apart fromthe distribution of conmpute power, the distribution of
data may be a driver for distributed Al training use cases, such as
in the Mastodon federated social nedia sits [ MASTODON] or training
over locally governed patient data or others.
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3. Existing Solutions

Reasoni ng franmeworks, such as TensorFl ow, may be utilized for the
realization of the (distributed) Al training logic, building on
renote service invocation through protocols such as gRPC [ GRPC] or
MPI [MPI] with the intention of providing an on-chip NPU (neura
processor unit) like abstraction to the Al franeworKk.

A nunber of activities on distributed Al training exist in the area
of devel oping the 5th and 6th generation nobile network with various
activities in the 3GPP SDO as well as use cases devel oped for the
ETSI MEC initiative nentioned in previous use cases.

4. QOpportunities

* Supporting service-level routing of training requests (service
routing in [APPCENTRES]), with Al services being exposed to the
networ k, where (CO N) programinstances may support the selection
of the nmobst suitable service instance based on control plane
information, e.g., on Al worker conpute capabilities, being
di stributed across (CO N) programinstances.

* Supporting the collective communication prinitives, such as all-
to-all, scatter-gather, utilized by the (distributed) Al workers
to increase the overall network efficiency, e.g., through avoiding
endpoi nt - based replication or even directly performng, e.g.,
reduce, collective primtive operations in (CON) program
i nstances placed in topol ogically advant ageous pl aces.

* Supporting collective commnication between multiple instances of
Al services, i.e., (CON programinstances, nmay positively inpact
networ k but al so conmpute utilization by nmoving from unicast
replication to network-assisted nulticast operation

5. Research Questions
In addition to the research questions in Section 3.1.5:

* RQ6.1.1: What are the comunication patterns that may be
supported by collective comunication sol utions, where those
solutions directly utilize (CON) programinstance capabilities
within the network (e.g., reduce in a central (CON) program
i nstance) ?

* RQ6.1.2: How to achieve scal able collective conmunication
primtives with rapidly changi ng receiver sets, e.g., where
training workers may be dynamically sel ected based on energy
efficiency constraints [ GREENAI]?
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* RQ6.1.3: Wat CO N capabilities may support the collective
communi cation patterns found in distributed Al probl ens?

* RQ 6.1.4: How to support Al-specific invocation protocols, such as
MPI or RDVA?

* RQ6.1.5: What are the constraints for placing (Al) execution
logic in the formof (CON) programs in certain |ogical execution
poi nts (and their associated physical |ocations), including PNDs,
and how to signal and act upon thenf

7. Prelinmnary Categorization of the Research Questions

This section describes a prelimnary categorization of the reseach
questions, illustrated in Figure 4. A nore conprehensive anal ysis
has been initiated by nenbers of the CO NRG comunity in

[ USECASEANALYSI S] but has not been conpleted at the tine of witing

this neno.
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
+ Applicability Areas +
B +
+ Transport | App | Dat a | Routing & | (Industrial) +
+ | Design | Processing | Forwarding | Contr ol +
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— oo - +
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmo - +
+ Di stributed Conputing FRAMEWORKS and LANGUAGES to CO N +
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeemeo o s +
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— oo - +
+ ENABLI NG TECHNOLOG ES for CO N +
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmo - +
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeemeo o s +
+ VISION(S) for CON +
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— oo - +

Figure 4: Research Questions Categories

The *VISION(S) for CO N category is about defining and shaping the
exact scope of CON In contrast to the ENABLI NG TECHNOLOG ES
category, these research questions |ook at the problemfroma nore
phi | osophi cal perspective. In particular, the questions center
around where to perform conputations, which tasks are suitable for
CO N, for which tasks CON is suitable, and which forms of depl oying
CO N m ght be desirable. This category includes the research
questions 3.1.8, 3.2.1, 3.3.5, 3.3.6, 3.3.7, 5.3.3, 6.1.1, and 6.1.3.
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The *ENABLI NG TECHNOLOG ES for CO Nt category digs into what
technol ogi es are needed to enable CON, which of the existing
technol ogi es can be reused for CON, and what m ght be needed to nake
the VISION(S) for CON a reality. 1In contrast to the VISIO\(S)

these research questions | ook at the problemfroma practica
perspective, e.g., by considering how CON can be incorporated in

exi sting systens or how the interoperability of CO N execution

envi ronnments can be enhanced. This category includes the research
questions 3.1.7, 3.1.8, 3.2.3, 4.2.7, 5.1.1, 5.1.2, 5.1.6, 5.3.1,
6.1.2, and 6.1.3.

The *Di stributed Conputi ng FRAMEWORKS and LANGUAGES to CO N* category
focuses on how CO N programs can be depl oyed and orchestrated
Central questions arise regarding the conposition of CO N prograns,
the placement of CO N functions, the (dynam c) operation and
integration of CON systens as well as additional CON system
properties. Notably, CO N diversifies general distributed conputing
pl atforns such that nany CON-rel ated research questions could al so
apply to general distributed conmputing frameworks. This category
i ncludes the research questions 3.1.1, 3.2.4, 3.3.1, 3.3.2, 3.3.3,
3.3.5, 4.1.1, 4.1.4, 4.1.5, 4.1.8, 4. .6, 4.3.3,
, 5.2.2, 5.2.3, 5.2.5, 5.3.1, 5. .5, and

42,4 4.2
1 533 5 3
5

2.1 5, 4.
3.2, 4, 5.

wWN -

5. 2. , )
6. 1.

In addition to these core categories, there are use-case-specific
research questions that are heavily influenced by the specific
constraints and objectives of the respective use cases. This
*Applicability Areas* category can be further refined into the

fol | owi ng subgroups:

* The *Transport* subgroup addresses the need to adapt transport
protocol s to handl e dynani c depl oyment | ocations effectively.
Thi s subgroup includes the research question 3.1.2.

* The *App Desi gn* subgroup relates to the design principles and
consi derati ons when devel oping CO N applications. This subgroup
i ncludes the research questions 4.1.2, 4.1.3, 4.1.7, 4.2.6, 5.1.1,
5.1.3, and 5.1.5.

* The *Data Processing* subgroup relates to the handling, storage,
anal ysis, and processing of data in CON environnents. This
subgroup includes the research questions 3.2.4, 3.2.6, 4.2.2,
4.2.3, and 4.3.2.
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* The *Routing & Forwardi ng* subgroup explores efficient routing and
forwardi ng nechanisns in CON, considering factors such as network
t opol ogy, congestion control, and quality of service. This
subgroup includes the research questions 3.1.2, 3.1.3, 3.1.4,
3.1.5, 3.1.6, 3.2.6, 5.1.2, 5.1.3, 5.1.4, and 6.1.4.

* The *(Industrial) Control* subgroup relates to industrial contro
systens, addressing issues like real-time control, automation, and
fault tolerance. This subgroup includes the research questions
3.1.9, 3.2.5, 3.3.1, 3.3.4, 4.1.1, 4.1.6, 4.1.8, 4.2.3, 4.3.1, and
4.3. 4.

Security Considerations

CA N systens, |ike any other systemusing ‘‘mddl eboxes’’, can have
different security and privacy inplications that strongly depend on
the used platforns, the provided functionality, and the depl oynent
domain, with nost if not all considerations for general niddl eboxes
al so applying for CON systens.

One critical aspect for early CON systens is the use of early-
generati on PNDs, nmany of which do not have cryptography support and
only have linmted conputational capabilities. Hence, PND based CO N
systens typically work on unencrypted data and often custom ze packet
payl oad while concepts, such as homonorphic encryption, could serve
as wor karounds, allowing PNDs to perform sinple operations on the
encrypted data w thout having access to it. All these approaches

i ntroduce the sane or very simlar security inplications as any

m ddl ebox operating on unencrypted traffic or having access to
encryption: a m ddl ebox can itself have nalicious intentions, e.g.,
because it got conprom sed, or the deploynent of functionality offers
new attack vectors to outsiders

However, simlar to m ddl ebox depl oynents, risks for privacy and of
data exposure have to be carefully considered in the context of the
concrete deploynment. For exanple, exposing data to an externa
operator for nobile application offloading | eads to a significant
privacy | oss of the user in any case. 1In contrast, such privacy
considerations are not as relevant for CON systenms where all

i nvol ved entities are under the sanme control, such as in an

i ndustrial context. Here, exposed data and functionality can instead
| ead to stolen business secrets or the enabling of, e.g., DoS
attacks. Hence, even in fully controlled scenarios, CON

i ntermedi ari es, and m ddl eboxes in general, are ideally operated in a
| east-privil ege node, where they have exactly those perm ssions to
read and alter payload that are necessary to fulfil their purpose.
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Research on granting ni ddl eboxes access to secured traffic is only in
its infancy and a variety of different approaches are proposed and

anal yzed [ TLSSURVEY]. In a SplitTLS [SPLITTLS] deploynment, e.g.,
m ddl eboxes have different incom ng and outgoing TLS channels, such
that they have full read and wite access to all intercepted traffic.

More restrictive approaches for depl oying niddl eboxes rely on
searchabl e encryption or zero-know edge proofs to expose less data to
intermedi aries, but those only offer limted functionality.

MADTLS[ MADTLS] is tailored to the industrial domain and offers bit-

|l evel read and wite access to internmediaries with |ow | atency and
bandwi dt h overhead, at the cost of nore conpl ex key nmanagenent.
Overall, different proposals offer different advantages and

di sadvant ages that nust be carefully considered in the context of
concrete deployments. Further research could pave the way for a nore
uni fied and configurable solution that is easier to maintain and

depl oy.

Finally, CON systems and ot her m ddl ebox depl oynents can al so | ead
to security risks even if the attack stens from an outsider without
direct access to any devices. As such, netadata about the entail ed
processing (processing tines, changes in incom ng and outgoi ng data)
can allow an attacker to extract val uable information about the
process. Moyreover, such deploynments can becone central entities
that, if paralyzed (e.g., through extensive requests), can be
responsible for |large-scale outages. |In particular, some deploynents
could be used to anplify DoS attacks. Simlar to other m ddl ebox
depl oynents, these potential risks nust be considered when depl oyi ng
CO N functionality and may influence the selection of suitable
security protocols.

Addi tional systemlevel security considerations nmay arise from

regul atory requirenents inposed on CON systens overall, stenm ng
fromregul ati on regarding, e.g., lawful interception, data

| ocal i zation, or Al use. These requirenents nmay inpact, e.g., the
manner in which (CON) prograns nmay be placed or executed in the
overall system who can invoke certain (CON) progranms in what PND or
CA N devi ce, and what type of (CO N programcan be run. These

considerations will inmpact the design of the possible inplenenting
protocol s but also the policies that govern the execution of (CON)
prograns.

9. | ANA Consi derati ons

N A
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10.

11.

12.

Concl usi on

Thi s docunent presented use cases gathered from several application
domai ns that can and could profit fromcapabilities that are provided
by in-network and, nore generally, distributed conpute platforns. W
di stingui shed between use cases in which CON nay enabl e new
experiences (Section 3), expose new features (Section 6), or inprove
on existing systemcapabilities (Section 5), and other use cases
where CO N capabilities enable totally new applications, for exanple,
in industrial networking (Section 4).

Beyond the mere description and characterizati on of those use cases,
we identified opportunities arising fromutilizing CON capabilities
and formul ated correspondi ng research questions that my need to be
addressed before being able to reap those opportunities.

We acknow edge that this work of fers no conprehensive overvi ew of
possi bl e use cases and is thus only a snapshot of what nmay be
possible if CON capabilities existed

In fact, the deconposition of many current client-server applications
into node by node transit could identify other opportunities for
addi ng conputing to forwarding notably in supply-chain, health care,
intelligent cities and transportati on and even financial services
(anpbng others). The presented use cases were sel ected based on the
expertise of the contributing community nenbers at the tinme of
witing and are intended to cover a diverse range fromi nmersive and
interactive nedia, industrial networks, to Al with varying
characteristics, thus, providing the basis for a thorough subsequent
anal ysi s.
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