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Abstract

Thi s docunent describes extensions to existing digital signature
schenmes for key blinding. The core property of signing with key
blinding is that a blinded public key and all signatures produced
usi ng the blinded key pair are independent of the unblinded key pair.
Mor eover, signatures produced using blinded key pairs are

i ndi stinguishable from signatures produced using unblinded key pairs.
This functionality has a variety of applications, including Tor onion
services and privacy-preserving airdrop for bootstrapping
cryptocurrency systens.

About Thi s Document

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://cfrg.github.io/draft-irtf-cfrg-signature-key-blinding/draft-
irtf-cfrg-signature-key-blinding.htm. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-irtf-
cfrg-signature-key-blinding/.

Di scussi on of this docunent takes place on the CFRG Wirking G oup
mailing list (mailto:cfrg@rtf.org), which is archived at
https://mail archive.ietf.org/arch/browse/cfrg/. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com cfrg/draft-irtf-cfrg-signature-key-blinding.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Copyri ght Notice
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1. Introduction

Digital signature schenes allow a signer to sign a nmessage using a
private signing key and produce a digital signature such that anyone
can verify the digital signature over the nessage with the public
verification key corresponding to the signing key. Digital signature
schenes typically consist of three functions:

* KeyGen: A function for generating a private signing key skS and
the corresponding public verification key pkS

* Sign(skS, msg): A function for signing an input nmessage nsg using
a private signing key skS, producing a digital signature sig.

* Verify(pkS, msg, sig): A function for verifying the digita
signature sig over input nessage nsg against a public verification
key pkS, yielding true if the signature is valid and fal se
ot herwi se.

In sone applications, it's useful for a signer to produce digita
signatures using the same long-term private signing key such that a
verifier cannot |link any two signatures to the sanme signer. 1In other
words, the signature produced is independent of the long-term
private-signing key, and the public verification key for verifying
the signature is independent of the long-termpublic verification
key. This type of functionality has a nunber of practica
applications, including, for exanple, in the Tor onion services

prot ocol [ TORDI RECTCRY] and privacy-preserving airdrop for
boot st rappi ng cryptocurrency systens [AIRDROP]. It is al so necessary
for a variant of the Privacy Pass issuance protocol [RATELIM TED) .

One way to acconplish this is by signing with a private key which is
a function of the long-termprivate signing key and a freshly chosen
blinding key, and simlarly by producing a public verification key
which is a function of the long-termpublic verification key and sane
blinding key. A signhature scheme with this functionality is referred
to as signing with key blinding.
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A signature schene with key blinding ainms to achieve unforgeability
and unlinkability. Informally, unforgeability means that one cannot
produce a valid (nessage, signature) pair for any blinding key

wi t hout access to the private signing key. Simlarly, unlinkability
means that one cannot distinguish between two signatures produced
fromtwo separate key signing keys, and two signatures produced from
the sane signing key but with different blinding keys.

Thi s docunent describes extensions to EdDSA [ RFC8032] and ECDSA

[ ECDSA] to enable signing with key blinding. Security analysis of
these extensions is currently underway; see Section 8 for nore
detail s.

This functionality is also possible with other signature schenes,
i ncl udi ng sone post-quantum signature schenmes [ ESS21], though such
extensions are not specified here.

1.1. DI SCLAI MER

This docunent is a work in progress and is still undergoing security
anal ysis. As such, it MJST NOT be used for real world applications.
See Section 8 for additional information

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The following terns are used throughout this document to describe the
bl i ndi ng nodi ficati on.

* G The standard base point.

* sk: A signature schenme private key. For EdADSA, this is a a
random y generated private seed of length 32 bytes or 57 bytes
according to [ RFC8032], Section 5.1.5 or [RFC8032], Section 5.2.5,
respectively. For [ECDSA], sk is a random scalar in the prinmne-
order elliptic curve group

* pk(sk): The public key corresponding to the private key sk

* concat(x0, ..., xN): Concatenation of byte strings. concat(0x01,
0x0203, 0x040506) = 0x010203040506
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* ScalarMult(pk, k): Multiply the public key pk by scal ar k,
produci ng a new public key as a result.

* NMbdlnverse(x, L): Conpute the nmultiplicative inverse of x nodul o
L.

I n pseudocode descriptions below, integer nultiplication of two
scal ar values is denoted by the * operator. For exanple, the product
of two scalars x and y is denoted as x * vy.

3. Key Blinding

At a high level, a signature schenme with key blinding all ows signers
to blind their private signing key such that any signature produced
with a private signing key and blinding key is independent of the
private signing key. Sinmlar to the signing key, the blinding key is
also a private key. For exanple, the blind is a 32-byte or 57-byte
random seed for Ed25519 or Ed448 variants, respectively, whereas the
blind for ECDSA over P-256 is a randomvalue in the scalar field for
the P-256 elliptic curve group.

In nore detail, consider first the basic digital signature syntax,
which is a conbination of the followi ng functionalities:

* KeyGen: A function for generating a private and public key pair
(skS, pkS)

* Sign(skS, msg): A function for signing a nessage nsg with the
given private key skS, producing a signature sig.

*  Verify(pkS, nmsg, sig): A function for verifying a signature sig
over nmessage nmsg agai nst the public key pkS, which returns 1 upon
success and 0 ot herw se.

Key blinding introduces three new functionalities for the signature
scheme synt ax:

*  BlindKeyGen: A function for generating a private blind key.

* Bl indPublicKey(pkS, bk, ctx): Blind the public verification key
pkS using the private blinding key bk and context ctx, yielding a
bl i nded public key pkR

*  BlindKeySi gn(skS, bk, ctx, msg): Sign a message nsg using the

private signing key skS with the private blind key bk and cont ext
ct X.
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For a given bk produced from Bl i ndkeyGen, key pair (skS, pkS)
produced from KeyGen, a context value ctx, and nessage nsg,
correctness requires the foll owi ng equival ence to hold with
overwhel mi ng probability:

Veri fy(BlindKeySi gn(skS, bk, ctx), nsg, BlindPublicKey(pkS, bk, ctx)) =1

Security requires that signatures produced using BlindKeySign are
unl i nkabl e from si gnatures produced using the standard signature
generation function with the sanme private key.

When the context value is known, a signature schene with key blinding
may al so support the ability to unblind public keys. This is
represented with the follow ng function

* Unbl i ndPubl i cKey(pkR, bk, ctx): Unblind the public verification
key pkR using the private blinding key bk and context ctx.

For a given bk produced from Bl i ndKeyGen, (skS, pkS) produced from
KeyGen, and context value ctx, correctness of this function requires
the foll owi ng equival ence to hol d:

Unbl i ndPubl i cKey( Bl i ndPubl i cKey(pkS, bk, ctx), bk, ctx) = pkS

Consi derations for choosing context strings are discussed in
Section 7.

4. Ed25519ph, Ed25519ctx, and Ed25519

Thi s section describes inplementations of BlindPublicKey,

Unbl i ndPubl i cKey, and Bl i ndKeySi gn as nodifications of routines in
[ RFC8032], Section 5.1. BlindKeyGen invokes the key generation
routine specified in [ RFC8032], Section 5.1.5 and outputs only the
private key. This section assunes a context value ctx has been
configured or otherwi se chosen by the application

4.1. BlindPublicKey and UnblindPublicKey

Bl i ndPubl i cKey transforns a private blind bk into a scalar for the
edwar ds25519 group and then nmultiplies the target key by this scalar.
Unbl i ndPubl i cKey perforns essentially the sane steps except that it
multiplies the target public key by the nmultiplicative inverse of the
scal ar, where the inverse is conputed using the order of the group L
described in [ RFC8032], Section 5.1

More specifically, BlindPublicKey(pk, bk, ctx) works as follows.
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Construct the blind_ctx as concat (bk, 0x00, ctx), where bk is a
32-byte octet string, hash the result using SHA-512(blind_ctx),
and store the digest in a 64-octet |arge buffer, denoted b.
Interpret the |lower 32 bytes buffer as a little-endian integer,
formng a secret scalar s. Note that this explicitly skips the
buffer pruning step in [ RFC8032], Section 5.1

Performa scalar multiplication ScalarMilt(pk, s), and output the
encodi ng of the resulting point as the public key.

i ndPubl i cKey(pkR, bk, ctx) works as foll ows.
Conmpute the secret scalar s frombk and ctx as in BlindPublicKey.

Conpute the slnv = Mdlnverse(s, L), where L is as defined in
[ RFC8032], Section 5.1

Performa scalar multiplication ScalarMilt(pk, slnv), and output
the encoding of the resulting point as the public key.

Bl i ndKeySi gn

ndKeySign transforns a private key bk into a scalar for the

edwar ds25519 group and a nessage prefix to blind both the signing

Sca

lar and the prefix of the message used in the signature generation

routi ne.

More specifically, BlindKeySi gn(skS, bk, msg) works as foll ows:

1.

Deni s,

Hash the private key skS, 32 octets, using SHA-512. Let h denote
the resulting digest. Construct the secret scalar sl1 fromthe
first half of the digest, and the correspondi ng public key Al, as
described in [ RFC8032], Section 5.1.5. Let prefixl denote the
second half of the hash digest, h[32],...,h[63].

Construct the blind ctx as concat (bk, 0x00, ctx), where bk is a
32-byte octet string, hash the result using SHA-512(blind_ctx),
and store the digest in a 64-octet |arge buffer, denoted b.
Interpret the | ower 32 bytes buffer as a little-endian integer,
formng a secret scalar s2. Note that this explicitly skips the
buffer pruning step in [RFC8032], Section 5.1.5. Let prefix2
denote the second half of the hash digest, b[32],...,b[63].

Conpute the signing scalar s = s1 * s2 (nod L) and the signing
public key A = ScalarMilt(G s).

Conpute the signing prefix as concat(prefixl, prefix2).
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5.

5

5

5. Run the rest of the Sign procedure in [RFC8032], Section 5.1.6
fromstep (2) onwards using the nodified scalar s, public key A
and string prefix.

Ed448ph and Ed448

This section describes inplementations of BlindPublicKey,

Unbl i ndPubl i cKey, and Bl i ndKeySi gn as nodi fications of routines in
[ RFC8032], Section 5.2. BlindKeyGen invokes the key generation
routine specified in [ RFC8032], Section 5.1.5 and outputs only the
private key. This section assunes a context value ctx has been
configured or otherwi se chosen by the application

1. BlindPublicKey and UnblindPubli cKey

Bl i ndPubl i cKey and Unbl i ndPubl i cKey for Ed448ph and Ed448 are

i npl emented just as these routines are for Ed25519ph, Ed25519ctx, and
Ed25519, except that SHAKE256 is used instead of SHA-512 for hashi ng
the secret blind context, i.e., the concatenation of blind key bk and
context ctx, to a 114-byte buffer (and using the | ower 57-bytes for
the secret), and the order of the edwards448 group L is as defined in
[ RFC8032], Section 5.2.1. Note that this process explicitly skips
the buffer pruning step in [ RFC8032], Section 5.2.5.

2. BlindKeySi gn

Bl i ndKeySi gn for Ed448ph and Ed448 is inplemented just as this
routine for Ed25519ph, Ed25519ctx, and Ed25519, except in how the
scalars (sl1, s2), public keys (Al, A2), and nessage strings (prefixl,
prefix2) are conputed. More specifically, BlindKeySi gn(skS, bk, nsg)
wor ks as follows:

1. Hash the private key skS, 57 octets, using SHAKE256(skS, 117).
Let hl denote the resulting digest. Construct the secret scalar
sl fromthe first half of hl, and the corresponding public key
Al, as described in [RFC8032], Section 5.2.5. Let prefixl denote
the second half of the hash digest, h1[57],...,h1[113].

2. Construct the blind_ctx as concat (bk, 0x00, ctx), where bk is a
57-byte octet string, hash the result using SHAKE256(bli nd_ctx,
117), and store the digest in a 117-octet digest, denoted h2
Interpret the | ower 57 bytes buffer as a little-endian integer,
form ng a secret scalar s2. Note that this explicitly skips the
buffer pruning step in [ RFC8032], Section 5.2. Let prefix2
denote the second half of the hash digest, h2[57],...,h2[113].

3. Conpute the signing scalar s = s1 * s2 (nod L) and the signing
public key A = Scal arMult(Al, s2).
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6

6

4. Conpute the signing prefix as concat(prefixl, prefix2).

5. Run the rest of the Sign procedure in [RFC8032], Section 5.2.6
fromstep (2) onwards using the nodified scalar s, public key A
and string prefix.

ECDSA

[[DI SCLAIMER: Multiplicative blinding for ECDSA is known to be NOT be
SUF- CMA-secure in the presence of an adversary that controls the
blinding value. |[MSVH 15] describes this in the context of rel ated-
key attacks. This variant may likely be renmoved in foll owup versions
of this docunment based on further analysis.]]

Thi s section describes inplementations of BlindPublicKey,

Unbl i ndPubl i ckey, and Bl i ndKeySi gn as functions inplemented on top of
an existing [ ECDSA] inplenentation. BlindKeyGen invokes the key
generation routine specified in [ ECDSA] and outputs only the private
key. In the descriptions below, let p be the order of the
corresponding elliptic curve group used for ECDSA. For exanple, for
P-256, p = 1157920892103562487626974469494075735299969552241357603424
22259061068512044369

Thi s section assunes a context value ctx has been configured or
ot herwi se chosen by the application

Bl i ndPubl i cKey and Unbl i ndPubl i cKey

Bl i ndPublicKey nmultiplies the public key pkS by an augnented private
key bk yielding a new public key pkR  UnblindPublicKey inverts this
process by multiplying the input public key by the nmultiplicative

i nverse of the augnmented bk. Augnentation here maps the private key
bk to another scal ar using hash_to field as defined in Section 5 of
[H2C], with DST set to "ECDSA Key Blind", L set to the val ue
corresponding to the target curve, e.g., 48 for P-256 and 72 for

P- 384, expand_nessage _xnd with a hash function nmatching that used for
the corresponding digital signature algorithm and prime nodul us
equal to the order p of the corresponding curve. Letting
HashToScal ar denote this augnentation process, and blind_ctx =
concat (bk, 0x00, ctx), BlindPublicKey and UnblindPublicKey are then
i mpl emented as foll ows:

Bl i ndPubl i cKey(pk, bk, ctx) = Scal ar Mul t (pk, HashToScal ar (bl ind_ctx))
Unbl i ndPubl i cKey( pkR, bk, ctx) = Scal arMilt (pkR, Mbdlnverse(HashToScal ar(blind_ctx),
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6.2. BlindKeySign

Bl i ndKeySi gn transforns the signing key skS by the private key bk
along with context ctx into a new signing key, skR, and then invokes
the existing ECDSA signing procedure. Mre specifically, skR = skS *
HashToScal ar (blind_ctx) (rmod p), where blind _ctx = concat (bk, 0x00,
ctx).

7. Application Considerations

Choi ce of the context string ctx is application-specific. For
exanple, in Tor [ TORDI RECTORY], the context string is set to the
concatenati on of the long-term signer public key and an integer
epoch. This makes it so that unblinding a blinded public key

requi res know edge of the long-termpublic key as well as the
blinding key. Simlarly, in arate-limted version of Privacy Pass
[ RATELI M TED], the context is enpty, thereby allow ng unblinding by
anyone in possession of the blinding key.

Applications are RECOWENDED to choose context strings that are
distinct fromother protocols as a way of enforcing domain
separation. See Section 2.2.5 of [HASH TO CURVE] for additiona
di scussi on around the construction of suitable domain separation
val ues.

8. Security Considerations

The signature schene extensions in this docunent aimto achieve
unforgeability and unlinkability. Informally, unforgeability neans
that one cannot produce a valid (nessage, signature) pair for any
blinding key without access to the private signing key. Simlarly,
unlinkability means that one cannot distinguish between two
signatures produced fromtwo i ndependent key signing keys, and two
signatures produced fromthe sane signing key but with different
blinds. Security analysis of the extensions in this docunment with
respect to these two properties is currently underway. See [CGHKS23]
for more detailed discussion of signature extensions with these
properties.

Prelimnary anal ysis has been done for a variant of these extensions
used for identity key blinding routine used in Tor’'s Hi dden Service
feature [ TORBLINDI NG . Further analysis exists in [ELW23], which
denonstrates that the extensions in this specification for EdDSA and
ECDSA bot h achi eve the desired security properties.

The constructions in this docunent, as well as the analysis in

[ ELM23], assune that both the signing and blinding keys are private,
and, as such, not controlled by an attacker. [MSMH 15] denonstrate
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that ECDSA with attacker-controlled multiplicative blinding for
produci ng rel ated keys can be abused to produce forgeries. In
particular, if an attacker can control the private blinding key used
in BlindKeySign, they can construct a forgery over a different
nmessage that validates under a different public key. One mitigation
to this problemis to change BlindKeySi gn such that the signature is
comput ed over the input nessage as well as the blind public key.
However, this would require verifiers to treat both the blind public
key and message as input to their verification interface. The
construction in Section 6 does not require this change. However,
further analysis is needed to deterni ne whether or not this
construction is safe.

9. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
10. Test Vectors

This section contains test vectors for a subset of the signature
schenmes covered in this docunent.

10.1. Ed25519 Test Vectors

This section contains test vectors for Ed25519 as described in

[ RFC8032]. Each test vector lists the serialized signing key (skS)
blind key (bk), and public key (pkS) encoded has hexadeci mal strings;
skS and bk are serialized as little-endian 32-byte encoding of the
scalar value with the top three bits set to zero, whereas pkSis
serialized as described in Section 5.1.2 of [RFC8032]. Each test
vector also includes the blinded public key (pkR) conputed from skS
and bk, serialized simlarly to pkS and encoded as a hexadeci nma
string. Finally, each vector includes the nessage and signature
val ues, each encoded as hexadeci mal strings. The signature is
encoded as specified in Section 5.1.6 of [RFC8032].

/1 Random'y generated private key and blind seed, enpty context

skS: d142b3b1d532b0a516353a0746a6d43a86cee8ef af 6b14ae85¢2199072f 47d93
pkS: cd875d3f 46a8e8742cf 4a6a9f 9645d4153a394a5a0a8028¢c9041cd455d093cd5
bk: bb58c768d9b16571f 553ef d48207e64391e16439b79f €9409e70b38040c81302
pkR 666443ce8f 03f a09240db73a584ef ad5462f f e346b14f d78f b666b25db29902f
message: 68656c¢c6¢6f 20776f 726¢c64

cont ext :

signature: 5458111c708ce05cb0al1608b08dc649937dc22cf 1da045eb866f 2f ace50be
930e79b44d57e5215a82ac227bdcccccab2bf e509b96ef e8e723ch42b5f 14be5f Oe

Denis, et al. Expi res 18 Septenber 2025 [ Page 11]



I nternet-Draft Key Blinding for Signature Schenes March 2025

/1 Random'y generated private key seed and zero blind seed, enpty context

skS: aa69e9cb50abf 39b05ebc823242c4f d13ccadd0dadc1b45f 6f cbf 7be4f 30db5d
pkS: 5c9a9e271f 204c931646aa079e2e66f 0783ab3d29946ef f 37bd3b569e9c8e009
bk: 0000000000000000000000000000000000000000000000000000000000000000
pkR 23eb5ecch9448ee8403¢36595ccf d5edd7257ae70da69aa22282a0a7cd97e443
message: 68656c¢c6¢c6f 20776f 726¢c64

cont ext :

signature: 4e9f 3ad2bl4cf 2f 9bbf 4b88a8832358a568bd69368b471df abac594e8a8b3
3ab54978ecf 902560ed754f 011186c4c4dda65d158b96c1le6b99a8e150a26e51e03

/1 Random'y generated private key and blind seed, non-enpty context

skS: dle5a0f 806eb3c491566cef 6d2d195e6bbf 0a54c9de0e291a7ced050c63ea9lc
pkS: 8b37c949d39cddf 4d2a0f cOda781ea7f 85¢c7bf bdf eb94a3c9ecb5e8a3c24d65f

bk: 05b235297df f 87¢c492835d562c6e03c0f 36b9c306f 2dchb3b5038c2744d4e8a70
pkR 019b0a06107e01361f acdad39ec16a9647c86c0086bc38825eh664b97d9c514d
nmessage: 68656c¢6¢c6f 20776f 726¢c64

cont ext:

d6bbaa0646f 5617d3cbdle22ef 05e714dlec7812ef f f 793999667648b2cc54bc
signature: f54214acbh3c695c46ble7aa2da947273chb19ec33d8215dde0f 43a8f 7250f e
bb508f 4a5007e3c96be6402074ec843d40358a281f f 969¢c66c1724016208650dd09

/1 Randomy generated private key seed and zero blind seed, non-enpty context

skS: 89e3e3acef 6a6¢c2d9b7c062199bf 996f 9ae96b662c73e2b445636f 9f 22d5012e
pkS: 3f667a2305a8baf 328a1d8e9ed726f 278229607d28f b32d9933da7379947ac44
bk: 0000000000000000000000000000000000000000000000000000000000000000
pkR  90a543dd29c6e6cd08ef 85¢c43618f 2d314139db5baed802383cf 674310294e40
message: 68656c¢6¢c6f 20776f 726¢c64

cont ext:

802def 4d21c7c¢7d0f a4b48af 5e85f 8ebf c4119a04117¢14d961567eaef 2859f 2
signature: ce305a0f40a3270a84d2d9403617cdb89b7b4edf 779b4de27f 9acaadf 1716
84b162e752c95f 17bl6aaca7c2662e69ba9696bdd230al07ecab973886e8d5bf 00e

10. 2. ECDSA(P-384, SHA-384) Test Vectors

This section contains test vectors for ECDSA with P-384 and SHA- 384,
as described in [ECDSA]. Each test vector lists the serialized
signing key (skS), blind key (bk), and public key (pkS) encoded has
hexadeci mal strings; skS and bk are serialized using the Field-

El ement-to-Qctet-String conversion according to [ SEC1], whereas pkS
is serialized using the conpressed Elliptic-Curve-Point-to-Cctet-
String nethod according to [ SEC1]. Each test vector also includes
the blinded public key (pkR) conmputed from skS and bk, serialized
simlarly to pkS and encoded as a hexadecimal string. Finally, each
vector includes the nessage and signature val ues, each encoded as
hexadeci mal strings. The signature value is serialized as the
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concatenation of scalars (r, s), each serialized as skS and bk, and
encoded as a hexadeci mal string.

/1 Random'y generated signing and blind private keys, enpty context

skS: fcc8217ec4c89862d069a6679026¢c8042a74a513ba5b4a63da58488643132af af 35
9¢3645dcc99¢c11862d9606370b9b7

pkS: 02582e4108018f 9657f 8bb55192838f f 057442c8f 7dc265f 195dcledaa2cf f 2ec10
e2f 2220dbeb300125d46b00df f 747f 1

bk: 1d3b48eec849b9d0e7376belecad90369663939d140a8f 3418ebc2221159402647a9e
283a78694377915b2894bc38cf eb

pkR  03031c9914e4aa550605ded5¢c8b2604a2910c7c4d7e1e8608d81152a2ed3b8eh85a
c8c7896107¢91875090b651f 43d2f 31

message: 68656c¢c6¢c6f 20776f 726c64

cont ext :

signature: 0ca279f ba24a47ef 2dded3f 3171f 805779d41f f Oc3bl3af 260977d26f 9df 8
a0993591b34e84f 954149a478408abc685ch88ca32e482f f b9ea2f 377ac949chb37468f 18
4b8f 03ce4c7da06c024a38e3d8f 2a9eea84493288627a13f 317cc6d8457

/1 Random'y generated signing and blind private keys, non-enpty context

skS: 5f9ed9f 16ac74chb510689321cbd6a0a9602f 50a96cb17ff 479ec46fff 130af cd9f e
d3766c6d98f e4b4f 1c2f a275f 58ed

pkS: 03e690b68b39c0bf bObe6a7f 7f 0ab49a930437b427dbf 588c7achf 3f c8e3e221c¢83
03e2d38c7bf e735d2d8af aecf acec8c

bk: 7c65bba8e98f 1f 75eb9748ccc4a85b7d5d9523522d02909958e0e2f c81693dbb4d10
460355eec3a3af 54184ced97697a

pkR 0280a5180793alc8155f ace304f ea93783514124cdf 7f Of edabl11da05289e192da3
6a9f 0e3ab4544d75f 8eaa8ef 9987554

message: 68656c¢6¢c6f 20776f 726¢c64

cont ext:

327a0a52f alc01d376¢cf c259925555920d89f 15b509bb84e7385f f 7207dcb93d
signature: 240e49a4dc68le3cedb241f 2cf 97f 7¢86f 215902c03e38838e1d23d127c61
debca8af 590ebb0f d7f 1dd58a51a63aa45e5991f da32dale7e9bb56b9374be6f ed60c672
2de2689f 6a969af 5c78b78e5dcc353d8ad47a71f 337586f 737b020e541cl
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