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Abst ract

A Sigma Protocol is an interactive zero-know edge proof of know edge
that allows a prover to convince a verifier of the validity of a
statement. It satisfies the properties of conpleteness, soundness,
and zero-know edge, as described in Section 3.

Thi s docunent describes Signma Protocols for proving know edge of pre-
i mges of linear maps in prine-order elliptic curve groups. Exanples
i ncl ude zero-know edge proofs for discrete logarithmrelations,

El Gamal encryptions, Pedersen commitnents, and range proofs.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://nraker.github.io/draft-irtf-cfrg-sigma-protocols/draft-irtf-
cfrg-sigma-protocols.htm. Status information for this docurment may
be found at https://datatracker.ietf.org/doc/draft-irtf-cfrg-signma-
prot ocol s/ .

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/cfrg. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com mmaker/draft-irtf-cfrg-si gma-protocols.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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I nt roducti on

Any Sigma Protocol nust define a _commtnent_ (conputed by the
prover), a _challenge_ (randomy sanpled froma specific
distribution), and a _response_ (conputed by the prover). One of the
advant ages of Signa Protocols is their conposability, which enables
the construction of nore conplex protocols. A classic exanple is the
OR conposition [CramerDS94]. G ven a Signa Protocol for N relations,
it is possible to prove know edge of one of N witnesses for those
relations . The conposed sigma protocols can be made non-interactive
using the Fiat-Shamr transformation [Craner97]. However, such
conpositions nust be handled carefully to preserve security
properties as discussed in Section 3.

Core interface

The public functions are obtained relying on an internal structure
containing the definition of a Sigma Protocol
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cl ass Si gnaPr ot ocol
def new(instance) -> SigmaProtoco
def prover_comm t(self, witness, rng) -> (comm tnent, prover_state)
def prover _response(self, prover_state, challenge) -> response
def verifier(self, commtnent, challenge, response) -> boo
def serialize comitnent(self, conmitnment) -> bytes
def serialize_response(self, response) -> bytes
def deserialize_commtnent(self, data: bytes) -> conmtnent
def deserialize_response(self, data: bytes) -> response
# optional
def sinulate_response(self, rng) -> response
# optional
def sinulate_commitnent(self, response, challenge) -> conmtnent

Wher e:

* newinstance) -> SignmaProtocol, denoting the initialization
function. This function takes as input an instance generated via
a LinearRelation, the public information shared between prover and
verifier.

* prover_conmt(self, witness: Wtness, rng) -> (conmtnent,
prover_state), denoting the *conmitnment phase*, that is, the
conmputation of the first nessage sent by the prover in a Sigma
Protocol. This nmethod outputs a new conmitnent together with its
associ ated prover state, depending on the witness known to the
prover, the statenent to be proven, and a random nunber generator
rng as defined in Section 1.1.1. This step generally requires
access to a high-quality entropy source to performthe commtnent.
Leakage of even just a few bits of the comitnment could allow for
the conmpl ete recovery of the witness. The conmitnent is neant to
be shared, while prover_state nust be kept secret.

* prover_response(self, prover_state, challenge) -> response,
denoting the *response phase*, that is, the conputation of the
second nmessage sent by the prover, depending on the w tness, the
statenment, the challenge received fromthe verifier, and the
internal state prover_state. The return value response is a
public value and is transmtted to the verifier

* wverifier(self, commitnent, challenge, response) -> bool, denoting
the *verifier algorithnt. This nmethod checks that the protoco
transcript is valid for the given statenent. The verifier
algorithmoutputs true if verification succeeds, or false if
verification fails.

* serialize commitnent(self, commtnent) -> bytes, serializes the
conmitnent into a canonical byte representation
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* serialize_response(self, response) -> bytes, serializes the
response into a canoni cal byte representation

* deserialize conmtnent(self, data: bytes) -> commitnent,
deserializes a byte array into a conmtnent. This function can
raise a DeserializeError if deserialization fails.

* deserialize_response(self, data: bytes) -> response, deserializes
a byte array into a response. This function can raise a
DeserializeError if deserialization fails.

The final two al gorithns describe the *zero-know edge simulator*. In
particular, they may be used for proof conposition (e.g. OR
composition). The function sinulate_commtnent is al so used when
verifying short proofs. W have

* simul ate _response(self, rng) -> response, denoting the first stage
of the sinulator.

* simulate_commtnent(self, response, challenge) -> conmtnent,
returning a sinmulated commtnent -- the second phase of the zero-
know edge si nul at or

The sinulated transcript (commtnent, challenge, response) nust be
i ndi stinguishable fromthe one generated using the prover algorithms.

The abstraction SignmaProtocol allows inplenmenting different types of
statenents and conbi ners of those, such as OR statenents, validity of
t-out-of-n statenents, and nore.

1.1.1. Randonized al gorithns

The generation of proofs involves random zed al gorithns that take as
i nput a source of randommess, denoted as rng. The functionality
required in this docunent is a secure way to sanple non-zero scal ars
uniformy at random Al gorithns access this functionality through
the following interface

cl ass CSRNG ABC) :
def getrandon(self, length: int) -> bytes
pass

def random scal ar(self) -> groups. Scal ar:
pass
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2

2

1.

1.

I mpl enent ati ons MUST use a cryptographically secure pseudorandom
nunber generator (CSPRNG to sanple non-zero scalars either by using
rejection sanpling nmethods or reducing a large bitstring nodul o the
group order. Refer to Section A 4 of [FIPS. 186-5] for gui dance about
t hese met hods.

Si gma Protocol s over prime-order groups

The foll owi ng sub-section presents concrete instantiations of Sigma
Protocol s over prine-order elliptic curve groups. It relies on a
prinme-order elliptic-curve group as described in Section 2.1

Valid choices of elliptic curves can be found in Section 2.3.

Traditionally, Sigma Protocols are defined in Caneni sch-Stadl er
[CS97] notation as (for exanple):

1. DLEQG H, X Y) = PoK{

2. (x): /1 Secret variables

3. X=x*G Y=x*H /1 Predicates to satisfy

4. }

In the above, line 1 declares that the proof nane is "DLEQ', the

public information (the *instance*) consists of the group el enents
(G X, H Y) denoted in upper-case. Line 2 states that the private
information (the *w tness*) consists of the scalar x. Finally, line
3 states that the linear relation that needs to be provenis x * G =
Xand x * H=Y.

Group abstraction

Because of their dom nance, the presentation in the foll owi ng focuses
on proof goals over elliptic curves, therefore | everaging additive
notation. For prime-order subgroups of residue classes, all notation
needs to be changed to nultiplicative, and references to elliptic
curves (e.g., curve) need to be replaced by their respective
counterparts over residue classes.

We detail the functions that can be invoked on these objects.
Exanpl e choi ces can be found in Section 2. 3.

1. Goup
* identity(), returns the neutral element in the group

* generator(), returns the generator of the prinme-order elliptic-
curve subgroup used for cryptographic operations.
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* order(): returns the order of the group p

* serialize(elenents: [Goup; N), serializes a list of group
el ements and returns a canonical byte array buf of fixed |l ength Ne
* N

* deserialize(buffer), attenpts to map a byte array buffer of size
Ne * Ninto [Goup; N, fails if the input is not the valid
canoni cal byte representation of an array of elenents of the
group. This function can raise a DeserializeError if
deserialization fails.

* add(el ement: Group), inplenents elliptic curve addition for the
two group el enents

* equal (el ement: G oup), returns true if the two elenents are the
sanme and fal se ot herw se

* scalar_mul (scalar: Scalar), inplements scalar multiplication for a
group elenent by an element in its respective scalar field.

In this spec, instead of add we will use + with infix notation;
instead of equal we will use ==, and instead of scalar_nmul we will
use *. A simlar behavior can be achieved using operator overl oadi ng.

2.1.2. Scal ar

* identity(): outputs the (additive) identity elenment in the scalar
field.

* add(scalar: Scalar): inplenents field addition for the elements in
the field.

* mul (scalar: Scalar), inplenents field nmultiplication

* random(rng): sanples a scalar fromthe RNG Securely decoding
random bytes into a random scalar is described in Section 9.1.4 of
[fiat-shamir].

* serialize(scalars: list[Scalar; N]): serializes a |list of scalars
and returns their canonical representation of fixed length Ns * N

* deserialize(buffer), attenpts to map a byte array buffer of size
Ns * Ninto [Scalar; N, and fails if the input is not the valid
canoni cal byte representation of an array of elenents of the
scalar field. This function can raise a DeserializeError if
deserialization fails.
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In this spec, instead of add we will use + with infix notation;
instead of equal we will use ==, and instead of mul we will use *. A
sim | ar behavior can be achi eved using operator overl oadi ng.

2.2. Proofs of preinmage of a linear map
2.2.1. Wtness representation

A witness is an array of scalar elements. The length of the array is
denot ed num scal ars.

Wtness = [Scal ar; num scal ars]
2.2.2. Linear nmap

A linear map_ takes a Wtness (an array of numscalars in the scalar
field) and naps it to an array of group elenments. The |length of the
i mge is denoted num el ements.

Li near maps can be represented as matrix-vector multiplications,
where the multiplication is the elliptic curve scalar nmultiplication
defined in Section 2.1.

Since the matrix is oftentinmes sparse, it is stored in Yale sparse
mat ri x format.

Here is an exanpl e:

cl ass Li near Conbi nati on:
scalar_indices: list[int]
el ement _indices: list[int]

The linear map can then be presented as:

cl ass Li near Map:
G oup: groups. G oup
I'i near _conbi nations: |ist[LinearConbination]
group_el enents: list[Goup]
num scal ars: int
num el enents: int

def map(self, scalars: list[Goup.ScalarField; numscalars]) -> list[G oup;

nt sj
2.2.2. 1. Initialization

The linear map LinearMap is initialized with

Ori & Yun Expires 3 Septenber 2026 [ Page 8]
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|'i near _conbi nations = []
group_el enents = []
num scalars = 0
num el enents = 0
2.2.2.2. Linear map eval uation
A witness can be mapped to a vector of group elenments via:

map(sel f, scalars: [Scalar; numscalars]) -> list[Goup; num el enents]

I nput s:

self, the current state of the constraint system

- W tness,
1. image =[]
2. for linear_conbination in self.linear_conbinations:
3. coefficients = [scalars[i] for i in |linear_conbination.scal ar_indices]
4. elements = [self.group_elenments[i] for i in |linear_conbination.el enent_indices]
5. i mage. append(sel f. G oup. msm(coefficients, elenents))
6. return image
2.2.3. Statenments for linear relations
A LinearRel ati on encodes a proof statenment of the form
i near _map(wi tness) = image, and is used to prove know edge of a
wi tness that produces image under linear map. It internally stores

linear _map (cf. Section 2.2.2) and an inmage (an array of numel enents
G oup elenents).

class LinearRel ation:
Domai n = group. Scal arFi el d
| mge = group. G oup

|'i near_map = Li near Map
i mge = list[group. Goup]

def allocate_scalars(self, n: int) -> list[int]

def allocate_elenments(self, n: int) ->list[int]

def append_equation(self, lhs: int, rhs: list[(int, int)]) -> None

def set _elenents(self, elenments: list[(int, Goup)]) -> None
2.2.3.1. Elenent and scal ar variables allocation

Two functions allow to allocate the new scalars (the w tness) and
group el enents (the instance).
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al | ocate_scal ars(sel f, n)

| nput s:
- self, the current state of the LinearRelation
- n, the nunber of scalars to allocate
Qut put s:
- indices, a list of integers each pointing to the new all ocated scal ars

Pr ocedur e:
1. indices = range(self.numscalars, self.numscalars + n)
2. self.numscalars +=n
3. return indices
and bel ow the allocation of group el enents

al l ocate_el ements(self, n)
I nput s:

- self, the current state of the LinearRel ation

- n, the nunber of elenents to allocate
Qut put s:

- indices, alist of integers each pointing to the new allocated el enents
Pr ocedur e:
1. indices = range(self.numelenents, self.numelenments + n)
2. self.numelenents +=n
3. return indices

Group el enents, being part of the instance, can |later be set using
the function set_el enments

set _elements(sel f, el enents)
I nput s:
- self, the current state of the LinearRelation
- elements, a list of pairs of indices and group el enments to be set

Pr ocedur e:

1. for index, elenment in el enents:
2. sel f.linear_map. group_el enent s[i ndex] = el enent

2.2.3.2. Constraint enforcing
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append_equation(self, |hs, rhs)

| nput s:

- self, the current state of the constraint system

- Ihs, the left-hand side of the equation

- rhs, the right-hand side of the equation (a Iist of (Scalarlndex, GoupEl tlndex) pairs)
CQut put s:

- An Equation instance that enforces the desired relation

Procedure:

1. linear_conbi nati on = Li near Map. Li near Conbi nati on(scal ar_i ndi ces=[x[0] for x in rhs], e
| enent _indices=[x[1] for x in rhs])

2. self.linear_nap. append(linear_conbi nati on)

3. self._inmage. append(! hs)

2.2.4. Core protoco

Thi s defines the object SchnorrProof. The initialization function
takes as input the statenent, and pre-processes it.

2.2.5. Prover procedures

The prover of a Sigma Protocol is stateful and will send two
messages, a "conmitnent" and a "response" nessage, described bel ow

2.2.5.1. Prover conmitnent
prover_conmmit(self, w tness, rng)
I nput s:

- witness, an array of scalars
- rng, a cryptographically secure random nunber generator

CQut put s:

- A (private) prover state, holding the information of the interactive prover necessary f
or producing the protocol response

- A (public) commitment nessage, an element of the linear map image, that is, a vector of
group el enents.

Procedure:

1. nonces = [rng.random scalar() for _ in range(self.instance.linear_map. num scal ars)]
2. prover_state = self.ProverState(w tness, nonces)

3. commitnent = self.instance.linear_map(nonces)

4. return (prover_state, conmtment)
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2.2.5.2. Prover response
prover _response(sel f, prover_state, chall enge)
I nput s:

- prover_state, the current state of the prover
- challenge, the verifier challenge scal ar

Qut put s:
- An array of scalar el enents conposing the response
Procedure
1. witness, nonces = prover_state
2. return [nonces[i] + witness[i] * challenge for i in range(self.instance.|inear_map. num
_scal ars)]
2.2.6. Verifier
verify(self, commtnent, challenge, response)
I nput s:
- self, the current state of the SigmaProtoco
- conmmitrent, the commtnent generated by the prover
- chall enge, the challenge generated by the verifier
- response, the response generated by the prover
Qut put s:
- A bool ean indicating whether the verification succeeded
Procedure:
1. assert len(conmitnent) == self.instance.linear_map. numconstraints and | en(response) =

= sel f.instance.linear_map. num scal ars
2. expected = self.instance.linear_map(response)

3. got = [commitnent[i] + self.instance.image[i] * challenge for i in range(self.instance
.linear_map. num constraints)]
4. return got == expected

2.2.7. Exanple: Schnorr proofs
The statenent represented in Section 2 can be witten as:
statenent = LinearRel ation(group)
[var_x] = statenent.allocate_scal ars(1)

[var _G var_X] = statenent.allocate_el enents(2)
st at ement . append_equati on(var_X, [(var_x, var_Q])
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At which point it is possible to set var_G and var_X whenever the
group elenents are at disposal.

G = group. generator ()
statenent.set_elenents([(var G G, (var_X, X)])

It is worth noting that in the above example, [X] ==
statenent.|inear_map. map([x]).

2.2.8. Exanple: DLEQ proofs
A DLEQ proof proves a statenent:
DLEQRG H, X, Y) = PoK{(x): X=x* G Y =x* H

G ven group elenents G Hand X, Y such that x * G= X and x * H =Y,
then the statenment is generated as:

1. statenent = LinearRelation()

2. [var_x] = statenment.allocate_scal ars(1)

3. [var_G var_X, var_H, var_Y] = statenent.allocate_el enents(4)

4. statenent.set _elements([(var G G, (var_H H), (var_X, X), (var.Y, Y)])
5. statenent. append_equation(X, [(var_x, G])

6. statement.append_equation(Y, [(var_x, H1)

2.2.9. Exanple: Pedersen conmmtnments

A representation proof proves a statenent
REPR(G, H, C = PoK{(x, r): C=x* G+r * H

G ven group elenents G H such that C=x * G+ r * H then the
statement is generated as:

statenent = LinearRel ation()

var_Xx, var_r = statenent.allocate_scal ars(2)

[var _G var_H, var_C] = statenent.allocate_el ements(3)
statenment.set_elenents([(var _ G G, (var_H H), (var_C O])
statenment . append_equation(C, [(var_x, G, (var_r, H])

OhwNPE

2.3. Ciphersuites
W consider ciphersuites of prinme-order elliptic curve groups.
2.3.1. P-256 (secp256rl)

Thi s ciphersuite uses P-256 [SP800] for the G oup.
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2.3.1.1. Eliptic curve group of P-256 (secp256rl) [SP800]

*

2. 3.

1.

order(): Return the integer 11579208921035624876269744694940757352
9996955224135760342422259061068512044369.

serialize([A]): Inplenmented using the conpressed Elliptic-Curve-
Point-to-Cctet-String nethod according to [ SEC1]; Ne = 33.

deserialize(buf): Inplemented by attenpting to read buf into
chunks of 33-byte arrays and convert themusing the conpressed
Cctet-String-to-Elliptic-Curve-Point nethod according to [ SEC1],
and then perforns partial public-key validation as defined in
section 5.6.2.3.4 of [ KEYAGREEMENT]. This includes checking that
the coordinates of the resulting point are in the correct range,
that the point is on the curve, and that the point is not the
point at infinity.

2. Scalar Field of P-256

serialize(s): Relies on the Field-El ement-to-Cctet-String
conversion according to [ SEC1]; Ns = 32.

deserialize(buf): Reads the byte array buf in chunks of 32 bytes
using Cctet-String-to-Field-El enent from[SEC1]. This function
can fail if the input does not represent a Scalar in the range [0,
G Oder() - 1].

Security Considerations

Interactive Sigma Protocols have the foll owi ng properties:

*

*Know edge soundness*: |If the proof is valid, the prover nmust have
know edge of a secret witness satisfying the proof statenent.

This property ensures that valid proofs cannot be generated

wi t hout possession of the correspondi ng witness.

*Honest verifier zero-know edge*: The proof string produced by the
prove function does not reveal any information beyond what can be
directly inferred fromthe statenent itself. This ensures that
honest verifiers gain no know edge about the w tness.

*Conpl eteness*: |f the statement being proved is true, an honest
verifier can be convinced of this fact by an honest prover via the
pr oof .
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* *Deni abl e*: Because Interactive Sigma Protocols don't have
transferabl e nessage authenticity, a third party (not the prover
or verifier) cannot be convinced that the prover made the proof.
This neans that the Sigma Protocol interaction is not transferable
as evidence to a third party.

3.1. Privacy Considerations

Sigma Protocols are insecure against malicious verifiers and shoul d
not be used. The non-interactive Fiat-Shamr transformation |leads to
publicly verifiable (transferable) proofs that are statistically

zer o- know edge.

3.2. Constant-Ti ne Requirenents

The prover’'s control flow and nenory access patterns are typically

i nfluenced by the witness. To prevent side-channel |eakage of

wi tness information, which may reveal private values, it is inportant
that the inplenentation of underlying group and field operations are
constant-tinme. Operations such as nodul ar reduction, scalar

mul tiplication, random val ue generation, and all other group and
field operations are required to be constant-tine especially when
working with inputs which are private to prevent side-channel attacks
whi ch may reveal their values. In sone cases, such as keyed-
verification credentials, also the verifier nmust be constant-tine.

I mpl enent ati ons MJUST securely del ete prover state as soon as it is no
| onger needed, and SHOULD minimze the lifetinme of sensitive material
(witness and instance), explicitly zeroize tenporary buffers after
proof generation, use secure de-allocation nechanisns when avail abl e,
and reduce exposure in crash dunps, swap/page files, and diagnostic

| oggi ng.

4. Post-Quantum Security Considerations
The zero-know edge proofs described in this docunent provide
statistical zero-know edge and statistical soundness properties when
nodel ed in the random oracl e nodel

4.1. Privacy Considerations
These proofs offer zero-know edge guarantees, neaning they do not
| eak any information about the prover’s w tness beyond what can be
inferred fromthe proven statenent itself. This property hol ds even
agai nst quant um adversaries w th unbounded conputational power.

Specifically, these proofs can be used to protect privacy agai nst
post - quant um adversaries, in applications demandi ng:
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*  Post - quant um anonym ty

* Post-quantum unlinkability

* Post-quantum bl i ndness

* Protection against "harvest now, decrypt later" attacks.
4.2. Soundness Consi derations

Wil e the proofs thensel ves offer privacy protections agai nst quantum
adversaries, the hardness of the relation being proven depends (at
best) on the hardness of the discrete |ogarithm problem over the
elliptic curves specified in Section 2.3. Since this problemis
known to be efficiently sol vable by quantum conputers using Shor’s

al gorithm these proofs MJST NOT be relied upon for post-quantum
soundness guar ant ees.

| mpl enent ati ons requiring post-quantum soundness SHOULD transition to
al ternative proof systenms such as:

* MPC-in-the-Head approaches as described in [G aconel | i MOL6]
* Lattice-based approaches as described in [AttemaCK21]
* Code- based approaches as described in [Stern93]

I mpl enent ati ons shoul d consider the tinmeline for quantum conputing
advances when pl anning migration to post-quantum sound alternatives.
I mpl enent ers MAY adopt a hybrid approach during migration to post-
quantum security by using AND conposition of proofs. This approach
enabl es gradual mgration while nmaintaining security against

cl assical adversaries. This conposition retains soundness if *both*
probl ems remain hard. AND conposition of proofs is NOT described in
this specification, but exanples nmay be found in the proof-of-concept
i npl ementation and in [ BonehS23].

5. Ceneration of the protocol identifier
As of now, it is responsibility of the user to pick a unique protoco
identifier that identifies the proof system This will be expanded
in future versions of this specification

6. GCeneration of the instance identifier

As of now, it is responsibility of the user to pick a unique instance
identifier that identifies the statenment being proven

Orit & Yun Expi res 3 Septenber 2026 [ Page 16]



I nternet-Draft Interactive Sigma Proofs March 2026

Acknowl edgrent s

The authors thank Jan Bobol z, Vishruti Ganesh, Stephan Krenn, Mary
Mal | er, lvan Visconti, Yuwen Zhang for reviewing a previous edition
of this specification.

Ref er ences
Nor mat i ve Ref erences

[ KEYAGREEMENT]
Barker, E., Chen, L., Roginsky, A, Vassilev, A, and R
Davi s, "Recomendation for pair-w se key-establishnent
schenes using discrete | ogarithm cryptography”, National
Institute of Standards and Technol ogy,
DA 10. 6028/ ni st.sp. 800-56ar3, April 2018,
<https://doi.org/10. 6028/ ni st. sp. 800-56ar 3>.

I nformati ve References

[ Att emaCK21]
Attema, T., Cramer, R, and L. Kohl, "A Conpressed Sigma-
Prot ocol Theory for Lattices",
<https://dl.acm org/doi/10.1007/978- 3-030-84245-1 19>.

[ BonehS23] Boneh, D. and V. Shoup, "A Gaduate Course in Applied
Cryptography”, n.d., <https://toc.cryptobook. us/>.

[Cranmer97] Craner, R, "Modul ar Design of Secure yet Practical
Crypt ographi ¢ Protocol s", 1997,
<https://ir.cw .nl/pub/21438>.

[ Cramer DS94]
Craner, R, Dangaard, |., and B. Schoenmakers, "Proofs of
Partial Know edge and Sinplified Design of Wtness Hiding
Protocol s", 1994, <https://ir.cw .nl/pub/ 1456/ 1456D. pdf >.

[ CS97] Caneni sch, J. and M Stadler, "Proof Systems for General
St at ement s about Discrete Logarithms", n.d.,
<https://crypto.ethz.ch/publications/files/Cantta97b. pdf>.

[fiat-sham r]
"draft-irtf-cfrg-fiat-shamr", <https://muaker.github.io/
draft-irtf-cfrg-sigm-protocols/draft-irtf-cfrg-fiat-
sham r. htnl >.

Orit & Yun Expi res 3 Septenber 2026 [ Page 17]



I nternet-Draft Interactive Sigma Proofs March 2026

[ FI PS-202] "SHA-3 standard :: permnutation-based hash and extendabl e-
out put functions”, National Institute of Standards and
Technol ogy (U.S.), DO 10.6028/nist.fips.202, 2015,
<https://doi.org/10. 6028/ ni st.fips.202>

[ FI PS. 186- 5]
"Digital Signature Standard (DSS)", National Institute of
St andards and Technol ogy (U.S.),
DA 10. 6028/ nist.fips.186-5, February 2023,
<https://doi.org/10. 6028/ ni st.fips.186-5>

[ G aconel |i MOL6]
G aconelli, 1., Madsen, J., and C Olandi, "ZKBoo: Faster
Zer o- Knowl edge for Boolean Circuits",
<https://eprint.iacr.org/2016/163. pdf >.

[ SEC1] Standards for Efficient Cryptography Group (SECG, "SEC 1:
Elliptic Curve Cryptography",
<https://ww. secq. org/ secl-v2. pdf >.

[ SP800] "Recommendati ons for Discrete Logarithm based
Crypt ography", n.d.,
<htt ps://nvl pubs. ni st. gov/ ni st pubs/ Speci al Publ i cati ons/
NI ST. SP. 800- 186. pdf >.

[Stern93] Stern, J., "A New ldentification Scheme Based on Syndrome
Decodi ng", 1993, <https://Ilink.springer.conf
chapter/10. 1007/ 3- 540- 48329- 2_2>.

Appendi x A, Test Vectors
A. 1. Seeded PRNG

For interoperability, the random nunber generator used for test
vectors is inplenented using the dupl ex sponge SHAKE128 instantiation
in Section 8.1 of [fiat-shamir], absorbing a seed of 32 bytes. The
Seeded PRNG i s for reproduci ble test vectors; production

i mpl ement ati ons MUST use a CSPRNG

Random scal ars are generated squeezing Ns + 16 bytes, seen as a bhig-

endi an positive integer and reduced nodulo p, as in Section 9.1.4 of
[fiat-shamir].
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cl ass SeededPRNG
def __init__ (self, seed: bytes, order: int):
assert (|l en(seed) == 32)
sel f. order = order
sel f. hash_state = SHAKE128(b"si gma- proof s/ Test DRNG SHAKE128". | j ust (64, b"\x00"))
sel f. hash_state. absor b(seed)

def random scal ar(self) -> Scal ar:
Ns = (self.order.bit_length() + 7) // 8
random i nteger = OS2I P(self.hash_state.squeeze(Ns + 16))
return Scal ar (random. i nt eger % sel f. order)

The foll owing sections contain test vectors for the Sigma Protocols
specified in this docunent.

A.2. discrete_logarithm

Ci phersuite = sigma-proofs_ Shakel28 BLS12381

Sessionld = 64697363726574655f 6¢6f 6761726974686d

St atenment = 010000000100000001000000000000000000000097f 1d3a73197d794
2695638c4f a9ac0f c3688c4f 9774b905al14e3a3f 171bac586c55e83f f 97alaef f b3a
f 00adb22c6bbb2f a861063d133109d361486d5105a7e9c676a7831f 8707b940cde05
514a18ca60f 09d5d253c4b7b1b4b349d8a8c108f

W tness = 14de3306f c5f 57e5d9e2e89caaf 03a261f 668b621093c17dad407ee7462
43a421

Proof = 06a4c2c6e672c645b22be579a8c85df 51582866b3af 4ac4498d4c0a3253c
e7f e1c079022962b5a9f f 682c728754e1e5984727d6e41b9f c7a48f c804a08538e88
Bat chabl e Proof = 936241c2ed1da3b385294db75a499e96f f c71b5014a01db263
b993b718a901259f 0d97700216c683f d97edb99ecac9e8423f 70c52c0ea33b3037e6
2f f b3cf ae8f d20cc5f 3da8981aadl1e5900deb7ee8c

A 3. dleg
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Ci phersuite = sigma-proofs_Shakel28 BLS12381

Sessionld = 646¢6571

St atement = 02000000010000000100000000000000000000000300000001000000
000000000200000097f 1d3a73197d7942695638c4f a9ac0f c3688c4f 9774b905al4e
3a3f 171bac586c55e83f f 97alaef f b3af 00adb22c6bbb24cf f 92be94ce84df 8al8bd
8f 9c7e2f 271bc9091002f f 1196a7281283¢87b563d9c3cf 55173d30f 57cac60e7683
0Of e4b2f a861063d133109d361486d5105a7e9c676a7831f 8707b940cde05514al18ca
60f 09d5d253c4b7b1b4b349d8a8c108f 81eba50cd26d9e72c32af 73e57f 9f 201b76b
6c19061210eba4018d488830508¢c15d8862e09d24b19008a91c85d0aab2b

W tness = 054b258f 4428690087¢110387c5a27b3036847c4eb3021dacf 604bbb69
7ec4ab

Proof = 2a29d448b76a5511f 8ef 616b0f b548a237211e6c40404c9e7522ef 6d9b8f
9a3756f 6239886¢c671da3b45e5decad4b23ee37947b859ebec21e8b9d535b712abf 12
Bat chabl e Proof = 936241c2edl1da3b385294db75a499e96ff c71b5014a01db263
b993b718a901259f 0d97700216c683f d97edb99ecac9e8b6ed99af a6262bb161eeb5e
e7a9clac4d63adb6aa983af 069ee60b1c48927f 6e64a5609d4a982f 35c9cf 69aecc3d
8f 93992db48a698a9154b4f 7339af c9830f 258d923¢c9f 69683f 6d259dca5669e3e90
1b

A. 4. pedersen_comm t nent

Ci phersuite = sigma-proofs_ Shakel28 BLS12381

Sessionld = 706564657273656e5f 636f 6d6d69746d656e74

St at enent = 01000000020000000200000000000000000000000100000001000000
97f 1d3a73197d7942695638c4f a9ac0f c3688c4f 9774b905al14e3a3f 171bac586¢c55
e83f f 97alaef f b3af 00adb22c6bbb2f a861063d133109d361486d5105a7e9¢c676a78
31f 8707b940cde05514a18ca60f 09d5d253c4b7b1b4b349d8a8c108f b40c3e47aae4
5f a96715c¢58ddf 5715¢c96¢c0765d7f db919dc08c9f c0b3649b5054d71706a5bf 1980d
f 11e5e70390d20d6

W tness = 054b258f 4428690087¢110387c5a27b3036847c4eb3021dacf 604bbb69
7ec4a628b20b5b8bbc7e534ac549882000877da9b475¢cc0725b403998a139355ah8a
f6

Proof = 1152702d85alallb53dbbdcf 86f c27e31bf d1478d1192da60del113341cfc
357547dc2e89734b54c68845324f e71951a75f 73c4e31c7ea3136539e9292af d75d2
68551cec3d44ba6d02f a80f 6e88f e9aa59663d68985b41aaa63003221741af ed

Bat chabl e Proof = b277abf8285d0c764f 8b57cb326399bf 9bed4224d698832dd4
20d63080db3cea5d8e4b5f bd2417¢c88b76969b344c9af elb6151ch572ec64038634a
a6bb2977b86db6c7a01528051b8d18675b6488f b7010d06945f 6bbal103b427d25e63
6a041a4f 65ba6236e110b6c897730cbdof 1ald

A.5. pedersen_conmitnent dl eq
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Ci phersuite = sigma-proofs_Shakel28 BLS12381

Sessionld = 706564657273656e5f 636f 6d6d69746d656e745f 646¢c6571

St atement = 02000000020000000200000000000000000000000100000001000000
050000000200000000000000030000000100000004000000b2f a861063d133109d36
1486d5105a7e9c676a7831f 8707b940cde05514a18ca60f 09d5d253c4b7b1b4b349d
8a8c108f b24cf f 92be94ce84df 8al8bd8f 9c7e2f 271bc9091002ff 1196a7281283¢c8
7b563d9c3cf 55173d30f 57cac60e76830f e498be754a4ad6f 66dedcf ca7e23f 5d47f
4f 913da328c25dd4506ac0ae3744115b2b3f ca2dd3ef 851f aa74a4f dd82e947¢c8997
75bf 2f 7af 10a80c0ad6cd35a2646bc2e9¢8be292111073cc781d483e7eee325aba7b
e547ce566b071e5d463aca55b003bc4ef daf cb4717d5b0ea62db9380edb54c6dd905
788216b21d4f 3341dd82a038f e2d59bf calec4b8cf aB801a4d76db289a73c5a7406¢c2
7d17f 398edad6729f 29bal323b978b00e90abf 824e0134e0f 113ca9d04375df 36¢caf
d59d51aa5437

W tness = 33c24a45ec7c5d15db45372751862cbd11487a6acc8599e1d4b09d85a5
32262f 1baf f c5c29eef 8881343a7d0950alee46a39605e63f 7cebf Of b2420385527f
53

Proof = 65fe2c4f 0e97f 2034c874bc141950d5bb8c70ab2bcf 6d778aad6d5d5d8d6
3db1160571f 08blc51ba3f 83ca80d132a32db2ddab8a0ddd6dc7b6ed7d4574842917
70c7cbeb3670ee9a523a1d1844a7c0d49369b9be4f e79f 5e4b328f 31ceB85c5el

Bat chabl e Proof = 81c544e0ef 1984f 63alb0b51f 112d9f 51af 2bf 76d1b5ecf 32e
edaebablee9a97d63817756a61¢c3389331clcf 17ac7eb8823c7e780bad136e€99c825
a0992b6d34e2b0c79ea945af 382a5cde5596959df 8127f 58f 39a4f 1050a49aa94945
bb0c3e5b2a32a32f 07b8b5834a9bbce6050b38e7a972f e8be310e76a0d1a72227b49
522d41bae56c2b50e65d4bf af f 911f dalc40f 68f f 0df 313¢c4737155271839f 4997

A. 6. Dbbs_blind_comtnment_conputation
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Ci phersuite = sigma-proofs_Shakel28 BLS12381

Sessionld = 6262735f 626c696e645f 636f 6d6d69746d656e745f 636f 6d70757461
74696f 6e

St atenment = 01000000040000000400000000000000000000000100000001000000
02000000020000000300000003000000b2f a861063d133109d361486d5105a7e9¢c67
6a7831f 8707b940cde05514a18ca60f 09d5d253¢c4b7b1b4b349d8a8c108f b24cf f 92
be94ce84df 8a18bd8f 9c7e2f 271bc9091002f f 1196a7281283¢87b563d9c3cf 55173
d30f 57cac60e76830f e4899775bf 2f 7af 10a80cOad6cd35a2646bc2e9c8be2921110
73cc781d483e7eee325aba7be547ce566b071e5d463aca55b003bc4ef daf cb4717d5
b0ea62db9380edb54c6dd905788216b21d4f 3341dd82a038f e2d59bf calec4b8cf a8
01a4d76d8789e9517c935cc3f 345bec16df bdf 0777273de701583f 2098¢c3020al10ca
1f 3f 93c07f 45f d64bb932423317e5ale74e8

Wt ness = 479b2e7e7b15a1d4118e1c887f e73f c4c7938cdd7d88422302b2c61794
6b4bb633c24a45ec7¢5d15db45372751862cbhd11487a6acc8599e1d4b09d85a53226
2f 1baf f c5c29eef 8881343a7d0950alee46a39605e63f 7cebf Of b2420385527f 533b
7e5ed38f e5cebef 2dd67f b59e7739981a80aa62b7bclabf 6880346db4f 28de

Proof = 4bfb793c5b79281a5465ec59b8ba6f 33bebb7a015181ecc65672ead554c4
d1a52025f ca49f aed8cd469f 81dbc53a5de3cale3dd46f 95f ed9829f 8770e90e72f e
5a6b5e4b091c5285037b0b56d1d2e13f f 3511da0a3076066b5f a0456066287711bee
58aaed34ad00252e625479e314722b73c2c1645alf ea7bed0c96f 5ed89e95f 38b662
ef d67399b248d0759691b1466a804d22f 032ee08218196f 324b9913b

Bat chabl e Proof = b123897f 9f f 891e048b0c83eb3d3dc45b8el1d4c5a29941b3a4
727990ee1dd1028596f 66f b5ef 2934a7e6e083f 0dd15e90139c8bf 20adee43783325
c39a4516bc9aa2c418d9d0d75584b3695d5a9b0ab343ddc80038226d4d4a0ea8b064
2b55065b960c332af 80d3dd52780cf be3f 064264e72e633ef 92ed150c722d4af 80dd
34e268b56b6¢cc9caf 54c36b3bdecf 62bc831e62d2e3ec166aec3289ee605272df 2d1
69e69bba520326a082a299dca54110
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