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Abst ract
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PKCS-v1 5 encryption schenme, but provides an alternative depaddi ng
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i ncrease security of RSA inplenentations.
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1. Introduction

The PKCS #1 [ RFC8017] describes the RSA cryptosystem providing
gui dance on i npl enenting encryption schenes and si gnature schenes.

Unfortunately, straight-forward inplenmentation of the RSA encryption
schenes leave it vulnerable to side-channel attacks. Protections
agai nst them are not docunented in RFC 8017, and attacks are
mentioned only in passing.

2. Rationale

The RSAES- PKCS-v1_ 5 encryption schene is known to be probl ematic
since 1998, when Dani el Bl ei chenbacher published his attack

[ Bl ei chenbacher98]. Side-channel attacks agai nst public key

al gorithns, including RSA, are known to be possible since 1996 thanks
to work by Paul Kocher [Kocher96].

Despite those results, side-channel attacks agai nst RSA

i npl ementations have proliferated for the next 25 years. |I|ncluding
attacks agai nst sinple exponentiation inplenentations

[ DhenD8] [ Schi ndl er01], inplenentations that use the Chi nese Remai nder
Theorem opti ni sation [ Schindl er00][Brun ey03] [Aciicnmez05], and

i mpl ement ati ons that use either base or exponent blinding exclusively
[ Aci i cmez07] [ Acii cnez08] [ Schi ndl er14].

Simlarly, side-channel free handling of the errors fromthe RSAES
PKCS-v1_5 decryption operation is sonething that inplenmentations
struggle with [Bock18][ Kario023].

We provide general guidance to inplenmenters of the RSA cryptosystem
for protections agai nst side-channel attacks, irrespective of padding
schene used. W also call for conplete deprecation of the RSAES-
PKCS-v1 5 schene in any depl oynents or protocols. For |egacy use
cases that cannot rempve use of the RSAES-PKCS-v1l 5 schene we provide
gui dance how to inplerment it in a way that should be secure against
at least the sinmple timng side channel attacks.
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3.

Requi renment s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Not at i on

In this docunent we reuse the notation from RFC 8017, in addition, we
define the foll ow ng:

AL alternative nessage | ength, non-negative integer, 0 <= AL <= k -
11

AM alternative encoded nessage, an octet string

bb base blinding factor, a positive integer

bbl nv base un-blinding factor, a positive integer,
bblnv = bb”(-1) nod n

D octet string representation of d

DH an octet string of a SHA-256 hash of D

KDK an octet string containing a Key Derivation Key for a specific
ci phertext C

I length in octets of the nessage M

b i an exponent blinding factor for i-th prime, non-negative
i nt eger.

g_i a nmodulus blinding factor for the i-th prime, non-negative
i nt eger.

Si de channel attacks

Cryptographic inplenentations may provide a lot of indirect signals
to the attacker that includes information about the secret processed
data. Depending on type of information, those | eaks can be used to
decrypt data or retrieve private keys. Mst comon side-channels
that leak information about secret data are:

1. Different errors returned

2. Different processing tines of operations
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3. Different patterns of junmp instructions and nenory accesses

4., Use of hardware instructions that take different anpunt of tine
to execute dependi ng on operands or result

Sone of those | eaks nmay be detectable over the network, while others
may require closer access to the attacked system Wth closer
access, the attacker may be able to measure power usage,

el ectromagneti c emanati ons, or sounds and correlate themwth
specific bits of secret information

Recent research into network based side channel detection has shown
that even very snall side channels (of just few clock cycles) can be
reliably detected over the network. The detectability depends on the
sampl e size the attacker is able to collect, not on size of the side-
channel

6. GCeneral RSA operations

This section describes considerations for all paddi ng nodes that use
private key operation: signing, decryption, or decapsul ation

6.1. GCeneral recommendations

As a general rule, all operations that process secret information (be
it parts of the private key or parts of encrypted message) MJIST be
performed with code that doesn’t have secret data dependent branch
instructions, secret data dependent nenory accesses, Or uses non-
constant tine nachine instructions (which ones are those is
architecture dependant, but division is cononly non-constant tine).

Speci al care should be placed around the code that handles the
conversion of the numerical representation to the octet string
representation in RSA decryption operations.

Al'l operations that use private keys SHOULD additionally enpl oy both
base blindi ng and exponent blinding as protections agai nst | eaks
i nsi de nodul ar exponenti ati on code.

6.2. Side-channel free nodul ar exponenti ation
The underlyi ng nmodul ar exponenti ation al gorithm MJST be constant time
with regards to the exponent both for private key decryption and
signing using the private key.

For private key decryption the nodul ar exponentiation al gorithm MJST
be constant tinme with regards to the output of the exponentiation
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In case the Chinese renai nder theoremoptinisation is used the
modul ar exponentiation algorithmnust also be constant tine with
regards to the used noduli.

6.2.1. GCeneral recomendations

It’s especially inmportant to nmake sure that all values that are
secret to the attacker are stored in nenory buffers that have sizes
determ ned by the public nodul us.

For exanple, the private exponents should be stored in nmenory buffers
that have sizes determ ned by the public nodul us val ue, not the
nunerical values of the exponents thensel ves.

Simlarly, the size of the output buffer for rmultiplication should
al ways be equal to the sum of buffer sizes of nmultiplicands. The
out put size of the nodul ar reduction operation should simlarly be
equal to the size of the nodul us and not depend on bit size of the
out put .

6.2.2. Montgonery | adder

For the nodul ar exponentiation algorithmto be side-channel free
every step of the calculation MUST NOT depend on the bits of the
exponent. In particular, use of sinple square and nmultiply algorithm
will leak information about bits of the exponent through |ack of

mul tiplication operation in individual exponentiation steps.

The recomended wor karound against it, is the use of the Montgonery
| adder construction[ Mont gonmery87].

Wi | e that approach ensures that both the square and nultiply
operations are performed, the fact that the results of themare
placed in different nenory |ocations based on bits of the secret
exponent will provide enough information for an attacker to recover
the bits of the exponent. To counteract it, the inplementation
shoul d ensure that both nenory | ocations are accessed and updated on
every step.

Alternatively, it's possible to inplenent it using the square and
multiply always algorithm In such case, the inplenentation needs to
make sure that nenory |ocations of both the result of the squaring
operation and of the nultiplication are accessed when preparing the
variable for the next step of the algorithm irrespective of the
exponent bit.
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6.2.3. Montgonmery reduction in nultiplication

As nmultiplication operations quickly nmake the intermedi ate values in
nmodul ar exponentiation large, perform ng a nodul ar reduction after
every multiplication or squaring operation is a commobn optim sation

To further optim se the nodul ar reduction, the Montgonery nodul ar
multiplication is used for perform ng the conbined nmultiply-and-
reduce operation. The last step of that operation is conditional on
the value of the output. A side-channel free inplenmentation should
performthe subtraction in all cases and then copy the result or the
first operand of the subtraction based on sign of the result of the
subtraction in side-channel free manner.

6.3. Base blinding

As a protection against nultiple attacks, it’'s RECOMVENDED to perform
all operations involving the private key with the use of blinding
[ Kocher 96] .

It should be noted that for decryption operations the unblinding
operation MJST be perforned using side-channel free code that does
not |eak information about the result of this nultiplication and
reducti on nmodul o operation

To i npl erent base blinding, select a nunber bb uniformy at random
such that it is relatively prine to n and snmaller than n.

Conpute multiplicative inverse of bb nodulo n
bblnv = bb"(-1) nmod n

In the RSADP() operation, after performing step 1, multiply ¢ by bb
mod n. Use the result as new c for all the remaining operations.

Before returning the value min step 3, nmultiply it by bblnv nod n.

Note: multiplication by bblnv and reduction nodulo n MJST be
performed using side-channel free code with respect to value m

As calculating multiplicative inverse is expensive, inplenentations
MAY cal cul ate new val ues of bb and bblnv by squaring them

new bb = bb”2 nod n
new bblnv = bblnv”*2 nbod n

A given pair of blinding factors (bb, bblnv) MJST NOT be used for
nore than one RSADP() operation.
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Unl ess the multiplication (squaring) and reduction nodul o operations
are verified to be side-channel free, it’s RECOWENDED to generate
compl etely new blinding parameters every few hundred private key
operati ons.

6.4. Exponent blinding

To further protect against private key |leaks, it’'s RECOMVENDED to
performthe blinding of the used exponents [ Kocher96].

When perform ng the RSADP() operation, the blinding depends on the
formof the private key.

If the key is in the first form the pair (n, d), then the exponent d
shoul d be nodified by adding a multiple of Euler phi(n): m= c~(d +
b*phi(n)) nod n. Were b is a 64 bit |ong uniformrandom nunber.

A new value b MJST be sel ected for every RSADP() operation.

If the key is the second form the quintuple (p, q, dP, dQ qlnv)

wi th optional sequence of triplets (r_i, d_i, t_i), i =3, ..., u,
then each exponent used MUST be blinded individually.

1. The m1l

cMN(dP + b_1 * phi(p)) nod p

2. The m2

cMNdQ + b_2 * phi(q)) nod q

3. If u>2 thenmi =c~(d_i + b_i * phi(r_i)) nmod (r_i)

Were b 1, b 2, ..., b_i are all uniformy selected random nunbers at
| east 64 bits long (or at |least 2 machine word sizes, whichever is
greater).

As Eul er phi(p) for an argunent p that's a prine is equal p - 1, it’'s
sinmple to calculate in this case.

Note: the selection of randomb_i values, nultiplication of them by
the result of phi() function, and addition to the exponent MJST be
performed with side-channel free code

Use of smaller blinding factor is NOT RECOMMENDED, as val ues shorter
than 64 bits have been shown to still be vul nerable to side-channe
att acks[ Bauer 12] [ Schi ndl er 11] .

The b_1, b 2, ..., b_i factors MJST NOT be reused for multiple
RSADP() operations.
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6.5. Modul us blinding

To protect against private key |leaks, it’s RECOMVENDED to perform
bl i nding of the used nodul us values in the CRT inpl enentations.

When the key is in the first form the pair (n, d), then the used
nmodul us is public, thus no blinding is necessary.

If the key is in the second form the quintuple (p, q, dP, dQ qlnv)
with the optional sequence f triplets (r_i, di, t i), i =3, ..., u,
then each nodul us used MJUST be blinded individually.

1. The m1 = cAdP nod (g_1 * p)

2. The m2 = c*dQ nod (g_2 * q)

3. If u>2 thenmi =c~di nmod (g 3 * r_i)

Were g 1, g2, ..., gi are all uniformy selected random nunber at
| east 64 bits long (or at |east 2 machine word sizes, whichever is
greater).

Before step 3 of the original algorithm reduce the returned value m
nmod n.

7. Depaddi ng

In case of RSA-QAEP, the padding is self-verifying, thus the
depaddi ng operation needs to follow the standard algorithmto provide
a safe APl to users.

It MJUST ignore the value of the very fist octet of padding and
process the remaining bytes as if it was equal zero.

The RSAES-PKCS-v1l 5 encryption schene is considered deprecated, and
shoul d be used only to process |legacy data. It MJST NOT be used as
part of online protocols or APl endpoints.

For inplenmentations that can’t renove support for this paddi ng node
it’s RECOWENDED to inplenent an inplicit rejection mechani smthat
conpletely hides fromthe calling code whether the paddi ng check
failed or not. This nakes the code return errors for significantly
fewer anmount of ciphertexts, only ciphertexts that are publicly
invalid (nunerical value |arger than nodul us or wong nunmber of bytes
for the nodulus) will return errors fromthe decryption operation
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It should be noted that the algorithm MJST be inplenmented as stated,
otherw se in case of heterogeneous environments where two

i npl ement ati ons use the same key but inplement the inplicit rejection
differently, it may be possible for the attacker to conpare behavi our
bet ween the inplenentations to guess if the padding check failed or
not .

The basic idea of the inplicit rejection is to prepare a random but
determnistic nessage to be returned in case the standard RSAES- PKCS-
vl 5 paddi ng checks fail. To do that, use the private key and the
provi ded ci phertext to derive a static, but unknown to the attacker,
random value. It’s a conbination of the nmethod docunmented in the TLS
1.2 (RFC 5246[ RFC5246]) and the deterministic (EC)DSA signatures (RFC
6979 [ RFC6979]).

7.1. |RPRF

For the cal culation of the random nessage for inplicit rejection we
defi ne a Pseudo- Random Functi on (PRF) as foll ows:

| RPRF( KDK, |abel, length )

I nput :

KDK t he key derivation key

| abel a | abel making the output unique for a given KDK
I ength requested length of output in octets

Qut put: derived key, an octet string

St eps:

1. If KDKis not 32 octets long, or if length is |larger than 8192
return error and stop.

2. The returned value is created by concatenation of subsequent
calls to a SHA-256 HVMAC function with the KDK as the HMAC key and
followi ng octet string as the nessage:

Pi =1 || label || bitLength
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3. Wwere the | is an iterator value encoded as two octet long big
endi an integer, label is the passed in |label, and bitlLength is
the length tines 8 (to represent nunmber of bits of output)
encoded as two octet big endian integer. The iterator is
initialised to 0 on first call, and then increnented by 1 for
every subsequent HVAC call.

4. The HMAC is iterated until the concatenated output is shorter
than | ength

5. The output is the length | eft-nost octets of the concatenated
HVAC out put

7.2. Inplicit rejection

For inplenentations that cannot renove support for the RSAES-PKCS-

vl 5 encryption schene nor provide a usage-specific APl, it’'s
possible to inplenent an inplicit rejection algorithmas a protection
measure. It should be noted that inplementing it correctly is hard,

thus it’s RECOMMENDED i nstead to di sabl e support for RSAES-PKCS-vl1l 5
paddi ng i nst ead.

To inplenment inplicit rejection, the RSAES- PKCS1-V1l 5- DECRYPT from
section 7.2.2 of RFC 8017 needs to be inplemented as foll ows:

1. Length checking: If the length of the ciphertext Cis not k
octets (or if k < 11), output "decryption error” and stop

2. RSA decryption:

a. Convert the ciphertext Cto an integer ciphertext
representative c:

c =0821P (Q).

b. Apply the RSADP decryption primtive to the RSA private key K
and the ciphertext representative ¢ to produce an integer
nessage representative m

m = RSADP (K, c¢).

Not e: the RSADP MJST be constant-tinme with respect of nessage
m

I f RSADP outputs "ciphertext representative out of range”
(rmeaning that ¢ >= n), output "decryption error" and stop.
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c. Convert the nessage representative mto an encoded nessage EM
of length k octets:

EM = 1205P (m k).
Note: |20SP MUST be constant-time with respect of m
3. Derivation of alternative nessage
1. Derive the Key Derivation Key (KDK)

a. Convert the private exponent d to a string of length k
octets:

D = 1208P (d, k).

Not e: when the private key is provided with CRT
paraneters, the value d SHOULD NOT be reconputed but
rather used as-is, as there exist conflicting algorithms
that may result in nunerically different but equival ent
val ues of d.

b. Hash the private exponent using the SHA-256 al gorithm
DH = SHA256 (D).

Note: This val ue MAY be cached between the decryption
operations, but MJUST be considered private-key
equi val ent .

c. Use the DH as the SHA-256 HVAC key and the provided
ci phertext C as the nmessage. |If the ciphertext Cis not
k octets long, it MJIST be left padded with octets of
val ue zero.

KDK = HVAC (DH, C, SHA256).
2. Create the candidate | engths and the random nessage
a. Use the IRPRF with key KDK, "length" as six octet |abel
encoded with UTF-8, to generate 256 octet output.
Interpret this output as 128 two octet |ong big-endian
numbers.

CL = IRPRF (KDK, "length", 256).
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b. Use the IRPRF with key KDK, "nessage" as a seven octet
| abel encoded with UTF-8 to generate k octet |ong out put
to be used as the alternative message:

AM = | RPRF (KDK, "nessage", k).
3. Select the alternative length for the alternative nessage
Note: this must be performed in side-channel free way.

a. lterate over the 128 candidate CL | engths. For each zero
out high order bits so that they have the sanme bit length
as the maxi mum valid nmessage size (k - 11).

b. Select the last length that’s not |arger than k - 11, use
O if none are. Save it as AL.

EME- PKCS1-v1 5 decodi ng: Separate the encoded nessage EMinto an
octet string PS consisting of nonzero octets and a nessage M as

EM = 0x00 || 0x02 || PS || 0x00 || M

If the first octet of EM does not have hexadeci mal val ue 0x00, if
the second octet of EM does not have hexadeci nal val ue 0x02, if
there is no octet with hexadeci mal value 0x00 to separate PS from
M or if the length of PSis Iess than 8 octets, the check

vari abl e must renenber if any of those checks fail ed.

Irrespective of the check variable value, the code should al so
return length of nessage M L. |If there is no octet with
hexadeci mal val ue 0x00 to separate PS from M then L should equa
0.

Note: All those checks MUST be performed irrespective if previous
checks failed or not. A common technique for that is to have a
check variable that is ORed with the results of subsequent
checks.

Deci si on whi ch nessage to return: in case the check variable is
set, the code should return the |ast AL octets of AM in case the
check variable is unset the code should return the last L octets
of EM

Not e: The deci sion which length to use MIUST be performed in side-
channel free manner. VWhile the length of the returned nessage is
not considered sensitive, the read nmenory |location is. As such,

when returning nmessage M both EM and AM nenory | ocati ons MJST be
read.
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7.3. Security analysis

The reasons for this solution being secure and safe to deploy are
multi-layered, but they boil down to three things: the sizes of
returned nessages, the hiding of the padding check result, and the
determ ni smof the decryption

First, let’s consider an APl that requires that the decrypted
messages are keys of specific size, then an algorithmthat may return
various nessage |lengths nmay | ook as a problem But, if the calling
code cannot handl e unexpected | engths, then the attacker can sinply
exploit it by encrypting those sizes directly, they don't need to
resort to performing a Blei chenbacher attack. As such, the algorithm
doesn’t create any new attack vector.

Secondly, for protection against the Bl ei chenbacher attack we need to
hide the information if the decrypted plaintext (the result of

appl ying the RSADP() primtive) starts with specific bytes. The
classical oracle for that, is the use of the RSAES-PKCS-vl_5 padding
check: accepted ciphertexts definitely start with bytes 0x00 0x02

By maki ng the decryption call always return a nessage the attacker
can’t easily differentiate plaintexts starting with specific bytes
fromones that do not just by presence of an error in decryption

Thirdly, when perforning the actual Bl eichenbacher attack (when
generating ciphertexts according to the attack), the attacker doesn’t
know i f any particul ar ciphertext decrypts to a message or not. But
crucially, if the ciphertext, by chance, decrypts to a plaintext that
is correctly formatted accordi ng to RSAES- PKCS-v1l 5 paddi ng, then
that particular ciphertext will always decrypt to that nessage. |If
an i nplenmentation would return random nessages in case of padding
check failure, then further processing of them m ght reveal if those
messages are always the same or always different. For exanple, using
them as keys for AES-128-CBC with PKCS #7 padding will cause that
paddi ng check to randomy pass. By naking the returned nessage
unpredi ctabl e but determnistic, we renove the ability for the
attacker to tell if the paddi ng check passed or not.

8. Safe API

Any APl that returns an error in RSAES-PKCS-v1l 5 paddi ng check in
substantially different manner than a successful decryption (e.g.

rai sing an exception, returning a null pointer, returning a different
type of structure) is vulnerable to side-channel attacks. Performng
all actions in a way that doesn’'t |eak the status of the padding
check includes the APl provided to 3rd party code. |In particular, if
the RSA decryption inplenentation doesn’t inplenent inplicit
rejection, then all three pieces of information: the paddi ng check,
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the length of returned nmessage, and the value of the nmessage are
sensitive information, useful in nmounting an attack

9. Commmon Pitfalls

Wiile there are infinite ways to inplenment those al gorithns
incorrectly, few ideas to work-around side-channel attacks are often
repeated. We list few of them as exanpl es of approaches that don’t
wor k and thus MJST NOT be used.

9.1. Random del ays

Conmonl y proposed workaround for timng attacks is to add a random
del ay to processing of encrypted data. This is unlikely to be
successful, as the statistical nmethods used to detect presence of the
differences inherently filter out noise in neasurenents. For such
mtigation to be effective in practice (raise attacker’'s work factor
to gain neani ngful safety margin) it would need to be in the order of
at | east few seconds if not tens of seconds. Effective sizes and

di stributions of delays have not been subject of extensive study.

It should also be noted that such a delay would need to be applied in
addition to the regular mitigation (generate randomkey, use it in
case RSAES- PKCS-v1 5 padding checks). That is, it needs to be
inplemented in the calling code, not in the depaddi ng code.

At the same tinme, performng a sinple wait masks only the timng side
channel. It doesn’'t mtigate other side-channels, |ike ones that
depend on power usage or nmenory access pattern

9.2. Returning random val ue from API

A simpler variant of the proposed inplicit rejection algorithm where
the decryption APl returns a random nessage in case the paddi ng check
fails or the decrypted nessage has unexpected |length, as described in
[ RFC5246], isn't a universal mtigation

In case of a Bleichenbacher |ike attack, the attacker is trying to
differentiate two cl asses of ciphertexts: ones that decrypt to
message of specific size and ones that have invalid padding or
decrypt to a nessage of unexpected size. That translates to two kind
of values being returned to calling code: either the sanme nessage

al ways for every decryption, or a different nmessage for every
decrypti on.
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10.

11.

12.

13.

14.

14.

If that nessage is later used in any operation that is not side-
channel free (key derivation, symetric encryption paddi ng renoval,
message parsing), then the attacker will be able to observe two ki nds
of behaviour: consistent one for static nessages and erratic one for
random y generat ed nessages.

Use of such a nmessage as a key with bl ock cipher nodes that require
paddi ng, |ike AES-CBC with PKCS #7 padding, is particularly |eaky as
it has about 1 in 256 chance of successful decryption with random
key.

The sinple inplicit rejection with random nessage nay be inpl enented
safely in TLS 1.2 because both static nessages and randonly generated
messages are mxed together with the random nonce generated by the
server (the "random field in the ServerHell o nmessage), thus the
attacker is unable to differentiate if the randonmess originates in
the nonce or in the randoni sati on of the nessage.

Key generation
There exist multiple attacks against the generation of the paraneters
used in the RSA cryptosystem Those are considered to be outside the
scope of this docunent.

Deprecated Al gorithns
Current protocol deploynents MJST NOT use encryption wth RSAES- PKCS-
vl 5 padding. Support for RSAES-PKCS-vl 5 SHOULD be disabled in
default configuration of any inplenentation of RSA cryptosystem All
new protocols MJST NOT specify RSAES-PKCS-vl 5 as a valid encryption
paddi ng for RSA keys.

The RSAES- PKCS-v1_ 5 paddi ng MJUST NOT be supported in any part of
online (network-accessible) protocols or APl endpoints.

I ANA Consi derations
This meno i ncludes no request to | ANA
Security Considerations

Thi s whol e docunment specifies security considerations for RSA
i mpl ement ati ons.
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Appendi x B. Test Vectors
B.1. 2048 bit key
Test vectors with a RSA key with a 2048 bit nodul us.
[Note to RFC Editor: please renove this paragraph] For verification
of test vectors see: https://github.conltlsfuzzer/tlslite-
ng/ bl ob/ master/unit_tests/test_tlslite utils_rsakey. py#L1694
B.1.1. Private key

Private key to use for decryption of followi ng test data
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----- BEG N PRI VATE KEY--- - -

M | EvQ BADANBgkghki GCOWOBAQEFAASCBKcwggSj AgEAAol BAQDI zI OXFAMNpW q
| 2QPk9yJI 8Fj cpaPwbDG31ETwel O yHKi t | pf mMvVBkB@O5t j 15zsbel JXQAMh0e9r
YC1Oy M6NFBy Uk F60r TBnOaSSBI NLbn8nB0I +1 9/ 9Ezy| 1yE5ne+8f pbM3L1/ Og4f
6JJIxK/ t IKYFOURZNRAOf r Lei CPXqFI kQ di j 8t SXI CNgzLYyAk8NBxacGRj zFveU
sUQu9U71 dSKkwd 4+W ZgL/ 79knDB+gYGh/ 4hAl j j Ui 91 L4VKL1n/ ZJ+gvWKdD/ oY
E8Cr 9LVr 08LgVGXf +hRYkpKp2KIKOmMyn7gUQABLt j gt @QBg9W pApGYTOGK+RFUX28
r wy 04adpAgMBAAECggEAFFUBDg8t WHZj prmam xzNu/ Dt 2BAGRt AqA] Ki kI mBxK05
5VZZKXJu9l CMOnEV] vC2/ 3UdOdBlgLst LwYy EEQX BgP/ UNu9ez X+LJuxmnkehr 4k
wkkB4Cyot Yt 5Ghl (BzKqz79Rr bS8S2Ght +| oyqTVePcBY2AYyYKI k+R9OQB78p5M
m88s0Q j 2G M3weCeseZl p8j OdLBISK5aWhGKakzuq7CaBYI 6r hPTlI bORH6di Pua
&Zz3ECPg4l exREGzPI TTvE KgDHSYSYYEDp6Ck CEQmL3XYi QzWFuUf kDVI j 9bgnd
6P9t ZaT/ EYJUgHyf WNL7uouhUdyMaL40nJd61 EAEWQKBgQD49alr qC TG+pFmio/
bcBB0j SCQIW cel j 8x90hgKi Vj cbA Pt RZ7PI WnRZ7dFuBVI vk XZR1Gy7C2vJy
x/ i Bal LADRgl AXFj Tai Z15cyl vUbk3YwVI aWf f YwkpZSXwe/ NRVz7] +6G0r bTSX
KzMr2j A/ BinbTr alzAuzPndh3QKBgQDCei 47SakLI j MKEt x0K9+9+66N1t wDt hR6
771XVOPwWOt pNhi NQYbca/ Zyt LTQCXI ashr D3dD6z Xhr Lyi N4l UJEZbcG7SI XX cY
yMcLZWPgj 2t RD5Rb51 5aNr s8PJFzK1i d/ AXXLYCQVZRFK9ohNI ZH7 HKUPX GoRu Yv
rr6Q Taw QKBgHb+Ff GK4j nN8d9r RFykvGu5aNel whkzpPXc0oADPW SBi zAi nBy
BVH70L5GVHRDSt 1KZFY3VCnUWAD) KIWHvHIvekcaxe3b4GZX5HE] Lvr x78ONJ TAg1
nk6MLgWHL7I t Yi HOf g+1xVdf CC7I d2I 5gHGyu7Sj | j gVEcx S7ZUe QVRA0GBAI N
SLBVSZoQCcvHOpSzax/ 98gl ConNkBT6U3hoADckOBYf 34nJ290zf YI 112 MBew2
9AhNLAJ8Szi WO zup7Zc4t 28QenWHRWB4vV 3Af Z8xr Pz/ ¢ GGbkM2x2s3LoCRDsgL
Ct zCPQL7nmUEEhgKCSAdbTqf | bd/ PO LkUVYUcaKRA0GAZDv 3RkKf f YNmegZTAhNH
77/ AXNR+CCGp3r t g4z NsQBa2ens MeVY9+ks KTKCdFadf O98dMy8Kz Ve1AGhoJFL
Tj y7BKkhONBI gURae0Uy gLvpuoETgVNIhRMWKc VQEFWKBCEZ 9Et 8JE2sJb+RPFe4
k@5J9Ugl nNYOBP72hZ3PI 10=

————— END PRI VATE KEY-----

B.1.2. Vvalid
Hex encoded ci phertext:

8bf e264e85d3bdeaa6b8851b8e3b956ee3d226f d3f 69063a86880173a273d9f 2
83b2eebddled35f 7e02d91¢c571981b6737d5320bd8396b0f 3ad5b019daec1b0a
ab3cbbc026395f 4f d14f 13673f 2df c81f 9b660ec26ac381e6db3299b4e460b43
f ab9955df 2b3cf aa20e900e19¢c856238f d371899c2bf 2ce8c868b76754e5db3b
036533f d603746bel13c10d4e3e6022ebc905d20c2a7f 32b215a4cd53b3f 44cal
€327d2c2b651145821c08396¢c89071f 665349c25e44d2733cd9305985ceef 643
Oc3cf 57af 5f a224089221218f a34737c79c446d28a94c41c96e4e92ac53f bef 3
84dea8419ea089f 8784445a492¢c¢812eb0d409467f 75af d7d4d1078886205a066

ASCI | encoded decrypted nessage

| oremipsum dol or sit anmet
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B.1.3. Valid enpty
Hex encoded ci phertext:

443ad9c5f 00alf 4e9601717d274aacc93a824cb4d99b3c6a42e2b017e52e0184
43bd77d34a80703cd9bb6acf 523cd3b2cdlf ea31940a68f ba828836f 1c3ed2f ef
071e95e0922f f Of 47d0e81daccl3ecdeda3db6476f 41e5b3f 9ccf cf df 9155800
7b68f f bbe5e93bb088f 1e4f 0bb39bc7d8600b38930ecd00a341d8cc76955837¢e
fffOf 0797c4b46f b1b375bba49bcdc877f 39aaadb045c56b836072383eec6627
ae280ad4f 9a45d6e5b4cc7cf 61d42b194f f 0b9c9167¢c621e5380d8333e3b7f 20
c8d564c9ec6c2805f 77c0146adea2f 688a943b67ce8889f 4a6353e6396d551¢c3
6a6dbf 19359a825d14b69ccc4f d747cf 14alca8578d7f 0a67dc14b37f 5el7ca3

The result of decryption is a nessage of |ength O.
B.1.4. Valid with ciphertext starting with a zero byte
Hex encoded ci phertext:

00a2e8f 114ea8d05d12dc843e3cc3b2edc8229f f 2a028bda29ba9d55e3¢cd0291
1902f ef 1f 42a075bf 05e8016e8567213d6f 260f a49e360779dd81laeea3e04c2c
b567e0d72b98bf 754014561b7511e083d20e0bf b9cd23f 8a0d3c88900c49d2f ¢
d5843f f 0765607b2026f 28202a87aa94678aed22a0c20724541394cd8f 44e373
ebald2bae98f 516c1le2ba3d86852d064f 856bldaf 24795e767a2b90396e50743
e3150664af ab131f e40ead405dcf 572dd1079af 1d3f 0392ccadccalal2740dbb2
13b925ca2a06b1bc1383e83a658c82ba2e7427342379084d5f 66b544579f 0766
4cb26edd4f 10f d913f dbcOdeO5ef 887d4dleclac95652397ea7f d4e4759f da8b

ASCI | encoded nessage
| orem i psum

B.1.5. Invalid decrypting to enpty
Hex encoded ci phertext:
20aaa8adbbc593a924balc5¢c7990b5¢c2242ae4b99d0f e636al19a4cf 754edbcee
774e472f e028160ed42634f 8864900cb514006dab42caeb6ae8c7d087caebcf ab
dad1551301e130344989a1d462d4164505f 6393933450¢c67bc6d39d8f 5160907
cabc251b737925alcf 21e5¢c6aa5781b7769f 6a2a583d97cce008c0f 8b6add5f O
b2bd80bee60237aa39bb20719f e75749f 4bc4e42466ef 5a861ae3a92395¢c7d85
8d430bf e38040f 445ea93f a2958b503539800f f abcebf 8cf 51f a8171a91f 36¢b
A4f 4575e8de6b4d3f 096ee140b938f d2f 50eel13f 0d050222e2a72b0a3069f f 3a6
738e82c87090caa5aed4f che882c49646aa250b98f 12f 83c8d528113614a29e7

The result of decryption is a nessage of |ength O.
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B.1.6. Invalid decrypting to max size
Hex encoded ci phertext:

48cceabl10f 39a4db32f 60074f eead473cbcdb7accf 92e150417f 76b44756b190e
843e79ec12aa85083a21f 5437e7bad0a60482e601198f 9d86923239c8786ee72
8285af d0937f 7ddel12717f 28389843d7375912b07b991f 4f db0190f ced8ba665
314367e8c5f 9d2981d0f 5128f eeb46¢cb50f c237e64438a86df 198dd0209364ae
3a842d77532b66b7ef 263b83b1541ed671b120df d660462e2107ad4ee7b964e73
4a7bd68d90dda61770658a3c242948532da32648687e0318286473f 675b412d6
468f 013f 14d760a358df cad3cda2af eec5e268a37d250¢c37f 722f 468a70df d92
d7294c3cleele7f 8843b7d16f 9f 37ef 35748c3ae93aals5cdcdf eb4e78567303

Hex encoded decrypted nmessage:

22d850137b9eebe092b24f 602dc5bb7918c16bd89ddbf 20467b119d205f 9c2e4
bd7d2592cf 1€532106e0f 33557565923c73a02d4f 09c0c22bea89148183e6031
7f 7028b3aalf 261f 91¢979393101d7el15f 4067e63979b32751658ef 769610f €9
7cf9cef 3278b3117d384051¢c3b1d82¢c251¢c2305418c8f 6840530e631aad63e70
e20e025bcd8ef b54c92ec6d3b106a2f 8eb64eef f 7d38495b0f c50c97138af 4blc
Oa67alc4e27b077b8439332edf a8608df eae653cd6a628ac550395f 7e74390e4
2c11682234870925eeaalf a71b76cf 1f 2ee3bda69f 6717033f f 8b7c95c9799e7
a3beabe7e4alc359772f b6blc6e6c516661df e30c3

B.1.7. Invalid with null padded ci phertext

Ci phertext that decrypts to an invalid plaintext, with the ciphertext
starting with a zero byte

Hex encoded ci phertext:

006f 89db685c0a132700c6al7f 88a37a6635d0ab89de4c45dc09736¢c891casbf
3401ce34c6e5d51e94ed2f 518857ddc12d9f 9f 9e68e01cdc30d86ae5dd83988¢
Oc46a8e39daalb328a23def 551d67f a1964f b15242¢83ddd7dd5blaec720a391
d0b86¢cb16¢f 4d3c466850c3df 88a3ed85993900d1287a0c90c4b04d34ba29e59
967661f 3f 10e0c998f 64e14e777e8e81371ecab5318b4e0b53414292130c82147
7c51e2bf f 844836ab10df f 293d82e4f 40d345968ef 268c92ed0bc238f 31d50f 4
d3f 759¢23964923e135d15527556410f bd2c451d6a2aa852dc88b01139c6f dd8
26736d8cd3780601b2977b09c080bd8c0f a471606ad59f 053ad33d9eeb905f 20

Hex encoded decrypted nessage:
2b5dd72df 3cae37f laef
B.1.8. Invalid with second to |last |ength

The I ength of the synthetic nmessage cones fromsecond to | ast val ue
fromthe PRF output as the last value is too long for this key size.
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Hex encoded ci phertext:

1439e08c3f 84cla7f ec74ce07614b20e01f 6f a4e8c2abcef f dc3520d8889e5d9a
950c6425798f 85d4be38d300ea5695f 13ecd4cb389d1f f 5b82484b494d6280ab
7f a78e645933981cb934cce8bf cdl14ccOe68lleef a47aae20af 638alcd163d2
d3366186d0a07df 0c81f 6¢9f 3171cf 3561472e98a6006bf 75ddb457bed036dcc
€199369de7d94ef 2c68e8467ee0604eea2b3009479162a7891ba5c40cabl7f 49
elc438chb6eaeadf 76ce23cce0e483f f 0e96f a790ealsbbe67671814342d0a23f 4
a20262b6182e72f 3a67cd289711503c85516a9ed225422f 98b116f 1ab080a80a
bd6f 0216df 88d8cf d67¢c139243be8dd78502a7aaf 6bc99d7da71bcdf 627e7354

Hex encoded decrypted nessage:
0f 9b
B.1.9. Invalid first byte of padding

O herwise valid plaintext, but with first byte equal to 0x01l instead
of 0x00.

Hex encoded ci phertext:

9b2ec9c0c917c98f 1ad3d0119aec6be51lae3106e9af 1914d48600ab6a2c0c0c8
ae02a2dc3039906f f 3aac904af 32ec798f d65f 3adlaf a2e69400e7c1de81f 572
8f 3b3291f 38263bc7a90a0563e43ce7a0d4ee9c0d8a716621ca5d3d081188769
celbl3laf 7d35b13dea99153579¢c86db31f e07d5a2c14d621b77854e48a8df 41
b5798563af 489a291e417b6a334c63222627376118c02c53b6e86310f 728734f
f c86ef 9d7c8bf 56c0c841b24b82b59f 51aee4526balc4268506d301ed4ebc498c
6aebb6f d5258c876bf 900bac8ca4d309dd522f 6a6343599a8bc3760f 422¢c10c7
2d0ad527ced4af 1874124ace3d99bb74db8d69d2528db22¢c3a37644640f 95¢c05f
Hex encoded nessage:

alf 8c9255c35cf bad403ccc

B.1.10. Invalid second byte of padding

O herwi se valid plaintext, but with the second byte equal to 0x01
i nstead of 0x02.

Hex encoded ci phertext:
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782c2b59a21a511243820acedd567¢c136f 6d3090c115232a82a5ef b0b178285f
55b5ec2d2bac96bf 00d6592ea7cdc3341610c8f b07e527e5e2d20cf af 2c7f 23e
375431f 45e998929a02f 25f d95354¢c33838090bca838502259e92d86d568bc2c
db132f ab2a399593ca60a015dc2bblaf cd64f ef 8a3834e17e5358d822980dc44
6e845b3ab4702bleed1f e5db716d92348d5091c15d35a110555a35deb4650a5a
1d2c98025d42d4544f 8b32aabas5e02dc02deaed9a7313b73b49b0d4772a3768b
Oea0db5846ace6569cae677bf 67f bOacf 3c255dc01ec8400¢c963b6e€49b106772
8b4e563d7e1e1515664347b92eeb4db7ef b5452357a02f f f 7f cb7437abc2e579

Hex encoded decrypted nessage:
€6d700309caled62452254

B.1.11. Invalid with zero length PS
Hex encoded ci phertext:

0096136621f af 36d5290b16bd26295de27f 895d1f aa51c800daf ce73d001d607
96cd4e2ac3fa2162131d859cd9da5a0c8a42281d9a63e5f 353971b72e36b5722
edac444d77f 892a5443deb3dca49f a732f e855727196e23c26eeac55eeced826
7a209ebc0f 92f 4656d64a6¢13f 7f 7ce544ebebOf 668f e3a6¢0f 189ed4bcd5eal2
b73cf 63e0c8350ee130dd62f 01e5¢c97alel3f 52f de96a9albc9936¢ce734f dd61
f27b18216f 1d6de87f 49cf 4f 2ea821f b8ef d1f 92cdad529baf 7e31af f 9bf f 407
4f 2cad2b4243dd15a711adcf 7de900851f bd6bcb53dac399d7¢880531d06f 25f
7002elaaf 1722765865d2¢c2b902c7736acd27bc6cbd3e38b560e2eecf 7d4b576

Hex encoded decrypted nessage:
ba27b1842e7c21cOe7ef 6a

B.1.12. Invalid with null byte at the eight byte of padding
This creates a plaintext with PS of 7 bytes
Hex encoded ci phertext:
a7a340675a82c30e22219a55bc07cdf 36d47d01834¢1834f 917f 18b517419ce9
de2a96460e745024436470ed85€94297b283537d52189c406a3f 533ch405cc6a
9dba46b482ce98b6e3dd52d8f ce2237425617e38c11f bc46b61897ef 200d01e4
f 25f 5f 6¢4c5b38cd0de38bal1908b86595a8036a08a42a3d05b79600a97ac18b
a368a08d6cf 6cch624f 6e8002af c75599f badde3d4f 3ba7d208391ebe8d21f 82
82b18e2c10869eb2702e68f 9176b42b0ddc9d763f Oc86balf f 92c957aaeab76d
9ab8da52ea297ec11d92d770146f aalb300e0f 91ef 969b53e7d2907f f c984e9a
9¢9d11f b7d6cba91972059b46506b035ef ec6575¢c46d7114a6b935864858445f
Hex encoded decrypted nessage:

63chObf 65f c8255dd29e17
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B.1.13. Invalid with padding separator m ssing
Hex encoded ci phertext:
3d1b97e7aa34eaf 1f 4f c171ceblildcf f f d9a46a5b6961205b10b302818c1f cc9
f 4ec78bf 18ealcee7e9f ab5b16f b4c611463b368b3312acllcf 9c06b7cf 72b54e
284848a508d3f 02328¢c62¢2999d0f b60929f 81783c7a256891bc2f f 4d91df 2af
96a24f c5701a1823af 939ce6dbdc510608e3d41eecl172ad2d51b9f c61b4217c9
23cadcf 5bac321355ef 8be5e5f 090cdc2bd0c697d9058247db3ad613f dce87d2
955a6d1c948a5160f 93da21f 731d74137f 5d1f 53a1923adb513d2e6e1589d44c
c079f 4c6ddd471d38ac82d20d8b1d21f 8d65f 3b6907086809f 4123e08d86f b38
729585de026a485d8f 0e703f d4772f 6668f ebf 67df 947b82195f a3867e3a3065
Hex encoded decrypted nmessage:
6f 09a0b62699337c497b0b

B.2. 2049 bit key
Test vectors that use an uncommon nodul us size: 2049 bits.

B.2.1. Private key

Private key to use for decryption of followi ng test data
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----- BEG N PRI VATE KEY--- - -

M | Evwi BADANBgk ghki GOWOBAQEFAASCBKkwggSlI AgEAAol BAQFV+I | Vahd18cen
eCGEYv( J6Ybt 5WZ8qzmAQSTpDr pilwds| CGsPkQ7upTcl 1YPdeOoFpG pDvcdCbhY
xOr +aWhd4P51f 25Ju57UR+YCQAMgA27BMBY Ln+l ehj TOPt mAnz bRn5wz AQCF TZ+9A
PHvx499i R AJRj HyHq/ S+1vJFf 8EN5r NERL3Ms COZgf BeNOKI PUu2l Cf L5wEBdUQ
aegMz 5QVWNBHBGIQXDz 1Qeol | 9/ J9ADOyy P/ HUzct n2kzr xdMKA7 Zb UZWVXM? | /
j N3T+SvDoD60V2xBf yQAe 15PAQEQM RNGS r ¢ 3/ r f mM\HOuwWWIGZ8/ haz9kf epoJ S5
04P1BJCXAgMBAAECggEBARNCs/ UKet YVInnX/ 1EIVWKwt j KbwAoWS8zLVWWZz YXi o
5n8X5wXOVA4+h1Ry UQBgE/ | 00KPbSe80TKW aj TARQCEOOQ 4M4j ppQ W/ vt vJu
EG7v9kz!| uddELKk2k6MQCOr r Nl hZoi | PoSN7wvIl YzLn2B4sFg72NcxSi qe+VeYz
pyPbweFr op5Sspr vL55WP3AZnmuw/ CVKy+gOY4dPD18CB4Lj ydz8JSDQycSnt j Tk
UD+7ST4ar +6z+1 vXoTOYcl 2ub+Qz53XNXUzwn8g4NHx MiNgx pl g8zm FE2Fa+gEK
YzaCbXt 530Fmgx YnOe9RVWK QC7h4GAcW WBc d8OMB4ECG YEBI PaTYPAeGNm 3i | S
U9JSwx5Eds6l / 3v4QT33/ eNWJ zcl 2gF+E/ A3ex3Df Bs7QZcgRNI dUsOavFpdWh3
/ Ts9VoaCyHh9CzFMIgxnll 6BMz L YqCDwWPh2XFr UDVgB+bvc4l J+1+ QCVsKct M
q9H56b7f wobJZVI | Xaf qsZl Xj vcCgYEA3sf PEdr eg6 TEPS+AGX8h/ V1GE VeOM RP
6B0od439qCR/ 8BGTt | x3I Ul g1r ebMX1ZvOWhQCos2eYyS5ul / Uu+QF pvVn40G+vFMVB
@Yl +76r Hzt 7P5L/ sngebvWhhKj C1498LYnqqi TSzt vQZoHP5I w2x7+j XboTUW i

LvXC6RTJg2ECgYASCT86¢8rt 2Q@gowTkVAL4casyyM VsJr 0Y6O+@BDy 1VhKnr ur
af 2wVepE+YQGXQRNGECK | Yi GYA43FVRsi wuFr SbTj LQMN 1LQF 51 Ef ZHwh/ Gd00A4
2y6Tj pet BTpx++1ndeHchxj | Tnyvf mvVG Zy63cf nZchYni yY39w yk7KgQKBgQCM
znmEOec+WCPf 3bCRc+Ru0Il dYeneZl hJBUt NObQxbz+YFCDcCVelL95Fv5Gkc+unmiTm
NAUGAYNFI / Jdd7ZqZvw+5ZQp8Y3gXf Y+1f f f 650gunm vvVZ/ 7Ds| Nt yX2/ 26r uj

1JVHWMVp08D4B7B5J DRCaoKeUe4 1L Mo KPA8b X0 YXQRKBgQD5! ZsOxLyozki | eBsx
senml2K310NPj 7VReg2f T+FRopkQyul cwiNe+l HCvNAAOYCE ks QNh4N7XE+az0i za4
3FA | W&kVI | 0At Ho+j r zZAOVMKbY+bO4GE nBnizvCSl YKgPh9FTneJ+weBpNb7t Sbhv
i BYh/ R6sOhRmbM3Zi u0Q@OQdveQ==

————— END PRI VATE KEY-----

B.2.2. Vvalid
Hex encoded ci phertext:

013300edbf 0bb3571e59889f 7ed76970bf 6d57e1c89bbb6d1c3991d9df 8e65ed
54pb556d928da7d768f acbh395bbcc81e9f 8573b45cf 8195dbd85d83a59281cddf
4163aec11b53b4140053e3bd109f 787a7c3cec31d535af 1f 50e0598d85d96d91
ea01913d07097d25af 99c67464ebf 2bb396f b28a9233e56f 31f 7e105d71a23e9
ef 3b736d1e80e713d1691713df 97334779552f c94b40dd733¢c7251bc522b673d
3ec9354af 3dd4ad44f a71c0662213a57adald75149697d0eb55¢c053aaed5f f dO
b815832f 454179519d3736f b4f af 808416071db0d0f 801aca8548311ee708c13
1f 4be658b15f 6b54256872c2903ac708bd43b017b073b5707bc84c2cd9da70e9
67

ASCI | encoded decrypted nessage

| orem i psum
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B.2.3. Valid enpty
Hex encoded ci phertext:

00cc52e83755a4526f ea5e62450450638430a84a5878f d12c2a571f 33¢55729¢
f ab6e35c2e1703c452cf f65731249460919aeb1b40084bdef 573407851e48b3c
72923e48d5c4f 3e80990c462bc291a3e635515636ab9ebeb317ca0d75b04b80c
17e2f 4851f 8929f 72c9beadec4abalf bc5155837813567062d6b4b2a6b6e40be
545d25da39b08c52f 3543e2f 2cdf a314832dcbf 475f cbb8d3565a64bb09b55f 9
22e6ec6cd8bb5203alle2f aOc1b383674c4f Ob63acd78f 3690e3al6adlb71f 6¢
f e48c56533e2ae42b1393b2d156¢c2323272490a574ce4f 14055249b6a34c3e08
d4a417039450910ec34bd5f 08eb06078f 51bdd6e50334ee64c9695a5bde52938
e3

The result of decryption is a nessage of |ength O.
B.2.4. Valid with ciphertext starting with a zero byte
Hex encoded ci phertext:

0002aadf 846a329f adc6760980303dbd87bf adf a78c2015ce4d6c5782f d9d3f 1
078bd3c0a2c5bf bdd1c024552e5054d98b5bcdc94e476dd280e64d6500893265
42ce7c61d4f 1ab40004c2e6a88a883613568556a10f 3f 9edeab67ae8dddcle6bb
0831¢c2793d2715de943f 7ce34c5c05d1b09f 14431f de566d17e76c9f eee90d86
a2c158616ec81dda0c642f 58c0ba8f a4495843124a7235d46f b4069715a51bf 7
10f d024259131ba94da73597ace494856c94e7a3ec261545793b0990279b15f a
91c7f d13dbf b1df 2f 221dab9f a9f 7c1d21e48aa49f 6aaecbabf 5ee76dc6c2af 2
317f f b4e303115386a97f 8729af c3d0c89419669235f 1a3a69570e0836¢c79f cl
62

ASCI | encoded nessage
| orem i psum

B.2.5. Invalid decrypting to enpty
Hex encoded ci phertext:

0128alf 7837e53b21ee37f 0b4d08c76180305d5d854albcf 3885471610646795
f 1e4c85ce7f ceOf 71ac3504598af df c26792dea8ac55c7dal0f 96d26236ae652
b282459d679ec84847d523f 07213e81d1c713f b159eded43112eab68b610e3f 8
71d9c0009f de783ad7bcdcab5568f 7a86a716be6b96219¢34b061f 68718abad7c
947ed107097dc68341b865d73f 2e857a345f 5¢f 05¢53bb2899d2895565009125
c7b5f e1c35a73c03bb0f 59e7f af 381c784988bb71194307ee9a8ac122990f abb
5cclf d877aaa79039ac163d084c7eel642aaf 05bef b9d7ed0e29558f 11f 0708c
8e83f 804f 92f d41310a6f d21d91c3ceb88ceeel3e424a3f cddas7f e3abb8b7bae
7d
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The result of decryption is a nessage of length O.
B.2.6. Invalid decrypting to max size
Hex encoded ci phertext:

013a60aa202dedad2d9e78c0c99077cccl17b7d0533aeaf 184dcb8c9a81caddeb
715ada598d59b926606dch005935421f 6ebf d32e62802f Oe2de8df 08f 1ae00e4
aced6ebf 361a38df 817¢892309bd07c92c4f 2f 7be89f 286f 99711372e3dd959c¢
cb0a150b28578f 29040b39ecf 989¢c26eb77a3480c2d4d363b9563a70f 0a0789c¢
c4300af 1e600de39dae4a49335d35ac0156f 5395ebebf 35531¢c819¢c9cf 498a97
e67ee2299d84564444f 7Tbcd51f 9f 08d6bac0872439ad57eb9a8134dc665addlf
813d5031484c¢905a433¢c115bf 889dc46ac672a8898f e235bf 463b1b46345299b
6f 100b48f a954f c262ce58e83f 95955b321c1e86bbf e398b588dd5¢c75¢c2¢c6853
2b

Hex encoded decrypted nessage:

5¢5345594cec69769af 002af 6513415a0848a4d45601c44b9e84bh6e0ad42c1356
cf c20604df 8d334de53f af c6de2125f 2eae2ec9864b0b0d03ef 1539017ecf 312
460cbb3c7c49f el24cf 1becceB8903f 227ec85daaae73f e256acdf 39f 47b46c14
f bd289d7f 9b9e22ee0e7c5d77cbbf 22a2f 9f bf 4e26¢c5999a7b8335f 6478912ed
f b77a373a82dabbc8233e585ea5ddf ef 3d0d872a4a007018005014a887349595
1210a4b90209b8286466030e56b1050ed600c777b4dbdb64f 86516ef 269a3ba7
7285f 9be9af ebcaad35226f 7b3296932baf 8dbf ea3d77eb6520da203f f c06722
32761e2a8a05186181b8dd1f 77f 069f 7af 8del18aal8

B.2.7. Invalid with null padded ci phertext

Ci phertext that decrypts to an invalid plaintext, with the ciphertext
starting with a zero byte

Hex encoded ci phertext:

000a56¢f d7abf 21e2c65a28b8145f ee663818b6cd218601e9e62bed7de5ac74c
eb07b435b305¢c99e3e286152036086b4a13eb26164f 6f 4bf 79ac7d6c3f bcdcd7
4c6dc324c04949a0c88chf 616626cb171a4e333a0e124524b44f 78e2d8100¢c03
€231791523b7d76db2d464e6b5e64244e04ad21128a5f eb56092b4ceda35ebf b
84f 7f af a8e1¢c098d9923d66e541b36307574db8912630f cf 734af 7bcd4118f 1f
700804c¢5001a5950780188f ¢7862384f b3f c0708eaf 3cb2b119177bb6928758f
a75e644d258ac02748dcae7a78ec6c8679598f a9deee4663f 1lef e27ef e8bd155
72f f 40676b95469aaa42eab4226d86c1160343255ccedf b7728f 7349da27ed09
6b

Hex encoded decrypted nessage:

f c874af 235e261083c2c
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B.2.8. Invalid with second to last |length

The I ength of the synthetic nmessage cones from second to | ast val ue
fromthe PRF output as the last value is too long for this key size.

Hex encoded ci phertext:

011644d88f 2955389b6d215f c3acd733265d82348f a15178d99e38f d2842030d
4e31d1ab15b0f 00a80addl1a9bf el12f 9c42e827¢c487193¢c360dc5888c8c42d54
59b1f 2¢1952dca679ded08f 190b6a78bbb6ea00438ebb8b03dc56e45ch36bee4
9a385c71f bf 9bbcceda7b130ad6cee2106ef f 34dd224f ba8e9990edf 893ae52b
0910cdadf 44bf 29812a98bb9dc1638815112950bb9e7badl11c610d6406dd2d1c
36cddd639e024205ala2bd82ec97059ef 61b5226e3246ca672962194d1222cc0
32003f e34bf 5ca0227f 1¢86439dcf ba5203cf 57099884276b0f bbf 9b9cec9339
2673d8290ala3452f 3791c3881c9bebaleef 23841a8a5f de255cbbd3c4f c3382
7c

Hex encoded decrypted nessage:

9b9b496e44544456e70d9be86bd398dae00c7c05d6ea76c45d12f 050blc61c21
9b2f e47749451e44d96d11916f 6ec4cf 9eeab7ch

B.2.9. Invalid first byte of padding

O herwise valid plaintext, but with first byte equal to 0x01l instead
of 0x00.

Hex encoded ci phertext:

002c9ddc36badcf 0038692b2d3alc61a4bb3786a97ce2e46a3ba74d03158aeef
456ce0f 4db04dda3f e062268a1711250a18¢c69778a6280d88e133a16254e1f Oe
30ce8dac9b57d2e39a2f 7d7be3eed4e08aec2f dbe8dadad7f dbf 442a29a8f b408
57407bf 6be35596b8eef b5¢c2b3f 580894452c2dc54a6123ala38d642e2375174
6597e08d71ac92704adc17803b19e131b4d1927881f 43b0200e6f 95658f 559f 9
12c889b4cd51862784364896cd6e8618f 485a992f 82997ad6a0917e32ae5872e
af 850092b2d6¢782ad35f 487b79682333¢c1750c685d7d32ab3e1538f 31dcaabe
7d5d2825875242¢83947308dcf 63ba4bf f f 20334c9¢140¢837dbdbae7a8dee72
ff

Hex encoded nessage:
f 6d0f 5b78082f e61c04674
B.2.10. Invalid second byte of padding

O herwise valid plaintext, but with the second byte equal to 0x01
i nstead of 0x02.
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Hex encoded ci phertext:

00c5d77826c1ab7a34d6390f 9d342d5dbe848942e2618287952ba0350d7de672
6112e9cebc391a0f ae1839e2bf 168229e3e0d71d4161801509f 1f 28f 6e1487ca
52df 05¢c466b6b0a6f bbe57a3268a970610ecObeac39ecOf a67babcelef 2a86bf
77466dc127d7d0d2962¢c20e66593126f 276863cd38dc6351428f 884c1384f 67¢C
ad0aOf f dbc2af 16711f b68dc559b96b37b4f 04cd133f f c7d79c43c42cad4948f a
895bh9daebh853150c8a5169849b730cc77d68b0217d6c0e3dbf 38d751a1998186
633418367e7576530566c23d6d4e0da9b038d0bb5169¢ce40133ea076472d0550
01f 0135645940f d0O8ead4269af 2604c8b1ba225053d6db9ab43577689401bdcO
f3

Hex encoded decrypted nessage:
1lab287f cef 3f f 17067914d

B.2.11. Invalid with zero length PS
Hex encoded ci phertext:
0l1le24da411e182d85e7c350a7dbf f 898c3el7beel573f e3d0c0d3be53a384a6
5d597d52247e56d10b01cf 1a51533e47c37f 38bc62490e449b5f 4eal35aec422a
63142c95da26e800e14504ce704edc7e38f aaf f 697b74814c14d19f 7f 6f 4d942
c1ldb61eca70266748ed83195bf f a2eb85f 49047a7bc7aae7f 927f f 445f 15136b
28b4cad396312ae09a62ef 894688ad50bc53d6977236b76d30c9bb2dacd0d583
00f 2b3dc69a7c¢3212c6dcf 6db583c59d94e7550ecc871991139259a9a0014516
35c777c7ac46dbl113a2460f 157f 9f 830c186f 0a0c47ca3012¢c8d309bea899852
f ebe76b87874292b8230be9de5c88f b94a0f 19b2df 71calef eb5f 772b2d9b380
16
Hex encoded decrypted nessage:
5659f 49338cf cd423df cce

B.2.12. Invalid with null byte at the ei ght byte of padding
This creates a plaintext with PS of 7 bytes

Hex encoded ci phertext:
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014b47d00714b92e98eacd73b07816ef 530f 8355f ca68deb6ba56828af ab9d43b
96f ch11bee0e900e966a51705b95e82599f 3df 202d51d520c96adf 32e1c0758a
7e0a8694699af 8cf d9ed2850678f 70e952f 029a4b461ac8a8e049ef 9f f c483eb
dc9a525bae3ddf 8d69f 8f 711d30135f d9cce0c3d09d1a75¢c5b837d9f 0d86827a
5f 9edccd56af 835572ba099a44a69277f 31999753¢cd9887f e46ae7c7eb98d589
4692847179dac0ba305ed584f 2887f 7a6e88c843e6f 0d4e99f f dcf 512661983
01dab2bcb7b07944207c71a89f 1449f 3690cf 09b9f 15a5588a2c16d18ef 43787
6285e9d04f dO1f f 30dea46a3eb17151e63b784548f 1c65eeb08bec9901b93534
32

Hex encoded decrypted nessage:
€917a56bd800b8d9578657

B.2.13. Invalid with padding separator m ssing
Hex encoded ci phertext:
01541f 0012b2df d2d2b91cd22570dd577af 0d27c29baadd7a3cec2ddf 8cdb957
257d8d436455d331e35730d1df 7058cbb01649beb236154858843e2el4ae54f d
53496883163b8ch30f ea540778726453204a846b04535878bebe9e60f 8783b77
ebdf d4d346cd688aa2ee9eOba9ac2bf d16005de994ead4a9c40adbaf cf 79dac48
59480a8e6e6849077b07f 5e3dce8b97f 678f c4blda7e72004cf ae36f 01cbh23f 6
9180a46e3b9488f 3b595e83510c9¢c4b298c953971d82610562976271e756f 97e
f317b440271be9847178a482098447516ea29bd599592dbf 22e35¢c91f 8e2155b
d2f 6289bac31c4c608b80bc208608al7cca5f 7cff 774549782882cf 72baf Of eb
2f
Hex encoded decrypted nessage:
a4e88815652839f 2482a8f

B.3. 3072 bit key
Test vectors that use a key with a 3072 bit nodul us

B.3.1. Private key

Private key to use for decryption of follow ng test data
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----- BEG N PRI VATE KEY--- - -

M | G gl BADANBgk ghki GOwWOBAQEFAASCBuUgwggbk AgEAAoI BgQCv1xyqglenluMoD
Zwe KR/ &df mau3hi | snQF s8 TTNDRWBpKi 2Qnval j sYCT 2uTr yWO50MDWWGvz U7b7E
MxHAY N2/ AN2744bTO400 r OSThcSIhxuFl 3s0znR62P2wx OTR2geq3wc 4 XFy HVs
y31laSelLl DI g8f Xr BDt anTZr JDf k SmQWhf Uol chD8elLb@Sx65aUgsEabut 5xBbFv
PyVPAXFSi y8XFquBbW KBye96pgFky! zDr j DPOcdYd1Kws2JWAHr BOSTW AOcPg
Wkwbx/ Ht L8g+Vxnt/ | kl sQCHAN+91 9L CChRhnHFHy Pvvyj nBJWi pol 1M f i NNaO
r noNn68BRXpUj e AXOWIWAI KISWHBj t MM | eEAbaLr Et NONol JXB8gl +QHNTxes+
TKHE] P+BokA0Ugg64Aa9PA | sS5zppTH8+KVNN/ 1yQ i 27s1 BCN9v39dt SuA7p+
pZj csCSi gl SVhyhvTX8l bCheXr Vnmk2swf kJVKknBLI +gc q6wA3k CAWMEAAQKCAYA!

F+r LOv70v/ r mA5j f nvel 0gFUQDNo2OFYQ L1nuCf eRl 70u8ent 2vh4b2t BJOROBe
MEKY Hy9Qt 6pzdxaAw7vLbClaXV/ 2t WeHHBI CoKM7CvFl 0+1sJJ3HeD5r x1i sN+ZX
LTP+M B47ZUmJPLr | gSQLVMaURORGIES T8k Chddzf v7Gh QA hcJO2nNPNuJX2VD
Lgl ZX5BRHHMRt YpoXaz/ La9MXpLl ZbFmAIYOUSUgqmNMCNX/ EZzr f NaSy/ kgBnr 6
ZYCF Zr 5SwbaJoEKx5DbFW U mi | gby YSRV/ TaST86ZLD&EARNgMIEH+ENs4pFgt Fi 4
+f EIX96xkmVAT/ U4dVe8Tx COA030QXA7r Swedpwj hT62MKNt EGHdRuKnu6900pf w
syw29QwaNy Le86 QU2RmuB4vwn Xl ezeXl a4l C+XQCh3X8Vung3Wjl 8uf LeBSmivks
ZSB8pFvTcYi Ae0/ NseYN2OWMIVK| 7f vgLb91Ej zI 0Go2YCF 4WOv PeRbr CS| gEHI EC
gcEASKPYMNc+i zHGguJ0/ 8n9Eqwx PS3QUT1QVW2360di / qGT57t UC5Sp S| 3ddCr P
c/ Xeucr j @1 6xWC7J5T9aCYf ggP1lcZKCKE9GHqzuLOf goAl 6p8j bqo9M G Jpk SoH
gnFPgTt J6sQ@62z3nNKFf W 9/ Yws FDXoQ xwn5BI 5UKhl 8SFQ 6yuF6t D15kqnmPQ7 A
FSs/ hWEt 3Ka/ 3qvzF11zf UBWPg4GLZHLAoi ACC/ p+PCRvb3aMATr HOWVpEOr Aor p
zeQpAoHBAMIhz Q7 PQohhXh94n6f el v1Q KOKOawpUCEWWDhal ECaKAX| OKL+7 QWU
SQJul t Zwk6cf ncdOvRq8DpzoPW LAnar HI Wsc03Yv5x0zH svXM HXX4i e9GCkgZ
ul 4bAd4j M VRgbdvgW/EkxnKYGBAyv2KkzVURW8I O3Ub1bXKl 64r Cop3+3wXTI Ls
Ahhl YNXi e/ GKJj zCEt nMZr AdHaJnPyl 9TBvt RFt O F2wYTbsqr 2Cy 1TQ MQmdTW
Cgl nv+ADUQKBWEDz Dk HpkznFXQF nPgc/ AQYi Bi bD8e5yBXWFTx 7F+6gr z DFCOVAJ
bgHTI kqSsr XVPXz310Ybt VhG OPi Pg4s7j xn1Xx6yx4l dt zVBR7O +/ KYY5yL3z]

G Ve20BDOT| j 6WZAknHf dV5k A 7Z4uhy9Ud10SZzW641 YWrEN ct 4Jwbr 1ycqt e
ysut nwW P/ +Ddpr OHSWWLNEZ5YdYnEhJU3ZzU2v0g3/ nuL8apVNz O2NOI Bx0zt Ov
ynECDs 696G EaQKBWQC5i EWUGE6XKIJpN9/ / dnBkpg4nj ns+QQUagP/ Z6t yf 5GW

1 JgZygASCchhUQaVbCt | f 5vQ@VUNWRCWP062) wl4T9GTCpf yEUKOLSOTOEWIXYKP
Jf LeP/ OgdEXTKEI / Uo25JwWEFnz 1 Xy CKTE q6QFYKTc9ht 5PJI cpEFsHy +YKsx+Ez
3qNoEhCxA7UIXxmdVx4QG X9uewAj BpERUz Gt DwuYbt A7HINTHUWY X QA r OKXBXWL T
38nmDExk+H6HA2/ qO LECgcEA4SpCAUB9J 1HIr r Gssf nnr zTc1EUxgadql 9t UkvPC
| p9uUMBKKi MZA5L8vHGoj NdxeVhXg6xK/ FOgbuzZx MAVGLTEol r 63yp5BC r 92wy m
I eWKACUdHI GWhWAV mJUp GkdQYuxq9T9PUgea2Br Fnj f Z1e9wCHX6d0I dUHBs dMA X
hyi cD6D5Synht | JJaf ndTi gi LO9JVKkbt | Z7QaeB3Ef 1Sx2pu/ NyKnUQp4dFNnscg
Ri YH7HQ pEgHd3Bk2J0r dOQX

————— END PRI VATE KEY-----

B.3.2. Vvalid

Hex encoded ci phertext:
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6c60845a854b4571f 678941ae35a2ac03f 67c21e21146f 9dblf 2306be9f 13645
3b86ad55647d4f 7b5c9e62197aaf f 0cOe40a3b54c4cdelde774b1c5959b6¢c2a2
302896f f aelf 73b00b862a20f f 4304f eO6¢cea7f f 30ecb3773ca9af 27a0b54547
350d7c07df b0a39629c7e71e83f c5af 9b2adbaf 898e037f 1de696a3f 328cf 45a
f 7ec9af f 7173854087f b8f bf 34be981lef bd8493f 9438d1b2ba2a86af 082662aa
46ae9adf bec51e5f 3d9550a4dd1dcb7c8969¢c9587a6edc82a8cabbc785¢c40d9of
bd12064559f b769450ac3e47e87bc046148130d7eaa843e4b3ccef 3675d06305
00803ch7f f ee3882378c1a404e850c3e20707bb745e42bh13c18786¢c4976076ed
9f a8f dOf f 15e571bef 02cbbe2f 90c908ac3734a433b73e778d4d17f cc28f 4918
5ebc6e8536a06d293202d94496453bf df 1c2¢c7833a3f 99f a38ca8a81f 42eaa52
9d603b890308a319c0ab63a35f f 8ebac965f 6278f 5a7e5d622be5d5f e55f Oca3
ec993d55430d2bf 59¢5d3e860e90c16d91a04596f 6f df 60d89ed95d88c036dde

ASCI | encoded decrypted nessage
forty two

B.3.3. Valid enpty
Hex encoded ci phertext:

4a454e0dbba01df 544f d2f ec0099f f d533301e1a4481597f 83b8587f f 638c029
ab434c59ce72bc4b13d0d4901945ad8cef 4ef 913626b09¢c9cad69336a9e409e8
5f 59b0d60df 25267443009e8e53b4aeed87¢c5301649db5f 7b38d688850f 52408
blc6608af 1428f 5e8b9262a8638cf 89c28babf 7df 6d3d55101f f 18ebf 1bdf 3¢9
2e66b5ca279f 6f 4f 759d4163f 42e49bd836474ca3d48f 4a40a5a2974e64c99d2
ee282e1b089aabb360c4c815f 743dda33ac12df bOf e7a2653d753ee5¢cd8a4129
790ca888767f 4128d61340bdecc579c3f 9f 36b1b256b51c1a66c46149f 963bc8
fd0771ad2cb4b23054f 5cc5f cf 5534bc97de55bcc831894baaca7c40d46e056a
836523c52a84de3d7642f f 4ce02f 508b7calf 485a028ca34f 4c57417023cb724
87eeb5f a60f c9caadf 29b3f e3ef 632abf 89baae921f d43ca275b3026e286720f 2
3422203eec63a9b737f 9d18987736abf 241c46b748a60f 68a8dddf c9664312b3
6ec52b8a7ce8060b830a4de5f 2475e14ed0570¢c631d608935e75da9b091084db

The result of decryption is a nessage of |ength O.
B.3.4. Valid with ciphertext starting with a zero byte

Hex encoded ci phertext:
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00f 4d565a3286784dbb85327db8807ae557ead229f 92aba945cecda5225f 606a
7d6130edeeb6f 26724d1ef f 1110f 9eb18dc3248140ee3837e6688391e78796¢c5
26791384f 045e21b6b853f b6342al11f 309eb77962f 37ce23925af 600847f bd30
e6e07e57de50b606e6b7f 288cc777c1a6834f 27e6edace508452128916eef 778
8c8bb227e3548c6a761cc4e9dd1a3584176dc053ba3500adb1d5e1611291654f
12df ¢5722832f 635db3002d73f 9def c310ace62c63868d341619¢c7eel5b20243
b3371e05078e11219770c701d9f 341af 35df 1bc729de294825f f 2e416aal1526
612852777eb131f 9c45151eb144980d70608d2f c4043477368369aa0f e487a48
bd57e66b00c3c58f 941549f 5ec050f ca64449debe7a0c4ac51e55¢cb71620a703
12aa4bd85f ac1410c9c7f 9d6ec610b7d11bf 8f aef f a20255d1albead9297d0aa
8765cd2805847d639bc439f 4a6¢c896e2008f 746f 9590f f 4596de5ddde000ed66
6c452c978043f f 4298461eb5a26d5e63d821438627f 91201924bf 7f 2aeceel727

ASCI | encoded nessage
forty two

B.3.5. Invalid decrypting to enpty
Hex encoded ci phertext:

5e956¢cd9652f 4a2ece902931013e09662b6a9257ad1e987f b75f 73a0606df 2a4
b04789770820c2e02322c4e826f 767bd895734a01e20609c3bed517a7a2a589¢e
alcdc137beb73eb38dac781b52e863de9620f 79f 9b90f d5b953651f cbf ef 4a9f
1cc07421d511a87dd6942caab6a5a0f 4df 473e62def b529a7del1509ab99c596e
1df f 1320402298d8be73a896cc86¢c38ae3f 2f 576e9ea70cc28ad575ch0f 854f 0
be43186baa9c18e29¢c47c6ca77135db79¢811231b7¢c1730955887d321f dc0656
8382b86643cf 089b10e35abh23e827d2e5aa7b4e99f f 2e914f 302351819eb4d16
93243b35f 8bf 1d42d08f 8ec4acaf a35f 747a4a975a28643ec630d8e4f a5be59d
81995660a14bb64c1f ea5146d6b11f 92da6a3956dd5chb5e0d747cf 2ea23f 8161
7769185336263d46ef 4c144b754de62a6337342d6¢c85a95f 19f 015724546ee3f
c4823ecab603dbcldc01c2d5ed50bd72d8e96df 2dc048edde0081284068283f c5
e73a6139851abf 2f 29977d0b3d160c883a42a37ef balbe05c1a0b1741d7ddf 59

The result of decryption is a nessage of |ength O.
B.3.6. Invalid decrypting to max size

Hex encoded ci phertext:
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1715065322522df f 85049800f 6a29ab5f 98c465020467414b2a44127f e9446da
47f a18047900f 99af e67c2df 6f 50160bb8e90bf f 296610f de632b3859d4d0d2e
644f 23835028c46cca01b84b88231d7e03154edec6627bcba23de76740d83985
1f a12d74c8f 92e540c73f e837b91b7d699b311997d5f Of 7864c486d499c3a79c
111f aaache4799597a25066¢c6200215¢c3d158f 3817claab7f 18bdaadObel1658d
a9da93f 5cc6c3c4dd72788af 57adbb6a0c26f 42d32d95b8a4f 95e8c6f eb2f 8ab
d53b19a50a0b7cbc25e055ad03e5ace8f 3f 7db13e57759f 67b65d143f 08ccals
992c6b2aae643390483de111c2988d4e76b42596266005103¢c8de6044f b7398e
b3c28a864f a672de5f d8774510f f 45e05969al1ladc7d3f 343e331190d2dcf 24f
b9154ba904dc94af 98af c5774a9617d0418f e6d13f 8245¢7d7626¢c176138dd69
8a23547c25f 27¢c2b98ea4d8a45c7842b81888e4ccl4e5b72e9cf 91f 56956¢93d
bf 2e5f 44a8282a7813157f c481f f 1371a0f 66b31797e81ebdb09a673d4db96d6

Hex encoded decrypted nmessage:

7b036f cd6243900e4236c894e2462c17738acc87e01a76f 4d95ch9a328d9acde
81650283b8e8f 60a217e3bdee835c7b222ad4c85d0acdb9a309bd2a754609a65
dec50f 3aa04c6d5891034566b9563d42668edelf 8992b17753a2132e28970584
e255ef c8b45a41c5dbd7567f 014acec5f e6f db6d484790360a913ebb9def cd74
ff377f 2a8ba46d2ed85f 733c9a3da08eb57ecedf af da806778f 03c66b2c5d287
4cec1c291b2d49eb194c7b5d0dd2908ae90f 4843268a2c45563092ade08ach6a
b481a08176102f c803f bb2f 8ad11b0e1531bd37df 543498daf 180b12017f 4d4d
426ca29b4161075534bf b914968088a9d13785d0adc0e2580d3548494b2a9e91
605f 2b27e6¢cc701c796f 0de7c6f 471f 6ab6ch9272aled637ca32a60d117505d8
2af 3¢1336104af b537d01a8f 70b510eleebf 4869cb976c419473795a66¢7f 5e6
€20a8094b1bb603a74330c537¢c5c0698c31538bd2e138c1275albdf 24c5f a8ab
3b7b526324e7918a382d1363b3d463764222150e04

B.3.7. Invalid with null padded ci phertext

Ci phertext that decrypts to an invalid plaintext, with the ciphertext
starting with a zero byte

Hex encoded ci phertext:

00128e116¢c0d348217¢1d5756611be833caec3bd19f 3d2ed383c4523ef 3d8a5c
d1130bdb3f cd3balc0265322f c98¢c767b3b971054f 5€3067a32b4878bbf 7e17d
b80a855427e2e7d2ec26294b79edbb6352c7812270040e3chaf 560de1486171d
a649af 786551ae0e5b6ef 1f ale22196c1¢c3039a50cf e09620da09716e75e9a9b
5ad164953c5a7e48f 77ef 9e0f 59e962cf 3985dc572ded966e8241632a9a5a420
3500a50d70491d80846b72019c456bf bdf 7f 15f 740af Oc2ef 2a46787¢c54dcd90
a0e91257642f 2¢10b21052024b1d28ad14d78c0d9702a14b9ab9552f 023bf b71
6f 9c9alf 691959057f 52b197086f b9bc24d45e2b063f f b235b54d3ab7575¢c7f 3
e411398ddb30945c15f 3f 5d5ebbe302f 22f 60047d139d402f 5bh8a959421d1946
cf 748c84065c5d0f 0302f 7ade6335014ab4467698ad827684d2bdeeb4757d276
f131340438506473f 271c3f e24cab8elc60dccl7af f 8b0373637d897f 627ea57
1dal48a81d399ced9d65a4564bb6d23f bf 4c14674d7551283a4293de51al516a
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Hex encoded decrypted nessage:
732f 025d1ladea74649b4
B.3.8. Invalid with second to |ast |length

The I ength of the synthetic nmessage cones from second to | ast val ue
fromthe PRF output as the last value is too long for this key size.

Hex encoded ci phertext:

7db0390d75f cf 9d4c59cf 27b264190d856da%abd11e92334d0e5f 71005¢cf ed86
5a711df a28b791188374b61916dbc11339bf 14b06f 5f 3f 68c206¢c5607380e13d
a3129bf b744157e1527dd6f df 6651248b028a496ae1b97702d44706043cdaa7a
59¢0f 41367303f 21f 268968bf 3bd2904db3ae5239b55f 8b438d93d7db9d1666¢
071c0857e2ec37757463769c54e51f 052b2a71b04c2869e9e7049a1037b84292
06c99726f 07289bac18363e7eb2a5b417f 47¢37a55090cda676517b3549¢c873f
2f €95da9681752ec9864b069089a2ed2f 340c8b04ee00079055a817a3355b46a
c7dc00d17f 4504ccf bcf cadb0c04cb6b22069e179385aeleaf abads521bac2b8
a8eeldf f f 59a22eb3f dacf c87175d10d7894cf d869d056057dd9944bh869¢c1784
fcc27f 731bc46171d39570f bf f badf 082d33f 6352ecf 44aca8d9478e53f 5a5b7
c852b401e8f 5f 74da49da91e65bdc97765a9523b7a0885a6f 8af e5759d58009f
bf a837472a968e6ae92026a5e0202a395483095302d6¢3985b5f 5831¢c521a271

Hex encoded decrypted nessage:
56a3bea054e01338be9b7d7957539c¢
B.3.9. Invalid first byte of padding

O herwise valid plaintext, but with first byte equal to 0x01l instead
of 0x00.

Hex encoded ci phertext:

6db80adb5f f 0a768caf 1378ecc382a694e7dlbde2ef f 4bal2c48aaf 794ded7a9
94a5b2b57acec20dbec4ae385¢9dd531945¢c0f 197a5496908725f c99d88601al
7d3bb0b2d38d2c1c3100f 39955a4ch3dbed5a38bf 900f 23d91e173640e4ec655
c84f df e71f cdb12a386108f cf 718c9b7af 37d39703e882436224c877a2235e83
44f ba6c951eb7e2a4d1d1lde81f b463ac1b880f 6cc0e59ade05¢c8ce35179ecd09
546731f c07b141d3d6b342a97ae747e61a9130f 72d37ac5a2c30215b6cbhd66¢c7
db893810df 58b4c457b4b54f 34428247d584e0f a71062446210db08254f b9ead
1bala393c724bd291f Ocf 1a7143f 32df 849051dc896d7d176f ef 3b57ab6df f d6
26d0c3044e9edb2e3d012ace202d2581df 01bec7e9aa0727a6650dd373d374f 0
bcOf 4a611f 8139df e97d63e70c6188f 4df 5b672e47¢51d8aa567097293f bf f 12
7c75ec690b43407578b73¢c85451710a0cece58f d497d7f 7bd36a8a92783ef 7dc
6265df f 52aac8b70340b996508d39217f 2783ce6f c91alcc94bb2ac487hb84f 62
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Hex encoded nessage:
6d8d3a094f f 3af f f 4¢
B.3.10. Invalid second byte of padding

O herwi se valid plaintext, but with the second byte equal to 0x01
i nst ead of 0x02.

Hex encoded ci phertext:

417328c034458563079a4024817d0150340c34e25ae16dcad690623f 702e5¢c74
8a6ebb3419f f 48f 486f 83ba9df 35c05ef bd7f 40613f 0Of c996c53706c30df 6bba
6dcd4a40825f 96133f 3¢21638a342bd4663df f bd0073980dac47f 8c1dd8e97ce
1412e4f 91f 2a8adblac2b1071066ef e8d718bbb88ca4a59bd61500e826f 23652
55a409bece0f 972df 97c3a55e09289ef 5f a815a2353ef 393f dlaecf c888d611c
16aec532e5148bel5ef 1bf 2834b8f 75bb26db08b66d2baad6464f 8439d1986b5
33813321dbb180080910f 233bcc4dd784f b21871aef 41be08b7bf ad4ecc3b68f
228ch5317ac6ec1227bc7d0e452037ba918eelda9df db8393ae93b1e937a8d469
1a17871d5092d2384b6190a53df 888f 65b951b05ed4ad57f e4b0c6a47b5b22f 3
2a7f 23c1a234c9f eb5d8713d949686760680dad4db454f 4acad972470033472b9
864d63e8d23eef c87ebcf 464ecf 33f 67f bcdd48eab38c5292586b36aef 5981ed
2f a07b2f 9e23f c57d9eb71bf ff 4111c857e9f f f 23ceb31e72592e70c874b4936

Hex encoded decrypted nessage:
c6ae80f f a80bc184b0

B.3.11. Invalid with zero length PS
Hex encoded ci phertext:

8542c626f e533467acf f cd4e617692244c9b5a3bf 0a215¢5d64891ced4bf 4f 95
91b4b2aedf f 9843057986d81631b0ach3704ec2180e5696e8bd15b217a0ec36d
2061b0e2182f aa3d1c59bd3f 9086a10077a3337a3f 5da503ec3753535f f d25b8
37al2f 2541af ef dOcf f b0224b8f 874e4bed13949e105c075ed44e287c5ae03bl
55e06b90ed247d2c07f 1ef 3323e3508cce4e4074606c54172ad74d12f 8¢c3a47f
654ad671104bf 7681e5b061862747d9af d37e07d8e0e2291e01f 14a95albb4ch
b47c304ef 067595a3947ee2d722067e38a0f 046f 43ec29cac6a8801c6e3e9a23
31bld45a7aa2c6af 3205be382dd026e389614ee095665a611ab2e8dced2eelc9
d08ac9dellaef 5b3803f c9a9ce8231ec87b5f ed386f b92ee3db995a89307bcba
844bd0a691c29ae51216e949df c813133ch06a07265f d807bcb3377f 6adb0a48
1d9b7f 442003115895939773e6b95371c4f ebef 29edae946f a245e7c50729¢e2e
558cf aad773d1f d5f 67b457a6d9d17a847c6f cbdb103a86f 35f 228cef c06¢ceal

Hex encoded decrypted nessage:

a8a9301daa0lbb25c7
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B.3.12. Invalid with null byte at the eight byte of padding
This creates a plaintext with PS of 7 bytes
Hex encoded ci phertext:

449df a237a70a99¢cb0351793ec8677882021c2aa743580bf 6a0ea672055¢cf f e8
303ac42855b1d1f 3373aaeb6af 09¢cb9074180f c963e9d1478a4f 98b3b4861d3e7
f 0aa8560cf 603711f 139db77667cald4ba3alacdedf ca9ef 4603d6d7eb0645bf ¢
805304f 9ad9d77d34762ce5cd84bd3ec9d35c30e3be72ale8d355d5674a141b5
530659ad64ebb6082e6f 73a80832ab6388912538914654d34602f 4b3b1c78589
b4a5d964b2ef ccaldc7004c41f 6caf ch5a7159a7f c7c0398604d0edbd4c8f 4f 0
4067dab6al53a05e7cheeal3b5ee412400ef 7d4f 3106f 4798da707ec37a11286d
f 2b7a204856d5f f 773613f d1e453a7114b78e347d3e8078e1ch3276b3562486b
a630bf 719697e0073a123c3e60ebb5c7alccf f 4279f af f a2402bc1109f 8d559d
6766e73591943df cf 25bal0c3762f 02af 85187799b8b4b135¢c3990793a6f d326
42f 1557405ba55cc7cf 7336a0e967073c5f a50743f 9cc5e3017¢172d9898d2af
83345e71b3e0c22ab791each6484a32ec60ebc226ec9deaee91b1a0560c2b571

Hex encoded decrypted nmessage:
6c716f e01d44398018

B.3.13. Invalid with padding separator m ssing
Hex encoded ci phertext:

a7a5c99e50da48769ech779d9abe86ef 9ec8c38c6f 43f 17c7f 2d7af 608a4albd
6¢f 695b47e€97¢191c61f b5a27318d02f 495a176b9f ae5a55b5d3f abd1d8aae49
57e3879cb0c60f 037724e11be5f 30f 08f ¢51c033731f 14b44b414d11278cd3db
a7elc8bfe208d2b2bb7ec36366dacbh6c88b24cd79ab394adf 19dbbc21df a5788
bacbadc6a62f 79cf 54f d8cf 585¢c615b5c0eb94c35aa9de25321c8f f ef b8916bb
aa2697cb2dd82ee98939df 9b6704cee77793edd2b4947d82e00e574966497073
6c59a84197bd72b5c71e36aae29cd39af 6ac73a368edbclca792e1309f 442aaf
cd77c992c88f 8e4863149f 221695¢cb7b0236e75b2339a02c4eal14854372¢306
b9412d8eedb600a31532002f 2cea07b4df 963a093185e4607732e46d753b5409
74f b5a5c3f 9432df 22e85bb17611370966c5522f d23f 2ad3484341ba7f d8885f
c8e6d379a611d13a2aca784f ba2073208f aad2137bf 1979a0f a146¢c1880d4337
db3274269493bab44albcd0681f 7227f f df 589¢c2e925ed9d36302509d1109ba4

Hex encoded decrypted nessage:
aa2de6cde4e2442884
B.4. 4096 bit key

Test vectors that use a key with a 4096 bit nodul us.
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B.4.1. Private key
Private key to use for decryption of follow ng test data

————— BEG N PRI VATE KEY-----

M | JQQ BADANBgk ghki GOWOBAQEFAASCCSswggknAgEAAol CAQCP3) | T5VxI TxxC
Sq7JA99v CdMNsVBSI 0AaGC0650a0GSezhv550f oWByi U+G x03Xz GcMGs 7vaX8t F
0RO VweyRz GAz +ERn6B8JeRoj KIV4hWir Fa8EQF uJ DPMBEXLb1X2udwnwDpwDs 01 V
c4j UD6ek XTs NEFWOnj w7 CkRLcnGXFUFDXj / J8pWeF5cxt FZi 5+JwcE79MX+8TEH
8OCAVOWL1svcPFuzHUI 0gv1Bi xcZl vVuOpzVc@Nekv41ZZW20PNOpynl 7Jj G C
f 4ebGzx03y4i 7] A2LpLznbj cm T1Gela/ NHS6Bri A/ / 9gC cAvgdQ Sws7r EJLEH
JQOgmVBUSt 3yaQCdr ej mMXNX2Cvz6ewQl6i 4hi g8Ar antyi Rl VH sf QIWvei r YX7
ZCsr CVRt OWGE9PPUx o/ mDI Z3Cp QDI RaM\x OmuJ O35AgLt TUaFXhRWEI / W hbVbaTj

yAMI2Ws7LCFj Ph7S41zECRI 6zuf 7TkeGhad094Tkn8dr +/ NA7mAt PBC+QRYBI EsxO
gYobVl AP/ Rznsq6Sc Uy KagMiKby38EewybvOcN g4f DbBs7a+JdplY4cFT7ugTet

i g+yHJIl Jgj bQQYA8sj wAPeZRAr mNMs OBVEGHF8t LI RmT9i | GrAV8cVdQlcOxg2e+
bl ZV6kqlpst AEcKIs2wS3hr 3ol 7dDQ DAQABA0I CABUFMBWZIXANMBRNLChj r Xg7
WZzha7bdYEai j VG HEHpODat wDGMVMLGaNW j mCOCAaYf / vL+HSWE] +pXexdi C/

PTDkbg6c A59QDATok2I 3/ JDbA sFIALBACOOxN YZxeDRILa95nmkzeGDf Xj 6hpSB
2LhgbBNUu7sm17kr EsWKHBC65A0pR3h20Cu2Uu1BIL/ 0cs7XTzy WWyNGgv 9nwaPw
6HAQKP420S85+ Xi xC+0h2a3VBnph8dU+8+CKZKs CBZXK39SPGS6! | Ch902Dk GX
QE7zPVEVUf xNTa7RyNelU/ 7SdHuOx Y4gl bHg2C0wJ GXskqsvBEenPhNopkM x Q< UDA
AoJ3HsNbpXsp+V4H i j dV47nc@Pr 2CG3Ln/ V3nVqgJJ88MNC3kf DMu E+b8yLE3
RI8Tgb+Ri hOZr / 4Af RNl SZzzmJKbN39f 9swiL.zv5BIMuBhbg2W 019xb+b+Jqg/ o5p
NgUKVI v J+Pn0t FaMHVKE3LHO b304D19bVHf kEXXeFwy2Dul / i nrDWOQqEu4Gei

3nkz| EEA2f 4Tl 17t a62kdNn731 gpdt EQEODNg9y QpK7i t xR Tl wGQ@ShLzYJaD9bz
TI gx5H+0FI GX4yzO6BJel PSFNg646Bpi Zs KGPy 9PhYhA2 UKPv Kwb YhdEub3pO4pu
aSn9VEEGhFr t phner s0+DAol BAQDInf E5SqhyZdUl hGAa6gCzi r Xl YRAOLESf 5pqJdT
I T7nf CV25j 7i r 3hXqVA3MAz XNDPOj t DUFUI nvs2I wt edcvybnbnl CYYCaM/i eng2
SOT9SHWRWILi t uC+xg9wldJAdkr dnb5A/ r +i oxeAl D1OKdI nX Gxyb9vusNvLM xq
yj ci Ovx/ hYzRTnVme2qVuCf xo3WgFneLnT3KgZgeKl 4bkl P5ZCi gnt W VE5JV7FA
5yeuvqgt 5ShpKwnYLCyWpyr X6Zi WMNoZQEgT7nvy Axl JXsxi bhXKOVLI JbFyFOyRF
XzHJbl cyFKt 2FEygKY8Uo9vhFpndYSU2/ h4/ BRpEbxZ60pPLA0I BAQC2s DpoWibg
FYJ76i ZOr Lce+UnRw7f i ySz73Pci r ky7ohduawvB3VuGM xYTgTr vNFKQXRt / kg
b9SZmyVj 4TCAPGHr | bf h31nCs507t | XVwp XJ YF6Zw+3XFc VY s6y OKGED7kvex! v
c0l ogRY7WWL+2uUPY8P2pSubRh460j Ck2r BPnUWvAG ywuVp/ 8ced4v\WWDAOE9qMGx L
t QCt WENQC 71 | oopxD/ 6JxDvbi 3AKLmMhnZTwWQLpvsTLxSf t BeDM Bi hwy YkzKp2q
LQ77z+ROQ xWNued Ji yLi | Sy50pf zf tr El 7HobRi j Ff | WiwpBLkt j Jc+V3TQvw
81Df PW 7HSeHA0l BABbkhkHAETt T2Dt @ uH wDYVYNWnGQL St el hhLl P4ybCVDbq
OMXf axj 5PwSI s+6UHPo+ZXRP3n/ uVsSa64gkdo7sy/ E4APaF0aKUye6J1 x ToVOWS
J/ 5Xgf m 3+0Bul PDL1Rel OE4JoFTxvbj Vqc4f T750F 9cuG | Zo0SoC04PTED2Dxa
2/ zAnhA HAFU4i RMXYUKSBTWFI YX FWHORz 7WWRPhi 6s NExdKoxi MJI9DTci uMK/ 8nT
AEFSAZFA8f e HWAKLVA O f VEGSs6P5Thy TNNsoPS4GKhl nbn4Ni Fi 7+F4x9yJzRkA
wo+qunHwg Er Okl j | N2RGng+LI 0XdT4kJzdXRj UCggEAUs 9hOmpy GMNFCXxj ACIG
QBEG DI gi X9dh7FqyOqvV6l q8t 9IMAE5) Va58U37SFj WZv Qr ZGN7ZuuqOBJ0g+j Q
y4VYr TQJj bzbj r kwdaX176SBy Gz02x1 aeqg9x Sl Ki mC4ng8uh0agMe3SAGAT7Ppy 7
e+CnUi nL66KFOLY4/ 6UDXcbPgt cvPi xgk58BWIu0B5a4f Cuxe9YFUQ 0JZ/ 5u98lI

009yJ7vzSmrMII F5TL1I kA3AhXbpaJd W HNb HVK8W)4MOESoXCE 14SGpy TOy 2FY9K
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0F305vk2mhX1VgWBonbLYMBj ni751 X2g/ 5vpVDGCkj MI8vVxunmtxwj ab4xWBAR WZ(q
wWWKCA@Bbs6G 0843wWJIcNkr Q OTLL8HewW8NOLNF 3mi AO4/ 2VgSYyO+Y8xj E/ xyt
eQRE9ZKr gKb1L192w7vEgd7+a9vwolLl xeLbV7oUnGtgp+aVt 5SGNPW5mAgUy nsEn
ZNr dC+Ng9CGkXzygYf ky2b/ Er Ni cJf Q oubf CSvcHL2RIFk6dY3B9Fdj kJvfj v/ SL
se+akEl 3AWNAnpMBKt j Y5qj e+R/ nbf 5SNKHVECH V/ r CuOBz8+gGpo4M FKt sz27by
3Nyzf WQOh6Fcz+Abr xqdMv3JRLol Rhhl C7XWhaCP2hphCQd9ex TRJ YBvRSXTSy DY
g4gl 5hMBH5F0i W Kg25nZYHane 7f

----- END PRI VATE KEY- - - --

B.4.2. Vvalid
Hex encoded ci phertext:

041f 9bbe8372454f f adceObef c99ad4bd01cdbe016df f b5d0d84ee879e7f f 64a
25dced4d504f 48a14b700a34alc148e4b4028eecc9158cf 5e3469daadldddb21
57b176dcf 5716627aebd6072b965cf b67b42b149e88c0a8dc54703ec244637b3
039b80c06d1d4968aeb838f 3af cd3dc675f c90736¢f Of Oadabal82e27al9a729
4cef 500ed1f ccal324c3f f abf f 02bd749a4a66f 18dal38d53f f 549c4e6b3f f f Ob
9ee2029ea8293f cd72a03e1deed4445629979be7f d65e5dbebebe77ec2aa87879
a0lc3e2502af 0cc4bc04b637d17b175d92b4dcd70cf e83b6c1d4f 91c61e911b8
1cb6d60b99146f 17937d127054521b132ach9ca95cbc6f 80cd926d709bd7219d
48ce7378e4416328a49be6c773dbdeb00ce23dc91f 25f 4807526¢cf 4de8dd3f bb
13ael0lleef e3a2aad9982f 6¢9268883b4633057d119¢97¢c1178aae671859af 0
a488ab7b841c6583572d1261137a4292balclcaad4baf 808be42075940d7e612e
fab6ac9a7ffff3e7dbf 10b6193eal4c4841f c5¢c43e031a69ddbd79118ccd92bl
6a6ef 66c7404c001ebc6402301a90248eb6562b7a2f 549f 52c058109dd5f 2617
877719ad13e81d19425a4cd5cf 9e56e8538f 5cb09b6f 7ab646910b8c2f f 6bf 8¢
f 17abdb4758bf ba80df 9f 643950a6d4a8f 60c6872700e5919d36503486667e43
28a6b74b774eb483a9922706baa7f 456644781cc0d78add9024e28da2d5e9d81

ASCI | encoded decrypted nessage
| orem i psum
B.4.3. Valid enpty

Hex encoded ci phertext:
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31529676f 990b750e8b742babe933346bd77610e7ea74a6b815bb06ee3c91a37
6848a4d8b148¢c2882d65ca0213e68600354b68b7790110ed744e34786f a5f 7b7
03144a12f 7f 7a4d5402ef 048f 248f ec83dede7f 931bcb872054f d25cf e427984
0352f 2c495bcb511cf 20269d8177baba474e790a2d16b655c4e07b28ad6a6le8
1ce5db3845ch5395aa4af f a413e3f 1bdecf 3f a0aa3073b40d23e9bb0aa7cf 359
5bd73d1d38a2661d70a8e4def 525f d446f 496ddbe5413657¢06d51464977421e0
57387a92a5b9428d02d1a8f b0d50a1623e1b1d0685¢c371db24b63dd6a4aebf Oe
31c637997ae26dbd3441b9f 7dcel164d948al156aee8c9dc4049286244c85178f 7
b4f 49d3ba0870f 7c71f 8f 546a902a559f d860ed61e550c4143907d118al15f 317
e9ccd84ce3893db372f f f 1d9a9e5182258d9f 9d840a6b75b1618ce4999734d14
7f 5334763c0b87calc8e57c6f 923cf f 9c7107eead5bcf 5d4f ae0ec0b94e892a6f
6790b07f 9e24bf f 041620b1f b47bcef b956ba61949f ea02db6ec785b4070e84f
390234d83d17dbf 89819d5c6bh52a488f 36cd9f 8d81el1811bbadbd6756b9ec5f b
dcc1d32728ef c8ef 4318463996¢c0f 829f 9064436580f 9502af 97b1e40c854b0e
f 0a20da4368e5b94327b62c27a8alcf 6103bc780e06e5ee5232624f e5bee59f e
79a3956a7d782380a3398eab6d11f 618f c2c698eb28a6029f 846c378ecf 2d102

The result of decryption is a nessage of length O.
B.4.4. Valid with ciphertext starting with a zero byte
Hex encoded ci phertext:

00c40ab6440e544ced2c0bbd3f 6db05f d0068eb8e9ed83099cf 5843ea3d2cf d6
adf 7edelc61f 1974a5696f 503205346b51d7b00eca20432f 0082abf 2a3cd6743
3c5f 860b32f 1f 6f €9985dcec65e7f 19949999e142bc76ce5b2dchb80615d379e9
715ac24ef 77f bbe3d969131c0f 39666b3ad641f ac669d53542ae9389d86f 6f 28
f e63ba272b1f 6bd015b4187b6e2014f b74f c32bf 4a2e48abf bf c0470956¢7379
1c1d81db6c024f 4d1cc81ba0lbel14b41ddb95572a832086¢c33f caf 90b32358b
5b13ef Obea74a6dd01d5c351a231d4e7d15d121cffff 023e0c2bdacl11c982f b2
419955a495e8dac3d84cbhd8d71ac380072a02bb026ed61151f 0d202b3133e603
0a2db7560ca926de3927f 1ed578522edac441071498b4565f h0c8071886b79f ¢
9e8d8c14bec1d7a6106441c16e9b2bd3090dadlf e82d0e43f 40b036f 00506cea
36af 61d5f 10aac0d0591¢c12107¢ceb8999787e34943974025b9c47d16ch523a58
c5828da975f a74e43lace2dcf 934e21613f 877f 65c67b729ca79ee25f 27eal7a
74f f 38c3b25bcaf 22df e2e9e5d0adecaa01d98d55b5cd0b20f 80e672d1bedf 4a
cda32184db0f 5ce89dd64f 538f 038chef b625347ef 77a16ab9d48dbee9549f 1c
8d55b5470a5¢c6693bec146f 0190bbca5bh93a66667150a661851add729b24dca7
8alf 051093ecd40a0ac43a593101f 579597b7638065bdf f 4191bdcOcael2c052

ASCI | encoded nessage
| orem i psum
B.4.5. Invalid decrypting to enpty

Hex encoded ci phertext:

Kari o Expires 5 January 2026 [ Page 42]



I nternet-Draft RSA | npl enent ati on Gui dance July 2025

577d6457be536bf 1f ac80993f 5f 76e797607227a42e325deb246bf 8bf 475e1d1
819c5df b6d288eb131ead32238b7a8796b76517e78f 979b34f 5¢2272ae4d40e6
0b265ad3c897ecc4d26587c8ac32db431ed8d2996d64edadf 7719baa4b4292b3
4e042f 26693c90f 04addf f eBba0e3c3f 1chabaf bf d2e3abbcd9203e9alcebblc
968caa73430556ea5743ecf a49edab656bf eadf 7¢114105f 3e222f e60983d55b
c48cb738c5a307353281c573bebf f c69630185ae6de695c35f bf 8cbc24b5590f
5e511adb68a38a37bc6dc74a5052e5063f 20c30d2f 331daf b07797f 9e577¢cb3d
18280f 318f e2a6116cef 6846b7a8384663a5aaac32693b9b159f 506d8812f 76a
leed405abble5e439a0aeed4d1b51f 435ea2d043f e4f 4ef 1labececf 069201ceb7978
139eed579b01bchb5b4e525ccebb179f 72f ch6aabbd916538d580ce3eled57a4d
3433ef d826f f f d75d8f dc43de69af ab66dc32a4f 4f 81b14c0650a097709265e2
6b57f 233008013b275e7b58817b02f 4473a99bb48ec7d9562bc78d1f 032340d3
083b762f 19f b204be7f 26d7ceef 6¢7ff 712479a6¢cdf 18123586b87¢c2751493f 1
bb2585626blaa486a2ec50a197728cf 24d3968e6d9b9bdf edf da91db292abdef
f da2334c85f d359e65e7e662193b6f eb5df 6d70c7727880150c785d809ba3f f ¢
e3b2701aad313da60cd4af f e85e85d32c4f e271b0b107e529a22cf f bb01871c8

The result of decryption is a nessage of length O.
B.4.6. Invalid decrypting to max size
Hex encoded ci phertext:

09be60b83b63aalf 2398c6ccd7ba602917df f f bcla2ee01094221ef 7140ba8b3
64b4979b7d068be084d34b70309bc48103d9e7dc76c042d1063ce6d7239d3542
ad511da821c6ad53dcaef dd9e950de889d1d462a5a8bcddad4e2ac579c0dcl2ab
684a16a3c4075ec5062db79f 95e5b436a8927f e7e3a795152chb6407f aedf 088a
e4531ccaB8482348a3c44267blead6f a3bf cb4754be735e434c4ef 17b84f 6f d6e
184e8c4adf 91f bf 00be6ab6f f 86351e6f d76c8929ef 7f ae14113370cbe6ba0181
ef 6970855a2cf de5b366a44bf 0575e7e5d5354676b5429a6916bb7065¢c234174
42150f 8f a23a1ae284a27008980691eb886b693adblbf 4d38f aae5037007900e
47124a695c67b51f e9e1e66153cb32f ae0e7370151024f e49b2781e50ac5a31d
1c7de58923c0360ae61f 4a3bcf d7839a104c23d95ddeb76bcaf 2b1956f 81¢c355
aebll1a46b48762baf 072318727e56d4e682a3b71898d3725b00a334c94cbladc
cea81525b28c2alc2b82950b93786ea5b893f f e6dc0932a95b064c838d6f 04ea
a8334f 92b0dec8c7bbc1a5900d7e7680c24e66867ec2b837e30bel18083c6f b2b
fc67aceb569989171f 05d312ce97307b477379837351e€9199528e88671a93e558
68a577f b9eae76a2chf 3cc62cb6aaabbee88cf 6638012554ba92772e923f be531
f e8aa2036ee7230954f f a24e802a399f 531c8cad0a78262442c92089f 06b06c7

Hex encoded decrypted nessage:
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7a57bf 4c557abebbdd45ed471260ec2749e66710b707f f 4e4761738dbe2cdc19
267aec5070d2472f 53ba0c86e8b607566c871b6c3de28772aa197e369f ad293f
8218f d32178ecebeb60cc7926e093bbdd629ed6aba29b4a905eef e443f 3621d89
582a41bac7d4f 6b77f 9c935681e892d17b2261151a4b4244506¢cf c49ba578b97
5840d88f 637321d20¢c25950640d2b43aa660611cc07d016534324b84bada2244
85488af 08a8d54af 1698babccd76b87218b074987273dd3746eacd2dee8068d0
c4f 5e8f 219689d55deea3ccch86e52599cebf 3777cab3bf c2da5ae31¢9019973
9ba5d5e01816f 8f 8a21c7f 6b6acdada8a2b2ab4f 32502d6296a365267a768378
78d204a1b8cc5299708e9eb1b44d9663c75¢c9b8c17dd8f 1a9f 04109087e22329
769f cc5f a65506a0f 6294d8bf 4a362559c497a36b2a5c55ee12213bd9c42a2dc
0f 6f 35176e194641dcf bb334b13924e6883b4f 68c88d016ecdc67baf def f 4b2e
4122777726e06b0e37642d42090be622288cella8af 4261b5d186092002e7d71
cbh43f c2182e4d341c610e6860904cbc526e74292aaldf 81dd08d87b51a953¢c0b
e511346d604aa3a8e87f 943db3e951a69cc4dcd1b996d3d8ab595aa9b7cab91a
e2e9b49798a9b98aalc1c233f 938937c88ad675e6297f 36ba0f b161a8b42e9ee
9a98d8b781165ed75d30cc55d88e6df 5c688c32390

B.4.7. Invalid with null padded ci phertext

Ci phertext that decrypts to an invalid plaintext, with the ciphertext
starting with a zero byte

Hex encoded ci phertext:

00cd3bf 408c742514e30ebf d001708e01f 42de439a09d0d4b10044628becd8bc
690c45b967a6a900d6259¢7d7d20ad49810c270d2f elb75f f aa84f 50071f 64d1
696bce76e96dbcf 2af 054d77ded54c742aa38f adba52eebf 7a5c8b6dbbf 01f 28
b3ebf 4e9b3ca453c92ca8h65771c23671b9da85¢c51e7a2987395de45b125353d
430820b4c90b0ab9f c29e1c576a0ec35828c99¢c9880e208ecddf 80bdaa9c3474
561le4c5bf 67bf 5d144b173f 4f 28edd1064a9dd8cf 5f 40b7c35e7e4dbeb370cca
bf 06ef b54e243645b902871a804¢c27904a620f 31ef 321af 4d1589ca359de8895
24df b43ddad51ab50617ab79a50a2d20e2325a05¢9963602f 2ald7f eaf f c80d2
b8b88chd3673531¢c399342f Obf 1c04521d9a441c06593d9e95771129da942d83
bb81c627a50c8baaf c2a731d97f 2elf 638217f 9f 7Tb18f 2644578f de5073a54a8
988f da357c64398a95965a7dd35f f dd7eb7495d4d1c9a950a0cd208a68371829
420633ch25e9da9e22b215e50f 6ec2714f 94ceb6abb9a94f bbf 6¢d18f 2f d5bf b7
8076034b88186957428f eOeabeldec7be31d753f 155e2a8f 7f 4854a726612f 43
ef 91f 88124011cd32f 6841a347dc0411d708db65492ec277b81a335b76a86230
2acebf 7db7cac724144c975ed4d91412eeec4cac3b2409696e3678cf f cb7756b
de795c55f 72da44f 325b71dd6ac4e3clef 512ee8f f 24ab316507c6ac60031569

Hex encoded decrypted nessage:

59ccd9c2cf e740e9287b
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B.4.8. Invalid with second to last |length

The I ength of the synthetic nmessage cones from second to | ast val ue
fromthe PRF output as the last value is too long for this key size.

Hex encoded ci phertext:

09f 010936f d77967dd2aa090be72ecdd8ch2b2a9f b954e644f 08alcl1lf d545000
7ece0b4e8e992831534309419c034b1c4b369269b808a890eac31d5bbf e73737
fd716e117e19638064292539e84dae20ec1d98ecd104e6c88d39d3544d5c43c9
f d4e9f 4361c67116516f c2569f 96e5df 50a63e949d92009a7¢865¢c7dd70ea89c
0002dd697dcd0e0304f 8f a0738a3681322e672a9748f 9d9eb1b7b8c1646a7bf 2
al967b2aa9793ae0ecdbaa2d601350f d931eal64bc02a33a9c22cee47f 2d536d
92e465180b44e310bf 044eec49cc54972d22e735123f bee76496a4c768acef 89
66ae9e0ed46b753ec47e20a89af Occf 78c266aebh63aeb99d80e4c34bc4608e16
4aef f d93e886accd426e9elcf eedf 912f 235940a9b8d4554953bee8753b8f e05
606f e5f 46da70394b10f 7e71dba3c10becf 85alf 4ee619d421ef 69f ca837d8b1l
b42598dea0232668b9c42223d77bae7f be79a9dbf 057eeaabl1f ceac114661a3b
572130776c¢c36¢f f f 9f 134b08907ab2a6f 927145806a779bc55bf b4215cb8c85d
ecaec5b15cd0a4be691b13e068a2381c33f b5adbdb564f d8be0938f dd710590c¢
08f 95aad4ea90cc2ceal95ef 7a344el14715bef f 2186ad7d898e8f 904861ab9133
817al3d8abaf 23f 83a89e5ele7f 8163d6190e91a09¢11939e3a7d48990b8e3b
5c0e01b773ba683f 7df 73b2f 88746593c010cd9cab2ea3d9af 5ebf 30f balef Oc

Hex encoded decrypted nessage:
Ocf df 702ef a4dc6bc686
B.4.9. Invalid first byte of padding

O herwise valid plaintext, but with first byte equal to 0x01l instead
of 0x00.

Hex encoded ci phertext:
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Oeb5e0c87c4ffffb760c8f ac2a7f 5b06f 46301ab5b8374a59cc7006aalbe7f 38
f 27d957a4b475b41975246f f b5f 2387f f db62565411733331a4522a07a70bd40
ffe23f28f 457be55a6cdlb6aab8c7127ec4b0c9d653¢c3d979f bd371854a80727
c0546d9852ccd6220b32a9081f 6687f d2262dc806e55964ac799cf ba56c0bela
9f b3d4f 46161cc5f 251ddf 3579a87¢c48c086da786d953829e513a525a87d8896
61606593600109a98159a91b606f 138b9dalb2d427418d50647476f bdd17b521
llcala2f f9896167277d158d82adel96ad52ea6d381a63748e0068b160331c9c
b27c20af beb696cldbl6eald5e96a6e54a825c87c10f 85b0d92f c299e254aa7f
74c73f 17bc704407c31dba9f bda37e31f 1231d06744beacbh82a0130a9e7d004b
ed7e7036e33f 1¢89bd8ed0833def 8e946ef b53a9eadabda91f 1eled44e884d8e
45ea692e8f 7e2b0f 698024c8ed7ade62b251dcb91b249e937a85f 823e6978e01
e8f 7e9ed9c53f 2f 16d99af e58d3b77b3818aba64e139b3f cb0174542f 348f 9d2
c47dc9d78902a28e1a6613397a0f 5938b860a3f 6cd44e3b74a37ccdeda248cde
ee4a39497d76722e6860127eef dd80f 447e69279bf 177c1cd6c27ddd3f 2f 8992
Af 21775df 4824ece7f 2a6f 16266772a13669bf c04aa3b998ad03del7bbc27e62
9a495052e3e7f 0b7b1c06dd4b429585a663172ba20527ad5186447bb74b5f 368

Hex encoded nessage:
8bf 3b682d8b950055940
B.4.10. Invalid second byte of padding

O herwise valid plaintext, but with the second byte equal to 0x01
i nstead of 0x02.

Hex encoded ci phertext:

714102bbe701855ec564853bef d91262dc4cf bb3c417113¢c0c650b49¢c6878b10
la76ba4822bde7cab538a2726c6eb9272a3dbda84119ec107d86d2b3a49d82de9
d176824f 1¢2d9cd9b432064c45dbf c60f 1le7lec2772aef 2669e756cae67ed757
b528cccc4ac6f 1437a2d4bbedef ecelbb5¢c21381eb4aebc1670c5bd65d408a19
c1329b9d9d236939da58a1285357e910edc83d428d1e5315¢c81cbh070aecc24be
7f de807ce5d4f 50dbel14478334c26be91ed4chb7335¢c63561b1a8c8c67e40844b
465f cf 7df 6e0df 031572682427c62d3cd0c650ec5ef 3875f d420516c5¢ch8089a
34757¢c81360dda37f 7f bbd5ea9c8ab4f f 29f 702741a0d496e268a8934b32¢cd16
bea2aa2628397097df 0ba08545b9b23bc103a08077745239de34eec09f 63f dcb
f 3aece33a796adbd8dba0705ee3a1092d51f 18f 195e896b9c35b1al185752c627
55c4d9bf 2069db141f ddc6755c6927cae8d2811aef 492f 8324cab55b51a4deaf 7
3001ddf 88918798df 67138a5475f d881b79a158dbe7dd61f 241680039a7ae312
8a7b925ec7577cddbel116940e2f 50f f a3ed36aee7e46ed6dc5b26e7c5f 1d16cd
c199140742d3f e6bb7d2d4b74d0be675a3388c6f d6d09112df dea93a701486e3
8f 28add60f b674ac141b389eb4e09153167596a96d2e6618d98593278d22f 560
5041882743ebaf beb18cdae093609ae6852498bedd8f b6b0al8ce358bf c9d6f 2

Hex encoded decrypted nessage:

630f bcef 34c1b72f 790d
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B.4.11. Invalid with zero length PS
Hex encoded ci phertext:

1dd961276ball0ba4f daf 4f 177780cbcb6373d2ae6769417a32c9b02eb00a48b
427e7e6edef ac562f c42c5e2216c885af Of 76bcf af 3daddb54ce9db0e22c498c
71e146561c1bbf 7f f 6246f f c6b0bf cd107830790c07ed9aeda70f 2ead9e95799
2e3ed781e054f 336e2ab08110f 14ca3bel1b92d77b0048c334d97d61c8bc4d82
db9c¢7236973d9bad4da066643440333b5a9e905e799f 966c9164907866d9e6af 2
d7f 83466f e8409f 24d5¢c9b3a06614af 620087e838039355e65bde8f 3ab7a8e06
943613e00f d143e21ec2684ac07eldf def 85da32188a97e7585a667f 89694111
6250f 30e31bc0e2b20e536366e225759b12cdd578df 18799df ee20b529189ad4
9789f 60ce3649431889d740641df 90d1dc372a62b4d77f 9f 5f 9677b4f 96770b0
7107ef 37af eded4ddbaf 4838ael18b61ce953eedcf c95d081951cbe0b097c6¢c334
489cf 46f bba26009d7ebc8ecaalbl55ac60elf 40cc381cd9c85ac7f b25f 8458d
964bd6elf c85d6e18bcOf a5491c6995f a7225dcf e43d6al2bde24343d16¢ce421
46¢f 26a5ec1f d7f ae5d829elf 274819a10445ac106f 5a517ab89e62455¢c02469
271812bel8e972af 7d5ba3079dc427f 1b7f f 7eda2d0cba55f 28edef 280f 5d924
3466d1c6f 9c4b671777¢75c9464e571e7115d97d0d86712781e6346a4472c98d
a976032f f 1073850e7304b6bb4b60b019a7bd870c8d3f b26b212ddf d889b9f ae

Hex encoded decrypted nessage:
778f 208b90bef 0f 260a8
B.4.12. Invalid with null byte at the eight byte of padding
This creates a plaintext with PS of 7 bytes
Hex encoded ci phertext:

3d4477615f 8b49c9453d31a5d5a228610d6d3e476737¢163725106f a386440f f
23a9139f 57977c09ale885ddf 2f 180ddf Of 0b0502ef 60f Of f 53d2ba444f 03228
20f 11acdd70e48543bd8ddd40d00ad9214d03487b265910cf 423dea905af 9088
36bf 56ef 872493b686aal5731714d1f 0280e5cddad24ada53374c8aad063184d
62bbdc00ef d4839b8f 06de6c258d26149480b2f ad6f cb2f c97cd78f b60305aa2
54cf 1186f a134741a2340dc1d5243423c82c442f 3af d915241f 317607a2e2236
64601932e7b967d6793a7f de2819d475e2b8ab0117e3cc4854063a0c1f f 1f 5¢d
9c9dc3e6c993d8861cllee7155dd0ba2d4f 47f f Of f c9c7f c8a891284789e5988
806f e7b5f 5ec5783861f ef 756ef 7339380215de11337ec8f 2379b293c3cacf 2f
81691clad75c9223a6c¢c8edf b0451373d0b759d9d701f 547b3c46d3f elf 3d24d3
3447a52bb55b9dd7050c41d11f 3108ddccd5738a072905eb48067350e76a65f 0
d274b0f 4bde004cb673b715d4ab01dded4b6b7f 69e133135f f cad4b1776e3610
830ae55a98d23610256865e305153ad7319f f 905¢16453297f 5ebe64b8857bf f
69¢750d338368f 6a55d73ae363a516f a4bf 719¢d01d46b609c134e3508d9616f
495f f 2c¢869db7ad146376b102529¢26407d8f f dedbf b005b7b220e0dch089da3
682c9af 7¢278472cc19b6523b09661f e6f 165bd7b7765ca2524eef a3526397b0
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Hex encoded decrypted nessage:
364cf ecf 7e70a0829f 28

B.4.13. Invalid with paddi ng separator mnissing
Hex encoded ci phertext:

44c5b648e960aed2ad38497b6af 118577a7978db288c0019ch6f 8818578021ca
0d782c4e87bd6c3a73ef 89e379311f 0d449410¢336bf f dc9d970f 995e7b59789
10c230blef 11c06cchdebee79ca2f 85f 6f 14e5¢c42cbb8269d40c032b91783755
f bf a7b87f 16790bf €a91933c67d2499a3d815¢chb70142285449757e606a438752
b803b0928c28dab4f d21125e5b79af 04f e912f b444d32039e€9e0e10210f be017
4f 43e2833ab862e4370b007025a919cf 7b9c11241cf 95abl0a9baadda7ce7f ab
e802c5b8e5c466dba52704f c2325317526f 36d25842e130f cdbbc3c631aledch
7d23ff cb2218065863c178526616e8429916df f 9101baf 71857901bdaf 305d26
9c944994f 9cf 0e02a5499432324b90a62c3c78bd7a7821420a11c43d0a80ee39
68ab8a363d6e6476f 5424ae98bd59352aa9842e8f 42cb0Oa34da68eac9ddl6ecf 7
04573007ef c4b3f c97161¢c342¢836f f 781¢331¢c306f 61052d3877ab190e307f 4
f 8d63c3bc8f 6ab9a6920f 9d1b9bed482d3096b0b02447f 53b0f 974693e2a49b73
3684d8e33d7df bb60d3blaae02¢c222¢395209b1e2647e7f cbf 3c44cdee9c7332
9ce9ed255e011847d6d2e119d252d57¢72572b2a309472f 059cdaelf 24e9cf 1f
f ddebc70b8b252229c7c0adf a763bda2243840bc9a553b6ad4ea7737¢c0a002261
b36e198f ca4314f 659cal071aceb2668079d663e4ed40el5e10d764aa8cb0c68

Hex encoded decrypted nmessage:
750d91268328712552cd

Aut hor’ s Address
Alicja Kario

Red Hat, Inc.
Pur kynova 115

61200 Brno
Czech Republic
Emai | : hkari o@ edhat.com
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