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Abst ract

Thi s docunent specifies Kenel eon encoding algorithns for encodi ng M-
KEM encapsul ati on keys and ci phertexts as random bytestrings.

Kenel eon encodi ngs provi de obfuscation of encapsul ati on keys and

ci phertexts, relying on nodul e LVE assunptions. This docunent
specifies a nunber of variants of these encodings, with differing
failure rates, output sizes, and performance profiles.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ssveitch.github.io/draft-kenel eon/draft-irtf-cfrg-

kenel eon.html. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-irtf-cfrg-kenel eon/.

Source for this draft and an issue tracker can be found at
https://github. com ssveitch/draft-kenel eon

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I ntroduction

ddi ti onal Considerations for Appl i catl ons

in effect on the date of publication of this docunent.
as they describe your rights
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i s a post-quantum key-encapsul ati on nechani sm (KEM

recently standardi zed by NI ST, Many applications are transitioning

from cl assi cal
based on M.- KEM

Diffie-Hell man (DH) based sol utions to constructions
The use of Elligator and rel ated Hash-to-Curve

[ RFC9380] al gorithns are ubi quitous in DH based protocols where DH

shares are required to be encoded as,

and | ook indistinguishable

from random bytestrings. For exanple, applications using ElIligator
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i nclude protocols used for censorship circunvention in Tor [ OBF$4],
passwor d- aut henti cat ed key exchange (PAKE) protocols [ CPACE]
[ OPAQUE], and private set intersection (PSI) [ECDH PSI].

For the post-quantumtransition, an anal ogous encoding for (M.-)KEM
encapsul ati on keys and ci phertexts to random bytestrings is required.
Thi s docunent specifies such an encodi ng, Kenel eon, for M.-KEM
encapsul ati on keys and ci phertexts. Kenel eon was introduced in

[ GSV24] for building an (post-quantun) "obfuscated" KEM whose
encapsul ati on keys and ci phertexts are indistinguishable fromrandom
Beyond the original construction, this docunent additionally
specifies variants that avoid the encoding failing or the use of

| arge integer conputations, or allow for a determnistic encoding.
Aside fromthese variants, it is notable that the Kenel eon encodi ngs
of encapsul ation keys results in smaller representations than in the
original M.-KEM specification

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all

capitals, as shown here

3. Notation / M-KEM Background

A KEM consi sts of three al gorithns:

* KeyGen() -> (ek, dk): A probabilistic key generation al gorithm
that, with no input, generates an encapsul ation key ek and a
decapsul ati on key dk

* Encaps(ek) -> (c, K): A probabilistic encapsulation algorithmthat
takes as input an encapsul ation key ek, and outputs a ciphertext
ct and shared secret K

* Decaps(dk, c) -> K A decapsulation algorithmthat takes as input
a decapsul ati on key dk and ci phertext ¢, and outputs a shared
secret K

The foll owi ng variabl es and functions are adopted from [ FI PS203] :

* g = 3329, n = 256

* Conpress_d : x -> round((2d/qg)*x) nmod 2d (Equation 4.7)

* Decompress_d : y -> round((qg/2d)*y) (Equation 4.8)
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4.

* remaining paranmeters k, d_u, d_v, etc. are defined by the
respective M.- KEM paraneter set -- this docunent wites du and dv
in place of d_u, d_v in pseudocode

M.- KEM KeyGen() (Section 7.1 [FIPS203]) produces an encapsul ati on
key, ek and a decapsul ation key, dk. Encapsul ation keys consi st of
byt e-encoded vectors of coefficients in Z_ g, where each coefficient
is encoded in 12 bits, together with a 32-byte seed for generating
the matrix A. M.-KEM Encaps(ek) (Section 7.2 [FIPS203]) produces

ci phertexts consisting of byte-encoded conpressed vectors of
cofficients, where each coefficient in Z q is conpressed by a certain
nunber of bits (depending on the M.- KEM paraneter set).

The following terns and notation are used throughout this docunent:

* meh(x) refers to the nost significant bit of the value x

* a[i] denotes the ith position of a vector a of coefficients

* concat(x0, ..., xN): returns the concatenati on of bytestrings.
Kenel eon Encodi ng

At a high level, the constructions in this docunment instantiate the
foll owi ng functions:

* EncodePk(ek) -> eek is the (possibly random zed) encoding
al gorithmthat on input an encapsul ati on key, outputs an
obfuscat ed encapsul ation key or an error

* DecodePk(eek) -> ek is the deterninistic decoding al gorithmthat
on input an obfuscated encapsul ati on key, outputs an encapsul ation
key.

* EncodeCtxt(c) -> ec is the (possibly random zed) encoding
algorithmthat on input a ciphertext, outputs an obfuscated
ci phertext or an error

* DecodeCtxt(ec) -> c is the deternmnistic decoding al gorithmthat
on input an obfuscated ciphertext, outputs a ciphertext.

1. Common Functions
The followi ng function maps a vector of k*n coefficients modulo q to

a large integer, rejecting if the nost significant bit of the integer
is 1.
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Vect or Encode( a):

r =0

for i from1l to k*n:
ro+=qgn(i-1)*ali]

if msb(r) == 1:
return err

el se:
return r

Vect or Decode(r):
for i from1l to k*n:
af[i] =r %q
r=r1//lq
return a

April 2025

The foll owi ng al gorithm sanpl es an unconpressed pre-image of a
coefficient ¢ at random where u is the deconpressed value of c. The
mappi ng i s based on the Conpress_d, Deconpress_d al gorithns from

(Section 4.2.1 [FIPS203]).
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Sanpl ePr ei mage(d, u, ¢):
if d 10:
if Compress_d(u + 2)
rand <--$ [-1,0,1, 2]
el se:
rand <--$ [-1,0, 1]
return u + rand
d == 11:
if Compress_d(u + 1)
rand <--$ [0, 1]
else if Conpress_d(u -
rand <--$ [-1,0]
el se:
rand = 0
return u + rand
d ==
if c :
rand <--$ [-52,..
el se:
rand <--$ [-51,...
return u + rand
if d :
if

== c:

1)

, 52]

,52]

c == 0:
rand <--$ [-104,
el se:
rand
return
el se:
return err

<--% [-104,
u + rand

Encodi ng Encapsul ati on Keys

..., 104]

..., 103]

Kerel eon

== c:
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2025

The foll owi ng al gorithns encode M- KEM encapsul ati on keys as random

byt estri ngs.
matrix A [ FI PS203].

pol ynomials with n coefficients,

but

rho is the public seed used to generate the public
This is already a random 32-byte string,
is returned al ongsi de the encoded value of t. t

so it
is a vector of k
in the foll owi ng pseudocode t

treated as a vector of k*n coefficients.

Kenel eon. EncodePk(ek = (t,
r = VectorEncode(t)
ifr ==err:

return err
el se:
return concat (r, rho)

et al.

rho)):

Expires 13 COctober 2025
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Kenel eon. DecodePk( eek):
r,rho = eek # rho is fixed length
t = Vect or Decode(r)
return (t, rho)

Wi | e the encapsul ati on key encodi ng al gorithm has sone failure
probability, the decoding algorithmcan never fail. Qherw se, a
failure in decoding would provide a distinguishing factor between
Kenel eon- encoded val ues and random bitstrings.

4.3. Encoding C phertexts

M.- KEM ci phertexts consi st of two conponents: c¢_1, a vector of k
polynomials with n coefficients nod 2*du, and c_2, a polynomal with
n coefficients nod 2*dv. The coefficients of these polynom als are
not uniformy distributed, as a result of the conpression step in
encapsul ati on. The foll owi ng encodi ng functi on deconpresses and
recovers a random prei mage of this conpression step in order to
recover the uniformdistribution of coefficients. Then, the sane
vector encodi ng step used for encapsul ation keys is applied. For the
second ci phertext component, rejection sanmpling is perfornmed to
retain uniformty, rather than deconpressing.

Kenel eon. EncodeCt xt (¢ = (c_1,c_2)):

u = Deconpress_du(c_1)
for i from1l to k*n:

u[i] = Sanpl ePrei mge(du,u[i],c_1[i])
r = Vector Encode(u)
ifr =err:

return err
for i froml to n:

if c 2[1] == 0:

return err with prob. 1/ceil (g/(2"dv))

return concat(r,c_2)

Kenel eon. DecodeCt xt (ec):
r,c 2 =ec #c_2is fixed length
u = Vector Decode(r)
c_1 = Conpress_du(u)
return (c_1,c_2)
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4.4. Non-Rejection Sanpling Variant

Applying a technique from[ELL2] (Section 3.4), the original Kenel eon
construction can be adapted to avoid rejection sanpling. This
results in larger output sizes, but the encoding al gorithm never
fails. Applying the technique from[ELL2], where r is the encoded
vector before rejection occurs in VectorEncode, we then choose m at
random from [0, fl oor ((2*(b+t)-r)/(g”(k*n)))], where b =

log 2(g*(k*n)) and t is a security paranmeter, and return r +
mrgr(k*n). This variant results in encoded val ues whose statistica
di stance fromuniformis at nost 2*-t. This results in an increased
output size of t bits, where t is the security paraneter. For
exanple, with t=128, this increases the output size by 16 bytes.

For encapsul ati on key encodi ngs, one can i mredi ately repl ace
Vect or Encode and VectorDecode calls with calls to the foll ow ng
al gorithns.

Vect or EncodeNR( a) :
r 0
t sec_param# e.g. t = 128, 256,
b = 1og_2(g"(k*n))
for i from1l to k*n:
r += gM(i-1)*ali]
m<--$ [0,...,floor((2"(b+t)-r)/(g™(k*n)))]
return r + nmrg”(k*n)

Vect or DecodeNR( a) :
a =a %qgr(k*n)
for i froml to k*n:
a[i] =r %q
r=r1//q
return a

Not abl y, the random val ue m need not be transmtted al ongsi de the
encoded val ues.

For ciphertext encodi ngs, one nmust al so avoid rejection sanpling
based on coefficients of the second conponent of the ciphertext.
Therefore, the new ci phertext encodi ng nust deconpress and
Vect or EncodeNR t he second conponent of the ciphertext. This nore
significantly increases the size of the encoded ciphertext.
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Kenel eon. EncodeCt xt NR(¢ = (c_1,c_2)):
u = Decompress_du(c_1)
for i from1l to k*n:
u[i] = Sanpl ePrei mage(du,u[i],c_1[i])
v = Deconpress_dv(c_2)
for i from1l to n:
v[i] = Sanpl ePreimage(dv,v[i],c_2[i])
w=[u,v] # treat u,v as a singular vector of (k+1)*n coefficients
r = VectorEncodeNR(w) # this call should use k+1 rather than k when accunulating to a
| arge integer
return r

Kemnel eon. DecodeCt xt NR(r) :
w = Vect or DecodeNR(r)

u,v =w# u, v are fixed length
c_1 = Conpress_du(u)

c_2 = Conpress_dv(v)

return (c_1,c_2)

4.5, Faster Arithnetic Vari ant

OPEN ISSUE: Is the faster variant of interest? |If so, the follow ng
can be extended with a conpl ete description.

observing that g = 3329 = 13*278+1, a variant of Keneleon with faster
integer arithmetic can be specified. First, the encoding rejects any
pol ynomi al with a coefficient equal to g-1 = 3328. This ensures that
all arithnetic can be conputed with values nodulo g-1 = 13*278.

Then, note that rather than accunulating values to a |arge integer
mod g*(k*n), it is only required to accurul ate values to an integer
mod 137(k*n), while keeping track of the 8 | ower order bits of each
coefficient. The output size of the encodi ng does not change, but
this results in an increased rejection rate.

In particular, Table 1 gives success probabilities for encapsul ation
key and ci phertext encodi ngs:

| Parameter | ek success probability | ctxt success probability |
[} gt ——— e ————————————————————— Ll p—p————
| M-KEM 512 | 0.49 | 0.45 |
- - T +
| M-KEM 768 | 0.29 | 0.25 |
o e e e e oo o o m e e e e e e e aao o o m e e e e e e a oo +
| M- KEM 1024 | 0.53 | 0.47 |
S e o e e e e o - +

Tabl e 1: Success probabilities for faster Kenel eon encodi ng
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4.6. Summary of Encodi ngs

[ oo ool oo oo ool s s st
| Algorithm/ | OQutput size | Success | Addi tional |
Par aret er | (bytes) | probability | consi derations |

[ oo el e, oo el e s
Kenel eon - | ek: 781, | ek: 0.56, | Large int (750B) |
M._- KEMb12 | ctxt: 877 | ctxt: 0.51 | arithmetic |
------------- T TS LI T gy
Kernel eon - | ek: 1156, | ek: 0.83, | Large int (1150B) |
M.- KEM768 | ectxt: 1252 | ctxt: 0.77 | arithnetic |
------------- e
Kenel eon - | ek: 1530, | ek: 0.62, | Large int (1500B) |
M_- KEMLO24 | ctxt: 1658 | ctxt: 0.57 | arithmetic |
------------- T TS LI T gy
Kerel eonNR - | ek: 797, | ek: 1.00, | Large int (1123B) |
M.- KEMb12 | ctxt: 1140 | ctxt: 1.00 | arithnetic |
oo S S Fom oo +
| Kenel eonNR - | ek: 1172, | ek: 1.00, | Large int (1498B) |
| M- KEM768 | ctxt: 1514 | ctxt: 1.00 | arithmetic |
o e e - S S o e e e o +
| Kenel eonNR - | ek: 1546, | ek: 1.00, | Large int (1872B) |
| M.- KEMLO24 | ctxt: 1889 | ctxt: 1.00 | arithnetic |
oo S S Fom oo +
| Kerel eonFT - | ek: 781, | ek: 0.49, | Smal ler int |
| M- KEMB12 | ctxt: 877 | ctxt: 0.45 | (235B) arithnetic |
o e e - S S o e e e o +
| Kenel eonFT - | ek: 1156, | ek: 0.29, | Smal l er int |
| M.- KEM768 | ctxt: 1252 | ctxt: 0.25 | (355B) arithnetic |
oo S S Fom oo +
| Kerel eonFT - | ek: 1530, | ek: 0.53, | Smal ler int |
| M- KEMLO24 | ctxt: 1658 | ctxt: 0.47 | (475B) arithnetic |
o e e - S S o e e e o +

Table 2: Summary of Kenel eon Variants, FT =

Fast er

NR = No Reject,

5. Additional Considerations for Applications
This section contains additional considerations and conments rel ated
to using Kenel eon encodings in different applications.
5.1. Deterministic Encoding
The randommess used i n Kenel eon ci phertext encodi ngs MAY be derived
in a determnistic manner. To do so, following a call to Encap which

returns a KEM key K and a ciphertext ¢, the followi ng steps can be
t aken:
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* Using a key derivation function (KDF), derive fromthe key K a new
key K and a seed for randomess rnd.

* The seed rnd can be used to generate the randommess required when
encodi ng the ciphertext c.

* Use K in place of K wherever applicable in the remainder of the
pr ot ocol / syst em

* Upon any call to Decap, apply the sanme KDF to derive the new key
K, as required.

Deriving a new KEM key for use in the renmainder of a systemis
crucial in order to ensure key separation (i.e., the inplenentation
MUST NOT use the original key Kto derive randomess and for other
pur poses).

The randommess used to encode an encapsul ati on key MAY be stored

al ongsi de the correspondi ng decapsul ation key, if it is subsequently
needed. See Section 6.2 for rel evant discussion on keeping this
randommess secret.

5.2. Relation to Hash-to-Curve

Wi le the functionality of Keneleon is simlar to hash-to-curve

[ RFC9380] (mapping arbitrary byte strings to public keys/

ci phertexts), the applications where hash-to-curve is used do not
imediately followin the KEM based setting because having such an
encapsul ati on key (without dk) or ciphertext (w thout dk or ek) does
not appear to provide the same functionality, since it is not clear
how to continue working with the elenent in the same way that can be
done with an elliptic curve point.

5.3. Modifying M.-KEM Al gorithns

In applications that _only_ require Kenel eon-encoded val ues _and_
where the underlying M-KEM inpl enmentation can be nodified, the

ci phertext encodi ng al gorithm (and M.- KEM encapsul ati on/ decapsul ati on
al gorithnms) MAY be adapted as follows for inproved efficiency. In
particular, the conpression step in the M-KEM encapsul ati on

al gorithmcan be onmitted, and therefore, the deconpression step in
the Kenel eon algorithmcan be onitted. In the inplenmentation of M-
KEM the conpression step (lines 22-23 of Algorithm 14 [FI PS203]) and
correspondi ng deconpression step (lines 3-4 of A gorithm 15

[ FI PS203]) can be omtted fromthe encapsul ati on/ decapsul ati on
algorithms in M.-KEM I n this case, the Kenel eon encodi ng al gorithm
for ciphertexts would omt the Deconpress and Sanpl ePrei nage steps
and i medi ately apply Vect or Encode:
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Kenel eon. EncodeCt xt (¢ = (c_1,c_2)):

w=1[c_1,c_ 2] # treat c_1,c_2 as a singular vector of (k+1l)*n coefficients

r = VectorEncode(w) # this call should use k+1 rather than k when accunul ating to a la
rge integer

return r

Decodi ng i s adapted anal ogously.

Kenel eon. DecodeCt xt (ec) :
w = Vect or Decode(r)
cl,c2=w#<c1 c 2 are fixed length
return (c_1,c_2)

Natural ly, these algorithnms can use Vector EncodeNR, VectorDecodeNR
if the non-rejecting variant is desirable.

6. Security Considerations

This section contains additional security considerations about the
Kenel eon encodi ngs described in this docunent.

6.1. Conputational Assunptions

In general, the obfuscation properties of the Kenel eon encodi ngs
depend on nodul e LVE assunptions sinilar to those underlying the | ND
CCA security of M.-KEM see [GSV24] for the detailed security

anal ysis of the original Keneleon encoding. |In particular, the
notions of public key and ciphertext uniformty capture the

i ndi stinguishability of Kenel eon-encoded encapsul ati on keys and

ci phertexts fromrandombitstrings, respectively. Both require the
modul e LVME assunption to hold in order for Keneleon to maintain its
uniformty properties. Furthernore, distinguishing a pair of a
Kenel eon- encoded encapsul ati on key and a Kenel eon-encoded ci phert ext
fromuniformy randombitstrings al so reduces to a nodul e LVE
assunpti on.

6.2. Randommess Sanpling

Bot h encapsul ati on key and ci phertext encodings in the original

Kenel eon encodi ng are randoni zed. The randommess (or seed used to
gener ate randommess) used in Kenel eon encodi ngs MUST be kept secret.
In particular, public randomess enabl es distingui shing a Kenel eon-
encoded val ue froma random bytestring: Decoding the value in
question and re-encoding it with the public randommess will yield the
original value if it was Kenel eon-encoded.
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6.3. Timng Side-Channels

Beyond tim ng side-channel considerations for M.-KEM itself, care
shoul d be taken when usi ng Kenel eon encodings, in particular those
with a non-zero failure probability. Rejecting and re-generating
encapsul ati on keys or ciphertexts may |eak information about the use
of Kenel eon encodi ngs, as mght the overhead of the encoding itself.
Additionally, the algorithns required to performbig integer
arithmetic may | eak information via tining.

7. | ANA Consi derations

Thi s docurment has no | ANA acti ons.
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