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Abst ract

Thi s docunent defines four eXtendabl e Qutput Functions (XOF), hash
functions with output of arbitrary | ength, naned Tur boSHAKE128S,
Tur boSHAKE256, KT128 and KT256

Al'l four functions provide efficient and secure hashing prinitives,
and the last two are able to exploit the parallelismof the
i npl erentation in a scal abl e way.

Thi s docunent is a product of the Crypto Forum Research G oup. It
builds up on the definitions of the pernutations and of the sponge
construction in [FIPS 202], and is neant to serve as a stable
reference and an inpl enentati on gui de.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 August 2025.
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1. Introduction

Thi s docunent defines the Tur boSHAKE128, Tur boSHAKE256 [ TURBOSHAKE] ,
KT128 and KT256 [ KT] eXtendabl e Qutput Functions (XOF), i.e., a hash
function generalization that can return an output of arbitrary

I ength. Both Tur boSHAKE128 and Tur boSHAKE256 are based on a Keccak-p
permut ati on specified in [ Fl PS202] and have a hi gher speed than the
SHA- 3 and SHAKE functi ons.

Tur boSHAKE i s a sponge function famly that nakes use of Keccak-

p[ n_r=12, b=1600], a round-reduced version of the permutation used in
SHA-3. Sinilarly to the SHAKE' s, it proposes two security strengths:
128 bits for TurboSHAKE128 and 256 bits for TurboSHAKE256. Hal vi ng
the nunber of rounds conpared to the original SHAKE functions makes
Tur boSHAKE roughly two tines faster

Kangar ooTwel ve applies tree hashing on top of TurboSHAKE and
conprises two functions, KT128 and KT256. Note that [KT] only
defined KT128 under the name KangarooTwel ve. KT256 is defined in
this docunent.

The SHA-3 and SHAKE functions process data in a serial manner and are
strongly limted in exploiting available parallelismin nodern CPU
architectures. Simlar to Parallel Hash [ SP800-185], KangarooTwel ve
splits the input nessage into fragments. It then applies TurboSHAKE
on each of them separately before applying TurboSHAKE agai n on the
combi nation of the first fragment and the digests. More precisely,
KT128 uses TurboSHAKE128 and KT256 uses Tur boSHAKE256. They nmke use
of Sakura coding for ensuring soundness of the tree hashing node

[ SAKURA] . The use of TurboSHAKE i n KangarooTwel ve makes it faster
than Paral |l el Hash.

The security of TurboSHAKE128, Tur boSHAKE256, KT128 and KT256 buil ds
on the public scrutiny that Keccak has received since its publication
[ KECCAK_CRYPTANALYSI S] [ TURBOSHAKE] .

Wth respect to [ FIPS202] and [ SP800-185] functions, TurboSHAKE128,
Tur boSHAKE256, KT128 and KT256 feature the foll owi ng advant ages:

* Unlike SHA3-224, SHA3-256, SHA3-384, SHA3-512, the Tur boSHAKE and
Kangar ooTwel ve functi ons have an extendabl e out put.

* Unlike any [FIPS202] defined function, sinmlarly to functions
defined in [ SP800-185], KT128 and KT256 allow the use of a
custom zation string

* Unlike any [ FI PS202] and [ SP800-185] functions but Parall el Hash,
KT128 and KT256 exploit available parallelism
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* Unlike Parallel Hash, KT128 and KT256 do not have overhead when
processi ng short nessages.

* The pernutation in the TurboSHAKE functions has half the nunber of
rounds conpared to the one in the SHA-3 and SHAKE functi ons,
maki ng them faster than any function defined in [FIPS202]. The
Kangar ooTwel ve functions inmedi ately benefit fromthe sane
speedup, inproving over [FlIPS202] and [ SP800-185].

Wth respect to SHA-256 and SHA-512 and ot her [FIPS180] functions,
Tur boSHAKE128, Tur boSHAKE256, KT128 and KT256 feature the follow ng
advant ages:

* Unlike [FIPS180] functions, the TurboSHAKE and Kangar ooTwel ve
functions have an extendabl e out put.

* The TurboSHAKE functions produce output at the sanme rate as they
process input, whereas SHA-256 and SHA-512, when used in a nask
generation function (M3) construction, produce output half as
fast as they process input.

*  Unlike the SHA-256 and SHA-512 functions, TurboSHAKE128,
Tur boSHAKE256, KT128 and KT256 do not suffer fromthe Il ength
ext ensi on weakness.

* Unlike any [FIPS180] functions, TurboSHAKE128, Tur boSHAKE256,
KT128 and KT256 use a round function with al gebraic degree 2,
whi ch nakes them nore suitable to masking techni ques for
prot ections agai nst side-channel attacks.

Thi s docunent represents the consensus of the Crypto Forum Research
Goup (CFRG in the IRTF. It is not an | ETF product and is not a
st andar d.

1.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

The foll owing notations are used throughout the docunent:

denotes a string of bytes given in hexadecinmal. For exanple,
‘0B 80

| s| denotes the length of a byte string ‘s‘. For exanple, |'FF FF
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= 2.

‘00'"b denotes a byte string consisting of the concatenation of b
bytes ‘00'. For exanple, ‘00‘'~7 = ‘00 00 00 00 00 00 0O

‘00' "0 denotes the enpty byte-string.

al|b denotes the concatenation of two strings a and b. For exanple,
“10'||*F1* =10 F1

s[n:n] denotes the selection of bytes fromn (inclusive) to m
(exclusive) of a string s. The indexing of a byte-string starts
at 0. For exanple, for s = ‘A5 C6 D7, s[0:1] = "“A5 and s[1:3] =
‘C6 D

s[n:] denotes the selection of bytes fromn to the end of a string
s. For exanple, for s = ‘A5 C6 D7, s[0:] = ‘A5 C6 D7* and s[2:]
= ‘Dr'.

In the following, x and y are byte strings of equal I|ength:

x"z=y denotes x takes the value x XORy.

X &y denotes x AND y.

In the following, x and y are integers:

x+=y denotes x takes the value x + vy.

x-=y denotes x takes the value x - vy.

x**y denotes the exponentiation of x by y.

x mod y denotes the renmmi nder of the division of x by y.

x |/ y denotes the integer dividend of the division of x by vy.

2.  Tur boSHAKE
2.1. Interface

TurboSHAKE is a fam |y of eXtendable Cutput Functions (XOF).

Internally, it makes use of the sponge construction, paraneterized by

two integers, the rate and the capacity, that sumto the permutation

wi dth (here, 1600 bits). The rate gives the nunber of bits processed
or produced per call to the pernutation, whereas the capacity

determ nes the security level, see [FIPS202] for nore details. This
docunment focuses on only two instances, nanely, TurboSHAKE128 and
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Tur boSHAKE256. (Note that the original definition includes a w der
range of instances paraneterized by their capacity [ TURBOSHAKE] .)

An instance of TurboSHAKE takes as input paraneters a byte-string M
an OPTIONAL byte D and a positive integer L where

M byte-string, is the Message and

D byte in the range [*'01', *02', .. , “7F'], is an OPTI ONAL Domain
separation byte and

L positive integer, is the requested nunmber of output bytes.

Conceptual ly, a XOF can be viewed as a hash function with an
infinitely long output truncated to L bytes. This neans that calling
a XOF with the sane input paraneters but two different |engths yields
outputs such that the shorter one is a prefix of the |onger one.
Specifically, if L1 < L2, then TurboSHAKE(M D, L1) is the sane as
the first L1 bytes of TurboSHAKE(M D, L2).

By default, the Domain separation byte is ‘1F . For an APl that does
not support a donmmin separation byte, D MJST be the ‘1F

The Tur boSHAKE i nstance produces output that is a hash of the (M D)
couple. If Dis fixed, this becomes a hash of the Message M
However, a protocol that requires a nunber of independent hash
functions can choose different values for D to inplenent these.
Specifically, for any distinct values DI and D2, TurboSHAKE(M D1,
L1) and TurboSHAKE(M D2, L2) yield independent hashes of M

Note that an inplenentati on MAY propose an incremental input
interface where the input string Mis given in pieces. |If so, the
out put MJST be the sanme as if the function was called with Mequal to
the concatenation of the different pieces in the order they were
given. Independently, an inplenentation MAY propose an i ncrenental
output interface where the output string is requested in pieces of
given lengths. \When the output is forned by concatenating the pieces
in the requested order, it MJST be the sane as if the function was
called with L equal to the sumof the given |engths.

2.2. Specifications
Tur boSHAKE makes use of the permutati on Keccak-p[ 1600, n_r=12], i.e.,
the permutation used in SHAKE and SHA-3 functions reduced to its | ast

n_r=12 rounds and specified in FIPS 202, Sections 3.3 and 3.4
[ FIPS202]. KP denotes this pernutation

Viguier, et al. Expi res 25 August 2025 [ Page 6]



I nternet-Draft Kangar ooTwel ve February 2025

Similarly to SHAKE128, TurboSHAKE128 is a sponge function calling
this pernutation KP with a rate of 168 bytes or 1344 bits. It
follows that TurboSHAKE128 has a capacity of 1600 - 1344 = 256 bits
or 32 bytes. Respectively to SHAKE256, Tur boSHAKE256 nmakes use of a
rate of 136 bytes or 1088 bits, and has a capacity of 512 bhits or 64
byt es.

o m e e e oo - S +
| Rat e | Capacity |
S S R +
| TurboSHAKE128 | 168 Bytes | 32 Bytes
I I I
| TurboSHAKE256 | 136 Bytes | 64 Bytes
oo o - o m e e e oo - S +

We now descri be the operations inside Tur boSHAKE128.

* First the input M is formed by appendi ng the donain separation
byte D to the nmessage M

* |If the length of M is not a nultiple of 168 bytes then it is
padded with zeros at the end to nmake it a nmultiple of 168 bhytes.
If M is already a multiple of 168 bytes then no padding i s added.
Then a byte ‘80° is XORed to the | ast byte of the padded i nput M
and the resulting string is split into a sequence of 168-byte
bl ocks.

* M never has a length of 0 bytes due to the presence of the domain
separation byte.

* As defined by the sponge construction, the process operates on a
state and consists of two phases: the absorbing phase that
processes the padded input M and the squeezi ng phase that
produces the out put.

* In the absorbing phase the state is initialized to all-zero. The
message bl ocks are XORed into the first 168 bytes of the state.
Each bl ock absorbed is followed with an application of KP to the
state.

* |In the squeezing phase the output is forned by taking the first
168 bytes of the state, applying KP to the state, and repeating as
many tines as is necessary.

Tur boSHAKE256 performnms the same steps but makes use of 136-byte
bl ocks with respect to the paddi ng, absorbing, and squeezi ng phases.
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3.

3.

3.

The definition of the TurboSHAKE functions equival ently inplenents
the padl10*1 rule; see Section 5.1 of [FIPS202] for a definition of
pad10*1. While Mcan be empty, the D byte is always present and is
inthe ‘01'-*7F range. This |ast byte serves as dommin separation
and integrates the first bit of padding of the padl0*1 rule (hence it
cannot be ‘00'). Additionally, it nust |eave roomfor the second bit
of padding (hence it cannot have the MSB set to 1), should it be the
| ast byte of the block. For nore details, refer to Section 6.1 of

[ KT] and Section 3 of [ TURBOSHAKE] .

The pseudocode versions of TurboSHAKE128 and Tur boSHAKE256 are
provi ded respectively in Appendix A 2 and Appendi x A. 3.

Kangar ooTwel ve: Tree hashi ng over Tur boSHAKE
1. Interface

KangarooTwel ve is a family of eXtendable Qutput Functions (XOF)
consisting of the KT128 and KT256 instances. A KangarooTwel ve

i nstance takes as input paraneters two byte-strings (M C and a
positive integer L where

M byte-string, is the Message and

C byte-string, is an OPTIONAL Custonization string and

L positive integer, the requested number of output bytes.

The Custom zation string MAY serve as donain separation. It is
typically a short string such as a nane or an identifier (e.g. UR
ODl...). It can serve the same purpose as TurboSHAKE s D i nput

paraneter (see Section 2.1), but with a |l arger range.

By default, the Customi zation string is the enpty string. For an API
that does not support a custom zation string paraneter, C MJST be the

enpty string.

Note that an inplenentati on MAY propose an interface with the input
and/ or output provided incrementally as specified in Section 2.1

2. Specification of KT128
On top of the sponge function TurboSHAKE128, KT128 uses a Sakura-
compati bl e tree hash node [ SAKURA]. First, merge M and the OPTI ONAL
Cto asingle input string Sin a reversible way. |ength_encode( |C
) gives the length in bytes of C as a byte-string. See Section 3.3.

S=M]||] C|| length_encode( |C )
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Then, split S into n chunks of 8192 bytes.

S=S0]||] .. |] S(n-1)

|S 0 =.. =]S_(n-2)|] = 8192 hytes

| S (n-1)|] <= 8192 bytes
FromS 1 .. S (n-1), conpute the 32-byte Chaining Values CV_1 ..
CV_(n-1). In order to be optimally efficient, this conputation MAY
exploit the parallelismavail able on the platformsuch as SI M
i nstructions.

CV_i = TurboSHAKE128( S.i, ‘0B, 32)
Conput e the final node: Final Node
* If | S <= 8192 bytes, Final Node = S

* (Otherwi se conpute Final Node as foll ows:

Fi nal Node = S 0 || ‘03 00 00 00 00 00 00 00
Fi nal Node = Final Node || CV_1

Fi nal Node = Final Node || CV_(n-1)

Fi nal Node = Final Node || |ength_encode(n-1)
Fi nal Node = Final Node || ‘FF FF

Finally, the KT128 output is retrieved:

* |f |S] <= 8192 bytes, from TurboSHAKE128( Fi nal Node, ‘07‘, L)
KT128( M C, L ) = TurboSHAKE128( Final Node, ‘07‘, L)

*  Otherwi se from Tur boSHAKE128( Fi nal Node, ‘06°, L )
KT128( M C, L ) = TurboSHAKE128( Fi nal Node, ‘06', L )

The following figure illustrates the conmputation flow of KT128
for | S| <= 8192 bytes:

R LR + TurboSHAKE128(.., ‘07', L)
| S R L T > out put
. +

The following figure illustrates the conmputation flow of KT128

for | S| > 8192 bytes and where Tur boSHAKE128 and | engt h_encode( x )
are abbreviated as respectively TSHK128 and | _e( x )
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e e oo +
SO0
o e e - +
[ |
oo +
| “03°]]°00°~7 |
e e e e +
[
R + TSHK128(..,‘0B',32) 4-------------- +
| S1 I >| Ccv.1
e oo + oo +
[
e + TSHK128(.., 0B ,32) 4-------------- +
| S 2 I >| Cv 2
S R + o e e - +
[ |
[
e + TSHK128(.., 0B ,32) 4-------------- +
| S.(N-1) |--mmmmmmmme o > oV (n-1) |
S R + o e e - +
[ |
oo +
| I _e( n-1) |
e e e - +
[
o e e - +
‘FF FF |
oo +
| TSHK128(.., ‘06‘, L)
R > out put

A pseudocode version is provided in Appendix A 4.

The tabl e bel ow gathers the values of the dommin separation bytes
used by the tree hash node:

Fom e e e e oo o Fom e e e oo +
| Type | Byte |
o e e e e oo o e e e e oo oo +
|  Singl eNode | ‘o7 |
I I I
| I'nternedi at eNode | ‘ OB |
I I I
|  Fi nal Node | ‘ 06' |
o e e e e oo o e e e e oo oo +
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3.3. length_encode( x )

The function | ength_encode takes as inputs a non-negative
256**255 and outputs a string of bytes x_(n-1) || .. || X

nteger Xx <
[ |
wher e

i
0 n

x = sumof 256**i * x_i for i fromO to n-1

and where n is the small est non-negative integer such that x <
256**n. nis also the length of x_(n-1) || .. || x_0

As exanple, |length _encode(0) = ‘00‘, length _encode(12) = ‘0C 01' and
| engt h_encode(65538) = ‘01 00 02 03

A pseudocode version is as follows where { b } denotes the byte of
nurerical value b

| engt h_encode(x):
S ='00'"0

5

S=S|l {18}

return S
end

3.4. Specification of KT256
KT256 is specified exactly like KT128, with two differences:

* Al the calls to TurboSHAKE128 in KT128 are replaced with calls to
Tur boSHAKE256 in KT256

* The chaining values CV_1 to CV_(n-1) are 64-byte long in KT256 and
are conputed as foll ows:

CV_i = TurboSHAKE256( S.i, ‘OB, 64 )
A pseudocode version is provided in Appendix A 5.
4. Message authentication codes
I mpl enenting a MAC with KT128 or KT256 MAY use a hash-t hen- MAC

construction. This docunent defines and recomrends a nethod cal | ed
HopMAC:

Viguier, et al. Expi res 25 August 2025 [ Page 11]
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HopMAC128(Key, M C, L)
HopMAC256( Key, M C, L)

KT128(Key, KT128(M C, 32), L)
KT256( Key, KT256(M C, 64), L)

Simlarly to HVAC, HopMAC consists of two calls: an inner cal
conpressing the nmessage M and the optional custom zation string Cto
a digest, and an outer call conputing the tag fromthe key and the
di gest.

Unli ke HVAC, the inner call to KangarooTwelve in HopMAC is keyl ess
and does not require additional protection against side channel
attacks (SCA). Consequently, in an inplenmentation that has to
protect the HopMAC key agai nst SCA only the outer call does need
protection, and this ampunts to a single execution of the underlying
permut ati on (assum ng the key length is at nmost 69 bytes).

In any case, TurboSHAKE128, TurboSHAKE256, KT128 and KT256 MAY be
used to conpute a MAC with the key reversibly prepended or appended
to the input. For instance, one MAY conpute a MAC on short nessages
simply calling KT128 with the key as the custonization string, i.e.,
MAC = KT128(M Key, L).

5. Test vectors

Test vectors are based on the repetition of the pattern ‘00 01 02 .
F9 FA* with a specific length. ptn(n) defines a string by repeating
the pattern ‘00 01 02 .. F9 FA' as many tines as necessary and
truncated to n bytes e.g.

Pattern for a length of 17 bytes:

ptn(17) =
00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 10*

Viguier, et al. Expi res 25 August 2025 [ Page 12]
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Pattern for a length of 17**2 bytes:
ptn(17**2) =
‘00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E
20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E
30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E
40 41 42 43 44 45 46 47 48 49 4A 4B 4AC 4D 4E
50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E
60 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E
70 71 72 73 74 75 76 77 78 79 7A 7B 7C 7D 7TE
80 81 82 83 84 85 86 87 88 89 8A 8B 8C 8D 8E
90 91 92 93 94 95 96 97 98 99 9A 9B 9C 9D 9E
A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE
BO B1 B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD BE
00 Cl C2C3C4C5Co C7T C8C9 CACBCCCOCDCE
DO D1 D2 D3 D4 D5 D6 D7 D8 D9 DA DB DC DD DE
EO E1 E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED EE
FO F1 F2 F3 F4 F5 F6 F7 F8 F9 FA
00 01 02 03 04 05 06 07 08 09 OA 0B 0C 0D OE
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E
20 21 22 23 24 25

Tur boSHAKE128( M=* 00* 0, D='1F, 32):

‘1E 41 5F 1C 59 83 AF F2 16 92 17 27 7D 17 BB 53

OF
1F
2F
3F
4F
5F
6F
7F
8F
oF
AF
BF

EF

OF
1F

8C D9 45 A3 97 DD EC 54 1F 1C E4 1A F2 C1 B7 4C

Tur boSHAKE128( M=* 00* 20, D='1F', 64):

‘1E 41 5F 1C 59 83 AF F2 16 92 17 27 7D 17 BB 53

8C D9 45 A3 97 DD EC 54 1F 1C E4 1A F2 Cl1 B7 4C

3E 8C CA E2 A4 DA ES 6C 84 A0 4C 23 85 CO 3C 15

E8 19 3B DF 58 73 73 63 32 16 91 CO 54 62 C8 DF

Tur boSHAKE128( M=* 00° ~0, D='1F', 10032), last 32 bytes:

‘A3 B9 BO 38 59 00 CE 76 1F 22 AE D5 48 E7 54 DA
10 A5 24 2D 62 E8 C6 58 E3 F3 A9 23 A7 55 56 07"

Tur boSHAKE128( M=pt n(17**0 bytes), D='1F, 32):

‘55 CE DD 6F 60 AF 7B B2 9A 40 42 AE 83 2E F3 F5

8D B7 29 9F 89 3E BB 92 47 24 7D 85 69 58 DA A9

Tur boSHAKE128( Mept n(17**1 bytes), D='1F, 32):

‘9C 97 DO 36 A3 BA C8 19 DB 70 ED EO CA 55 4E C6

E4 C2 A1 M FF BF D9 EC 26 9C A6 Al 11 16 12 33

Tur boSHAKE128( Mept n( 17**2 bytes), D= 1F, 32):

‘96 C7 7C 27 9E 01 26 F7 FC 07 C9 BO 7F 5C DA E1

EO BE 60 BD BE 10 62 00 40 E7 5D 72 23 A6 24 D2

Viguier, et al. Expi res 25 August 2025
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Tur boSHAKE128( M=pt n(17**3 bytes), D='1F, 32):
‘D4 97 6E B5 6B CF 11 85 20 58 2B 70 9F 73 E1
85 3E 00 1F DA F8 OE 1B 13 EO DO 59 9D 5F B3

Tur boSHAKE128( Mept n(17**4 bytes), D='1F, 32):
‘DA 67 C7 03 9E 98 BF 53 0C F7 A3 78 30 C6 66
14 CB AB 7F 54 OF 58 40 3B 1B 82 95 13 18 EE

Tur boSHAKE128( Mept n( 17**5 bytes), D= 1F, 32):
“B9 7A 90 6F BF 83 EF 7C 81 25 17 AB F3 B2 DO
AD C4 F6 03 18 CE 11 CF 10 39 25 12 7F 59 EE

Tur boSHAKE128( M=pt n(17**6 bytes), D='1F, 32):
‘35 CD 49 4A DE DE D2 F2 52 39 AF 09 A7 B8 EF
4D 1C A4 FE 2D 1A C3 70 FA 63 21 6F E7 B4 C2

Tur boSHAKE128( M=* FF FF FF', D='01', 32):
‘BF 32 3F 94 04 94 E8 8E E1 C5 40 FE 66 0B E8
C9 3F 43 D1 5E G0 06 99 84 62 FA 99 4E ED 5D

Tur boSHAKE128( M=' FF*, D='06‘, 32):
‘8E C9 C6 64 65 ED OD 4A 6C 35 D1 35 06 71 8D
7TA 25 CB 05 C7 4C CA 1E 42 50 1A BD 83 87 4A

Tur boSHAKE128( M=* FF FF FF', D='07', 32):
‘B6 58 57 60 01 CA D9 Bl E5 F3 99 A9 F7 77 23
A0 54 58 04 2D 68 20 6F 72 52 68 2D BA 36 63

Tur boSHAKE128( M=* FF FF FF FF FF FF FF', D='0B',
8D EE AA 1A EC 47 CC EE 56 9F 65 9C 21 DF A8
12 DB 3C EE 37 Bl 81 78 B2 AC D8 05 B7 99 CC

Tur boSHAKEL128( M=* FF*, D='30‘, 32):
‘55 31 22 E2 13 5E 36 3C 32 92 BE D2 C6 42 1F
32 BA BO 3D AA 07 Cr D6 63 66 03 28 65 06 32

Tur boSHAKE128( M=* FF FF FF', D='7F', 32):
‘16 27 4C C6 56 D4 4C EF D4 22 39 5D OF 90 53
A6 D2 8E 12 2A BA 15 C7 65 E5 AD OE 6E AF 26

Tur boSHAKE256( M=* 00* 0, D='1F, 64):
‘36 7A 32 9D AF EA 87 1C 78 02 EC 67 F9 05 AE
C5 76 95 DC 2C 66 63 C6 10 35 F5 9A 18 F8 E7
11 ED CO E1 2E 91 EA 60 EB 6B 32 DF 06 DD 7F
2F BA FA BB 6E 13 EC 1C C2 0D 99 55 47 60 0D

Tur boSHAKE256( M=* 00 A0, D=* 1F', 10032), |ast 32
“AB EF Al 16 30 C6 61 26 92 49 74 26 85 EC 08

Viguier, et al. Expi res 25 August 2025

D6
72

4E
5C

AE
CD

oC
Bl

A0
AB*

68
67

BB
ED
32):

El
37

5B

BD
F9
13

00
BO'

byt es:

2F

February 2025
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20 72 65 DC CF 2F 43 53 4E 9C

Tur boSHAKE256( M=pt n(17**0 bytes),
‘*3E 17 12 F9 28 F8 EA F1 05 46
D8 BO C3 78 72 8F 60 BC 97 04

90 CC 90 D8 A3 00 6A A2 37 2C

2B F2 2B AE 74 67 AC 94 F7 4D

Tur boSHAKE256( M=pt n(17**1 bytes),
‘B3 BA BO 30 OE 6A 19 1F BE 61
78 79 4E A5 48 43 F5 01 10 90
CB 22 C5 9D 78 B4 OA OF BF F9
0B D2 C8 45 09 1C 60 44 D6 87

Tur boSHAKE256( M=pt n(17**2 bytes),
‘66 B8 10 DB 8E 90 78 04 24 CO
10 88 2F DE 31 C6 DF 75 BE B9

E3 5E 7B 83 E8 B7 E6 EB 4B 78

FE 2C 07 8A 09 B9 4A D7 B8 21

Tur boSHAKE256( M=pt n(17**3 bytes),
“C7 4E BC 91 9A 5B 3B 0D D1 22
F4 42 D6 9D 3D 42 76 A9 3E FE
CD 4E AB AD AB 8C D7 A5 ED D9

EO 9E 2C 65 11 A3 EC 39 7D A3

Tur boSHAKE256( M=pt n(17**4 bytes),
‘02 CC 3A 88 97 E6 F4 F6 CC B6
07 B6 6C 6D E9 C7 B5 5B 2D 1A
AC 23 4E AB A9 A7 7C FF 88 C1
8C 56 87 B3 62 C4 30 B2 48 CD

Tur boSHAKE256( M=pt n(17**5 bytes),
“AD D5 3B 06 54 3E 58 4B 58 23
FE 45 ED 15 F2 02 43 A7 16 54

FF DA 75 CE DF 6D 8C DC 95 C3

B5 8B B1 7D 17 78 BF C1 Bl A9

Tur boSHAKE256( M=pt n(17**6 bytes),
‘9E 11 BC 59 C2 4E 73 99 3C 14
1D B7 4A EF D8 4E 12 3F 78 00

FE 70 1D 9E 6B B7 65 A3 04 FO
2C 41 OF 0D A7 OE 86 BF BD 90

Tur boSHAKE256( M=* FF FF FF*,

D= 01°,

Kangar ooTwel ve

61 BA OC

D= 1F,
32 B2 AA
10 15 5C
5C 5E Al
43 D3 9B

D= 1F,
37 93 98
FA 2F 37
E6 72 CO
05 4D A5

D= 1F,
84 73 72
D4 CD 93
60 58 80
3C 0A 73

D= 1F,
81 85 BA
0B F9 Al
66 95 F5
B7 6B 9E

D= 1F,
FD 46 63
23 13 4A
FO 20 B7
38 64 7F

D= 1F,
F6 26 99
85 AC B4
32 BD 56
75 45 CD

D= 1F,
84 EC 66
BA 9C 48
DC 34 A4
EA 87 7C

64) :

9D 1D

64) :

0A 24
28 82
76 BO
04 82

64) :

35 92
80 A9
FB EO
D8 E9

64) :

FD C9
05 CF
11 63
8B 65

64) :

02 D2
6A 7D
D3 60
16 74

64) :

1B 1F
17 OA
37 24
84 8A

64) :

6A EE
AA 76
F4 B9
F4 EC

64) :

35 8E
53 EO
EE 3B
2D 61

75

6E
OE
68

E2*

35
E5
97
Cr

57

16

9E

AB
FB'

52
FD
61
1D

50

86
9F

F7
2C
A8
04

February 2025

‘D2 1C 6F BB F5 87 FA 22 82 F2 9A
02 57 41 3A F7 8A 0B 1B 2A 87 41
AE 7A 4D 38 33 27 A8 Al 76 41 A3

EA 62
9C EO
4F 8A

01 75
31 D9
1D 10

FB

03
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I nternet-Draft Kangar ooTwel ve

AD 7D A6 B7 2D BA 84 BB 62 FE F2 8F 62

Tur boSHAKE256( M=* FF*, D='06‘, 64):
‘73 8D 7B 4E 37 D1 8B 7F 22 AD 1B 53 13
DD 7D 07 05 6A 26 A3 03 C4 33 FA 35 33
F4 F5 A7 D4 F7 00 EF B4 37 FE 6D 28 14
E3 2A OA 97 2E 22 E6 3A DC 1B 09 0D AE

Tur boSHAKE256( M=* FF FF FF*, D="07‘, 64):
‘18 B3 B5 B7 06 1C 2E 67 C1 75 3A 00 E6
BA 1C 90 6C F9 3E FB 70 92 EA F2 7F BE
AE 6E 29 24 93 C1 10 E4 8D 26 00 28 49
BS 50 06 12 B8 F2 57 89 85 DE D5 35 7D

F1

E3
45
05
FE

AD
EB
2B
00

24

57
52
EO
00

7E
B7
8E
EC

Tur boSHAKE256( M=* FF FF FF FF FF FF FF', D='0B',
‘BB 36 76 49 51 EC 97 E9 D8 5F 7E E9 A6 7A 77

FC 00 5C F4 25 56 BE 79 CE 12 CO BD E5
D6 63 2B OD OD FB 20 2D 1B BB 8F FE 3D
08 34 FA 75 6C BO 34 71 BA Bl 3A 1E 2C

Tur boSHAKE256( M=* FF*, D='30‘, 64):
‘F3 FE 12 87 3D 34 BC BB 2E 60 87 79 D6
86 BE C7 E9 OB F1 13 CB D4 FD D0 C4 E2
14 8D D7 EE 1A 52 77 6C F7 7F 24 05 14
3B 5D DA B8 EE 25 5E 39 EE 38 90 72 96

Tur boSHAKE256( M=' FF FF FF*, D="7F, 64):
“AB ES 69 C1 F7 7E C3 40 FO 27 05 E7 D3
El 55 51 6E 4A 6A 15 00 21 D7 OB 6F AC
06 9F 9A 98 28 A0 D5 75 CD 99 F9 BA E4
CF 7E DO 11 0B A9 7C EO 38 8D 07 4B AC

KT128( M= 00* ~0, C='00'~0, 32):
“1A C2 D4 50 FC 3B 42 05 D1 9D A7 BF CA
3C 08 03 57 7TA C7 16 7F 06 FE 2C E1 FO

KT128( M= 00* 20, C='00'~0, 64):
‘1A C2 D4 50 FC 3B 42 05 D1 9D A7 BF CA
3C 08 03 57 7TA C7 16 7F 06 FE 2C E1 FO
42 69 C0 56 B8 C8 2E 48 27 60 38 B6 D2
CO 7A 3D 46 45 27 2E 31 FF 38 50 81 39

KT128( M= 00* ~0, C=' 00'~0, 10032), last 32
‘E8 DC 56 36 42 F7 22 8C 84 68 4C 89 84
34 79 91 58 CO 79 Bl 28 80 27 7A 1D 28

KT128( M=pt n(1 bytes), C='00‘'~"0, 32):
‘2B DA 92 45 OE 8B 14 7F 8A 7C B6 29 E7

Viguier, et al. Expi res 25 August 2025

OE
D7
16

B7
F4
D9
2C

7C
0B
35
76

1B
EF

1B
EF
92
EB

byt es:

05
E2

57
4C
B3

OE
62
cC
11

9A
B4
AB
87

37
39

37
39
96
0A

D3
FF

24"

E3
80
7B
4B

7F
5E
FC
1A

B7

ocC
1A
76

51
E5

51
E5
6C
71

A8
6D

84 A0 58

February 2025
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Kangar ooTwel ve

EF CA 7C F7 D8 21 8E 02 D3 45 DF AA 65

KT128( M=pt n(17 bytes),

‘6B F7 5F A2 23
OF 37 12 05 F6

KT128( Mept n( 17**2
*0C 31 5E BC DE
E7 46 75 D7 F5

KT128( Mept n( 17** 3
“CB 55 2E 2E C7
2C 12 E3 22 E4

KT128( Mept n( 17** 4
87 01 04 5E 22
3AF1 A7 71 @2

KT128( Mept n( 17**5
84 4D 61 09 33
C7 CB D6 7C EE

KT128( Mept n( 17**6
“3C 39 07 82 A8
55 C8 D9 58 78

91 98 DB 47 72 E3
A9 A9 3A 27 3F 51

bytes), C=' 00'~0,
DB F6 14 26 DE 7D
32 7A 50 67 F3 67

bytes), C='00'"0,
7D 99 10 70 1D 57
EE 7F E4 17 F9 2C

bytes), C=' 00‘'~0,
20 53 45 FF 4D DA
B8 9B AE F3 7D B4

bytes), C= 00'~0,
Bl B9 96 3C BD EB
DF 88 3E B6 78 A0

bytes), C='00'"0,
A4 E8 9F A6 36 7F
48 1D 3C D8 CE 85

C=' 00' ~0, 32):

64 78
DF 37

32):
CF 8F
B1 08

32):
8B 45
75 8F

32):
05 55
3D 99

32):
5A E3
A8 EO

32):
72 FE
F5 8E

24

F8
12

B7
EC

7D
0D

5C
98

B6
37

AA
88

4A

El
28

25
B6

DF
59

BB
B9

BO
16

F1
0A

1F

9B
88"

D1
7C

77
ml

5C
FE'

5C
82°

32
F8'

February 2025

KT128(* 00° 20, C=ptn(1 bytes), 32):
“FA B6 58 DB 63 E9 4A 24 61 88 BF
45 F4 6E E9 84 C5 6E 3C 33 28 CA

7A F6
AF 1A

9A
Al

13
A5

KT128(‘ FF*, C=ptn(41 bytes), 32):
‘D8 48 C5 06 8C ED 73 6F 44 62 15 9B 98
20 B8 08 AC C3 D5 BC 48 EO BO 6B A0 A3

67
76

FD
2E

KT128(' FF FF FF*, C=ptn(41**2 bytes), 32):
‘C3 89 E5 00 9A E5 71 20 85 4C 2E 8C 64
13 58 CF 4C 1B AF 89 44 7A 72 42 34 DC

67 OA
7C ED 74°
KT128(' FF FF FF FF FF FF FF*, C=ptn(41**3
‘75 D2 F8 6A 2E 64 45 66 72 6B 4F BC FC
DB CF 07 0OC 7B OD CA 06 45 OA B2 91 Dr

byt es),
56 57 B9
44 3B CF

32):

KT128( Mept n( 8191 bytes), C= 00° 70, 32):
“1B 57 76 36 F7 23 64 3E 99 0C C7 D6 A6
36 FD 6A 10 36 26 60 OE B3 30 1C Dl DB

59 83 74
E5 53 D6’

KT128( M=pt n(8192 bytes), C='00'”"0, 32):

‘48 F2 56 F6 77 2F 9E DF B6 A8 B6 61 EC 92 DC 93

Viguier, et al. Expi res 25 August 2025 [ Page 17]
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Kangar ooTwel ve

B9 5E BD 05 A0 8A 17 B3 9A E3 49

KT128( M=pt n( 8192 bytes),

C=pt n( 8189

‘3E DL 2F 70 FB 05 DD B5 86 89 51
6C 60 33 84 9A A0 1E 1D 8C 22 OA

KT128( M=pt n( 8192 bytes),

‘6A 7C

04

KT256( M=

‘B2
E3
E3
3F

KT256( M=

‘B2
E3
E3
3F
BO
89
60
60

KT256( M=

55

3D
8C
E8
D4

3D
8C
E8
D4
92
E6
F5
8C

“AD 4A

44
56
27

KT256( M=pt n(1 bytes),
‘0D 00 5A 19
13 14 EF A5

82 DB 6F 6F

81 EA CB 98

KT256( Mept n( 17

49
C6
52

C=pt n( 8190

1B 6A 5C DO D8 CO9 CA 94 3A
9A 2E A4 5F 78 57 OA 15 25

0o
2E
E8
B6
AD

0o
2E
E8
B6
AD
53
DO
57
CD

00°
1D
04
4F
F3

A0, C='00'70, 64):

9C EA 9F 49 04 EO 2B EC
E9 3E F4 C8 9E 65 37
81 07 B8 83 3A 5D 30
C7 14 8E CB 78 28 55

A0, C='00'”~0, 128):

9C EA
E9 3E
81 07
Cr 14
19 b8
8D AE
60 B6
2C D2

~0, C='00'~0, 10064),

‘1B A3 @0 2B 1F
6C 84 83 F4 Al
1C DC CA 40 EB
7B 12 77 D3 E7

KT256( Mept n( 17%* 2
‘DE 8C CB 6 3E
91 BB F8 B6 A6

D5 4F 12 AC 71

Viguier, et al.

oF
F4
B8
8E
EA
El
1F
D9

byt es),

49
C8
83
CB
1E
66
82
19

C='00' ~0, 64):

byt es),

04
9E
3A
78
12
2B
11
FC

EO
65
5D
28
1A
69
4C
78

2B
37
30
55
60
C8
03
29

40 85 36 02 17 12
56 45 39 D4 44 91
FE 76 E7 81 EA AO
3D 72 30 F2 FB 02

C="00‘ 70,
C5 14 47 AF 06
B6 3D 0D CC EF
FO 06 AC 76 EF
FA A9 C9 65 3B

07
49
00

EC
07
49
00
98
40
oc
FF

08

byt es),

0A
29

byt es),

4A
3D

06
6A
0A
3A

06
6A
0A
3A
21
28
97
69

| ast
71 8C F9 50 50 67 09 A4 C3
1F C7 9A 05 D6 8D A3 5F 1E
E9 49 58 E7 08 5F 29 64 88
CC D8 55 28 8E FE E5 FC BB

8C
2E
68
83

F1
34
BC
4A

64) :

C8
E3
03
19

C="00‘ 70,

OF 13 3E BB 44 16
1E C0 A7 70 OF 83
59 47 2C 72 DB 11

97
A2
97
07

70 C9 26

32):

B3 E4 D2
7F ED CD

32):

21 6C C6
67 BA 00

81
F8
A3
AE

81
F8
A3
AE
EC
oF
ES
93

64
33
45
82
8B

7F
37
EO
21

99
8A
15
50

64) :
81 4D 4C

6B
8C

08
35

Expi res 25 August 2025

7F
64
34
BD

7F
64
34
BD
19
18
17
1A

byt es:

96
35
59
56

91
EF
1F
B1

78
2F
23
98

6C
B4

C1
64
82
E4

C1
64
82
E4
EF
8B
84
o)

13
22
B9
30

El
Al
2B
DD

A9
32
46
52

66
BO
E6

3C
0B

46
AE'

ocC
04
35
A9

ocC
04
35
A9

A8
49
ml

05
3E
83
7B

F6
29

February 2025
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21 3C 65 62 CA

KT256( Mept n( 17%* 3
‘64 7E FB 49 FE
91 54 44 43 20
59 89 35 EF 95
83 68 06 74 36

KT256( Mept n( 17** 4
“BO 62 75 D2 84
FF 66 86 E3 ED
8B F8 Al 62 82

CF 1C EB 61 ED

KT256( Mept n( 17**5
94 73 83 1D 76
16 73 D6 4B CD

60 EA B7 1B 5C

40 22 B5 21 59

KT256( Mept n( 17** 6
06 52 B7 40 D7
76 8B 7F F3 8F
31 A5 57 8F 56
A5 26 6E 96 A4

KT256(* 00° 20, C=ptn(1 bytes),

Kangar ooTwel

AA 9D CC 51 89 59

bytes), C= 00 "0,
9D 71 75 00 17 1B
99 97 CE 1C 25 30
45 28 FF Cl 52 Bl
5C DL 91 D5 62 BA

bytes), C= 00 "0,
CD 1C F2 05 BC BE
15 77 63 83 E1 F2
9D Bl A4 4B 2A 43
E6 59 76 6D 5C CF

bytes), C= 00 "0,
A4 C7 BF 77 AC E4
87 7A 7C 66 B2 66
2B AB 85 8C 07 4D
35 CO D4 DI 9B F5

bytes), C= 00 "0,
8C 5E 1F 7C 8D CC
9A 7A 20 F2 9F 41
8F 91 1E 09 CF 44
A5 35 E8 71 32 4E

64) :

E6 9B

64) :

41 E7
D1 5E
E4 D7
E7 53

64) :

57 DC
FA 3C
FF 83
81 7A

64) :

5B 59
4A A6
ED 81
11 AE

64) :

17 77
3B Bl
74 6D
4F 9C

10

F1
Bl
31
B8

09
B3
A8
70

F3

1B
FF
EE
4A

3E
89
BA
45
14
07
73
04

42
04

BA'

BB
26
A5’

C1
FO
8D
8B
9E
72
82
5B

24
DA’

February 2025

92 80 F5 CC 39 B5
1E 46 09 D4 4B F8
11 F7 48 F2 3E 3F
DF 2D 33 E9 DF 74

4A 5A 59
45 C2 F5
AB BE 5C
C5 06 9C

4E C6
B8 C3
32 26
EE CB

3D
16
EC
B4

EO
D7
96
DD

BB
2B

99
15
21
EF

37

86

10 F6'

Vi gui er,

KT256( " FF*,
‘47 EF 96 DD 61
AE 80 87 E3 76

45 D7 AD BC E5

FS 37 2D 87 EO

KT256(‘ FF FF FF*,
‘3B 48 66 7A 50
1E 05 58 4E 78

B4 38 A9 E9 1D
AE F4 31 DO B6

C=ptn(41

byt es),

6F 20 09 37
1D C0 F8 C1
7F F6 4B 63
OA FF 89 BE

C=pt n(41**2
51 C5 96 6C
06 E2 FB 76
DE 33 7C 98
4E F2 32 4F

KT256(‘ FF FF FF FF FF FF FF',

“EO0 91 1C CO 00
98 71 21 42 B8
30 A8 8C BF 4A

et al.

25 E1 54 08
0D 26 29 E6
C2 A9 1A 24

Expi res 25 August 2025

64) :

AA 78
Al 54
97 22
97 24

47
F5
C6
07

E3
1D
Al
56

byt es),
53 C5 D4 2B
5E DA 95 90
E9 C4 1B ED
79 32 CA A6

C=pt n(41**3
31 E2 66 D9
43 AA C4 EF
32 74 30 54

64) :

4E

67
99

95
74
94
FS

byt es)

4A

DD

FE
F8

53

45
2C
EO
69"

, 64):

9B

AF 5A 3A
FB CC 98

[ Page 19]



Internet-Draft

Kangar ooTwel ve February 2025

97 67 OE 86 BA 8C EC 2F C2 AC E9 C9 66 36 97 24

KT256( Mept n( 8191 bytes), C=' 00° A0, 64):

30 81 43 4D 93 A4 10 8D 8D 8A 33 05 B8 96 82 CE
BE DC 7C A4 EA 8A 3C E8 69 FB B7 3C BE 4A 58 EE
F6 F2 4D E3 8F FC 17 05 14 C7 OE 7A B2 DO 1F 03
81 26 16 E8 63 D7 69 AF B3 75 31 93 BA 04 5B 20'

KT256( M=pt n( 8192 bytes),
‘C6 EE 8E 2A D3 20 0C 01 8A C8 7A
21 21 B4 12 b0 7D C6 EO DC CB B5
1C 18 83 4D 99 DF 59 6C FO CF 4B
2D 13 9D 0C 90 35 72 5A DC 1A 01

KT256( M=pt n( 8192 bytes), C=ptn(8189
‘74 E4 78 79 F1 OA 9C 5D 11 BD 2D
E8 63 78 BF 3C 3F 74 48 EF F3 C5
AA EO 99 99 79 51 20 90 A7 F3 48
3C 37 F1 EC AF 8D 2C 2C 96 C1 D1

KT256( M=pt n( 8192 bytes), C=ptn(8190
‘F4 B5 90 8B 92 9F FE 01 EO F7 9E
1A 39 6B 2E 73 03 A6 AF 1D 63 99

D7 C4 F6 07 E8 27 7F 9C 9B 1C B4

B9 2D 1F C7 55 84 41 F1 83 2C 32

C='00' ~0, 64):

AA 03 1C DA
34 23 74 TE
8D FA FB 7B
B7 23 0A 41

bytes), 64):

A7 E1 94 FE
76 A0 F1 8C
AF 42 60 D4
6C 64 Bl 24

bytes), 64):

C2 F2 12 43
CD 6C 7A OA
AB 9D DC 59
79 A4 24 1B

9A
FO
FA

57
5C

96'

2D

8B

6. | ANA Consi der ations

In the Naned | nformation Hash Al gorithm Registry, k12-256 refers to
the hash function obtained by evaluating KT128 on the input nessage
with default C (the enpty string) and L = 32 bytes (256 bits).
Simlarly, k12-512 refers to the hash functi on obtained by eval uating
KT256 on the input message with default C (the enpty string) and L =
64 bytes (512 bits).

In the COSE Al gorithns registry,
to Tur boSHAKE and Kangar ooTwel ve:

the followi ng entries are assigned
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S RIS Fommma - S RIS . +
| Nare | Value | Description | Capabilities

T R, o e e e o o e e - +
| TurboSHAKE128 | -261 | TurboSHAKE128 XOF | [kty] |
I I I
| TurboSHAKE256 | -262 | TurboSHAKE256 XOF | [kty] |
I I I I I
| KT128 | -263 | KT128 XOF | [kty] |
| | | | |
| KT256 | -264 | KT256 XOF | [kty] |
S I S D S TRy S +

7. Security Considerations

Thi s docunent is neant to serve as a stable reference and an

i npl ement ation guide for the KangarooTwel ve and Tur boSHAKE eXt endabl e
Qut put Functions. The security assurance of these functions relies
on the cryptanal ysis of reduced-round versions of Keccak and they
have the sane clainmed security strength as their correspondi ng SHAKE

functions.
o mm e e e e e e a— oo oo +
| security claim |
o e e oo o m e e e e e e aaao o +
| Tur boSHAKE128 | 128 bits (sane as SHAKE128)
I I I
| KT128 | 128 bits (sane as SHAKE128) |
I I I
| Tur boSHAKE256 | 256 bits (sane as SHAKE256)
I I I
| KT256 | 256 bits (sane as SHAKE256) |
o e e e e oo - o e e e e e e e meme oo +

To be nore precise, KT128 is made of two | ayers:

* The inner function TurboSHAKE128. The security assurance of this
| ayer relies on cryptanalysis. The TurboSHAKE128 function is
exactly Keccak[r=1344, c=256] (as in SHAKE128) reduced to 12
rounds. Any cryptanal ysis of reduced-round Keccak is al so
cryptanal ysis of reduced-round Tur boSHAKE128 (provi ded the nunber
of rounds attacked is not higher than 12).

* The tree hashing over TurboSHAKE128. This layer is a node on top
of TurboSHAKE128 t hat does not introduce any vul nerability thanks
to the use of Sakura coding proven secure in [ SAKURA].

This reasoning is detailed and formalized in [KT].
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8.

8.

KT256 is structured as KT128, except that it uses TurboSHAKE256 as

i nner function. The TurboSHAKE256 function is exactly Keccak[r=1088,
c=512] (as in SHAKE256) reduced to 12 rounds, and the sane reasoning
on cryptanal ysis applies.

Tur boSHAKE128 and KT128 aim at 128-bit security. To achieve 128-bit
security strength, the output L MJST be chosen | ong enough so that
there are no generic attacks that violate 128-bit security. So for
128-bit (second) preinmage security the output should be at |east 128
bits, for 128 bits of security against nulti-target preimge attacks
with T targets the output should be at |least 128+l og 2(T) bits and
for 128-bit collision security the output should be at |east 256
bits. Furthernore, when the output length is at |east 256 bits,

Tur boSHAKE128 and KT128 achi eve N ST's post-quantum security |level 2
[NI STPQ .

Simlarly, TurboSHAKE256 and KT256 aimat 256-bit security. To

achi eve 256-bit security strength, the output L MJST be chosen | ong
enough so that there are no generic attacks that violate 256-bit
security. So for 256-bit (second) preinmage security the output
shoul d be at |east 256 bits, for 256 bits of security against multi-
target preinage attacks with T targets the output should be at |east
256+l og_2(T) bits and for 256-bit collision security the output
shoul d be at least 512 bits. Furthernore, when the output length is
at least 512 bits, TurboSHAKE256 and KT256 achi eve NI ST’ s post -
quantum security level 5 [N STPQ .

Unli ke the SHA-256 and SHA-512 functions, TurboSHAKEL128,

Tur boSHAKE256, KT128 and KT256 do not suffer fromthe Il ength

ext ensi on weakness, and therefore do not require the use of the HVAC
construction for instance when used for MAC conputation [FIPS198].

Al so, they can naturally be used as a key derivation function. The

i nput nmust be an injective encoding of secret and diversification
material, and the output can be taken as the derived key(s). The

i nput does not need to be uniformy distributed, e.g., it can be a
shared secret produced by the Diffie-Hell man or ECDH protocol, but it
needs to have sufficient nin-entropy.

Lastly, as KT128 and KT256 use TurboSHAKE with three values for D
nanely 0x06, 0x07, and O0xOB. Protocols that use both KT128 and
Tur boSHAKE128, or both KT256 and Tur boSHAKE256, SHOULD avoi d using
these three values for D
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Appendi x A, Pseudocode
The sub-sections of this appendi x contai n pseudocode definitions of
Tur boSHAKE128, Tur boSHAKE256 and Kangar ooTwel ve. St andal one Pyt hon
versions are also available in the Keccak Code Package [ XKCP] and in
[ KT]

A. 1. Keccak-p[ 1600, n_r=12]

KP(state):
RC[0] = ‘8B 80 00 80 00 00 00 0O
RC[1] = ‘8B 00 00 00 00 00 00 80
RC[2] = ‘89 80 00 00 00 00 00 80
RC[3] = ‘03 80 00 00 00 00 00 80
RC[4] = ‘02 80 00 00 00 00 00 80
RC[5] = ‘80 00 00 00 00 00 00 80
RC[6] = ‘0OA 80 00 00 00 00 00 0O
RC[7] = ‘0OA 00 00 80 00 00 00 80
RC[8] = ‘81 80 00 80 00 00 00 80
RC[9] = ‘80 80 00 00 00 00 00 80
RC[10] = ‘01 00 00 80 00 00 00 OO
RC[ 11] = ‘08 80 00 80 00 00 00 80

for x fromO to 4
for y fromO to 4
| anes[x][y] = state[8*(x+5*y): 8*(x+5*y) +8]

for round fromO to 11

# theta
for x fromO to 4
d x] = lanes[x][0]

g x] ~= lanes[x][1]
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C x] ~= lanes[x][?2]

g x] ~= lanes[x][3]

g x] ~= lanes[x][4]
for x fromO to 4

Dx] = C(x+4) nmod 5] ~ ROL64(C (x+1) nod 5], 1)
for y from0O to 4

for x fromO to 4

| anes[x][y] = lanes[x][y]"D x]

# rho and pi
(x, y) =(1, 0)
current = lanes[x][VY]

for t fromO to 23
(x, y) = (y, (2*x+3*y) nod 5)
(current, lanes[x][y]) =
(lanes[x][y], ROL64(current, (t+1)*(t+2)/2))

# chi
for y fromO to 4
for x fromO to 4
T[x] = lanes[x][VY]
for x fromO to 4
lanes[x][y] = T[x] ~((not T[(x+1) nod 5]) & T[(x+2) nod 5])

# iota
| anes[0][ 0] "= RC round]

state = *00°' "0
for y fromO to 4
for x fromO to 4
state = state || lanes[x][y]

return state
end

where ROL64(x, y) is arotation of the 'x' 64-bit word toward the
bits with higher indexes by 'y’ positions. The 8-bytes byte-string x
is interpreted as a 64-bit word in little-endian format.

A. 2. TurboSHAKE128
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Tur boSHAKE128( nessage, separati onByte, outputBytelen):
offset =0

state = ‘' 00° 7200

i nput = message || separationByte

# === Absorb conpl ete bl ocks ===

while offset < |input| - 168
state "= input[offset : offset + 168] || ‘00°'~"32
state = KP(state)
of fset += 168

# === Absorb | ast block and treatnent of padding ===
Last Bl ockLength = |input| - offset

state "= input[offset:] || ‘00'~(200-LastBl ockLengt h)
state = *00'~167 || 80" || ‘00'~"32

state = KP(state)
H#H === Squeeze —==
out put = *00‘~0
whi | e out put Byt eLen > 168
output = output || state[0: 168]
out put ByteLen -= 168
state = KP(state)
out put = output || state[O0: outputBytelLen]
return out put

A. 3. Tur boSHAKE256
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Tur boSHAKE256( nessage, separati onByte, outputBytelen):
offset =0

state = ‘' 00° 7200

i nput = message || separationByte

# === Absorb conpl ete bl ocks ===

while offset < |input| - 136
state "= input[offset : offset + 136] || ‘O00'"64
state = KP(state)
of fset += 136

# === Absorb | ast block and treatnent of padding ===
Last Bl ockLength = |input| - offset

state "= input[offset:] || ‘00'~(200-LastBl ockLengt h)
state = *00'~135 || “80' || ‘00'"64

state = KP(state)
H#H === Squeeze —==
out put = *00‘~0
whi | e out put Byt eLen > 136
output = output || state[0:136]
out put BytelLen -= 136
state = KP(state)
out put = output || state[O0: outputBytelLen]
return out put

A 4. KT128
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KT128(i nput Message, custonttring, outputBytelen):
S = input Message || custonBtring
S =S || length_encode( |custonftring| )

if | S| <= 8192
return TurboSHAKE128(S, ‘07‘, outputBytelLen)
el se
# === Kangar oo hoppi ng ===
Fi nal Node = S[0:8192] || ‘03" || ‘00'~7
of fset = 8192
nunmBl ock = 0
while offset < |9
bl ockSize = min( |S - offset, 8192)
CV = TurboSHAKE128( S[of fset : offset + blockSize], ‘0B, 32)
Fi nal Node = Final Node || CV
nunmBl ock += 1
of f set += bl ockSi ze

Fi nal Node = Final Node || |ength_encode( nunBlock ) || ‘FF FF
return Tur boSHAKE128( Fi nal Node, ‘06°, outputBytelen)
end
A 5. KT256

KT256(i nput Message, custonfttring, outputBytelen):
S = input Message || custonBtring
S =S || length_encode( |custonBtring| )

if |§ <= 8192
return Tur boSHAKE256(S, ‘07‘, outputBytelen)
el se
# === Kangar oo hoppi ng ===
Fi nal Node = S[0:8192] || ‘03" || ‘00" ~7
of fset = 8192
nunmBl ock = 0
while offset < |9
bl ockSize = min( |S - offset, 8192)
CV = Tur boSHAKE256( S[ of fset : offset + bl ockSize], ‘0B, 64)
Fi nal Node = Fi nal Node || CV
nunmBl ock += 1
of f set += bl ockSi ze

Fi nal Node = Final Node || |ength_encode( nunBlock ) || 'FF FF

return Tur boSHAKE256( Fi nal Node, ‘06‘, out putBytelen)
end
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