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1. Introduction

Post - quant um (PQ cryptographic algorithnms are based on probl ems that
are conjectured to be resistant to attacks possible on a quantum
conputer. Key Encapsul ati on Mechani snms (KEMs) are a standardi zed
class of cryptographic schene that can be used to build protocols in
lieu of traditional, quantumvul nerable variants such as finite field
or elliptic curve Diffie-Hellman (DH) based protocols.

G ven the novelty of PQ al gorithnms, however, there is sone concern
that PQ algorithns currently believed to be secure will be broken
Hybrid constructions that conbine both PQ and traditional algorithns
can help noderate this risk while still providing security against
quantum attack. |If constructed properly, a hybrid KEMwi Il retain
certain security properties even if one of the two constituent KEMs
is compromised. If the PQKEMis broken, then the hybrid KEM shoul d
continue to provide security agai nst non-quantum attackers by virtue
of its traditional KEM conponent. |If the traditional KEMis broken
by a quantum conputer, then the hybrid KEM shoul d continue to resist
quantum attack by virtue of its PQ KEM component.

In addition to guardi ng agai nst al gorithm weaknesses, this property
al so guards against flaws in inplenmentations, such as tining attacks.
Hybrid KEMs can also facilitate faster deploynment of PQ security by
all owing applications to incorporate PQ algorithns while stil

meeting conpliance requirenments based on traditional algorithmns.

In this docunment, we define generic frameworks for constructing
hybrid KEMs froma PQ KEM and a traditional algorithm The ai m of
this docunment is provide a snmall set of techniques to achieve
specific security properties given conform ng conponent al gorithns,
whi ch shoul d make these techniques suitable for a broad variety of
use cases.

We define four generic franeworks as variants of a conmon over al

schene. The variations are based on (1) what type of cryptographic
object is being used for the traditional conponent, and (2) whether
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the PQ KEMis assuned to have an additional property known as

C phertext Second Prei mage Resistance (C2PRI). Hybrid KEMs built
usi ng PQ KEMs that satisfy C2PRI can achi eve the sane security |eve
with nore efficient conputations, trading off performance for an
addi tional security assunption.

The remai nder of this docunment is structured as follows: first, in
Section 4 and Section 5, we define the abstractions on which the
frameworks are built, and then the frameworks thenselves. Then, in
Section 6, we lay out the security anal yses that support these
framewor ks, including the security requirenents for constituent
conponents and the security notions satisfied by hybrid KEMS
constructed according to the franmeworks in the docunent

Section 6.2.1. Finally, we discuss sone "path not taken", related
topics that mght be of interest to readers, but which are not
treated in depth.

2. Requirenents Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Not at i on

Thi s docunent is consistent with all termnol ogy defined in
[1-D.ietf-pquip-pqgt-hybrid-term nol ogy].

The following terms are used throughout this docunent:

* random(n): return a pseudorandom byte string of length n bytes
produced by a cryptographically-secure random nunber generator

* concat(x0, ..., xN): Concatenation of byte strings. concat(0x01
0x0203, 0x040506) = 0x010203040506

* split(NL, N2, x): Split a byte string x of length NL + N2 into its
first N1 bytes and its last N2 bytes. This function is the
i nverse of concat(x1, x2) when x1 is N1 bytes long and x2 is N2
bytes long. It is an error to call this function with a byte
string that does not have length N1 + N2. Since this function
operates over secret data x, it MJST be constant-tine for a given
N1 and N2.
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When x is a byte string, we use the notation x[..i] and x[i..] to
denote the slice of bytes in x starting fromthe begi nning of x and
|l eading up to index i, including the i-th byte, and the slice the
bytes in x starting fromindex i to the end of x, respectively. For
exanmple, if x =0, 1, 2, 3, 4], then x[..2] =10, 1] and x[2..] =
[2, 3, 4].

A set is denoted by listing values in braces: {a,b,c}.

A vector of set elenents of length n is denoted with exponentiation,
such as for the n-bit value: {0, 1}"n.

Drawing uniformy at randomfroman n-bit vector into a value x is
denoted: x $< {0, 1}"n.

A function f that maps fromone domain to another is denoted using a
right arrow to separate inputs fromoutputs: f : inputs — outputs.

4. Cryptographi c Dependenci es

The generic hybrid PQ T KEM franmewor ks we define depend on the
foll owi ng cryptographic primtives:

* Key Encapsul ati on Mechani sns (Section 4.1)

*  Nom nal Groups (Section 4.2)

* Pseudorandom Generators (Section 4.3)

* Key Derivation Functions (Section 4.4)

In the remai nder of this section, we describe functional aspects of
these nechani snms. The security properties we require in order for

the resulting hybrid KEMto be secure are discussed in Section 6.

4.1. Key Encapsul ati on Mechani sns
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A Key Encapsul ati on Mechani sm (KEM conprises the foll ow ng
al gorithms:

*

GenerateKeyPair() -> (dk, ek): A random zed al gorithmthat
generates a secret decapsul ation key dk and a public encapsul ation
key ek, each of which are byte strings.

Deri veKeyPair(seed) -> (dk, ek): A determnistic algorithmthat

takes as input a seed seed and generates a secret decapsul ation

key dk and a public encapsul ation key ek, each of which are byte
strings.

Encaps(ek) -> (ss, ct): A probabilistic encapsul ation algorithm
whi ch takes as input a public encapsul ati on key ek and outputs a
shared secret ss and ci phertext ct.

Decaps(dk, ct) -> ss: A determnistic decapsul ation al gorithm
whi ch takes as input a secret decapsul ati on key dk and ci phertext
ct and outputs a shared secret ss.
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4.

2.

In this docunment, Decaps is nodel ed as always returning a shared
secret and never returning an error. Conponent KEMs that use
inmplicit rejection (such as M.-KEM produce a determ nistic
pseudor andom out put on invalid ciphertexts, which propagates through
t he combi ner’ s KDF.
We al so nake use of internal algorithns such as:
* expandDecapsul ati onKey(dk) -> (dk, ek): A deterministic algorithm
that takes as input a decapsul ation key dk and generates keypair
i ntermedi ate val ues for conputation.

We assune that the values produced and consurmed by the above
functions are all byte strings, with fixed | engths:

* Nseed: The length in bytes of a key seed

* Nek: The length in bytes of a public encapsul ation key

* Ndk: The length in bytes of a secret decapsul ation key

* Nct: The length in bytes of a ciphertext produced by Encaps

* Nss: The length in bytes of a shared secret produced by Encaps or
Decaps

Nom nal G oups
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Nom nal groups are an abstract nodel of elliptic curve groups, over
which we instantiate Diffie-Hell nan key agreenent [ABH 21]. A

nom nal group conprises a set Gtogether with a distinguished basis
el ement g, an "exponentiation" map, and some auxiliary functions:

*

Exp(p, X) -> q: An algorithmthat produces an elenent q of G from
an elenent p and an integer x.

- The integers x are called "scalars" to distinguish themfrom
group el enents.

- Exp must respect multiplication in its scalar argunent x, so
that Exp(Exp(p, x), y) = Exp(p, x * y).

RandonScal ar (seed) -> k: Produce a uniform pseudo-random scal ar
fromthe uniformy pseudo-random byte string seed.

El ement ToShar edSecret (P) -> ss: Extract a shared secret from an
el ement of the group (e.g., by taking the X coordinate of an
elliptic curve point).
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We assune that scalars and group el ements are represented by byte
strings with fixed | engths:

* Nseed: The length in bytes of a seed (input to Randontcal ar)

* Nscalar: The length in bytes of a scalar

* Nelem The length in bytes of a serialized group el enent

* Nss: The length in bytes of a shared secret produced by
El ement ToShar edSecr et

Goups used with the hybrid KEM framework in this docunent should be
secure with respect to the strong Diffie-Hell man problem (see
Section 6.1.3).

4.3. Pseudorandom CGenerators

4. 4.

Con

A pseudor andom generator (PRG is a determ nistic function whose
outputs are longer than its inputs. Wen the input is chosen
uniformy at random this induces a certain distribution over the
possi bl e output. The output distribution is pseudorandomif it is
i ndi stinguishable fromthe uniformdistribution.

The PRGs used in this docunment have a sinpler form wth fixed output
| engt hs:

* Nout: The length in bytes of an output fromthis PRG

* PRGE seed) -> output: Produce a byte string of |Iength Nout from an
i nput byte string seed.

The fixed sizes are for both security and simplicity.

PRGs used with the frameworks in this docunent MJST provide the bit-
security required to source input randomess for PQ T conponents from
a seed that is expanded to a output |ength, of which a subset is
passed to the component key generation al gorithns.

The security requirenments for PRGs used with the frameworks in this
docunment are laid out in Section 6.1.6.

Key Derivation Functions

A Key Derivation Function (KDF) is a function that produces keying
mat eri al based on an input secret and other infornation.
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While KDFs in the literature can typically consunme and produce byte
strings of arbitrary length, the KDFs used in this document have a
sinmpler form wth fixed output |engths:

* Nout: The length in bytes of an output fromthis KDF.

* KDF(input) -> output: Produce a byte string of |ength Nout from an
i nput byte string.

The fixed sizes are for both security and sinplicity.

Any KDF that utilizes HKDF [HKDF] MJUST fully specify HKDF' s salt,
IKM info, and L argunents.

The security requirements for KDFs used with the frameworks in this
docunent are laid out in Section 6.1.5.

5. Hybrid KEM Framewor ks
In this section, we define four frameworks for building hybrid KEMs.
These franmeworks are based on a common set of subroutines for things
i ke key generation and conputing a final shared secret.
The four frameworks vary al ong two axes:

1. \Whether traditional conponent is a nom nal group or a KEM

2. \Wether to rely on the C2PRI property for the post-quantum
conmponent

The choi ce of which framework to use when building a hybrid KEM w ||
depend on the application’s needs al ong these two axes.

R el St el ety
| Name | PQ C2PRI? | T conponent |
B bl oo oo ey s oo
| UG | No | Nominal group |
+------ R i +
| UK | No | KEM |
+------ F-- - - - i I +
| CG | Yes | Nominal group |
+------ I I I T +
| CK | Yes | KEM |
+------ R i +

Table 1. Hybrid KEM framewor ks
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Instantiating one of these frameworks creates a hybrid KEM KEM H
based on the follow ng constituent comnmponents:

* Atraditional conponent that is either a nom nal group or a KEM
- Goup_T: A nominal group
- KEMT: Atraditional KEM

*  KEM_PQ A post-quantum KEM

* PRG A PRG producing byte strings of |ength KEM PQ Nseed +
Conp_T. Nseed (PRG Nout == KEM PQ Nseed + Conp_T. Nseed)

* KDF: A KDF producing byte strings of |length KEM H. Nss (KDF. Nout ==
KEM_H. Nss)

* Label - A byte string used to | abel the specific conbination of
the above conponents being used, as well as which framework is
being instantiated. This value should be registered in the Hybrid
KEM Label s 1 ANA registry to avoid conflict with other
instantiations (see Section 7).

KEM PQ Goup_ T, PRG and KDF MJUST neet the interfaces described in
Section 4 and MJST neet the security requirenents described in
Section 6.2.1.

The constants for public values are derived fromthe concatenation of
encapsul ati on keys and ci phertexts:

KEM H. Nek
KEM_H. Nct

KEM PQ Nek + (KEM.T.Nek or Group_T. Nel em
KEM PQ Nct + (KEM.T.Nct or Group_T. Nel em

The Nseed and Nss constants should reflect the overall security |evel
of the conbined KEM with the followi ng recommended val ues:

KEM H. Nseed = max(KEM PQ Nseed, (KEM T.Nseed or G oup_T. Nseed))
KEM H. Nss = m n(KEM PQ Nss, (KEM T.Nss or G oup_T.Nss))

Since we use the seed as the decapsul ati on key, Ndk = Nseed. For
| egacy cases where it is not possible to derive per-conponent
decapsul ati on keys froma common seed, see Section 5. 2.

5.1. Subroutines

The four hybrid KEM franeworks share a substantial anmount of
structure, which we capture in a set of subroutines.
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5.1.1. Using a Nom nal Goup

Hybrid KEM frameworks that use a nominal group for the traditional
conponent invoke the DeriveKeyPair, Encaps, and Decaps functions of
PQ KEMs, al ongsi de anal ogous functions of the nomi nal group. The
"encapsul ation key" is the receiver’'s public key group el ement; the
"ciphertext" is an ephemeral group elenent; and the shared secret is
the secret value resulting froman epheneral -static Diffie-Hellnnan
exchange.

def expandDecapsKeyQ seed):
seed full = PRG seed)
(seed_PQ seed_T) = split(KEM PQ Nseed, G oup_T. Nseed, seed full)

(dk_PQ ek_PQ = KEM PQ DeriveKeyPair (seed_PQ
dk_T = G oup_T. Randontcal ar (seed_T)
ek T = Goup_T.Exp(Group_T.g, dk_T)

return (ek_PQ ek T, dk_PQ dk_T)

def prepareEncaps@ ek _PQ ek _T):
(ss_PQ ct_PQ = KEM PQ Encaps(ek_PQ
sk E = Group_T. RandonScal ar (r andonm( Gr oup_T. Nseed))
ct T = Goup_ T.Exp(Goup_T.g, sk_E)
ss_T = Goup_T. El enment ToShar edSecret (G oup_T. Exp(ek_T, sk_E))
return (ss_PQ ss_T, ct_PQ ct_T)

def prepareDecapsGct_PQ ct T, dk PQ dk_T):
ss_PQ = KEM PQ Decaps(dk_PQ, ct_ PQ
ss_ T = Group_T. El enent ToShar edSecret (G oup_T. Exp(ct _T, dk_T))
return (ss_PQ ss_T)

5.1.2. Using a Traditional KEM
Hybrid KEM franmeworks that use a KEM for the traditional conmponent

i nvoke the DeriveKeyPair, Encaps, and Decaps functions of the
traditional and PQ KEMs in parallel.
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5.

def expandDecapsKeyK(seed):
seed_full = PRG seed)
(seed_PQ seed_T) = split(KEM PQ Nseed, KEM T. Nseed, seed_full)
(dk_PQ ek _PQ = KEM PQ DeriveKeyPair (seed PQ
(dk_T, ek T) = KEM T. DeriveKeyPair (seed_T)
return (ek_PQ ek T, dk_PQ dk_T)

def prepareEncapsK(ek _PQ ek _T):
(ss_PQ ct_PQ = KEM PQ Encaps(ek_PQ
(ss_T, ct_T) = KEM.T. Encaps(ek_T)
return (ss_PQ ss T, ct_ PQ ct T

def prepareDecapsK(ct_PQ ct_T, dk_PQ dk_T):
ss_PQ = KEM PQ Decaps(dk_PQ, ct_PQ
ss_ T = KEM T. Decaps(dk_T, ct_T)
return (ss_PQ ss_T)

1.3. Conbiners

A combi ner function uses the KDF used in the hybrid KEMto conbine
the shared secrets output by the component al gorithms w th contextual
i nfornation.

The two conbi ner functions defined in this docunent are as foll ows:

def Uni versal Combi ner(ss_PQ, ss_ T, ct_PQ ct_T, ek PQ ek T, |abel):
return KDF(concat(ss_PQ ss_ T, ct_PQ ct_ T, ek PQ ek T, |abel))

def C2PRI Conbiner(ss_PQ ss_ T, ct T, ek T, |abel):
return KDF(concat(ss_PQ ss T, ct T, ek T, label))

Note that while the names of the inputs are suggestive of the shared
secret, ciphertext, and encapsul ation key outputs of a KEM the
inputs to this function in the hybrid KEM framework are not
necessarily the output of a secure KEM In particular, when the
framework is instantiated with a noninal group, the "ciphertext”
component is an epheneral group el enent, and the "encapsul ati on key"
is the group elenment that functions as the recipient’s public key.

The choi ce of conmbiner brings with it certain assunptions under which
the resulting hybrid KEMis secure.

The Uni ver sal Combi ner conbi ner explicitly conmputes over shared
secrets, ciphertexts, and encapsul ati on keys from both components.
This allows the resulting hybrid KEMto be secure as |ong as either
conponent is secure, with no further assunptions on the conponents.
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The C2PRI Conbi ner conbi ner does not conpute over the ciphertext or
encapsul ati on key fromthe PQ conponent. The resulting hybrid KEM
will be secure if the PQ conponent is |IND CCA secure, or, the
traditional conponent is secure and the PQ conponent al so satisfies
the C2PRI property.

5.2. Key Ceneration

Al'l four frameworks share a common key generation function, and a
function to conpute the encapsul ation key that corresponds to a
decapsul ati on key:

def GenerateKeyPair():
seed = random Nseed)
return DeriveKeyPair (seed)

def DecapsToEncaps(dk):
# The dk is always in seed format
(_, ek) = DeriveKeyPair (dk)
return ek

In sone depl oynent environnents, it is not possible to instantiate
this process. Sone inplenentations of conmponent schenmes do not
support the DeriveKeyPair function, only GenerateKeyPair. Likew se
in the nom nal group case, a (scalar, group element) pair will only
be generated when the scalar is generated internal to the

i mpl ement at i on.

An inplenentation of a hybrid KEMin such environments MAY devi ate
fromthe above description in the followi ng ways:

* DeriveKeyPair is not inplenented.

* The decapsul ati on key returned by GenerateKeyPair and consuned by
Decaps is a tuple (dk_PQ dk_T) of per-constituent decapsul ation
keys (or pointers/handl es to keys).

* The expandDecapsKeyG and expandDecapsKeyK functions are replaced
by the foll ow ng, where decapsToEncaps() is a function that
returns the encapsul ati on key associated with a decapsul ati on key:

def expandDecapsKey(dk):
(dk_PQ dk_T) = dk # depending on the private key storage format
ek _PQ = decapsToEncaps(dk_PQ
ek _T = decapsToEncaps(dk_T)
return (ek_PQ ek T, dk_PQ dk_T)

These devi ati ons have both interoperability and security inpacts.
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From an interoperability point of view the use of a second format
for the hybrid KEM decapsul ati on key (other than the shared seed)

i ntroduces the risk of inconpatibilities in cases where a private key
needs to be noved fromone systemto another

Separate key generation / handling also reduces binding properties
from MAL-BIND-P-Q to LEAK-BIND-P-Q As discussed bel ow, binding
properties can address a variety of attack scenarios, including LEAK
scenarios in which an attacker has passive access to the
decapsul ati on key and MAL scenarios in which an attacker can cause
the victimto use a crafted decapsul ati on key. The above hybrid KEM
framewor k assures binding properties in the face of a LEAK attacker,
irrespective of how key generation is done. The additiona
protection provided by the default "shared seed" key generation
upgrades this to protection against a MAL attacker

Allowing for separate private key generation and handling al so

i ntroduces a risk of inappropriate key reuse and cross-protoco
attacks. A given key pair MJST never be used in both a hybrid KEM
and with a non-hybrid algorithm A pair of key pairs generated for a
hybrid al gorithm MJST only be used with that hybrid al gorithm not
separately with their conponent algorithns. Likew se, key pairs
gener ated outside of the context of a hybrid KEM MJUST NOT be used
with a hybrid KEM The "shared seed" style of key generation
prevents such reuse, because the per-conmponent private keys are
derived internally to the hybrid KEM

As a result, this alternative style of key generation should only be
used in environnents where inplenentations of conponent algorithns do
not allow decapsul ati on keys to be inported or exported. In
scenari os where separate key generation is used and decapsul ati on
keys can be inported/ exported, additional measures should be put in
place to mitigate the key reuse risks noted above.

5.3. UG Framework: Universal Conbiner with a Nom nal G oup

This framework conbines a PQ KEM with a nom nal group, using the

uni versal conbiner function. It should be used in cases where the
application wants to use a nom nal group for the traditiona
conponent, and does not want to rely on the C2PRI assunption for the
PQ KEM
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def DeriveKeyPair (seed):
(ek_PQ ek _T, dk_PQ dk_T) = expandDecapsKey seed)
return (seed, concat(ek_PQ ek _T))

def Encaps(ek):
(ek_PQ ek _T) = split(KEM PQ Nek, G oup_T.Nelem ek)
(ss_PQ ss_T, ct_PQ ct_T) = prepareEncaps@ ek _PQ ek _T)
ss_H = Universal Conmbi ner(ss_PQ, ss_T, ct_PQ ct_T, ek PQ ek T, Label)
ct_H = concat(ct_PQ ct_T)
return (ss_H, ct_H)

def Decaps(dk, ct):
(ct_PQ ct_T) = split(KEM PQ Nct, Goup_T.Nelem ct)
(ek_PQ ek _T, dk_PQ dk_T) = expandDecapsKey dk)
(ss_PQ ss_T) = preparebDecaps@ct_PQ ct_T, dk_PQ dk_T)
ss_H = Uni versal Conbiner(ss_PQ ss_T, ct_PQ ct_T, ek PQ ek_T, Label)
return ss_H

5. 4. UK Franmewor k: Uni versal Conbiner with a KEM

This framework conbines a PQ KEMwith a traditional KEM using the
uni versal conbiner function. It should be used in cases where the
application wants to use a KEM for the traditional conponent, and
does not want to rely on the C2PRI assunption for the PQ KEM

def DeriveKeyPair (seed):
(ek_PQ ek_T, dk_PQ dk_T) = expandDecapsKeyK(seed)
return (seed, concat(ek PQ ek T))

def Encaps(ek):
(ek_PQ ek_T) = split(KEM PQ Nek, KEM T. Nek, ek)
(ss_PQ ss_T, ct_PQ ct_T) = prepareEncapsK(ek_PQ, ek _T)
ss_H = Universal Conmbi ner(ss_PQ, ss_T, ct_PQ «ct_T, ek _PQ ek T, Label)
ct_H = concat(ct_PQ ct_T)
return (ss_H, ct_H)

def Decaps(dk, ct):
(ct_PQ ct_T) = split(KEM PQ Nct, KEMT. Nct, ct)
(ek_PQ ek_T, dk_PQ dk_T) = expandDecapsKeyK(dk)
(ss_PQ ss_T) = preparebDecapsK(ct_PQ ct T, dk PQ dk_T)
ss_H = Universal Conbiner(ss_PQ ss T, ct PQ ct T, ek PQ ek T, Label)
return ss_H
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5.5. CG Franework: C2PRI Conbiner with a Nom nal G oup

This framework conbines a PQ KEMwi th a nom nal group, using the
C2PRI combi ner function. It should be used in cases where the
application wants to use a nominal group for the traditional
conmponent, and is confortable relying on the C2PRI assunption for the
PQ KEM

def DeriveKeyPair (seed):
(ek_PQ ek T, dk_ PQ dk_T) = expandDecapsKey seed)
return (seed, concat(ek PQ ek _T))

def Encaps(ek):
(ek_PQ ek _T) = split(KEM PQ Nek, G oup_T.Nelem ek)
(ss_PQ ss_T, ct_PQ ct_T) = prepareEncapsE ek_PQ ek _T)
ss_H = C2PRI Conbi ner(ss_PQ ss_T, ct_T, ek T, Label)
ct_H = concat(ct_PQ ct_T)
return (ss_H, ct_H)

def Decaps(dk, ct):
(ct_PQ ct_T) = split(KEM PQ Nct, G oup_T.Nelem ct)
(ek_PQ ek T, dk_ PQ dk_T) = expandDecapsKeyd dk)
(ss_PQ ss_T) = preparebDecapsGct_PQ ct T, dk PQ dk_T)
ss_H = C2PRI Conbi ner(ss_PQ ss_T, ct_T, ek_T, Label)
return ss_H

5.6. CK Framework: C2PRI Conbi ner with a KEM
This framework conbines a PQ KEMwith a traditional KEM using the
C2PRI conbi ner function. |t should be used in cases where the

application wants to use a KEMfor the traditional conponent, and is
confortable relying on the C2PRI assunption for the PQ KEM
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def DeriveKeyPair (seed):
(ek_PQ ek _T, dk_PQ dk_T) = expandDecapsKeyK(seed)
return (seed, concat(ek_PQ ek_T))

def Encaps(ek):
(ek_PQ ek_T) = split(KEM PQ Nek, KEMT. Nek, ek)
(ss_PQ ss_T, ct_PQ ct_T) = prepareEncapsK(ek _PQ ek _T)
ss_H = C2PRI Conbi ner(ss_PQ ss_T, ct_T, ek T, Label)
ct_H = concat(ct_PQ ct_T)
return (ss_H, ct_H)

def Decaps(dk, ct):
(ct_PQ ct_T) = split(KEM PQ Nct, KEMT. Nct, ct)
(ek_PQ ek_T, dk_PQ dk_T) = expandDecapsKeyK(dk)
(ss_PQ ss_T) = prepareDecapsK(ct_PQ ct_T, dk_PQ dk_T)
ss_H = C2PRI Conbi ner(ss_PQ ss_T, ct_T, ek T, Label)
return ss_H

6. Security Considerations

Hybrid KEMs provide security by conbining two or nore schenes so that
security is preserved if all but one scheme is broken. Informally,
these hybrid KEMs are secure if the KDF is secure, and either the
tradi tional conponent is secure, or the post-quantum KEMis secure:
this is the "hybrid property.

In this section, we review the inmportant security properties for
hybrid KEMs, and di scuss how t hese security properties are provided
by hybrid KEMs constructed according to the framework in this
docunent .

6.1. Security Properties for Conponent Al gorithmns

In order to precisely define our security objectives for a hybrid
KEM we need to describe sone properties that we will require from
t he conmponent al gorithns.

6.1.1. Indistinguishability under Chosen C phertext Attack (IND CCA)

The first goal we have for our hybrid KEM constructions is

i ndi stinguishability under adaptive chosen ciphertext attack, or |IND
CCA [BHKO9]. This is npbst common security goal for KEMs and publi c-
key encryption.

For KEMs, IND-CCA requires that no efficient adversary, given a

ci phertext obtained by running Encaps() with an honestly-generated
public key, can distinguish whether it is given the "real" secret

out put from Encaps(), or a randomstring unrelated to the Encaps()
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call that created that ciphertext. (Readers should note that this
definition is slightly different than the correspondi ng definitions
for public-key encryption [BHKO09].)

Whet her a gi ven KEM provi des | ND- CCA depends on whether the attacker
is assuned to have access to quantum conputing capabilities or not
(assum ng the schenme is wthout bugs and the inplenmentation is
correct). Post-quantum KEMs are intended to provide | ND-CCA security
agai nst such an attacker. Traditional KEMs are not.

IND-CCA is the standard security notion for KEMs; npbst PQ KEMs were
explicitly designed to achieve this type of security against both a
quantum attacker and a traditional one.

For traditional algorithms, things are less clear. The DHKEM
construction in [RFC9180] is an | ND-CCA KEM based on Diffie-Hell man

[ ABH 21], but "raw' epheneral -static Diffie-Hellnman, interpreting the
epheneral public key as the ciphertext, is not |IND CCA secure. RSA-
KEMis | ND-CCA secure [I1S0OL8033-2], and RSA- QAEP publi c-key
encryption can be used to construct an | ND-CCA KEM but "cl assical”
RSA encryption (RSAES-PKCS1-v1 5 as defined in [ RFC8017]) is not even
I ND- CCA secure as a public-key encryption algorithm

6.1.2. Ciphertext Second-Prei mage Resi stance (C2PRI)
Ci phertext Second- Prei mage Resistance (C2PRI) is the property that

gi ven an honestly generated ciphertext, it is difficult for an
attacker to generate a different ciphertext that decapsulates to the

sanme shared secret. |In other words, if an honest party conputes (ss,
ct) = Encaps(ek), then it is infeasible for an attacker to find
anot her ciphertext ct’ such that Decaps(dk, ct’) == ss (where dk is

the decapsul ati on key corresponding to the encapsul ati on key ek).

A related notion in the literature is chosen-ciphertext resistance
(CCR) [CDMR3]. C2PRI targets preinmage-resistance, whereas CCR
targets collision-resistance, much |ike the anal ogous properties for
hash functions. |In the | anguage of the binding properties discussed
in Section 6.1.4, CCRis equivalent to the property LEAK-BIND- K, PK-
CT.

C2PRI is a weaker property than CCR / LEAK-BIND K, PK-CT because it
requires the attacker to match a specific, honestly generated
ci phertext, as opposed to finding an arbitrary pair.

Several PQ KEMs have been shown to have C2PRI. M.- KEM [ FI PS203] was
shown to have this property in [ XWNG, and [CHH 25] proves C2PRI for
several other algorithns, including FrodoKEM HQC, C assic MEliece,
and sntrup.
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6.1.3. Strong Diffie-Hellman Probl em ( SDH)

The standard Diffie-Hellman problemis whether an attacker can
conpute g"xy given access to g*"x and g*y and an oracle DH(Y, Z) that
answers whether Y*x = Z. (This is the notion specified in [ XWNG,
not the notion of the sanme nanme used in the context of bilinear

pai ri ngs [ Cheon06].)

VWhen we say that the strong Diffie-Hellman problemis hard in a
group, we always nean this in the context of classical attackers,
wi t hout access to quantum conputers. An attacker with access to a
quant um conputer that can execute Shor’s algorithmfor a group can
efficiently solve the discrete log problemin that group, which
inplies the ability to solve the strong Diffie-Hellmn probl em

As shown in [ABH 21], this problemis hard in prinme-order groups such
as the NIST elliptic curve groups P-256, P-384, and P-521, as well as
in the Montgonery curves Curve25519 and Curve448.

6.1.4. Binding Properties

It is often useful for a KEMto have certain "binding" properties, by
which certain paraneters deternmine certain others. Recent work

[ CDM23] gave a useful framework of definitions for these binding
properties. Binding for KEMs is related to other properties for KEMs
and public-key encryption, such as robustness [ Gw22] [ABN10], and
col l'i sion-freeness [ MOHASSEL10] .

The framework given by [CDMR3] refers to these properties with |abels
of the form X-BIND-P-Q The first element X is the nodel for how the
attacker can access the decapsul ation key: HON for the case where the
attacker never accesses the decapsul ation key, LEAK for the case
where the attacker has access to the honestly-generated decapsul ation
key, or MAL for the case where the attacker can choose or manipul ate
the keys used by the victim P,Q neans that given the value P, it is
hard to produce another Q that causes Decaps to succeed. For

exanpl e, LEAK-BIND K-PK neans that for a given shared secret (K),
there is a unique encapsul ation key (PK) that could have produced it,
even if all of the secrets involved are given to the adversary after
the encapsul ati on operation is conpleted (LEAK).

There is quite a bit of diversity in the binding properties provided
by KEMs. Table 5 of [CDW3] shows the binding properties of a few
KEMs. For exanpl e: DHKEM provi des MAL-I|evel binding for several
properties. M.-KEM provides only LEAK-Ievel binding [ SCHM ER2024].
Cl assic MEliece provides MAL-BIND K-CT, but no assurance at all of
X- Bl ND- K- PK.
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6.1.5. Indifferentiability froma Random O acl e

The KDF used with a hybrid KEM MJUST be indifferentiable froma random
oracle (RO [MRHO3], even to a quantum attacker [BDFL_10]

[ ZHANDRY19]. This is a conservative choice given a review of the
existing security anal yses for our hybrid KEM constructions: nost

I ND- CCA anal yses for the four frameworks require only that the KDF is
some ki nd of pseudorandom function, but the SDH based | ND- CCA
analysis of CGin [XWNG, and the correspondi ng analysis for UG
[C&26] relies on the KDF being a RO Proofs of our target binding
properties for our hybrid KEMs require the KDF is a collision-
resistant function.

If the KDF is a RO, the key derivation step in the hybrid KEMs can be
vi ewed as applying a (RO based) pseudorandom function - keyed with
the shared secrets output by the constituent KEMs - to the other

i nputs. Thus, analyses which require the KDF to be a PRF, such as
the one given in [GHP18] for UK, or the standard-nodel analysis of CG

in [ XWNG, apply.

Sponge- based constructi ons such as SHA-3 [ FI PS202] have been shown to
be indifferentiable against classical [BDP_08] as well as quantum
adversaries [ ACM 25].

HKDF has been shown to be indifferentiable froma random oracl e under
specific constraints [LBB20]:

* that HWAC is indifferentiable froma random oracle, which for
HVAC- SHA- 256 has been shown in [ DRS 13] when the conpression
function underlying SHA-256 is a random oracle, which is a regular
assunption in the literature.

* the values of HKDF's KM input do not collide with values of
info || O0x01l. This MJST be enforced by the concrete
instantiations that use HKDF as its KDF.

Using HKDF as a KDF in the sense defined in this document requires
mappi ng the single input defined here to the IKM salt, and info
inputs required by HKDF. Concrete instantiations MIST define this
mapping in such a way that no input value will ever map to colliding
| KM and info val ues.

The choi ce of the KDF security |level SHOULD be rmade based on the

security level provided by the constituent KEMs. The KDF SHOULD at
| east have the security level of the strongest constituent KEM
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6.1.6. Security Requirenments for PRGs

The functions used to expand a key seed to nultiple key seeds is

cl oser to a pseudorandom generator (PRG in its security requirenents
[AOB 24]. A secure PRGis an algorithmPRG: {0, 1}*n — {0, 1}"m
such that no pol ynom al -ti ne adversary can di stingui sh between PREr)
(for r $< {0, 1}~n) and a randomz $< {0, 1}"m[Rosul ek]. The
uniformstring r € {0, 1}*n is called the seed of the PRG

A PRGis not to be confused with a random (or pseudorandom) _nunber _
generator (RNG: a PRG requires the seed randommess to be chosen
uniformy and extend it; an RNG takes sources of noisy data and
transforms theminto uniform outputs.

PRGs are related to extendabl e output functions (XOFs) which can be
built fromrandom oracles. Exanples include SHAKE256.

6.2. Security Goals for Hybrid KEMs

The security notions for hybrid KEMs are largely the same as for
other algorithns, but they are contingent on the security properties
of the conponent algorithns. 1In this section we discuss the intended
security properties for hybrid KEMs and the requirenents that the
conmponent al gorithnms nmust neet in order for those properties to hold.

6.2.1. |IND CCA Security
The idea of a hybrid KEMis that it should maintain its security if
only one of the two conponent KEMs is secure. For a PQT hybrid KEM
this nmeans that the hybrid KEM shoul d be secure agai nst a quantum
attacker if the T conmponent is broken, and secure against at |east a
classical attacker if the PQ conponent is broken.
More precisely, the hybrid KEM should neet two different notions of
I ND- CCA security, under different assunptions about the conponent
al gorithns:

* | ND-CCA against a classical attacker all of the follow ng are
true:

- KDF is indifferentiable froma random oracle

- If using Group_T: The strong Diffie-Hellman problemis hard in
Goup_T

- If using KEMT: KEMT is |IND CCA agai nst a classical attacker

- If using C2PRI Conbi ner: KEM PQ is C2PRI
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* | ND- CCA agai nst a quantum attacker if all of the follow ng are
true:

- KDF is indifferentiable froma random oracl e
- KEM PQ is |IND CCA agai nst a quantum attacker

Sone | ND- CCA anal yses do not strictly require the KDF to be
indifferentiable froma randomoracle; they instead only require a
ki nd of PRF assunption on the KDF. For sinplicity we ignore this
here; the security anal yses described bel ow for our constructions
will elaborate on this point when appropriate.

6.2.2. Binding Properties

The nost salient binding properties for a hybrid KEMto be used in
I nternet protocols are LEAK-BIND K-PK and LEAK- Bl ND- K- CT.

The LEAK attack nmodel is nost appropriate for Internet protocols.
There have been attacks in the LEAK nodel [BJKS24] [FQ&4], so a
hybrid KEM needs to be resilient at |east to LEAK attacks (i.e., HON

is too weak). Internet applications generally assune that private
keys are honestly generated, so MAL is too strong an attack nodel to
addr ess.

The LEAK-BI ND- K- PK and LEAK-BI ND- K- CT properties are naturally
aligned with the needs of protocol design. Protocols based on
traditional algorithns frequently need to incorporate transcript
hashing in order to protect against key confusion attacks [F&4] or
KEM r e- encapsul ati on attacks [BJKS24]. The LEAK-BI ND- K- PK and LEAK-
BI ND- K- CT properties prevent these attacks at the |level of the hybrid
KEM  Protocol designers may still need or want to include the

ci phertext or encapsul ation key into their protocol or key schedul e
for other reasons, but that can be independent of the specific
properties of the KEMand its resulting shared secret.

I mpl enentors should not interpret the paragraph above as absol ving
them of their responsibility to carefully think through whether MAL-
BIND attacks apply in their settings.

6.3. Security Non-goals for Hybrid KEMs

Security properties not targeted by these designs are listed in
Section 8.
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6.4. Security Analysis

In this section, we describe how the hybrid KEMframework in this
docunent provides the security properties described above.

6.4.1. | ND CCA anal yses

The UG construction has two conpl ementary | ND- CCA anal yses: one for
when the SDH probl em hol ds but the PQ KEMis broken, and one for the
reverse. Both are technically novel but are substantially simlar to
the existing peer-reviewed anal yses of the CG [ XWNG and UK [ GHP18]
constructions. [C&6] by the editorial team describes the analysis
of UGin detail.

The first I ND-CCA anal ysis, based on SDH, is simlar to the
correspondi ng analysis of CGgiven in [ XWNG: it gives a
straightforward reduction to the SDH hardness in the underlying
group. Notably, since the PQ KEM key and ci phertext are hashed, the
C2PRI security of the PQ KEM does not appear in the bound.

The second I ND-CCA analysis is a straightforward reduction to the
I ND- CCA security of the PQ KEM and the PRF security of the RO when
keyed with the PQ KEM s shared secret.

Thi s docunment’s UK constructi on does not have a dedi cated | ND- CCA
anal ysis; the [GHP18] paper on which the construction is based gives
a slightly different version, nanely they do not include the public
encapsul ati on keys in the KDF. However, we argue that the proof goes
through with trivial nodifications if the public encapsul ation keys
are included in the KDF. The relevant step is claim3 of Theorem 1,
whi ch reduces to the split-key pseudorandomess of the KDF. ([ GHP18]
call the KDF a "core" function, and denote it as W) W observe that
addi ng the public encapsul ati on keys to the inputs only changes the
concrete contents of the reduction’s queries to its oracle. Since
the reduction chooses the public encapsul ati on keys itself, they can
be added to the oracle inputs, and the renainder of the proof goes

t hr ough unnodi fi ed.

We reiterate that nodul o sone | ow | evel technical details, our
requirenent that the KDF is indifferentiable froman RO inplies that,
in the ROM the KDF used in [GHP18] neets the split-key

pseudor andomess property used in [GHP18]'s analysis: this is shown
in [GHP18], Lemmma 6, where a pseudorandom skPRF is constructed from
any al nost-uni form keymi xi ng function in the random oracl e nodel by

H(g(kl,...,kn), x) , where His nodeled as a randomoracle and g is
-almost uniform Exanple 3 from|[CGHP18] qualifies g(k 1,...,k n) =
k 1] ... || k.nas -alnost uniformwith = 1/len(k_ 1 || ... ||
k_n).
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Li ke UG the CG construction has two conpl enmentary | ND-CCA anal yses.
Both were given in [ XWNG. W sunmarize them but elide sone
detail s.

One analysis (Theorem 1) [ XWNG shows that if the KDF is nodelled as
a RO IND CCA holds if the PQ KEMis broken, as long as the SDH

probl em holds in the nominal group and the PQ KEM sati sfies C2PRI.
The other (Theorem 2) [ XWNG shows that if the PQ KEMis | ND CCA and
the KDF is a PRF keyed on the PQ KEM s shared secret, |ND CCA hol ds.

As |long as the aforenentioned security requirenents of the conponent
parts are net, these analyses inply that this docunment’s CG
construction satisfies | ND-CCA security.

The CK construction has two conpl enmentary | ND- CCA anal yses: one for
when the I ND-CCA security of the traditional PKE-based KEM hol ds but
the PQ KEM i s broken, except for the PQ KEMs C2PRI security, and one
for where the I ND-CCA security of the PQ KEM holds. Both are
technically novel but are substantially simlar to the existing peer-
revi ewed anal yses of the CG [ XWNG and UK [ GHP18] constructi ons.
[COS 26] by the editorial team and col | aborators describes the

anal ysis of UG in detail.

Therefore all four hybrid KEMs in this docunent are | ND-CCA when
instantiated with cryptographi c conponents that nmeet the security
requi renents descri bed above. Any changes to the al gorithnms,

i ncludi ng key generation/derivation, are not guaranteed to produce
secure results.

The | ND- CCA anal yses of UGin [C&6], CGin [XWNG, and CK in

[COs 26] all nodel conponent key generation as sanpling the two
component key pairs independently, whereas the default key generation
in this docunent derives both conmponent key pairs froma single seed
via the PRG (Section 5.2). This apparent msmatch is resolved by a
standard hybrid argunment: by the PRG security required in

Section 6.1.6, the joint distribution of conponent key pairs derived
froma single seed is conputationally indistinguishable fromthe
joint distribution of independently generated conponent key pairs.
Thus, any | ND-CCA adversary agai nst the shared-seed schene inplies an
I ND- CCA adversary agai nst the independent-keys schene with at npst an
additive PRG distinguishing termin the bound. The sanme observation
underlies the binding sketches in Section Section 6.4.2.
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6.4.2. Binding anal yses

There are four hybrid KEM framewor ks, and two target binding
properties, so we need eight total analyses. The CG and CK bi ndi ng
anal yses additionally require the correspondi ng LEAK-BI ND property of
KEM PQ None of these exact results were known; thus the follow ng
are results by the editorial team W include infornmal
justifications here and defer rigorous proofs to a forthcom ng paper.

We note that these sketches inplicitly ignore the fact that in our
hybrid KEMs, both key pairs are derived froma comobn random seed; we
instead inplicitly think of themas two runs of DeriveKeyPair wth

i ndependent random seeds. W justify this sinplification by noting
that in the LEAK nmodel - in which the adversary is given the key
pairs resulting froman honest run of KeyGen - the pseudorandonmess
of the seed expansion inplies the adversary’'s input distributions in
the two cases are conputationally indistinguishable. The derivation
of conponent schene key pairs fromthe common random seed provi des
further protection against mani pul ation or corruption of keys such
that it can contribute to stronger binding properties against a MAL
adversary, as well as operational benefits in practice, but we do not
prove that here

The paper that establishes the I ND-CCA security of the UG
construction ([ C&6]) does not also include a proof of its binding
properties. Instead, [C&6] Section 4.3 observes that the binding
argunents for UK transfer to UG essentially unnodified, since both
constructions include the rel evant ciphertexts and encapsul ati on keys
in the KDF input; we nake that argunent concrete in the sketches

bel ow. The sketches rely on collision resistance of the KDF

(Section 6.1.5), and for CG and CK, additionally on the corresponding
LEAK- BI ND property of the PQ KEM

6.4.2.1. UG Bi nding

6.4.2.1.1. LEAK- Bl ND- K- CT of UG
Claim If KDF is collision-resistant, then UG is LEAK-BIND K-CT
Justification: To win LEAK-BIND K-CT, given know edge of two
honest | y-generated UG secret keys, the adversary nust construct two
di stinct UG ciphertexts that decapsulate to the sane (non-bot) key.
Since UG includes the ciphertexts in the key derivation, the

condition that the ciphertexts are distinct directly inmplies that a
LEAK-BIND-K-CT win gives a collision in the KDF.
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6.4.2.1.2. LEAK-BIND K-PK of UG
Claim If KDF is collision-resistant, then UG is LEAK-BI ND K- PK.

Justification: As described above, in the LEAK-BIND-K-PK ganme, to win
the adversary nust construct two ciphertexts that decapsulate to the
same non-bot key, for distinct UG public keys. Again, since UG

i ncludes the public keys in the KDF, the distinctness condition

i mplies a LEAK-BIND-K-PK win nmust collide the KDF.

6.4.2.2. UK Binding
6.4.2.2.1. LEAK-BIND K-CT of UK
Claim If KDF is collision-resistant, then UK i s LEAK-BI ND- K- CT.

Justification: To win LEAK-BIND K-CT, given know edge of two
honest | y-generated UK secret keys, the adversary nust construct two
distinct UK ciphertexts that decapsulate to the sane (non-bot) key.
Since UK includes the ciphertexts in the key derivation, the
condition that the ciphertexts are distinct directly inplies that a
LEAK-BIND-K-CT win gives a collision in the KDF.

6.4.2.2.2. LEAK-BIND K-PK of UK
Claim If KDF is collision-resistant, then UK i s LEAK-BI ND- K- PK.

Justification: As described above, in the LEAK-BIND-K-PK ganme, to win
the adversary nust construct two ciphertexts that decapsulate to the
sane non-bot key, for distinct UK public keys. Again, since UK

i ncludes the public keys in the KDF, the distinctness condition

i mplies a LEAK-BIND-K-PK win nmust collide the KDF.

6.4.2.3. CG Binding

The LEAK-BIND proofs for CG are a bit nore subtle than for UK, the
mai n reason for this is CGs omission of the PQ KEM key and

ci phertext fromthe KDF. W will show that CG still has our target
LEAK- BI ND properties as | ong as the underlying PQ KEM al so has the
correspondi ng LEAK-BIND property. W note that our prelimnary
results suggest that a different proof strategy, which instead
directly uses properties of the nominal group, may work here; we
present the PQ KEM route for concreteness.

6.4.2.3.1. LEAK-BIND-K-CT of CG

Claim If KDF is collision-resistant and the PQ KEM i s LEAK- Bl ND-
K-CT, then CG is LEAK-BI ND K- CT.
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Justification: To win the adversary must construct two distinct CG
ci phertexts that decapsulate to the sane non-bot key. Call the CG
ci phertexts output by the adversary (ct_PQ0, ct_T”0) and (ct_PQ‘1,
ct_T"1). Distinctness inplies (ct_PQ‘0, ct_T"0) != (ct_PQ‘1,
ct_T™1). Since ct Tis included in the KDF, if ct _T*"0 !=ct_T*1, a
win rmust collide the KDF.

Thus we can restrict attention to the case where ct _PQ*0 != ct_ PQ‘1l

but ct _T"0 = ct_T*1. 1In this case, there are two rel evant sub-cases:
either ss_PQ'0 (:= KEM PQ Decaps(dk_PQ'0, ct PQ'0)) is not equal to

ss PQ'1 (:= KEM PQ Decaps(dk_PQ‘1, ct PQ‘1)), or they are equal. |If
they are not equal, the KDF inputs are again distinct, so a LEAK-

BI ND- K- CT wi n nmust collide the KDF.

If ss PQ*0 = ss_ PQ*1, we can show a reduction to the LEAK-BI ND K-CT
security of the PQ KEM The reduction is given two PQ KEM key pairs
as input and nust output two distinct PQ KEM ci phertexts that
decapsul ate to the sanme key. The reduction does this by generating
two nominal -group key pairs and running the CG LEAK- Bl ND- K- CT
adversary on all keys. Then the reduction outputs the PQ KEM

ci phertexts output by the adversary. The probability that the
adversary wins and ss PQ*0 = ss PQ*1 and ct_PQ‘0 != ct_PQ‘1 and

ct_ T"0 = ct_T*1 is a |lower bound on the probability of the reduction
wi nni ng the LEAK-BI ND- K- CT gane agai nst the PQ KEM

We concl ude by noting these cases are exhaustive.
6.4.2.3.2. LEAK-BIND-K-PK of CG

Claim If KDF is collision-resistant and the PQ KEM i s LEAK- Bl ND-
K-PK, then CG is LEAK-BI ND- K- PK.

Justification: Simlar to the above, we proceed by a case analysis on
the win condition of the LEAK-BIND-K-PK gane. The condition is
(ek_PQ*0, ek _T0) '= (ek_PQ*1, ek _T~1) and ss_ H‘0O = ss_ H'1l. Again,
as above we argue that the only nontrivial case is the one where

ek PQ'0 !'= ek PQ*1 but ek _T"0 = ek_T71: in the other case we can

directly get a KDF collision froma winning output. In this case the
result of KEM PQ Decaps for the two PQ KEM keys can either be the
same or different. |IF they are different, we again get a KDF
collision froma win. |If they are the same, in a sinilar way as

above, we can build a reduction to the LEAK-BI ND- K- PK of PQ KEM

Agai n, we conclude by noting that these cases are exhausti ve.
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6.4.2.4. CK Binding
6.4.2.4.1. LEAK-BINDK-CT of CK

Claim If KDF is collision-resistant and the PQ KEM i s LEAK- Bl ND-
K-CT, then CK i s LEAK-BI ND- K- CT.

Justification: To win the adversary nust construct two distinct CK
ci phertexts that decapsulate to the same non-bot key. Call the CK
ci phertexts output by the adversary (ct_PQ‘0, ct_T”0) and (ct_PQ‘1,
ct_T1). Distinctness inplies (ct_PQ0, ct_T"0) != (ct_PQ‘1,
ct_T™1). Since ct Tis included in the KDF, if ct _TA"0 I=ct_T*1l, a
win nmust collide the KDF.

Thus we can restrict attention to the case where ct_PQ*0 !'= ct_PQ‘1

but ct_T"0 = ct_T*1. In this case, there are two rel evant sub-cases:
either ss_PQ'0 (:= KEM PQ Decaps(dk _PQ'0, ct PQ'0)) is not equal to

ss_ PQ'1 (:= KEM PQ Decaps(dk_PQ‘1, ct PQ‘1)), or they are equal. |If
they are not equal, the KDF inputs are again distinct, so a LEAK-

BI ND-K-CT win rust collide the KDF.

If ss PQ*0 = ss_ PQ'1, we can show a reduction to the LEAK-BI ND-K-CT
security of the PQ KEM The reduction is given two PQ KEM key pairs
as input and rust output two distinct PQ KEM ci phertexts that
decapsul ate to the sanme key. The reduction does this by generating
two traditional KEM key pairs and running the CK LEAK-BI ND- K- CT
adversary on all keys. Then the reduction outputs the PQ KEM

ci phertexts output by the adversary. The probability that the
adversary wins and ss PQ*0 = ss PQ*1 and ct_PQ‘0 != ct_PQ‘1 and
ct_T"0 = ct_T*1 is a |lower bound on the probability of the reduction
wi nni ng the LEAK-BI ND-K-CT gane agai nst the PQ KEM

We concl ude by noting these cases are exhaustive.
6.4.2.4.2. LEAK-BIND-K-PK of CK

Claim If KDF is collision-resistant and the PQ KEM i s LEAK- Bl ND-
K- PK, then CK i s LEAK-BI ND- K- PK.
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Justification: Similar to the above, we proceed by a case analysis on
the win condition of the LEAK-BIND-K-PK gane. The condition is
(ek_PQ*0, ek_Tn0) !'= (ek_PQ*1, ek_T"1) and ss_H'0O = ss_H'1l. Again,
as above we argue that the only nontrivial case is the one where

ek PQ'0 !'= ek PQ*1 but ek _T"0 = ek _T71: in the other case we can

directly get a KDF collision froma winning output. In this case the
result of KEM PQ Decaps for the two PQ KEM keys can either be the
same or different. |IF they are different, we again get a KDF
collision froma win. |If they are the same, in a simlar way as

above, we can build a reduction to the LEAK-BI ND- K- PK of PQ KEM
Agai n, we conclude by noting that these cases are exhausti ve.
6.5. Oher Considerations
6.5.1. Donain Separation

ASCI | - encoded bytes provide oracle cloning [BD&0] in the security
gane via domain separation. The IND CCA security of hybrid KEMs
often relies on the KDF function KDF to behave as an i ndependent
random oracl e, which the inclusion of the |abel achieves via domain
separation [ GHP18].

By design, the calls to KDF in these franeworks and usage anywhere

el se in higher |evel protocol use separate input domains unless
intentionally duplicating the 'label’ per concrete instance with
fixed paranmeters. This justifies nodeling them as independent
functions even if instantiated by the sane KDF. This domain
separation is achieved by using prefix-free sets of |abel values.
Recall that a set is prefix-free if no elenment is a prefix of another
within the set.

Length differentiation is sonetimes used to achi eve domai n separation
but as a technique it is brittle and prone to m suse [BD&0] in
practice so we favor the use of an explicit post-fix |abel

6.5.2. Fixed-length

Vari abl e-1 ength secrets are generally dangerous. In particular,
usi ng key material of variable I ength and processing it using hash
functions may result in a tinmng side channel. 1In broad ternms, when
the secret is longer, the hash function may need to process nore

bl ocks internally. In some unfortunate circunstances, this has |ed
to timng attacks, e.g. the Lucky Thirteen [LUCKY13] and Raccoon

[ RACCOON] att acks.
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Furthermore, [AVIRAM identified a risk of using variable-length
secrets when the hash function used in the key derivation function is
no |l onger collision-resistant.

If concatenation were to be used with values that are not fixed-
length, a length prefix or other unambi guous encodi ng woul d need to
be used to ensure that the conposition of the two values is injective
and requires a mechanismdifferent fromthat specified in this
docunent .

Therefore, this specification MIST only be used with al gorithns which
have fixed-1ength shared secrets.

7. | ANA Consi derations
Thi s docunent requests that 1 ANA create a registry "Hybrid KEM
Label s", which lists labels that uniquely identify instantiations of
the frameworks in this docunment. The registry should be adm nistered
under the First Come First Served policy [RFC8126].
Tenpl at e:

* Label: The nanme of the wire fornat

*  Framework: The framework used in the hybrid KEM This val ue MJST
be one of the follow ng values: "UG, "UK", "CG', or "CK".

* PQ conponent: The nane of the post-quantum KEM used in the hybrid
KEM

* Traditional component: The nane of the traditional KEM or noni na
group used in the hybrid KEM

* KDF: The nane of the Key Derivation Function used in the hybrid
KEM

*  PRG The name of the Pseudo- Random Generator used in the hybrid
KEM

* Nseed: An integer representing the size of a seed for this hybrid
KEM

* Nss: An integer representing the size of a shared secret for this
hybrid KEM

* Reference (optional): The docunment where this hybrid KEMis
def i ned
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The registry should initially be enpty.
8. Qut of Scope

Security properties and design considerations that were consi dered
and not included in these designs:

*  Anonymty [ GW22], deniability, obfuscation, other forms of key-
robust ness or binding [ GW22], [ CDW3]

* NMbre than two conponents: this docunment restricts the scope to two
conmponents: one post-quantum conponent and one traditional
conmponent

* Parameterized output |ength: not anal yzed as part of any security
proofs in the literature, and a conplication deemed unnecessary
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Appendi x A.  Determnistic Encapsul ation

When verifying the behavior of a KEMinplenentation (e.g., by
generating or verifying test vectors), it is useful for the

i npl ementation to expose a "derandom zed" version of the Encaps
al gorithm

* EncapsDerand(ek, randommess) -> (shared_secret, ct): A
determ nistic encapsul ation algorithm which takes as input a
public encapsul ati on key ek and randommess randomess, and outputs
a shared secret shared_secret and ci phertext ct.

An inpl enentation that exposes EncapsDerand nust al so define a
requi red anount of randomess:

* Nrandom The length in bytes of the randommess provided to
EncapsDer and

The correspondi ng change for a nom nal group is to replace random y-
generated i nputs to RandonScal ar with determ nistic ones. 1n other
words, for a nomnal group, Nrandom = Nseed.

When a hybrid KEMis instantiated with constituents that support
derandoni zed encapsul ation (either KEMs or groups), the hybrid KEM
can al so support EncapsDerand(), with Nrandom = PQ Nrandom +
T.Nrandom The structure of the hybrid KEM s EncapsDerand al gorithm
is the sane as its Encaps nethod, with the follow ng differences:

* The EncapsDerand al gorithm al so takes a randommess paraneter,
which is a byte string of |Iength Nrandom

* Invocations of Encaps or Randontcal ar (with a randominput) in the
constituent algorithnms are replaced with calls to EncapsDerand or
RandonfScal ar with a determnistic input.

* The randommess used by the PQ constituent is the first PQ Nrandom
bytes of the input randomess.

* The randommess used by the traditional constituent is the final
T. Nrandom byt es of the input randomess.
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