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1. Introduction

Post - quantum (PQ cryptographic algorithns are based on probl ens that
are conjectured to be resistant to attacks possible on a quantum
computer. Key Encapsul ati on Mechani sms (KEMs), are a standardi zed

cl ass of cryptographic schene that can be used to build protocols in
lieu of traditional, quantumvul nerable variants such as finite field
or elliptic curve Diffie-Hellman (DH) based protocols.

G ven the novelty of PQ algorithms, however, there is sone concern
that PQ algorithns currently believed to be secure will be broken
Hybrid constructions that conbine both PQ and traditional algorithns
can help noderate this risk while still providing security against
quantum attack. |If constructed properly, a hybrid KEMwi Il retain
certain security properties even if one of the two constituent KEMs
is conpronised. |If the PQ KEMis broken, then the hybrid KEM shoul d
continue to provide security agai nst non-quantum attackers by virtue
of its traditional KEM conmponent. |If the traditional KEMis broken
by a quantum conputer, then the hybrid KEM shoul d continue to resi st
quantum attack by virtue of its PQ KEM conponent.

In addition to guardi ng agai nst al gorithm weaknesses, this property
al so guards against flaws in inplenmentations, such as tining attacks.
Hybrid KEMs can also facilitate faster deployment of PQ security by
all owi ng applications to incorporate PQ al gorithns while stil

nmeeting conpliance requirenments based on traditional algorithns.

In this docunent, we define generic frameworks for constructing
hybrid KEMs froma traditional algorithmand a PQ KEM The ai m of
this document is provide a small set of techniques to achieve
specific security properties given conform ng conponent al gorithns,
whi ch shoul d nmake these techniques suitable for a broad variety of
use cases.

The remai nder of this docunment is structured as follows: first, in
Section 4 and Section 5, we define the abstractions on which the
frameworks are built, and then the frameworks thensel ves. Then, in
Section 6, we lay out the security anal yses that support these
framewor ks, including the security requirenents for constituent
conponents and the security notions satisfied by hybrid KEMS
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constructed according to the franmeworks in the docunent Section 6. 4.
Finally, we discuss sone "path not taken", related topics that night
be of interest to readers, but which are not treated in depth.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Notation

Thi s docunent is consistent with all term nol ogy defined in
[1-D.ietf-pquip-pqgt-hybrid-term nol ogy].

The following terms are used throughout this document:

* random(n): return a pseudorandom byte string of length n bytes
produced by a cryptographically-secure random nunber generator

* concat(x0, ..., xN): Concatenation of byte strings. concat(0x01
0x0203, 0x040506) = 0x010203040506

* split(N1, N2, x): Split a byte string x of length N1 + N2 into its
first N1 bytes and its last N2 bytes. This function is the
i nverse of concat(x1, x2) when x1 is Nl bytes long and x2 is N2
bytes long. It is an error to call this function with a byte
string that does not have length N1 + N2. Since this function
operates over secret data x, it MJST be constant-tine for a given
N1 and N2.

Wen x is a byte string, we use the notation x[..i] and x[i..] to
denote the slice of bytes in x starting fromthe begi nning of x and
| eading up to index i, including the i-th byte, and the slice the
bytes in x starting fromindex i to the end of x, respectively. For
example, if x =0, 1, 2, 3, 4], then x[..2] =10, 1] and x[2..] =
[2, 3, 4].

A set is denoted by listing values in braces: {a,b,c}.

A vector of set elements of length n is denoted with exponentiation,
such as for the n-bit value: {0, 1}"n.

Drawing uniformy at randomfroman n-bit vector into a value x is
denoted: x $< {0,1}"n
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A function f that maps from one domain to another is denoted using a
right arrow to separate inputs fromoutputs: f : inputs — outputs.

4. Cryptographi ¢ Dependenci es

The generic hybrid PQ T KEM framewor ks we define depend on the the
follow ng cryptographic prinitives:

* Key Encapsul ati on Mechani sns (Section 4.1)

*  Nominal G oups (Section 4.2)

*  Pseudorandom Generators (Section 4.3)

* Key Derivation Functions (Section 4.4)

In the renmai nder of this section, we describe functional aspects of
these nechani sns. The security properties we require in order for

the resulting hybrid KEMto be secure are discussed in Section 6.

4.1. Key Encapsul ati on Mechani sns

Fecmemmeiiiaaaaas +
| Generat eKeyPair |
I or I
| DeriveKeyPair |
E S E S +
I
ocmmnaaan Focmmnaaann +
I I
Y, Y,
ek dk
I I
I I
Y, Y,
B + ct B +
| Encaps |--------- >| Decaps |
E + E +
I I
I I
Y, Y,
Ss == Ss

A Key Encapsul ati on Mechani sm (KEMs) conprises the foll ow ng
al gorithns:
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GenerateKeyPair() -> (ek, dk): A random zed al gorithmthat
generates a public encapsul ation key ek and a secret decapsul ation
key dk, each of which are byte strings.

DeriveKeyPair(seed) -> (ek, dk): A determnistic algorithmthat
takes as input a seed seed and generates a public encapsul ation
key ek and a secret decapsul ation key dk, each of which are byte
strings.

Encaps(ek) -> (ct, ss): A probabilistic encapsulation algorithm
whi ch takes as input a public encapsul ation key ek and outputs a
ci phertext ct and shared secret ss.

Decaps(dk, ct) -> ss: A deternministic decapsul ati on al gorithm
whi ch takes as input a secret decapsul ati on key dk and ci phertext
ct and outputs a shared secret ss.

al so make use of internal algorithnms such as:
expandDecapsul ati onKey(dk) -> (ek, dk): A determnistic algorithm

that takes as input a decapsul ation key dk and generates keypair
i ntermedi ate val ues for conputation

We assune that the values produced and consunmed by the above
functions are all byte strings, with fixed | engths:

*

4. 2.

Nseed: The length in bytes of a key seed

Nek: The length in bytes of a public encapsul ation key

Ndk: The length in bytes of a secret decapsul ation key

Nct: The length in bytes of a ciphertext produced by Encaps

Nss: The length in bytes of a shared secret produced by Encaps or
Decaps

Nom nal G oups
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Nom nal groups are an abstract nodel of elliptic curve groups, over
which we instantiate Diffie-Hell nan key agreenent [ABH 21]. A

nom nal group conprises a set Gtogether with a distinguished basis
el ement g, an "exponentiation" map, and some auxiliary functions:

*

Exp(p, X) -> q: An algorithmthat produces an elenent q of G from
an elenent p and an integer x.

- The integers x are called "scalars" to distinguish themfrom
group el enents.

- Exp must respect multiplication in its scalar argunent x, so
that Exp(Exp(p, x), y) = Exp(p, x * y).

RandonScal ar (seed) -> k: Produce a uniform pseudo-random scal ar
fromthe byte string seed.

El ement ToShar edSecret (P) -> ss: Extract a shared secret from an
el ement of the group (e.g., by taking the X coordinate of an
elliptic curve point).
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We assune that scalars and group el ements are represented by byte
strings with fixed | engths:

* Nseed: The length in bytes of a seed (input to Randontcal ar)
* Nscalar: The length in bytes of a scalar
* Nelem The length in bytes of a serialized group el enent

* Nss: The length in bytes of a shared secret produced by
El ement ToShar edSecr et

The security requirements for groups used with the frameworks in this
docunent are laid out in Section 6.4.2.

4.3. Pseudorandom Generators
A pseudorandom generator (PRG is a deterministic function G whose
outputs are longer than its inputs. Wen the input to Gis chosen
uniformy at random it induces a certain distribution over the
possi bl e output. The output distribution is pseudorandomif it is
i ndi stinguishable fromthe uniformdistribution

The PRGs used in this docunent have a sinpler form with a fixed
out put | engt hs:

* Nout - The length in bytes of an output fromthis PRG

* PRGE seed) -> output: Produce a byte string of |Iength Nout from an
i nput byte string seed.

The fixed sizes are for both security and sinmplicity.

MUST provide the bit-security required to source input randonmess for
PQ T conponents froma seed that is expanded to a output |ength, of
whi ch a subset is passed to the conponent key generation al gorithns.

The security requirements for PRGs used with the frameworks in this
docunment are laid out in Section 6.4.4.

4. 4. Key Derivation Functions

A Key Derivation Function (KDF) is a function that produces keying
mat eri al based on an input secret and other information.

While KDFs in the literature can typically consume and produce byte

strings of arbitrary length, the KDFs used in this docunent have a
sinpler form with a fixed output |engths:
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* Nout - The length in bytes of an output fromthis KDF.

* KDF(input) -> output: Produce a byte string of |length Nout from an
i nput byte string.

The fixed sizes are for both security and sinplicity.

For instances of the Extract()/Expand() KDF paradi gm such as HKDF, we
fix the salt and sizes to fit this form

The security requirements for KDFs used with the frameworks in this
docunent are laid out in Section 6.4.3.

5. Hybrid KEM Framewor ks

In this section, we define three generic frameworks for building for
hybrid KEMs:

GHP: A generic franework that is suitable for use with any choice of
traditional and PQ KEMs, with mninmal security assunptions on the
constituent KEMs

PRE: A performance optim zation of GHP for the case where
encapsul ati on keys are large and frequently reused

QSF:  An optimzed generic framework for the case where the
tradi tional conponent is a nom nal group and the PQ conponent has
strong bindi ng properties

These frameworks share a common overall structure, differing nainly

in how they conpute the final shared secret and the security

requi renents of their conponents.

5.1. GHP

The GHP hybrid KEM depends on the follow ng constituent conponents:

* KEMT: Atraditional KEM

*  KEM_ PQ A post-quantum KEM

* PRG A PRG producing byte strings of length KEM T. Nseed +
KEM PQ Nseed (PRG Nout == KEM T. Nseed + KEM PQ Nseed)

* KDF: A KDF producing byte strings of |ength GHP. Nss (KDF. Nout ==
GHP. Nss)
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* Label - A byte string used to |abel the specific conbination of
the above constituents bei ng used.

The KEMs, groups, KDFs, and PRGs MJST neet the security requirenents
in Section 6.4.

The constants for public values are derived fromthe concatenation of
encapsul ati on keys and ci phertexts:

Nek
Nct

KEM T. Nek + KEM PQ Nek
KEM T. Nct + KEM PQ Nct

The Nseed and Nss constants should reflect the overall security |eve
of the conbined KEM with the foll owi ng recomended val ues:

Nseed = max(KEM T. Nseed, KEM PQ Nseed)
Nss = m n(KEM T. Nss, KEM PQ Nss)

Since we use the seed as the decapsul ati on key, Ndk = Nseed.

G ven these constituent parts, the GHP hybrid KEMis defined as
foll ows:
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def expandDecapsul ati onKey(seed):
seed_full = PRG seed)
(seed_T, seed PQ = split(KEMT. Nseed, KEM PQ Nseed, seed_full)
(ek_T, dk_T) = KEM T. Deri veKeyPair (seed_T)
(ek_PQ dk_PQ = KEM PQ DeriveKeyPair (seed PQ
return (ek T, ek PQ dk_T, dk_PQ

def DeriveKeyPair (seed):
(ek_T, ek PQ dk_T, dk_PQ = expandDecapsul ati onKey(seed)
return (concat(ek T, ek PQ, seed)

def GenerateKeyPair():
seed = random Nseed)
return DeriveKeyPair (seed)

def Encaps(ek):
(ek_T, ek PQ = split(KEMT. Nek, KEM PQ Nek, ek)
(ss_T, ct_T) = KEM.T. Encap(pk_T)
(ss_PQ ct_PQ = KEM PQ Encap(pk_PQ
ss_H = KDF(concat(ss_PQ ss_T, ct_PQ ct_T, ek PQ ek T, |abel))
ct_H = concat(ct_T, ct_PQ
return (ss_H, ct_H)

def Decaps(dk, ct):
(ek_T, ek PQ dk_T, dk_PQ = expandDecapsul ati onKey(dk)

(ct_T, ct_PQ = split(KEMT.Nct, KEM PQ Nct, ct)
ss_T = KEM T. Decap(dk_T, ct_T)
ss_PQ = KEM PQ Decap(dk_PQ ct_PQ

ss_H = KDF(concat(ss_PQ ss_T, ct_PQ ct_T, ek PQ ek T, |abel))
return ss_H

5.2. PRE

The PRE hybrid KEMis a perfornance optim zation of the GHP KEM
optinized for the case where encapsul ati on keys are |arge and
frequently reused. |n such cases, hashing the entire encapsul ation
key is expensive, and the sane value is hashed repeatedly. The PRE
KEM t hus conputes an internedi ate hash of the hybrid encapsul ation
key, so that the hash value can be conputed once and used across nany
encapsul ati on or decapsul ati on operati ons.

The PRE KEMis identical to the GHP KEM except for the shared secret
computation. One additional KDF is required:

* KeyHash: A KDF producing byte strings of |ength GHP. Nss
(KeyHash. Nout == GHP. Nss)
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identical to those of the GHP KEM The Encaps and Decaps met hod use

a nmodified shared secret conputation:

def Encaps(ek):
(ek_T, ek_PQ = split(KEM.T. Nek, KEM PQ Nek, ek)
(ss_T, ct_T) = KEM.T. Encap(pk_T)
(ss_PQ ct_PQ = KEM PQ Encap(pk_PQ

ekh = KeyHash(concat (ek T, ek PQ)
ss H = KDF(concat(ss_PQ ss_ T, ct_PQ ct_ T, ekh,

ct_H = concat(ct_T, ct_PQ
return (ss_H, ct_H)

def Decaps(dk, ct):

| abel))

(ek_T, ek PQ dk T, dk PQ = expandDecapsul ati onKey(dk)

(ct_T, ct_PQ = split(KEMT.Nct, KEMPQ Nct, ct)
ss_ T = KEM T. Decap(dk_T, ct_T)
ss_PQ = KEM PQ Decap(dk_PQ ct_PQ

ekh = KeyHash(concat (ek_T, ek PQ)

ss H = KDF(concat(ss_PQ ss T, ct PQ «ct T, ekh,
return ss_H

5.3. GQSF

| abel))

The QSF hybrid KEM (QSF bel ow) depends on the foll ow ng constituent

component s:
*  Goup_T: A nom nal group

*  KEM_ PQ A post-quantum KEM

* PRG A PRG producing byte strings of length Group_T.Nseed +
KEM PQ Nseed (Expand. Nout == G oup_T. Nseed + KEM PQ Nseed)

* KDF: A KDF producing byte strings of |ength QSF. Nss (KDF. Nout ==

KDF. Nss)

* Label - A byte string used to | abel the specific conbination of

t he above constituents being used.

We presune that Goup_T, KEM PQ and the KDFs nmeet the interfaces
described in Section 4 and MUST neet the security requirenents

described in Section 6. 4.
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The constants for public values are derived fromthe concatenation of
encapsul ati on keys and ci phertexts:

Nek
Nct

G oup_T. Nel em + KEM PQ. Nek
Group_T. Nel em + KEM PQ. Nct

The Nseed and Nss constants should reflect the overall security |evel
of the conbined KEM with the foll owi ng recomrended val ues:

Nseed = max( G oup_T. Nseed, KEM PQ Nseed)
Nss = mi n(G oup_T. Nss, KEM PQ Nss)

Since we use the seed as the decapsul ati on key, Ndk = Nseed.

G ven these constituent parts, we define the QSF hybrid KEM as
foll ows:
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def expandDecapsul ati onKey(seed):
seed_full = PRG seed)
(seed_ T, seed PQ = split(Goup_T.Nseed, KEM PQ Nseed, seed)

dk T = Group_T. Randontcal ar (seed_T)
ek T Goup_T.Exp(Goup _T.g, dk_T)
(ek_PQ dk_PQ = KEM PQ DeriveKeyPair (seed_PQ

return (ek_T, ek PQ dk_T, dk_PQ

def DeriveKeyPair (seed):
(ek T, ek PQ dk T, dk PQ = expandDecapsul ati onKey(seed)
return (concat(ek_T, ek _PQ, seed)

def Generat eKeyPair():
seed = randon( Nseed)
return DeriveKeyPair (seed)

def Encaps(ek):
(ek_T, ek PQ = split(Goup_T.Nek, KEM PQ Nek, ek)

sk_E = Group_T. RandonScal ar (r andom G- oupT. Nseed) )
ct T = Goup_T. Exp(G oupT.g, sk _E)
ss T = Group_T. El enent ToShar edSecret (G oup_T. Exp(ek_T, sk _E))

(ss_PQ ct_PQ = KEM PQ Encap(ek_PQ

ss_H = KDF(concat(ss_PQ ss_T, ct_T, ek T, Label))
ct_H = concat(ct_T, ct_PQ
return (ss_H, ct_H)

def Decaps(dk, ct):
(ek_T, ek PQ dk_T, dk_PQ = expandDecapsul ati onKey(dk)

ss_T = Group_T. El enent ToShar edSecr et (G oup_T. Exp(ct _T, dk_T))
ss_PQ = KEM PQ Decap(dk_PQ ct_PQ

ss_H = KDF(concat(ss_PQ ss_T, ct_T, ek T, Label))
return ss_H

6. Security Considerations

Hybrid KEM constructions aimto provide security by conbining two or
more schenes so that security is preserved if all but one schenes are
replaced by an arbitrarily bad scheme. Informally, these hybrid KEMs
are secure if the KDF is secure, and either the traditional component
is secure, or the post-quantum KEMis secure: this is the "hybrid
property. Next we describe this docunent’s specific security goals
for hybrid KEMs.
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6.1. Cryptographic Security Goals for Hybrid KEMs
6.1.1. |IND CCA Security

The first goal we have for our hybrid KEM constructions is

i ndi stinguishability under adaptive chosen ciphertext attack, or |IND
CCA. This is nost common security goal for KEMs and public-key
encrypti on.

For KEMs, IND-CCA requires that no efficient adversary, given a

ci phertext obtained by running Encaps() wi th an honestly-generated
public key, can distinguish whether it is given the "real" secret
out put from Encaps(), or a randomstring unrelated to the Encaps()
call that created that ciphertext. (Readers should note that this
definition is slightly different than the correspondi ng one for
public-key encryption [RS92].)

6.2. Binding Properties

It is often useful for a KEMto have certain "binding" properties, by
which certain paraneters determne certain others. Recent work

[ CDM23] gave a useful framework of definitions for these binding
properties. Binding for KEMs is related to other properties for KEMs
and public-key encryption, such as robustness [ GW22] [ABN10], and
collision-freeness [ MOHASSEL10] .

The framework given by [CDWM23] refers to these properties with |abels
of the form X-BIND-P-Q The first elenent X is the attack nodel ---
HON, LEAK, or MAL. P,Q neans that given the value P, it is hard to
produce another Q that causes Decaps to succeed. For exanple, LEAK-
Bl ND- K- PK neans that for a given shared secret (K), there is a unique
encapsul ati on key (PK) that could have produced it, even if all of
the secrets involved are given to the adversary after the
encapsul ati on operation is conpl eted (LEAK)

W treat LEAK-BIND- K-PK and LEAK-BIND-K-CT to be target binding
properties. The HON-BIND security nodel seens too weak for rea
applications---real attacks in the LEAK nodel are known [ BJKS24]
[F&Q4]. W are not aware of any common settings where the MAL-BI ND
security nodel is needed; thus, LEAK-BIND seens a sensible mddle
ground.

The LEAK- BI ND- K- PK and LEAK-BI ND-K-CT properties independently allow
using a KEM shared secret such that the likelihood of finding a
colliding value with the encapsul ation key used in its computation or
the ciphertext used in its conputation is negligible. Such
properties are attractive when integrating KEMs into protocols where
once protocol designers would have used Diffie-Hellman, as they can
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use the smaller shared secret value alone as an input to a protoco
key schedul e for exanple, w thout necessarily al so needing to include
the much | arger ciphertext or the encapsul ation key to be protected
agai nst key confusion attacks [ FQ4] or KEM re-encapsul ati on attacks
[BIJKS24] . Protocol designers may still need or want to include the
ci phertext or encapsulation key into their protocol or key schedul e
for other reasons, but that can be independent of the specific
properties of the KEMand its resulting shared secret.

I mpl enentors should not interpret the paragraph above as absol ving
them of their responsibility to carefully think through whether MAL-
BIND attacks apply in their settings.

6.3. Security Non-goals for Hybrid KEMs

Security properties that were considered and not included in these
desi gns:

Anonymty [ GW22], Deniability, Obfuscation, other fornms of key-
robust ness or binding [ GW22], [ CDW3]

6.4. Security Requirenents for Constituent Conponents

6.4.1. Security Requirements for KEMs
Conponent KEMs MUST be | ND- CCA- secure [ GHP2018] [ XW NG .
For instances of QSF, the conponent KEM MJST al so be ci phertext
second preimage resistant (C2PRI) [XWNG: this allows the conponent
KEM encapsul ati on key and ci phertext to be left out fromthe KDF
i nput .

6.4.1.1. Ciphertext Second Preimage Resistant (C2PRI) Security
Roughly, QPRI [XW NG says that an adversary given an honestly-
generated key pair (sk, pk) and the result of an _honest_ Encaps(pk)
- call it k, ¢ - cannot find a _distinct_ ¢’ such that Decaps(sk, c¢')
= k. A related notion has al so been descri bed as chosen-ci phert ext
resistance (CCR) [CDM23]. C2PRI targets preinmage-resistance, whereas
CCR targets collision-resistance [ CAMPBELL25].

6.4.2. Security Requirenents for G oups

The groups MJUST be nodel abl e as nominal groups in which the strong
Diffie-Hell man probl em hol ds [ABH 21] [ XW NG .
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Pri me-order groups such as P-256, P-384, and P-521 and the Montgonery
curves Curve25519 and Curved448 have been shown to be nodel abl e as

nom nal groups in [ABH 21], as well as show ng the X25519() and
X448() functions respectively pertain to the nomnal group exp(X VY)
function, specifically clanping secret keys when they are generated,

i nstead of cl anping secret keys together with exponentiation

6.4.3. Security Requirenments for KDFs

The KDF MUST be indifferentiable froma randomoracle (RO [MRHO3],
even to a quantum attacker [BDFL_10] [ZHANDRY19]. This is a
conservative choice given a review of the existing security anal yses
for our hybrid KEM constructions. (In short, nost | ND CCA anal yses
require only that the KDF is sonme kind of pseudorandom function, but
the SDH based I ND-CCA analysis of QSF in [XWNG relies on the KDF
being a RO Proofs of our target binding properties for our hybrid
KEMs require the KDF is a collision-resistant function.)

If the KDF is a RO, the key derivation step in the hybrid KEMs can be
vi ewed as applying a (RO based) pseudorandom function - keyed with
the shared secrets output by the constituent KEMs - to the other

i nputs. Thus, analyses which require the KDF to be a PRF, such as
the one given in GHP [ GHP2018] or the standard-nodel analysis of QSF

in [XWNG, apply.

Sponge- based constructi ons such as SHA-3 have been shown to be
indifferentiabl e against classical [BDP_08] as well as quantum
adversaries [ ACM 25].

HKDF has been shown to be indifferentiable froma random oracl e under
specific constraints [LBB20]:

* that HMAC is indifferentiable froma random oracle, which for
HVAC- SHA- 256 has been shown in [DRS 13], assumi ng the conpression
function underlying SHA-256 is a randomoracle, which it is
i ndi fferentiably when used prefix-free.

* the values of HKDF's I KMinput do not collide with val ues of
info || 0x01. This MJST be enforced by the concrete
instantiations that use HKDF as its KDF

The choi ce of the KDF security |level SHOULD be nmade based on the

security level provided by the constituent KEMs. The KDF SHOULD at
| east have the security level of the strongest constituent KEM
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6.4.4. Security Requirenents for PRGs

The functions used to expand a key seed to nultiple key seeds is
cl oser to a pseudorandom generator (PRG in its security requirenents
[AOB 24]. A secure PRGis an algorithmPRG: {0, 1}*n — {0, 1}"m
such that no pol ynom al -ti ne adversary can di stingui sh between PREr)
(for r $< {0, 1}~n) and a randomz $< {0, 1}"m[Rosul ek]. The
uniformstring r € {0, 1}*n is called the seed of the PRG

A PRGis not to be confused with a random (or pseudorandom) _nunber _
generator (RNG: a PRG requires the seed randommess to be chosen
uniformy and extend it; an RNG takes sources of noisy data and
transforms theminto uniform outputs.

PRGs are related to extendabl e output functions (XOFs) which can be
built fromrandom oracles. Exanples include SHAKE256.

6.4.5. Security Properties of PRE

The PRE hybrid KEM franmework uses a function KeyHash to generate a
short digest of the encapsul ation keys. This function MJST be
col li sion-resistant.

6.5. Security Properties of Hybrid KEMs Frameworks
6.5.1. | ND CCA anal yses

The QSF construction has two conpl enentary | ND-CCA anal yses. Both
were given in [ XWNG . W summarize thembut elide sone details.

One analysis (Theorem 1) [ XWNG shows that if the KDF is nodelled as
a RO, IND-CCA holds if the PQ KEMis broken, as long as the SDH

probl em holds in the nom nal group and the PQ KEM satisfies C2PRI.
The other (Theorem 2) [ XWNG shows that if the PQKEMis | ND CCA and
the KDF is a PRF keyed on the PQ KEM s shared secret, |ND CCA hol ds.

As long as the aforenentioned security requirenments of the component
parts are net, these analyses inply that this docunment’s QSF
construction satisfies | ND-CCA security.

Thi s docunment’s exact GHP and PRE constructions do not have | ND- CCA
anal yses; the GHP paper gives a slightly different version, nanely
they do not include the public encapsul ation keys in the KDF
However, we argue that the proof goes through with trivia

nmodi fications if the public encapsul ation keys are included in the
KDF. The relevant step is claim3 of Theorem 1, which reduces to the
split-key pseudorandomess of the KDF. (GHP call the KDF a "core"
function, and denote it as W) W observe that adding the public

Connol ly, et al. Expires 22 January 2026 [ Page 18]



I nternet-Draft hybri d- kens July 2025

encapsul ati on keys to the inputs only changes the concrete contents
of the reduction’s queries to its oracle. Since the reduction
chooses the public encapsul ation keys itself, they can be added to
the oracle inputs, and the renai nder of the proof goes through
unnodi fi ed.

We al so argue that this extension applies, again with nearly trivia
modi fications, to prove security of PRE. (bserve that the only

di fference between GHP and PRE is prehashing of the public
encapsul ati on keys. As long as the hash function is collision-
resistant, any event that happens in the | ND-CCA gane of GHP happens
only with negligibly different probability in the | ND-CCA ganme of
PRE.

We reiterate that nodul o sone | ow | evel technical details, our
requirenent that the KDF is indifferentiable froman RO inplies that,
in the ROM the KDF used in GHP and PRE neets the split-key

pseudor andomrmess property used in GHP' s anal ysi s.

Therefore all three hybrid KEMs in this document are | ND-CCA when
instantiated with cryptographi c conmponents that neet the security
requi renents descri bed above. Any changes to the al gorithnms,

i ncludi ng key generation/derivation, are not guaranteed to produce
secure results.

6.5.2. Binding anal yses

There are three hybrid KEM franmeworks, and two target binding
properties, so we need six total analyses. None of these exact
results were known; thus the following are new results by the
editorial team W include informal justifications here and defer
rigorous proofs to a forthconi ng paper.

We note that these sketches inplicitly ignore the fact that in our
hybrid KEMs, both key pairs are derived froma comobn random seed; we
instead inplicitly think of themas two runs of DeriveKeyPair wth

i ndependent random seeds. We justify this sinplification by noting
that in the LEAK nmodel - in which the adversary is given the key
pairs resulting froman honest run of KeyGen - the pseudorandonmess
of the seed expansion inplies the adversary’'s input distributions in
the two cases are conputationally indistinguishable. The derivation
of conponent schene key pairs fromthe common random seed provi des
further protection against mani pul ation or corruption of keys such
that it can contribute to stronger binding properties against a MAL
adversary, as well as operational benefits in practice, but we do not
prove that here
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6.5.2.1. GHP Binding
6.5.2.1.1. LEAK-BIND-K-CT of GHP
Claim If KDF is collision-resistant, then GHP i s LEAK-BI ND- K- CT

Justification: To win LEAK-BIND-K-CT, given know edge of two
honest | y-generated GHP secret keys, the adversary must construct two
di stinct GHP ciphertexts that decapsulate to the same (non-bot) key.
Since CGHP includes the ciphertexts in the key derivation, the
condition that the ciphertexts are distinct directly inplies that a
LEAK- BI ND- K- CT win gives a collision in the KDF.

6.5.2.2. LEAK-BI ND-K-PK of GHP
Claim If KDF is collision-resistant, then GHP i s LEAK-BI ND- K- PK

Justification: As described above, in the LEAK-BIND K-PK gane, to win
the adversary nust construct two ciphertexts that decapsulate to the
same non-bot key, for distinct GHP public keys. Again, since GHP

i ncludes the public keys in the KDF, the distinctness condition
inmplies a LEAK-BIND-K-PK win nmust collide the KDF

6.5.2.3. PRE Binding
6.5.2.3.1. LEAK-BIND K-CT of PRE
Claim If KDF is collision-resistant, then PRE i s LEAK-BI ND- K- CT

Justification: PRE and GHP do not differ on how they incorporate the
ci phertexts into key derivation, so the GHP proof above applies.

6.5.2.3.2. LEAK-BIND K-PK of PRE

Claim |f KDF and KeyHash are collision-resistant, then PRE is LEAK-
Bl ND- K- PK.

Justification: The only relevant difference between PRE and GHP i s
key prehashing. This does indeed change the proof, since we can no

| onger argue the distinctness condition on the public keys directly_
gives a collision in KDF - the keys are hashed, and only their hash
is input into the KDF. However, as |long as KeyHash is collision-
resistant, the distinctness condition inplies the public key hashes
are distinct. Thus, for the adversary to win it must either collide
KeyHash or KDF.
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6.5.2.4. QSF Binding

The LEAK-BIND proofs for QSF are a bit nore subtle than for GHP and
PRE; the nmain reason for this is QSF' s om ssion of the PQ KEM key and
ciphertext fromthe KDF. W will show that QSF still has our target
LEAK- BI ND properties as long as the underlying PQ KEM al so has the
correspondi ng LEAK-BIND property. W note that our prelimnary
results suggest a different proof strategy, which instead directly
uses properties of the nom nal group, may work here; we present the
PQ KEM rout e for concreteness.

6.5.2.4.1. LEAK-BIND K-CT of QSF

Claim If KDF is collision-resistant and the PQ KEM i s LEAK- Bl ND-
K- CT, then QSF i s LEAK-BI ND- K- CT.

Justification: To win the adversary nust construct two distinct QSF
ci phertexts that decapsulate to the sane non-bot key. Call the QSF
ci phertexts output by the adversary (ct_T70, ct_PQ0) and (ct_T"1,
ct_PQ'1). Distinctness inplies (ct_T"0, ct_PQ'0) != (ct_T 1,
ct_PQ'1). Since ct_Tis included in the KDF, if ct_T"0 !=ct_T"1, a
win rmust collide the KDF.

Thus we can restrict attention to the case where ct_PQ'0 != ct_PQ‘1
but ct_T"0 = ct_T*1. In this case, there are two rel evant sub-cases:
either ss_PQ'0 (:= KEM PQ Decap(dk_PQ*0, ct_PQ'0)) is not equal to
ss_PQ'1 (:= KEM PQ Decap(dk_PQ*1, ct_PQ‘1), or they are equal. |If
they are not equal, the KDF inputs are again distinct, so a LEAK-

BI ND- K- CT wi n nust collide the KDF.

If ss_PQ'0 = ss_PQ'1, we can show a reduction to the LEAK-BIND K-CT
security of the PQ KEM The reduction is given two PQ KEM key pairs
as input and nust output two distinct PQ KEM ci phertexts that
decapsul ate to the sanme key. The reduction does this by generating
two noni nal -group key pairs and running the QSF LEAK- Bl ND- K- CT
adversary on all keys. Then the reduction outputs the PQ KEM

ci phertexts output by the adversary. The probability that the
adversary wins and ss_PQ*0 = ss_PQ*1 and ct_PQ‘0 != ct_PQ‘1 and
ct_T"0 = ct_T*1 is a |l ower bound on the probability of the reduction
wi nni ng the LEAK-BI ND-K-CT gane agai nst the PQ KEM

We conclude by noting these cases are exhausti ve.
6.5.2.4.2. LEAK-BI ND-K-PK of QSF

Claim If KDF is collision-resistant and the PQ KEM i s LEAK- Bl ND-
K- PK, then QSF i s LEAK- Bl ND- K- PK.
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Justification: Similar to the above, we proceed by a case analysis on
the win condition of the LEAK-BIND-K-PK gane. The condition is
(ek_Tn0, ek _PQ0) !'= (ek_T*1, ek PQ*1) and ss_H'0O = ss_H'1l. Again,
as above we argue that the only nontrivial case is the one where

ek PQ'0 !'= ek PQ*1 but ek _T"0 = ek _T71: in the other case we can
directly get a KDF collision froma winning output. In this case the
result of KEM PQ Decap for the two PQ KEM keys can either be the sane
or different. |IF they are different, we again get a KDF collision
froma win. |If they are the sane, in a simlar way as above, we can
build a reduction to the LEAK-BIND K-PK of PQ KEM

Agai n, we conclude by noting that these cases are exhausti ve.
6.6. Oher Considerations
6.6.1. Donain Separation

ASCI | - encoded bytes provide oracle cloning [ BD&020] in the security
gane via domain separation. The IND CCA security of hybrid KEMs
often relies on the KDF function KDF to behave as an i ndependent
random oracl e, which the inclusion of the |abel achieves via domain
separation [ GHP2018].

By design, the calls to KDF in these franeworks and usage anywhere

el se in higher |evel protocol use separate input domains unless
intentionally duplicating the 'label’ per concrete instance with
fixed paranmeters. This justifies nodeling them as independent
functions even if instantiated by the sane KDF. This domain
separation is achieved by using prefix-free sets of |abel values.
Recall that a set is prefix-free if no elenment is a prefix of another
within the set.

Length differentiation is sonetimes used to achi eve domai n separation
but as a technique it is brittle and prone to m suse [BD&020] in
practice so we favor the use of an explicit post-fix |abel

6.6.2. Fixed-length

Vari abl e-1 ength secrets are generally dangerous. In particular,
usi ng key material of variable I ength and processing it using hash
functions may result in a tinmng side channel. 1In broad ternms, when
the secret is longer, the hash function may need to process nore

bl ocks internally. In some unfortunate circunstances, this has |ed
to timng attacks, e.g. the Lucky Thirteen [LUCKY13] and Raccoon

[ RACCOON] att acks.
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Furthermore, [AVIRAM identified a risk of using variable-length
secrets when the hash function used in the key derivation function is
no |l onger collision-resistant.

If concatenation were to be used with values that are not fixed-
length, a length prefix or other unambi guous encodi ng woul d need to
be used to ensure that the conposition of the two values is injective
and requires a mechanismdifferent fromthat specified in this
docunent .

Therefore, this specification MIST only be used with al gorithns which
have fixed-1ength shared secrets.

I n Scope
1. GHP Framework

The GHP franmework works for generic | ND CCA conponent schenes. GHP
al so has an | ND- CCA proof from|[GHP2018]. Including the public
encapsul ati on keys as part of the KDF preimage fits in the
"additional data parts of the split key PRF proof there, and binds
to the encapsul ati on keys, which is a nice property for protocols
integrating concrete instances. GHP also matches N ST SP 800-227

| PD, and gi ves good binding properties Section 6.2 is generally safe
with no caveats on use for constructing concrete instances using a
broad array of conponents.

2. QSF Franmework

SF works for nost elliptic curve groups and C2PRI - secure quantum
resistant KEMs. It is an optim zation that |eaves out |arge

ci phertexts and encapsul ati on keys fromthe KDF prei mage, saving
extra hashing, if the PQ KEM neets requirenents. Mre KEMs can be
proven to be C2PRI-secure eventually for use with QSF

7. 3. PRE Fr anewor k

PRE of fers many of the same benefits as GHP, while allow ng an
optimzation to pre-hash static encapsul ati on keys, which if |arge,
can be a performance inprovenent.

Qut of Scope

Consi derations that were considered and not included in these
desi gns:

Anonymity [ GWP22], Deniability, Obfuscation, other fornms of key-
robust ness or binding [ GW22], [ CDW3]
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8.1. Mre than Two Conponent KEMs

Desi gn team decided to restrict the space to only two conmponents, a

traditional

and a post - quant um KEM

8.2. Paraneterized Qutput Length

Not anal yzed as part of any security proofs in the literature, and a
compl i cati on deenmed unnecessary.
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Appendi x A.  Determnistic Encapsul ation

When verifying the behavior of a KEMinplenentation (e.g., by
generating or verifying test vectors), it is useful for the

i npl ementation to expose a "derandom zed" version of the Encaps
al gorithm

* EncapsDerand(ek, randommess) -> (ct, shared_secret): A
determ nistic encapsul ation algorithm which takes as input a
public encapsul ati on key ek and randommess randomess, and outputs
a ciphertext ct and shared secret shared_secret.

An inpl enentation that exposes EncapsDerand nust al so define a
requi red anount of randomess:

* Nrandom The length in bytes of the randommess provided to
EncapsDer and

The correspondi ng change for a nom nal group is to replace random y-
generated i nputs to RandonScal ar with determ nistic ones. 1n other
words, for a nomnal group, Nrandom = Nseed

When a hybrid KEMis instantiated with constituents that support
derandoni zed encapsul ation (either KEMs or groups), the hybrid KEM
can al so support EncapsDerand(), with Nrandom = T. Nrandom +

PQ Nrandom  The structure of the hybrid KEM s EncapsDerand al gorithm
is the sane as its Encaps nethod, with the follow ng differences:

* The EncapsDerand al gorithm al so takes a randommess paraneter,
which is a byte string of |length Nrandom

* Invocations of Encaps or Randontcal ar (with a randominput) in the
constituent algorithnms are replaced with calls to EncapsDerand or
RandonfScal ar with a determnistic input.

* The randommess used by the traditional constituent is the first
T. Nrandom byt es of the input randomess.

* The randommess used by the PQ constituent is the final PQ Nrandom
bytes of the input randommess.
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