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Abst r act

Thi s docunent describes how to construct a non-interactive proof via
the FiatZ #hanmir transformation, using a generic procedure that
compiles an interactive proof into a non-interactive one by relying
on a stateful hash object that provides a dupl ex sponge interface.

The dupl ex sponge interface requires two nmethods: absorb and squeeze,
whi ch respectively read and wite elenents of a specified base type.
The absorb operation increnmentally updates the sponge’s internal hash
state, while the squeeze operation produces variabl e-1ength,

unpredi ctabl e outputs. This interface can be instantiated with
various hash functions based on pernutation or conpression functions.

Thi s specification also defines codecs to securely map el enents from
the prover into the dupl ex sponge dormain, and fromthe dupl ex sponge
domain into verifier messages.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://nmreker.github.io/draft-irtf-cfrg-sigma-protocols/draft-irtf-
cfrg-fiat-shamr.htm. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-irtf-cfrg-fiat-
shamr/.

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/cfrg. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com mmaker/draft-irtf-cfrg-si gma-protocols.
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The Fiat-Shamr transformation is a technique that uses a hash

function to convert a public-coin interactive protoco

bet ween a

prover and a verifier into a correspondi ng non-interactive protocol

It depends on:

* An _initialization vector_ (IV) uniquely identifying the protocol,

the session, and the statenent being proven

* An _interactive protocol _ supporting a family of statenments to be

proven.

* A _hash function_ inplenenting the dupl ex sponge interface,
capabl e of absorbing inputs incrementally and squeezi ng vari abl e-

| engt h unpredi ctabl e nmessages.

* A _codec_, which securely remaps prover elenments into the base
al phabet, and outputs of the duplex sponge into verifier messages

(preserving the distribution).

2. The Dupl ex Sponge Interface

The dupl ex sponge interface defines the space (the Unit) where the
hash function operates in, plus a function for absorbing and
squeezi ng prover nessages. It provides the follow ng interface.

cl ass Dupl exSponge:
def new(iv: bytes) -> Dupl exSponge
def absorb(self, x: list[Unit])
def squeeze(self, length: int) -> list[Unit]

Wher e:
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* init(iv: bytes) -> Dupl exSponge denotes the initialization
function. This function takes as input a 64-byte initialization
vector iv and initializes the state of the dupl ex sponge.

* absorb(self, values: list[Unit]) denotes the absorb operation of
the sponge. This function takes as input a list of Unit elenments
and nutates the Dupl exSponge internal state.

* squeeze(self, length: int) denotes the squeeze operation of the
sponge. This function takes as input an integral |ength and
squeezes a list of Unit elenents of |ength | ength.

3. The Codec interface

A codec is a collection of: - functions that map prover nessages into
the hash function donmain, - functions that map hash outputs into a
message out put by the verifier in the Signa protocol In addition, the
"init" function initializes the hash state with a session ID and an
instance |l abel. For byte-oriented codecs, this is just the
concatenation of the two prefixed by their |engths.

A codec provides the follow ng interface.

cl ass Codec:
def init(session_id, instance_|abel) -> hash_state
def prover_nessage(self, hash_state, el enents)
def verifier_challenge(self, hash_state) -> verifier_challenge

Wher e:

* init(session_id, instance_| abel) -> hash_state denotes the
initialization function. This function takes as input a session
ID and an instance | abel, and returns the initial hash state.

* prover_nessage(self, hash state, elenents) -> self denotes the
absorb operation of the codec. This function takes as input the
hash state, and elements with which to nutate the hash state.

* verifier_challenge(self, hash_state) -> verifier_chall enge denotes
the squeeze operation of the codec. This function takes as input
the hash state to produce an unpredictable verifier challenge
verifier_chall enge

The verifier_chall enge function nust generate a challenge uniformy
fromthe underlying scalar field, fromthe public inputs given to the
verifier. The default way to generate the challenge is by sanmpling a
random (|l og_2(p)| + 128)-bit string, parsing it as a big integer,
and reducing it nodulo the prine order of the group p.
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4. CGeneration of the Initialization Vector
The initialization vector is a 64-byte string that enbeds:

* A protocol _id: the unique identifier for the interactive protoco
and the associated rel ati on being proven.

* A session_id: the session identifier, for user-provided contextua
i nformati on about the context where the proof is nade (e.g. a URL,
or a timestanp).

* An instance_ | abel: the instance identifier for the statenment being
proven.

It is inplemented as foll ows.

hash_state = Dupl exSponge.init([0] * 64)
hash_st at e. absorb(1 20SP(| en(protocol _id), 4))
hash_st at e. absor b( prot ocol _i d)

hash_st at e. absor b(1 20SP(| en(session_id), 4))
hash_st at e. absor b(sessi on_i d)

This will be expanded in future versions of this specification.
5. Fiat-Shanmir transformation for Signma Protocols

We describe how to construct non-interactive proofs for sigma
protocols. The Fiat-Shamr transformation is paranetrized by:

* a SigmaProtocol, which specifies an interactive 3-message protoco
as defined in Section 2 of [SIGWA;

* a Codec, which specifies how to absorb prover nessages and how to
squeeze verifier challenges;

* a Dupl exSpongel nterface, which specifies a hash function for
computi ng chal | enges.

Upon initialization, the protocol receives as input: - session_id,
which identifies the session being proven - instance, the sigm
protocol instance for proving or verifying

cl ass NI Si gnmaPr ot ocol
Prot ocol : Si gnaProtocol = None
Codec: Codec = None
Hash: Dupl exSpongel nterface = None

def _init_ (self, session_id, instance):
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def

def

sel f. hash_state = self. Codec(i V)
self.ip = self.Protocol (instance)

_prove(self, witness, rng):

# Core proving logic that returns commitnent, challenge, and response.

# The chall enge is generated via the hash function

(prover_state, commtment) = self.sigma_protocol.prover_comit(w tness, rng)
sel f. codec. prover _nessage(sel f. hash_state, conmtnent)

chal  enge = sel f.codec.verifier_chall enge(sel f.hash_state)

response = sel f.sigma_protocol.prover_response(prover_state, challenge)
return (conmtnent, challenge, response)

prove(self, witness, rng):

# Default proving method using chall enge-response format.

(comm tnent, chall enge, response) = self._prove(w tness, rng)

assert self.sigma_protocol.verifier(commtnment, challenge, response)

assert self.sigma_protocol.verifier(commtnment, challenge, response)

return sel f.signa _protocol.serialize challenge(challenge) + self.sigm_protocol.s

erialize_response(response)

def

verify(self, proof):

# Before running the signa protocol verifier, one nust also check that:

# - the proof length is exactly challenge bytes I en + response_bytes |en

chal | enge_bytes |l en = sel f.signa _protocol.instance. Domai n. scal ar_byte_ | engt h()
assert |l en(proof) == challenge_bytes |len + self.signma_protocol.instance.response_

bytes_len

ponse

def

.seriali

def

r ot ocol

sponse

# - proof deserialization successfully produces a valid challenge and a valid res

chal | enge_bytes = proof[:challenge bytes |en]

response_bytes = proof[chal |l enge_bytes_I| en:]

chal  enge = sel f.sigma_protocol . deserialize_chall enge(chall enge_bytes)
response = self.sigma_protocol.deserialize_response(response_bytes)

conmitnent = self.sigma _protocol.sinulate _comm tnent(response, chall enge)
return sel f.signa_protocol.verifier(commtnent, challenge, response)

prove_bat chabl e(sel f, witness, rng):

# Proving method using comm tnent-response fornmat.

# Al ows for batching.

(comm tnent, challenge, response) = self. prove(w tness, rng)

# running the verifier here is just a sanity check

assert self.sigma_protocol.verifier(conmmtment, challenge, response)

return sel f.sigma_protocol.serialize_commtment(commtnent) + self.signma_protoco
ze_response(response)

verify batchabl e(sel f, proof):

# Before running the sigma protocol verifier, one must al so check that:

# - the proof length is exactly conmrit_bytes | en + response_bytes | en

assert |l en(proof) == self.sigma_protocol.instance.commit_bytes len + self.sigm_p
i nstance. response_bytes_|en

# - proof deserialization successfully produces a valid conmitnent and a valid re
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commi tnment _bytes = proof[:self.sigma_protocol.instance.comit_bytes | en]
response_bytes = proof[sel f.sigma_protocol.instance.conmit_bytes | en:]
commi tnent = self.sigma_protocol.deserialize_comm tnment (conm tment byt es)
response = self.sigma_protocol.deserialize response(response_bytes)

sel f. codec. prover _nessage(sel f. hash_state, conmnmtnent)
chal  enge = sel f.codec.verifier_chall enge(sel f.hash_state)
return sel f.sigma_protocol.verifier(conmmtment, challenge, response)

Serialization and deserialization of scalars and group el enents are
defined by the ciphersuite chosen in the Sigma Protocol. In
particular, serialize challenge, deserialize challenge,
serialize_response, and deserialize_response call into the scalar
serialize and deserialize functions. Likew se, serialize conmtnent
and deserialize_commtnent call into the group el enent serialize and
deserialize functions.

5.1. N SigmaProtocol instances (ciphersuites)

We describe noninteractive sigma protocol instances for conbinations
of protocols (SigmaProtocol), codec (Codec), and hash fuction

(Dupl exSpongel nterface). Descriptions of codecs and hash functions
are in the follow ng sections.

cl ass NI Schnorr Pr oof Shake128P256( NI Si gnaPr ot ocol ) :
Prot ocol = Schnorr Pr oof
Codec = P256Codec
Hash = SHAKE128

cl ass NI Schnorr Proof Shake128Bl s12381( NI Si gnaPr ot ocol ) :
Prot ocol = Schnorr Proof
Codec = Bl s12381Codec
Hash = SHAKE128

cl ass NI Schnorr Proof KeccakDupl exSpongeBl s12381( NI Si gnmaPr ot ocol ) :
Pr ot ocol = Schnorr Pr oof
Codec = Bl s12381Codec
Hash = KeccakDupl exSponge
6. Codec for Schnorr proofs

We describe a codec for Schnorr proofs over groups of prime order p
where Unit = u8.
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cl ass Byt eSchnorr Codec(Codec):
GG groups. G oup = None

def prover _nessage(self, elenments: list):
hash_st at e. absorb(sel f. GG seri ali ze(el enents))

def verifier_challenge(self, hash_state):
# see https://eprint.iacr.org/2025/536. pdf, Appendix C
uni form bytes = hash_state. squeeze(
sel f. GG Scal arFi el d. scal ar_byte length() + 16

scal ar = OS2l P(uni form bytes) % sel f. GG Scal arFi el d. order
return scal ar

We describe a codec for the P256 curve.

cl ass P256Codec( Byt eSchnorr Codec):
GG = groups. G oupP256()

7. Dupl ex Sponge Interfaces
7.1. SHAKE128
SHAKE128 is a variabl e-length hash function based on the Keccak
sponge construction [SHA3]. It belongs to the SHA-3 family but
offers a flexible output [ength, and provides 128 bits of security
agai nst collision attacks, regardless of the output |ength requested.
7.1.1. Initialization
new(sel f, iv)
| nput s:
- iv, a byte array
Qut put s:
- a hash state interface
1. initial _block =iv + b’\00" * 104 # len(iv) + 104 == SHAKE128 rate
2. self.hash_state = hashlib.shake 128()
3

sel f. hash_state. update(initial_block)

7.1.2. SHAKE128 Absorb
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absorb(hash_state, x)
| nput s:

- hash_state, a hash state
X, a byte array

1. h.update(x)

7.1.3. SHAKE128 Squeeze
squeeze(hash_state, |ength)
| nput s:

- hash_state, the hash state
- length, the nunber of elenents to be squeezed

1. return self.hash_state.copy().digest(length)

7.2. Dupl ex Sponge
A dupl ex sponge in overwite node is based on a permutation function
that operates on a state vector. It inplenents the

Dupl exSpongel nterface and nmaintains internal state to support
i ncremental absorption and vari abl e-1 ength out put generation

7.2.1. Initialization
This is the constructor for a duplex sponge object. It is
initialized with a 64-byte initialization vector
new(iv)
I nput s:

- iv, a 64-byte initialization vector

Procedure

1. self.absorb_index = 0

2. self.squeeze_ index = self.pernutation_state.R

3. self.rate = self.pernutation_state.R

4. self.capacity = self.pernmutation_state.N - self.pernutation_state.R

7.2.2. Absorb

The absorb function incorporates data into the dupl ex sponge state
usi ng overwite node.
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absorb(sel f, input)

| nput s:
- self, the current dupl ex sponge object
- input, the input bytes to be absorbed

Procedure:
1. self.squeeze_index = self.rate
2. while len(input) !'= O:

3. if self.absorb index == self.rate:

4. sel f.permutation_state. pernute()

5. sel f.absorb _index =0

6. chunk_size = nmin(self.rate - self.absorb_index, |en(input))

7. next chunk = input[:chunk_size]

8. sel f.pernmutation_state[self.absorb_index:self.absorb_index + chunk_size] = next_ch
unk

9. sel f.absorb_i ndex += chunk_si ze

10. i nput = input[chunk_size:]

7.2.3. Squeeze

The squeeze operation extracts output elenments fromthe sponge state,
which are uniformy distributed and can be used as a digest, key
stream or other cryptographic material

squeeze(sel f, |ength)

I nput s:
- self, the current dupl ex sponge object
- length, the nunber of bytes to be squeezed out of the sponge

CQut put s:
- digest, a byte array of ‘length’ elenments uniformy distributed

Pr ocedur e:
1. output = b’
2. while length != 0:

3. if self.squeeze_index == self.rate:

4. sel f. pernutation_state. permnute()

5. sel f.squeeze_index = 0

6. sel f.absorb _index =0

7. chunk_size = min(self.rate - self.squeeze_ index, |ength)

8. out put += bytes(self.pernutation_state[self.squeeze_index: self.squeeze_i ndex+chunk
_size])

9. sel f.squeeze_i ndex += chunk_size

10. | ength -= chunk_si ze

11. return out put
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7.2.4. Keccak-f[1600] I nplenentation
Keccak-f is the permutation function underlying [ SHA3].

KeccakDupl exSponge i nstanti ates Dupl exSponge with Keccak-f[1600],
using rate R = 136 bytes and capacity C = 64 bytes.

8. Codecs registry

[e¢]

.1. Elliptic curves
8.1.1. Notation and Term nol ogy

For an elliptic curve, we consider two fields, the coordinate fields,
whi ch indicates the base field, the field over which the elliptic
curve equation is defined, and the scalar field, over which the
scal ar operations are perforned.

The following functions and notation are used throughout the
docunent .

* concat(x0, ..., xN): Concatenation of byte strings

* bytes to_ int and scalar_to bytes: Convert a byte string to and
froma non-negative integer. bytes to_int and scalar_to_bytes are
i mpl emented as OS2I P and | 20SP as described in [ RFC8017],
respectively. Note that these functions operate on byte strings
i n big-endian byte order.

* The function ecpoint_to bytes converts an elliptic curve point in
affine-forminto an array string of |ength
ceil (ceil (log2(coordinate field order))/ 8) + 1 using int_to_bytes
prepended by one byte. This is defined as

ecpoi nt _to_bytes(el enent)

I nput s:

- ‘elenent’, an elliptic curve element in affine form with attributes ‘x' and ‘y' corres
ponding to its affine coordi nates, represented as integers nodul o the coordinate field or
der.

Qut put s:
A byte array
Const ant s:

field bytes |Iength, the nunber of bytes to represent the scalar elenent, equal to ‘ceil (I
og2(field.order()))".

1. byte = 2 if sgnO(elenent.y) == 0 else 3
2. return |120SP(byte, 1) + 120SP(x, field_bytes_|ength)
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8.1.2. Absorb scalars
absorb_scal ars(hash_state, scal ars)
I nput s:

- hash_state, the hash state
- scalars, a list of elements of the elliptic curve’'s scalar field

Const ant s:
- scalar_byte length = ceil (384/8)

1. for scalar in scalars:
2. hash_st at e. absorb(scal ar_to_bytes(scal ar))

Where the function scalar to bytes is defined in Section 8.1.1
8.1.3. Absorb elenents
absorb_el ement s(hash_state, el ements)

I nput s:

hash_state, the hash state
el ements, a list of group el enents

for element in el ements:
hash_st at e. absorb(ecpoint_to_bytes(el enent))

N

8.1.4. Squeeze scalars
squeeze_scal ars(hash_state, |ength)

I nput s:

hash_state, the hash state
| ength, an unsigned integer of 64 bits deternining the output |ength.

for i in range(length):
scal ar_bytes = hash_state.squeeze(field bytes Iength + 16)
scal ars. append(bytes_to_scal ar_nod_order(scal ar _bytes))

wh e

9. Ref er ences
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Test Vectors
Test vectors will be made available in future versions of this
specification. They are currently devel oped in the proof-of-concept
i mpl ementation (https://github.com muaker/draft-irtf-cfrg-sigma-
prot ocol s/tree/ nmai n/ poc/ vectors).
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