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Abst r act

Thi s docunent describes how to construct a non-interactive proof via
the FiatZ #hanmir transformation, using a generic procedure that
compiles an interactive proof into a non-interactive one by relying
on a stateful hash object that provides a dupl ex sponge interface.

The dupl ex sponge interface requires two nmethods: absorb and squeeze,
whi ch respectively read and wite elenents of a specified base type.
The absorb operation increnmentally updates the sponge’s internal hash
state, while the squeeze operation produces variabl e-1ength,

unpredi ctabl e outputs. This interface can be instantiated with
various hash functions based on pernutation or conpression functions.

Thi s specification also defines codecs to securely map el enents from
the prover into the dupl ex sponge dormain, and fromthe dupl ex sponge
domain into verifier messages.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://nmreker.github.io/draft-irtf-cfrg-sigma-protocols/draft-irtf-
cfrg-fiat-shamr.htm. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-irtf-cfrg-fiat-
shamr/.

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/cfrg. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com mmaker/draft-irtf-cfrg-si gma-protocols.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 February 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

August 2025

The Fiat-Shamr transformation is a technique that uses a hash

function to convert a public-coin interactive protoco

bet ween a

prover and a verifier into a correspondi ng non-interactive protocol

It depends on:

* An _initialization vector_ (IV) uniquely identifying the protocol,

the session, and the statenent being proven

* An _interactive protocol _ supporting a famly of statements to be

proven.

* A _hash function_ inplenenting the dupl ex sponge interface,
capabl e of absorbing inputs incrementally and squeezi ng vari abl e-

| engt h unpredi ctabl e nessages.

* A _codec_, which securely remaps prover elenments into the base
al phabet, and outputs of the duplex sponge into verifier messages

(preserving the distribution).

2. The Dupl ex Sponge Interface

A dupl ex sponge operates over an abstract Unit type and provides the

followi ng interface.

cl ass Dupl exSponge:
def new(iv: bytes) -> Dupl exSponge
def absorb(self, x: list[Unit])

def squeeze(self, length: int) -> list[Unit]

Wher e:
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* init(iv: bytes) -> Dupl exSponge denotes the initialization
function. This function takes as input a 32-byte initialization
vector iv and initializes the state of the dupl ex sponge.

* absorb(self, values: list[Unit]) denotes the absorb operation of
the sponge. This function takes as input a list of Unit elenments
and nutates the Dupl exSponge internal state.

* squeeze(self, length: int) denotes the squeeze operation of the
sponge. This function takes as input an integral |ength and
squeezes a list of Unit elenents of |ength | ength.

3. The Codec interface
A codec provides the follow ng interface.

cl ass Codec:
def new(iv: bytes) -> Codec
def prover_nessage(sel f, prover_nessage)
def verifier_challenge(self) -> verifier_challenge

Wher e:

* init(iv: bytes) -> Dupl exSponge denotes the initialization
function. This function takes as input a 32-byte initialization
vector iv and initializes the state of the codec.

* prover_nessage(sel f, prover_nessage) -> self denotes the absorb
operation of the codec. This function takes as input a prover
message prover_nessage and nmutates the codec’s internal state.

* verifier_challenge(self) -> verifier_challenge denotes the squeeze
operation of the codec. This function takes no inputs and uses
the codec’s internal state to produce an unpredictable verifier
chal | enge verifier_chall enge

4. Generation of the Initialization Vector
The initialization vector is a 32-bytes string that enbeds:

* A protocol _id: the unique identifier for the interactive protoco
and the associated rel ation being proven.

* A session_id: the session identifier, for user-provided contextua

i nformati on about the context where the proof is nade (e.g. a URL,
or a timestanp).
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* An instance_l abel: the instance identifier for the statenment being
proven.

It is inplemented as foll ows.

hash_state = Dupl exSponge.init([0] * 32)
hash_st at e. absor b(1 20SP(| en(protocol _id), 4))
hash_st at e. absor b( prot ocol _i d)

hash_st at e. absor b(1 20SP(| en(session_id), 4))
hash_st at e. absor b(sessi on_i d)

This will be expanded in future versions of this specification
5. Fiat-Shamr transformation for Sigma Protocols

We describe how to construct non-interactive proofs for sigm
protocols. The Fiat-Shanmir transfornmation is paranetrized by:

* a Codec, which specifies howto absorb prover nmessages and how to
squeeze verifier chall enges;

* a SigmaProtocol, which specifies an interactive 3-nessage
pr ot ocol

Upon initialization, the protocol receives as input an iv of 32-bytes
whi ch uniquely identifies the protocol and the session being proven
and (optionally) pre-processes some information about the protocol
usi ng the instance.
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cl ass NI Si gnmaPr ot ocol
Prot ocol : Si gmaPr ot ocol
Codec: Codec

def init(self, iv: bytes, instance):
sel f. hash_state = sel f. Codec(i V)
self.ip = self.Protocol (instance)

def prove(self, witness, rng):
(prover _state, commtment) = self.ip.prover_conmmt(w tness, rng)
chal  enge = sel f. hash_state. prover_nessage(conmm tnent).verifier_challenge()
response = self.ip.prover_response(prover_state, challenge)

assert self.ip.verifier(comm tnent, challenge, response)
return self.ip.serialize_commtment(conmmitnment) + self.ip.serialize_response(resp
onse)

def verify(self, proof):
commi tnment _bytes = proof[:self.ip.instance.comit_bytes | en]
response_bytes = proof[self.ip.instance.commit_bytes |en:]
commitnent = self.ip.deserialize_conmtnent(commtnent_ bytes)
response = self.ip.deserialize response(response_bytes)
chal  enge = sel f. hash_state. prover_nessage(conmm tnent).verifier_challenge()
return self.ip.verifier(commtnent, challenge, response)

5.1. Codec for Linear maps

We describe a codec for Schnorr proofs over groups of prime order p
that is intended for duplex sponges where Unit = u8.

cl ass Li near MapCodec:
G oup: groups. Goup = None
Dupl exSponge: Dupl exSpongel nterface = None

def init(self, iv: bytes):
sel f. hash_state = self. Dupl exSponge(i V)

def prover_nessage(self, elements: list):
sel f. hash_state. absorb(self. G oup.serialize(el ements))
# calls can be chained
return self

def verifier_challenge(self):
uni form bytes = self.hash_state. squeeze(
sel f. G oup. Scal arFi el d. scal ar_byte_l ength() + 16
)

scal ar = OS2I P(uniform bytes) % sel f. G oup. Scal ar Fi el d. order
return scal ar
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6. G phersuites
6.1. SHAKE128
SHAKE128 is a variable-length hash function based on the Keccak
sponge construction [SHA3]. It belongs to the SHA-3 family but
offers a flexible output Iength, and provides 128 bits of security
agai nst collision attacks, regardless of the output |ength requested.
6.1.1. Initialization
new(sel f, iv)
| nput s:
- iv, a byte array
Qut put s:

- a hash state interface

1. h = shake 128(iv)
2. return h

6.1.2. SHAKE128 Absorb
absor b(hash_state, x)
I nput s:

- hash_state, a hash state
- X, a byte array

1. h. update(x)

6.1.3. SHAKE128 Squeeze
squeeze(hash_state, |ength)
I nput s:

- hash_state, the hash state
- length, the nunber of elements to be squeezed

1. h.copy().digest(length)
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6.2. Dupl ex Sponge

A dupl ex sponge in overwite node is based on a permutation function
that operates on a state vector. It inplenents the

Dupl exSpongel nterface and naintains internal state to support

i ncremental absorption and variabl e-1 ength out put generation

6.2.1. Initialization
This is the constructor for a duplex sponge object. It is
initialized with a 32-byte initialization vector
new(iv)
| nput s:

- iv, a 32-byte initialization vector

Procedure:

1. self.absorb_index =0

2. self.squeeze_index = self.pernmutation_state.R

3. self.rate = self.permutation_state.R

4. self.capacity = self.pernutation_state.N - self.pernutation_state.R

6.2.2. Absorb

The absorb function incorporates data into the dupl ex sponge state
usi ng overwite node.

absorb(sel f, input)
I nput s:

- self, the current dupl ex sponge object
- input, the input bytes to be absorbed

Procedure:

1. self.squeeze_index = self.rate

2. while len(input) != O:

3. if self.absorb index == self.rate:

4. sel f. pernutation_state. permnute()

5. sel f.absorb _index = 0

6. chunk_size = min(self.rate - self.absorb_index, |en(input))
7. next chunk = input[:chunk_size]

8. sel f.permutation_state[self.absorb_index:self.absorb_index + chunk_size] = next_ch
unk

9. sel f.absorb_i ndex += chunk_si ze

10. i nput = input[chunk_size:]
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6.2.3. Squeeze

The squeeze operation extracts output elements fromthe sponge state,
which are uniformy distributed and can be used as a digest, key
stream or other cryptographic material

squeeze(sel f, Iength)

| nput s:
- self, the current dupl ex sponge object
- length, the nunber of bytes to be squeezed out of the sponge

Qut put s:
- digest, a byte array of ‘length’ elenents uniformy distributed

Procedure:
1. output = b’
2. while length != 0:

3. if self.squeeze_index == self.rate:

4. sel f.permutation_state. permute()

5. sel f.squeeze_index = 0

6. sel f.absorb _index =0

7. chunk_size = min(self.rate - self.squeeze_index, |ength)

8. out put += bytes(self.pernutation_state[self.squeeze index: self.squeeze i ndex+chunk
_size])

9. sel f.squeeze_i ndex += chunk_size

10. I ength -= chunk_size

11. return out put
6.2.4. Keccak-f[1600] |nplenentation
Keccak-f is the permutation function underlying [ SHA3].

KeccakDupl exSponge i nstanti ates Dupl exSponge wi th Keccak-f[1600],
using rate R = 136 bytes and capacity C = 64 bhytes.

7. Codecs registry

7.1. HElIliptic curves

7.1.1. Notation and Term nol ogy
For an elliptic curve, we consider two fields, the coordinate fields,
whi ch indicates the base field, the field over which the elliptic
curve equation is defined, and the scalar field, over which the

scal ar operations are perforned.

The following functions and notation are used throughout the
docunent .
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* concat(x0, ..., xN): Concatenation of byte strings

* bytes_to_int and scalar_to_bytes: Convert a byte string to and
froma non-negative integer. bytes to_ int and scalar_to _bytes are
i mpl emented as OS2I P and | 20SP as described in [ RFC8017],
respectively. Note that these functions operate on byte strings
i n big-endian byte order.

* The function ecpoint_to_bytes converts an elliptic curve point in
affine-forminto an array string of length
ceil (ceil (log2(coordinate field order))/ 8) + 1 using int_to bytes
prepended by one byte. This is defined as

ecpoi nt _to_bytes(el enent)

| nput s:

- ‘elenment', an elliptic curve elenent in affine form with attributes ‘x' and ‘y' corres
ponding to its affine coordi nates, represented as integers nodulo the coordinate field or
der.

CQut put s:
A byte array
Const ant s:

field _bytes_length, the nunber of bytes to represent the scalar elenment, equal to ‘ceil (I
og2(field.order()))".

1. byte = 2 if sgnO(elenent.y) == 0 else 3
2. return |20SP(byte, 1) + 12CSP(x, field bytes |ength)

7.1.2. Absorb scalars
absorb_scal ars(hash_state, scal ars)
I nput s:

- hash_state, the hash state
- scalars, a list of elenments of the elliptic curve’'s scalar field

Const ant s:
- scalar_byte length = ceil (384/8)

1. for scalar in scalars:
2. hash_st at e. absorb(scal ar_to_bytes(scal ar))

Where the function scalar to bytes is defined in Section 7.1.1

7.1.3. Absorb el enents
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absorb_el ement s(hash_state, el enments)

| nput s:

hash_state, the hash state
el ements, a list of group el enents

for element in el ements:
hash_st at e. absor b(ecpoi nt _to_bytes(el ement))

N

7.1.4. Squeeze scal ars
squeeze_scal ars(hash_state, |ength)

| nput s:

hash_state, the hash state
| ength, an unsigned integer of 64 bits determ ning the output |ength.

1. for i in range(length):
2. scal ar _bytes = hash_state. squeeze(field bytes | ength + 16)
3. scal ars. append(bytes_to_scal ar_nod_order(scal ar _bytes))
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Test Vectors

Test vectors will be made available in future versions of this
specification. They are currently devel oped in the proof-of-concept
i mpl ementation (https://github.com mmaker/draft-irtf-cfrg-sigma-
prot ocol s/ tree/ mai n/ poc/ vectors).
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