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1.

1.

I nt roducti on

[ RFC9180], hereinafter sinply HPKE, is a robust, provably-secure
construct. It defines APIs to ensure proper use to retain its
security guarantees. These APls are therefore rigid and purposeful
Wiile there are certainly use cases for HPKE as is, there are
applications for which this rigidity is an inpedinment to use:

net wor ks wi th bandwi dth constrai ned nedi uns, networks which cannot
guarantee in-order delivery of every packet sent, and for key-

wr appi ng applications.

This meno proposes two nodifications to HPKE to nake it nore suitable
for different use cases.

1. Compact Representation

HPKE generates an epheneral keypair and uses it to performa Diffie-
Hel lman with the static keypair of the proposed recipient of a secure
message. The epheneral public key is required to acconpany the
message, or at least the first of a stateful sequence of messages.
HPKE t herefore defines a serialization and deserialization for public
keys used with defined KEM.

HPKE defines KEMs that use three Wierstrass curves defined in

[Nl STCurves]. The serialization and deserialization for public keys
in these KEMs use the unconpressed formof an elliptic curve from
[SECG. Unfortunately, this results in the string that acconpanies
the nmessage to be over twice as long as it needs to be. This can be
an issue for applications that have constrai ned bandwi dth or that use
the HPKE APIs in a stateless, "single shot" node where the nessage
being sent is dwarfed by the size of the serialized public key.

[ RFC6090] defines a notion of "conpact output” and "conpact
representation” for elliptic curves. Conpact output neans that the
shared secret output fromthe ECDH operation is the x-coordi nate of
the resulting point, the y-coordinate is discarded. Conpact
representation is a way of communicating an elliptic curve Diffie-
Hel | man public key using the x-coordinate only. Conpact
representation will work if conpact output is enployed-- the sign of
the ECDH secret is irrelevant so it doesn’'t matter what the sign of
the peer’s public key is
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HPKE uses conpact output, it passes the x-coordinate of the ECDH
secret key to HKDF to derive a key to pass to the AEAD ci pher. Since
HPKE uses conpact output, it can define serialization and
deserialization that uses conpact representation and thereby address
use cases in which nessage size is inportant. Redefining the
serialization and deserialization, though, requires definition of new
KEMs that will use the new technique.

1.2. Addressing Lossy Networks

To prevent the possibility of misuse, managenent of AEAD counters are
entirely constrained to the HPKE context. The sender and receiver
have no ability to know what particular counter was used with a
particul ar invocation or to nanage how counters are used.

This restriction is not an issue for an applications that use HPKE
whi ch have a guarantee of in-order packet delivery, where sender and
recei ver HPKE contexts are kept in sync. But not everyone has a
guarantee of in-order delivery of packets and this restriction makes
use of HPKE inmpracticle by a great many use cases. Any undetected
packet | oss or reordering would result in the sender and receiver
HPKE contexts getting out of sync. Since HPKE provides no way to
resynchroni ze such a situation, the result would be tragic.

Therefore, an AEAD node that can provide provable security w thout
reliance of packet delivery guarantees is added.

1.2.1. Determnistic Authenticated Encryption

[SIV] defines a provably secure node of deterninistic authenticated
encryption (DAE). In this node, a counter is optional. |If one is
used and it is guaranteed to be unique, SIV achieves the sane | eve

of I ND-CCA2 security offered by other HPKE ciphers. But if the nonce
is reused or mssing SIVwIl provide a different security guarantee,
that of determnistic authenticated encryption (DAE) security.

Determinsitic authenticity in a DAE schene provides the traditiona
inability of an adversary to come up with a non-trivial query that
will return a non-FAIL response-- i.e. a valid forgery-- with non-
negligible probability. Determnistic privacy in a DAE schene
provides for the typical indistinguishability fromrandom guarantee
of a traditional AEAD schene, with a caveat: it cannot achieve the

i ndi stinguishability goal that requires conceal nent of whether or not
a given plaintext was encrypted twice in a sequence of ciphertexts.

What this nmeans is that the security of a DAE schene is the sane as a

traditional AE schene with the exception that encrypting the sane AAD
and the sane plaintext twice will result in the sane ciphertext, an
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out come an adversary would notice. Unlike other AEAD schenes, after
this msuse the privacy and authenticity guarantees remain, albeit
with this consideration to traffic analysis. This is a reasonable
price to pay for the ability to use the HPKE APIs as nore than a
"single shot".

DAE can achi eve the equival ent of semantic security if the nessage
space i s random enough. This is the justification for the security
of key wrap schenmes (see Section 1.2.2) in which (a portion of) the
pl aintext is a random key.

SIV takes a vector of AAD. Wen a uni que sequence nunber can be
managed it can be part of that vector. It should be noted,
therefore, that it is trivial for an application that has control of
the AAD to add a nonce as a component of the AAD vector to ensure
uni que AAD per invocation of the HPKE APl and achi eve the | ND- CCA2
notion of security.

Alternately, for sone situations-- e.g. when the nmessage protected by
HPKE i s idempotent-- DAE security can be acceptabl e.

See Section 6.

1.2.2. Key Wapping
Key w apping schemes utilize a symetric encryption algorithmto
provide privacy and integrity to cryptographic keying materi al
Addi tionally, such schemes should provide integrity protection of
cl eartext associated data which contains control information about
the wapped key. Due to the symetric nature of the algorithm it is
assuned both sides possess a shared secret whose establishment is
probl ematic. Therefore HPKE is naturally an attractive option to use
to wap a cryptographic key to a receipent’s public key.
Since the data being wapped is, in effect, random a probabalistic
input like a nonce is not needed, hence the determ nistic nature of
proposed key-w appi ng schenmes (see [X9102] and [RFC5649]). [SIV] is
superior to those schenes in a nunber of ways
* it accepts associated data;
* it is nore efficient;
* it accepts natural data | engths w thout requiring padding; and,
* it has a security proof.

Thus, nmaking it well-suited for key wapping use cases with HPKE
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2.

4.

4.

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Not at i on
Thi s docunent re-uses the notation from HPKE and adds the foll ow ng:

* or(a,b): logical OR of byte strings; or(0x9876, 0x1234) = 0x9cf 6.
It is an error to call this function with two argunents of unequal
| engt h.

* and(a, b): logical AND of byte strings; and(0x1234, 0x5678) =
0x1230. It is an error to call this function with two argunents
of unequal I ength.

* a | b: concatenation of byte strings "a" and "b". The |ength of
the resulting string is the sumof the lengths of "a" and "b". |If
this synbol is on the left side of an equation it represents
distinct data, represented by "a" and "b", as the result of the
equat i on.

Modi fyi ng HPKE
1. Addi ng Conpact Representation

New DHKEMs are defined for the three NI ST curves, P-256, P-384, and
P-521. Being "conpact", they are denoted here CP-256, CP-384, and
CP-521 but are, for the purposes of cryptography, otherw se

i denti cal .

Al KEM nodes defined in HPKE are supported for these KEMs, including
Aut h and Aut hPSK.
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L e oo oo el L ey e ppep sl el e pun e pus oo oo e e
| Val ue | KEM | Nsecret | Nenc| Npk| Nsk| Aut h|] Reference |
B el sy s ety lemsfemfemsfenly Sjemsfemsfemnpy Clemsfemsfemel e femsfemfemsgy ool o
| 0x0013| DHKEM CP-256, | 32 |32 |32 |32 |yes | [N STCurves],

| | HKDF- SHA256) | | | | | | [ RFC6090], |
I I I I o | [this RFC] I
+------ I I I F--- - - - - I e I I e I I I S +
| 0x0014| DHKEM CP-384, | 48 |48 |48 |48 |yes | [N STCurves], |
| | HKDF- SHA384) | | | | | | [ RFC6090], |
I I I I I | [this RFC] I
+------ R I I L B e I e S I +
| 0x0015| DHKEM CP-521, | 64 |66 |66 |66 |yes | [N STCurves],

| | HKDF- SHA512) | | | | | | [RFC6090], |
I I I I b | [this REC] I
+------ Feom e - - I I I R I +

Table 1: KEM | Ds

These KEMs use the KDFs defined in HPKE and therefore are bound by
the input length restrictions of the KDF used (see 7.2.1 of HPKE)

The security properties of these KEMs satisfy the security
requirenents of a KEM used in HPKE (see section 9.2 of HPKE)

4.1.1. SerializePublicKey and DeserializePublicKey

For CP-256, CP-384 and CP-521, the SerializePublicKey() function of
the KEM perforns the Integer-to-Cctet-String conversion of the
x-coordi nate of the public key only, according to [ RFC6090].
Deseri al i zePubl i cKey() perforns the Cctet-String-to-Integer
conversi on of [ RFC6090] to produce the x-coordinate of a the
resulting point. Since all of these curves have a prine p = 3 nod 4,
the y-coordi ndate can be conmputed using the equation of the curve and
Shanks’ net hod of conputing the square root nodulo p

y = ((x?3 + a*x + b)*((p + 1)/4)) nod p
for a, b, and p defined for the curve in [ NI STCurves]. There wll be
two distinct solutions for y that will differ only in sign but either
one is acceptable to produce a Diffie-Hellman shared secret that is
used i n conpact out put.

These deserialized public keys MJST be validated before they can be
used. See HPKE for specifics.
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4.1.2. SerializePrivateKey and DeserializePrivat eKey

As wi th HPKE, CP-256, CP-384, and CP-521 private keys are field
elenments in the scalar field of the curve being used. Serialization
of the private key uses the Integer-to-CctetString function from

[ RFC6090] and deserialization uses the CctetString-to-Integer
function from [RFC6090]. |If the private key is an integer outside
the range [0, order-1], where order for each curve is defined in

[ Nl STCurves], the private key MJST be reduced, nodulo the order, to
[0, order-1] before being serialized.

To catch invalid keys early on, inplenenters of DHKEMs SHOULD check
that deserialized private keys are not equivalent to O (nod order),
where order is the order of the curve.

4.2. Adding DAE

DAE ci phers MUST provably provide "determ nstic authenticated
encryption” as defined in [SIV]. A DAE cipher node that satisfies
those requirenents is AES-SIV as defined in [ RFC5297].

AES- SIV uses a "doubl e-wi de" key. A single large key is passed to
AES- SI'V which divides the key into two, one for enciphernment and the
other for authenticity. Unlike other AEAD schemes, AES-SIV takes a
vector of AAD. The nunber of conponents of that vector is up to the
appl i cation using AES-SIV in HPKE

B Sl el el el et ety
| Val ue | DAE | Nk | Nt | Reference |
[ oo sl e et e el e
| 0x8000 | AES-256-SIV | 32| 16 | [RFC5297], [this RFC |
i I B i S +
| 0x8001 | AES-512-SIV | 64 | 16 | [RFC5297], [this RFC |
i I i i B i I +
| O0x8002-0xfffe | reserved | | | |
I I T I B e I il I I +

Tabl e 2: DAE | Ds

Si nce these cipher nodes are being added in their determnistic,
nonce-|l ess varient, the nonce is not used and the encryption and
decryption operations ContextS. Seal () and ContextR Open() do not cal
I ncrement Seq() for DAE ciphers.

Alternately a universal invocation of the call can be nmade as foll ows
by setting Nn to zero (0) for DAE ciphers:
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def Cont ext <ROLE>. | ncrement Seq() :
if (Nn >0) and (self.seq >= (1 << (8*Nn)) - 1):
rai se Messageli m t ReachedError
self.seq += 1

If inplenentations desire to have a probabilistic scheme which
provides I ND-CCA security and still retain the ability to use |ossy
net wor ks, AES-SIV can be used with a random conponent of suitible
size that is included in the vector of AAD. The size of the datum
depends on the nunber of encryptions that will be perforned with the
key.

5. | ANA Consi derati ons

In the "Hybrid Public Key Encryption” repositories, |ANA has assigned
val ues 0x0013, 0x0014, and 0x0015 fromthe HPKE KEM I dentifiers
repository for the KEMs defined in Section 4.1

The |1 ANA registry for AEAD ci phers expressly requires that additiona
ci phers MJUST be | ND-CCA2 secure. Therefore, this document requests
the creation of a new I ANA registry by reserving a portion of the
two-byte val ue space fromthe existing "HPKE AEAD | dentifiers"
registry and assigning it to the new registry. The new registry
shoul d be under the existing "Hybrid Public Key Encryption”
registries and entitled "DAE ldentifiers" and adm ni stered under a
Speci fication Required policy [ RFC8126].

IANA is instructed to update the HPKE AEAD ldentifiers and set the
unassi gned val ues to be 0x0004 to Ox7FFF. The val ues 0x8000 to
OXFFFE are set to reserved. The new "DAE Identifiers" registry then
has the following initial setting:

Tenpl at e:

* Value: The two-byte identifier for the algorithm

*  DAE: The nane of the al gorithm

* Nk: The length in bytes of a key for this algorithm

* Nt: The length in bytes of an authentication tag for this
al gorithm

* Reference: Were this algorithmis defined

Initial contents as defined in Table 2
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6

7

.1

1.

Security Considerations

Since HPKE uses Diffie-Hellman in "conpact output", the sign of the
public keys is irrelevant. Discarding that which has no inmpact on
the result, i.e. doing "conpact representation", does not present a
security issue.

See [SIV] for a formal security proof.

Uses of the DAE ciphers in HPKE can achi eve the sane | evel of
security as the non-DAE ciphers if the calling application guarantees
uni que AAD per invocation or if the calling application can guarantee
a random nessage space.

Thi s opens up the possibility of misuse where an application

i nadvertently makes a non-uni que invocation (which is a good reason
to hi de nonce nmanagenent inside the HPKE context, as the existing
AEAD ci phers do). For sonme use cases-- e.Qg. nessages are idenpotent,
or a probabalistic operation can be achieved (e.g. key w apping)--
the DAE ci phers provide an acceptabl e option.

It deserves to be nentioned again that even if a nonce is reused
(i.e. msused) by an application wi shing to nanage the AAD of AES-
SIV, the security of the cipher is not conpletely voided as it is
with a non- DAE node. The notion of deterministic privacy and
determinstic authenticity are retained (see [SIV]).

Test Vectors

The foll owi ng test vectors have been generated using the registry
val ue assignments from Table 2

*  AES-256-SlV: 32768
*  AES-512-SlV: 32769
DHKEM CP- 256, HKDF- SHA256), HKDF- SHA256, AES- 256- SIV

1. Base Setup Information
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I nt er net

node: O
kem i d:
kdf i d:
aead id
i nfo:

-Draft

19
1
: 32768

4f 646520 6f 62061

i knE:

4270e54f fd08d79d

pkEm

23cd4f 6a 91f 37b51

i knR:
668b371

pkRm

7 1f 1072f 3

3dbc347a e6a2a467

key:

801dd7a3 6f 806da8

enc:

23cd4f 6a 91f 37b51

kem cont ext :
23cd4f 6a 91f 37b51
3dbc347a e6a2a467

shared_secret:
97d46fdd 749db253

key sched context:
0055453c ca40c034

910ebc50 7e6381dc

c8

secret:

5f 338824 f 999f 5bf

key:

801dd7a3 6f 806da8

exp:

3c4406ae 3b354001

7.1.2.

Har ki ns
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20477265 6369616e

5928020a f 4686d8f

3480f f 24 9b4a08fd

cf 12ea8a 236a45df

5a6848b3 4el10bf 28

f37b46cd 45d61ca9

3480f f 24 9b4a08fd

3480ff 24 9b4a08fd
5a6848b3 4el0bf 28

1604b8b6 763897ef

308f 7e16 99de3ela
28a47ac8 21e7d495

d3f 26412 0874d48b

f 37b46cd 45d61ca9

24ddcble 87bdalae

2055726e

6b7d35db

27a56651

23fc13b8

ed957847

61d44829

27a56651

27a56651
ed957847

bd75aee0

1829c455
02474770

5ba9e8e4

61d44829

14abc4a4d

e470265f

ch359476

2af 3609a

18b43f 05

5863f 78f

ch359476

chb359476
18b43f 05

dof c361e

5e85e129
5dabf edd

bf c54837

5863f 78f

248177fd
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1f 5aa228

02073780

d1e354f 6

959h2034

ddd4cb6e

02073780

02073780
959h2034

186e86e6

8f 8ab2c9
f171b642

f57d2479

ddd4cb6e

7910def 3

16ce860e

7d5ce831

ef 817550

039c9626

a7246582

7d5ce831

7d5ce831
039¢c9626

5511ac45

24af 8459
f beb99c5

dcdc9e26

a7246582

2af 339af

[ Page 11]



Internet-Draft DNHPKE

pt:
42656175 74792069 73207472 7574682c

aad:
436f 756e 742d30

ct:
877324cc 10f 1378d 9e362948 1f d8104f
bae7aa02 06aadc72 f62af 629 ce

pt:
42656175 74792069 73207472 7574682cC

aad:
436f 756e 742d31

ct:
623000a0 53a5824d cc87f 85f 8a829e36
€d94c88d c7544601 daa4b404 6b

pt :
42656175 74792069 73207472 7574682c

aad:
436f 756e 742d32

ct:
3f 9678d0 ae372f 6f 8dc90965 be89dchd
af 12aae4 0dd4a4d9 5d7d94e0 39

pt:
42656175 74792069 73207472 7574682c

aad:
436f 756e 742d33

ct:
cc943b50 aefd7eed bObd5b78 9e60aeea
c0712330 52b891cl1 8bcbf479 57

pt:
42656175 74792069 73207472 7574682cC

aad:
436f 756e 742d34

ct:
1b02ach8 9d0e76le 757a2874 86e0625d

20747275

2943baf c

20747275

72953ef 8

20747275

b4f 8f 491

20747275

801608ca

20747275

be9982f 6

74682062

ddcOeb7d

74682062

456¢c3e73

74682062

eb5delbc

74682062

2eaab7d9

74682062

5670f 1b4
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65617574

6ad2lcac

65617574

02112924

65617574

8a081bla

65617574

d0318f 55

65617574

cf9ceab4

a615992a

79

e3285bf 5

79

0f 0621e8

79

67348289

79

3c06d066
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565f c87d 36481905
7.2. DHKEM CP- 256,
7.2.1. Auth Setup

nmode: 2

kemid: 19

kdf _id: 1
aead_id: 32768

i nfo:

4f 646520 6f 62061

i knE:
798d82a8 d9eal9db

pkEm
ba2b510d 3808c4be

i knR:
7bc93bde 8890d1fb

pkRm
48b9c95a 72¢53280

i knt:
874baald cf 93595a

pkSm
57f c29¢c0 7963a7bb

key:
d9458251 elelc04b

enc:
ba2b510d 3808c4be

kem cont ext :

ba2b510d 3808c4be
48b9c95a 72c53280
57f c29c0 7963a7bb

shared_secret:
ef 299e8f 1beb52e52

key sched context:

0255453¢c ca40c034
910ebc50 7e6381dc
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HKDF- SHA256) , HKDF- SHA256, AES- 256- SIV

I nformation

20477265 6369616e

c7f 2c6df ab4e8ab67

ced6b153 120b79d7

55220e7f 3b0c107a

d19d5886 15blf 3a6

24a45a7f 042e0d22

ec000475 c11b4633

6d0dcd7b 54d2f dcc

ced6b153 120b79d7

ced6b153 120b79d7
d19d5886 15blf 3a6
ec000475 c11b4633

d66d3eel 1b8a62f 8

308f 7e16 99de3ela
28a47ac8 21e7d495

2055726e

06f 7cdcl

78c785f 9

e7e6eda3

b1lf 607c8

d368747d

c51788fb

ac30f e93

78c785f 9

78c785f 9
b1lf 607c8
c51788f b

6a0b5e34

1829c455
02474770

19db0813

2c3b67b3

5ca4040b

111b9802

aaa7elof

d2f f f 55e

4c6b2218

2c3b67b3

2c3b67b3
111b9802
d2f f f 55e

3508e6¢c4

5e85e129
5dabf edd

Expires 22 COctober 2026

dacf 8440

0e153d94

b6651284

1441b9ad

80a802af

3b9cd8ch

06000d32

0e153d94

0el153d94
1441b9ad
3b9cd8ch

8873f 5ca

8f 8ab2c9
f171b642

ab37c857

5b20727d

bf 0747ee

709da767

19204ba8

31lach077

135b9d51

5b20727d

5b20727d
709da767
3lach077

33926369

24af 8459
f beb99c5
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c8

secret:
5abdd336 98923571

key:
d9458251 elelc04b

exp:
4a25c401 ff8ad4046

7.2.2. Encryption

pt:
42656175 74792069

aad:
436f 756e 742d30

ct:
505a34e4 cff47112
d7f 2e5fc 1259889e

pt:
42656175 74792069

aad:
436f 756e 742d31

ct:
2c5db18b 59e8b843
acebl3da ac477423

pt :
42656175 74792069

aad:
436f 756e 742d32

ct:
de8bbbf1 012f bbcl
1243e539 27d11228

pt:
42656175 74792069

aad:
436f 756e 742d33

Har ki ns

DNHPKE

1a007ecc 1lef Ob2cc

6d0dcd7b 54d2f dcc

e577988f 28b912c7

73207472 7574682c

d7f 4ac07 ec2b6bda
4301353e 71

73207472 7574682c

68edcbf 7 de03e025
4729a810 f9

73207472 7574682c

a411330f c04b7f 28
79c3f aOb 9b

73207472 7574682c

c7d5176d

ac30f e93

aa7f 7d74

20747275

a7de6d36

20747275

b16b10b9

20747275

6525f ba7

20747275

leae4fc7

4c6b2218

663b1d2f

74682062

dd437d15

74682062

454c54a6

74682062

88aal375

74682062

Expires 22 COctober 2026

April 2026

481c5f 50

06000d32

f a5706e0

65617574

3be9b37e

65617574

542f 4f ae

65617574

7bf 123ac

65617574

250alc72

135b9d51

86ec2231

79

cdea0158

79

cbddd392

79

537f ef c8

79
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ct:
eae65954 6188c313 cd9la7fa 5c49c053 15e77586 83cbe87d 8425fd22 1134cc3c
3b6605b8 831d22d5 81d4536d 56

pt:
42656175 74792069 73207472 7574682c 20747275 74682062 65617574 79

aad:
436f 756e 742d34

ct:

f91c6f b4 9375f 180 fcbae250 93de6f 9f 21laaObc 9869b297 6825b781 3d04c7d2
d304d7b7 c78bc84b 38b8d9%e9 dc

7.3. DHKEM CP- 256, HKDF- SHA256), HKDF- SHA256, AES-512-S|V

7.3.1. Base Setup Information

Har ki ns Expires 22 COctober 2026 [ Page 15]
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node: O

kemid: 19

kdf id: 1
aead_id: 32769

i nfo:

4f 646520 6f 62061

i knE:
a90d3417 c3da9ch6

pkEm
0c83751b 613bf 3e6

i kR
alOcel5d4 9e28bd47

pkRm
d6643f 01 ef ee734d

key:
b300523f 5ad519e0
6d89916a acd6c486

enc:
0c83751b 613bf 3e6

kem cont ext :
0c83751b 613bf 3e6
d6643f 01 ef ee734d

shared_secret:
8la5c8af 1952bbdf

key sched context:

0080f 298 71dabe08
8af 92a25 9ecf cf 09
bl

secret:
d707b687 a3eecd32

key:
b300523f 5ad519e0
6d89916a acd6c486

exp:
33e02f 68 ffOa6ded

Har ki ns

20477265

c6ael9b4

3f adeela

al8a97el

147e78f 7

7f d90a6b
2e03f d2a

3f adeela

3f adeela
147e78f 7

d200ca47

a3047996
2d342660

fa7blald

7f d90a6b
2e03f d2a

90667938

DNHPKE

6369616e

b5dd6cc9

e64f f adc

47582d81

9722012f

déb16a56
7a28eeb57

eb64f f adc

e64f f adc
9722012f

9bh9b6433

f23f 4cd4
00770763

918a74f 2

déb16a56
7a28eeb57

ae7eeded

2055726e

529a4cc?2

86c997bc

4b08cbel

22dbc5bd

aa97531f
33e02f 68

86¢c997bc

86c997bc
22dbc5hbd

fe3clal3

1d21a437
04905f 3¢

3f a9081f

aa97531f
33e02f 68

a9106ddo

4ef b7ae0

97983c2a

0109f ed5

640348e4

ea28b779
f f Oa6ded

97983c2a

97983c2a
640348e4

55cb1381

af 194ad3
a6672705

a26bde50

ea28b779
f f Oabded

6b35413d

Expires 22 COctober 2026

April 2026

acelf 318

7ec9546b

ec27d1b4

dc7872fd

4e02cecl
90667938

7ec9546b

7ec9546b
dc7872fd

8f a0a828

fabclea9
857b2d9c

de67f 3a3

4e02cecl
90667938

aeb5a243

87a8cdb6c

ee856e0b

e9f 6f 5e3

6af b2748

6e24b1b2
ae7eeded

ee856e0b

ee856e0b
6af b2748

99e5746e

d552279b
6a912e25

€6691143

6e24bl1b2
ae7eeded

Of 7f 7294
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7.3.2. Encryption

pt :
42656175

aad:
436f 756e

ct:
3b7e8476
ef 95f 5d4

pt:
42656175

aad:
436f 756e

ct:
c4f 6869f
f 8alade?2

pt:
42656175

aad:
436f 756e

ct:
b934d341
4d53dd4e

pt :
42656175

aad:
436f 756e

ct:
f a429ab9
cc3f 0400

pt:
42656175

aad:
436f 756e

Har ki ns

74792069 73207472 7574682c 20747275 74682062 65617574 79

742d30

98758c33 7b424457 c97cd3ec d6abbbb9 a3ebdcfl fd545950 19dal030
7366d7f a 9df 86¢c5b 7a

74792069 73207472 7574682c 20747275 74682062 65617574 79

742d31

4d373412 3dd0b3d6 a7f 2e83f 0bb48fdl bf 9df 179 eed2b9a7 36675c5f
e422d2e7 bffcals5f 15

74792069 73207472 7574682c 20747275 74682062 65617574 79

742d32

50a68412 blee9d00 86989c4c 3696f a83 a207e57e e7bb72b9 ab909503
dbaaaa67 632b7bbf ca

74792069 73207472 7574682c 20747275 74682062 65617574 79

742d33

5b3b1121 f22d6595 6bcb3ab0 3cb81c65 29643329 391ba562 6ed29c95
034aaB884 7f8c8415 47

74792069 73207472 7574682c 20747275 74682062 65617574 79

742d34

Expires 22 COctober 2026 [ Page 17]
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ct:
b60a38bf fled4ee98
8e8394f 4 10364533

7.4. DHKEM CP- 256,
7.4.1. Auth Setup

node: 2

kemid: 19

kdf _id: 1
aead_id: 32769

i nfo:

4f 646520 6f 62061

i knE:
d6c49e44 2aad90bc

pkEm
5f c3876¢c 0e3d841c

i kR
3c567569 48f 1c27a

pkRm
5ac93274 8d20c9aa

i knS:
Of 3def 8c ¢c45967f 8

pkSm
db74c19a 176482fe

key:
8e6be96f b4b7e028
e7cfc768 43clfff4

enc:
5f c3876¢c 0e3d841c

kem cont ext:

5fc3876¢c 0e3d841c
5ac93274 8d20c9aa
db74c19a 176482fe

shared_secret:
a67f 3222 eeb4dleba

Har ki ns

DNHPKE

April 2026

9def al46 c299f 95a 61a313c2 a2679cdl 9b24e3e8 60f 2chb87

842ba02b

HKDF- SHA256)

46

| nf ormati on

20477265

clbc0di16

070d5c5b

ed3eb27a

af 3c4126

6c566f 2¢

bad3e945

ea83f 30f
0dc928a7

070d5c5b

070d5c5b
af 3c4126
bad3e945

6¢c7a9f 5a

6369616e

6e5c4d3d

e41c048c

923c891d

51706a2a

2a7deced

03c4hb89d

776825e5
a8e52554

e41c048c

e41c048c
51706a2a
03c4b89d

10478f d7

2055726e

f 845c803

€924f 8d5

c073eccf

08958a48

f f 0d5f 8b

622ddbf 2

9f 8c6627
1b32dbcO

e924f 8d5

e924f 8d5
08958a48
622ddbf 2

a0e809e9

ba08b8a4

c8d11893

94bb6clb

e7ed10f 8

20a34abb6

b1428cf f

a8f 58f bd
f25f f d82

c8d11893

c8d11893
e7ed10f 8
b1428cf f

32ec4b8c

Expires 22 COctober 2026

HKDF- SHA256, AES-512-SIV

d891af 2e

70955bbc

64a8bf aa

a944c556

5318144c

37627f 6b

da95acd6
86cd3eaf

70955bbc

70955bbc
a944c556
37627f 6b

f 2eddO1le

eae4df 97e

0f e349f 0

95f 1f 8f 7

9f beca8c

80ch6b2b

el54011a

2f 799cda
7a27c83b

0f e349f 0

0Of e349f 0
9f beca8c
el54011a

cc96af 50
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key sched context:

0280f 298
8af 92a25
bl

secret:
59982e49

key:
8e6be96f
e7cfc768

exp:
1b32dbcO

71dabe08
9ecf cf 09

962d4cfc

b4b7e028
43clfff4

f25ffd82

7.4.2. Encryption

pt:
42656175

aad:
436f 756e

ct:
f 3c0cc30
Ocf 3ed40

pt :
42656175

aad:
436f 756e

ct:
5ec097aa
f 8b95a74

pt:
42656175

aad:
436f 756e

ct:
625d347f
1576570a

pt:

Har ki ns

74792069

742d30

08f 32d60
2d8db4e3

74792069

742d31

495b2b75
70891aa3

74792069

742d32

346142b8
ff885773

DNHPKE

a3047996 f 23f4cd4
2d342660 00770763

37487e6e 46b975b6

ea83f 30f 776825e5
0dc928a7 a8e52554

86cd3eaf 7a27c83b

73207472 7574682c

6ea800ef d71f397a
b80cc7ba 5a

73207472 7574682c

eb53b6a4 085a0f 52
ceeled02 b2

73207472 7574682c

59282401 588laa3c
af 124966 45

1d21a437
04905f 3c

41537f b6

9f 8c6627
1b32dbcO

4ed2f b8f

20747275

580a9869

20747275

e99f a936

20747275

06ed16f 4

af 194ad3
a6672705

fell82e0

a8f 58f bd
f 25f f d82

dObble44

74682062

03bdc087

74682062

3a0941cc

74682062

e33cbca9

Expires 22 COctober 2026

April 2026

f abclea9
857b2d9c

12181ed4

da95acd6
86cd3eaf

b46210f a

65617574

b336507a

65617574

1b2d2221

65617574

af ¢39929

d552279b
6a912e25

5bf ef 239

2f 799cda
7a27c83b

Oac10424

79

1d689d28

79

907af 81f

79

b4004330
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April 2026

42656175 74792069 73207472 7574682c 20747275 74682062 65617574 79

aad:
436f 756e 742d33

ct:

93465758 e8dac5b8 9edd4cd6 9369a076 1853dfchb 36f215d7 48e09b75 1db893cO

f 8888c5e 6e669df1 e9712b99 1le

pt:

42656175 74792069 73207472 7574682c 20747275 74682062 65617574 79

aad:
436f 756e 742d34

ct:

38c0adc9 b275d964 2ba210ce 3f5fd2db b3f 5a4a3 8f a6e698 6bfa7fce f9ef 1936

d440682a 666d5cc5 0e27bc23 90

7.5. DHKEM CP- 256, HKDF- SHA256), HKDF- SHA512, AES-512-S|V

7.5.1. Auth PSK Setup Infornmation

node: 3

kem.id: 19

kdf _id: 3

aead _id: 32768

i nfo:

4f 646520 6f 62061 20477265 6369616e 2055726e

i knE:
37ae06a5 21cd5556 48c928d7 af 58ad2a a4a85e34
pkEm
87e52765 608be760 1d402d76 fdOcef53 c79365b6
i knR:
7466024b 7e2d2366 ¢3914d78 33718f 13 af b9e3e4

pkRm
474f 1labb 69c066b7 1clc35c6 a67dccbl 8d3a6ef d

i knt:
ee27aaf 9 9bf 5cd83 98e9de88 ac09a82a c22cdbh8d

pkSm
a2076645 915893d8 df 5d99b2 5368elde 74de3b6b

b8cabd06

96f 0217f

5bcf bb51

5bf 95501

0905ab05

070d8f be

Har ki ns Expires 22 COctober 2026

9e94ad55

89165f 90

0594d614

d6594c3e

cOf 5f al2

b85b242¢c

ab872cc8

f07fb191

ddd9b4e7

144b7b9b

bal709f 3

bf 00a47c
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psk:
0247f d33 b913760f

psk_i d:
456e6e79 6204475

key:
24f 50c2f 1a320631

enc:
87e52765 608be760

kem cont ext:

87e52765 608be760
474f labb 69c066b7
a2076645 915893d8

shared_secret:
0c554e67 af 28a8ch

key sched context:

0351398b
26b85548
5116ed5b
ce5607c5
78

9adc33df
alf 6981b
c72clcdb
e9bb4749

secret:
6b29d869
2c5f cd45

13db42f f
856e0393

key:
24f 50c2f 1a320631
exp:
b29bc9e5
17b0cacl

174eaccf
97da3466
7.5.2. Encryption

pt:
42656175 74792069

aad:
436f 756e 742d30

ct:
6797df 43 laad8cf5

Har ki ns

alfablel

72696e20

18503ff a

1d402d76

1d402d76
1c1lc35c6
df 5d99b2

6548163c

eebd72ec
751cda8b
46f 09985
c40c6e89

5c25f a45
8c68861a

18503ff a

d04b2b42
c4f 28260

73207472

95772337

DNHPKE

892d9f 30

6172616e

17225f 85

f dOcef 53

f dOcef 53
a67dccbl
5368elde

bba0leOc

d21b2d06
29f 92d40
3f f 26e0e
e158195¢c

0f 69b7b5
90190161

17225f 85

24f cdaac
50f aB8c69

7574682c

23ea34fc

7f be65eb

204de6f 72

e7d85bb9

€79365b6

c79365b6
8d3a6cf d
74de3b6b

882111ch

cd29f dbb
8d8825c6
3ed58c6f
68746a37

cef 715e2
25564de5

e7d85bb9

df 7a9077
0ce05059

20747275

4701b1cO

171e8132

6961

cl4cc2f 4

96f 0217f

96f 0217f
5bf 95501
070d8f be

9a9d2b70

65b0baf b
54ddf 912
baf cf f 06
e31505e4

16f Of 3c7
77168chd

cl4cc2f 4

0972dd3e
d26edef 2

74682062

ed727801

Expires 22 COctober 2026

April 2026

c2af 1855 5a738b82

f07c2a0b 006dbd05

89165f 90 f07fbl1l91

89165f 90
d6594c3e
b85b242c

f07f b191
144b7b9b
bf 00a47c

d52f 27a6 b5da0e93

43d8d15a
f 5c654a3
a7leb9la
96f bcf 78

4c603cad
96f 5514d
e494868a
6075c0e5

19¢601f 0
555169ba

0e64l1lel?7
323d9048

f07c2a0b 006dbd05

7bb7aa93
449dc96d

8e8cal8f
9a1d20b9

65617574 79

6c93cf 1c f534bbaa
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b79dcdab 58456b46 d319320c

pt :
42656175 74792069 73207472

aad:
436f 756e 742d31

ct:
47a7e05e 638c5ae9 e61bf2d8
7f 65f 01d 26a811f6 1448b229

pt:
42656175 74792069 73207472

aad:
436f 756e 742d32

ct:
1565278f 9c5e776b 1df 1a635
0f 9f 892a 20dal05f 3e798802

pt:
42656175 74792069 73207472

aad:
436f 756e 742d33

ct:
5e9bee3f 33f80d45 c42f Oaed
4cd8cedd 635b3690 f 088a2f 2

pt :
42656175 74792069 73207472

aad:
436f 756e 742d34

ct:

DNHPKE

Oe

7574682c

43e5aebc
10

7574682c

c7050b4e
97

7574682c

c6d81leel
la

7574682c

20747275

db3d1598

20747275

eb734521

20747275

ab77e334

20747275

791c982a 0c87e3a7 9c16e845 6¢fd2e3d 71412615

2e07d151 2107db04 0974dcf5

7.6. DHKEM CP-521, HKDF- SHA521),

ca

7.6.1. Base Setup Information

74682062

e67eacf 2

74682062

a3007eec

74682062

796e3089

74682062

88d7d300

Har ki ns Expires 22 COctober 2026

April 2026

65617574

58d0b60d

65617574

5602cc6d

65617574

dd2cf 311

65617574

64525c7a

HKDF- SHA256, AES- 256- SIV

79

3e2ad239

79

20269f a5

79

b506c1e0

79

7e91cc9d
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node: O

kemid: 21

kdf id: 1
aead_id: 32768

i nfo:

4f 646520 6f 62061

i knE:
5040af 7a 10269b11
4598f 005 bce09a9f
4f 40

pkEm
005208f9 56649e60
977bc486 40f 4163e
a5f5

i knR:
39a28dc3 17c3e48b
0df 1c644 296b06f b
856a

pkRm
01d07d98 c86f 123e
8cf 8ba8a 8a26225a
e440

key:
857e671a 0d784ec3

enc:
005208f 9 56649e60
977bc486 40f 4163e
as5f 5

kem cont ext:
005208f9 56649e60
977bc486 40f 4163e
a5f 501d0 7d98c86f
0e338cf 8 baBa8a26
f df 0e440

shared_secret:
01b5e494 8af 1dae6
2f a6f d27 132d0414

key sched context:
00ee8951 7f 8b3b58

Har ki ns

DNHPKE

20477265 6369616e

f 78bb884 812ad200
e190e29c 2f 42df 9e

0e958116 ae05435a
8f c68c3c fb629380

908948f 9 9d608059
b76e84ae f5008f 8a

13a052cf 58d4d7f9
albf 023a 9d4db0Oal

a3123463 6aaaf98la

0e958116 ae05435a
8f c68c3c fb629380

0e958116 ae05435a
8f c68c3c fb629380
123e13a0 52cf 58d4
225aalbf 023a9d4d

9f e69cf 1 ff6c2f52
dbc67d34 8f 9ef aaf

9c547937 838d2d3a

2055726e

41866db8
9e3aad04

6adb3al7
cadl3675

f 882d3d0
908e08f b

ac98ab62
2135b7b7

383e2e38

6adb3al7
cadl3675

6adb3al7
cadl3675
d7f 9ac98
b0al2135

022ce691
2064f 76e

3bf 69626

bbd749a6
0f ccc625

2e29bc3b
b93d186d

9c054182
abadf 706

aalf cccb
c95aadc6

af 4f 0465

2e29bc3b
b93d186d

2e29bc3b
b93d186d
ab62aa0f

b7b7c95a

6f a5e846
b6e43f 2c

bf 7315ac

Expires 22 COctober 2026

April 2026

a69e3f 33
ddbd7aa9

22818043
39e754ed

4bc25f 94
58538d74

a2354ab4
eec3fdcb6

d9c3400a

22818043
39e754ed

22818043
39e754ed
cccbaz3b
adc6eec3

40351561
0c59d72f

dbda6f d7

eb54da716
9063f c59

535edela
62055014

ebdee7aa
753a85f 8

4abc0e33
4eb4f df O

5be072bf

535edela
62055014

535edela
62055014
4ab44abc
f dc64eb4

292f 19c4

2b75b988

b69f d702
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465a397e bf 6ab9d3
cd

secret:
1b9f 34d5 3f c408b3

key:
857e671a 0d784ec3

exp:
45c5dlba 83843b8a

7.6.2. Encryption

pt :
42656175 74792069

aad:
436f 756e 742d30

ct:
5c96ded6 cda96dea
86639e60 501ef 2f 8

pt:
42656175 74792069

aad:
436f 756e 742d31

ct:
89684304 6f 073963
59a25605 f 004522d

pt:
42656175 74792069

aad:
436f 756e 742d32

ct:
ce500e6f 53df a802
4d6laf 92 77b6b85c

pt :
42656175 74792069

aad:

Har ki ns

DNHPKE

4216b4b1l b4a58887

ef 82f 2el 72bbeOf 5

a3123463 6aaaf%981la

96e190e2 e8e2e711

73207472 7574682c

6e7al3al 291da3c9
1902alcc e4

73207472 7574682c

a0f 005ch 652eeae
80cf c2e7 0b

73207472 7574682c

ef c3923b 7795221e
5d082f 04 7f

73207472 7574682c

7735f07d

876a2b24

383e2e38

5014193

20747275

86¢c07965

20747275

7f 8ac9f a

20747275

38ee8599

20747275

56abeee?

29b8d39c

af 4f 0465

6b5e69bf

74682062

76¢f 353a

74682062

ed4a529f e

74682062

780a52f 9

74682062

Expires 22 COctober 2026

April 2026

6a67f 264 175f 3c92

9e8e73fc 12aa9b61

d9c3400a 5be072bf

Ob63a3cc 93f1f8f1

65617574 79

bef ca435 3912f 56d

65617574 79

ele8ce20 4f 9d48cl

65617574 79

319f 313e 774a8ead

65617574 79
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436f 756e 742d33

ct:
f 9ad960f 7077c4ff
al02a625 551ecd89

pt:
42656175 74792069

aad:
436f 756e 742d34

ct:
db9e9db2 5531bdd4
c8b7babc c53ff 255

7.7.
7.7.1.

node: 1

kemid: 21

kdf _id: 1
aead_id: 32768

i nfo:

4f 646520 6f 62061

i knE:
19484305
ffe27652
4943

36cab40c
f bbf ef 9b

pkEm
012c55eb
ee239e72
cbd6

18a3184f
627e724d

i kR
3c9ab7ce
f d3f 54ce
af ce

2773f c44
090caf 5f

pkRm
016368al
74075384
757d

295c5f ef
12be0251

psk:

Har ki ns

DHKEM CP- 521,

PSK Setup |

DNHPKE

74f 93ch6 9a

Apri

2026

ad5f 08c8 89c0c3bf 2161d04c 46d9f 64b 5f f ac5b5 a9b7734d

73207472 7574682c 20747275 74682062 65617574 79

70dab5ca 11288ef 8 2139d968 b6bc0126 43be567a cOcfleal

el6ebbece 27

HKDF- SHA521)

nformation

20477265 6369616e 2055726e

53351ae5
60b66a03

9d7a2240
9c¢80853a

8f 1a0f 20
4224c01f

1c1387e2
d83155al

8f ef b856
a393436d

f 2f 16d9d
47d7dede

2e7bb9bd
97734ceb

bf 0842c4
db12387b

d2b03a9f
07829f dO

ed866e9f
17ebdf 4b

8df d18bf
43408579

c844c4dd
85f 21056

6f 80f d82
35f 88f 66

98401040
50f 61f el

c2960e4b
O0a6bd9la

8db4c265
f4b9e431

Expires 22 COctober 2026

HKDF- SHA256, AES- 256-

SV

38ca8c5h2
7373c92f

f 4d5d668
cfab713b

c254f eOc
d5a2dd46

c2eb4832
442bbf a2

eal62da7
3d41bc25

17302753
b20e0ccd

836643b9
1dd61da9

8ac026¢c1
3192c08c
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0247f d33 b913760f

psk_i d:
456e6e79 6204475

key:
57ef 66f e 6b7accab

enc:
012c55eb 18a3184f
ee239e72 627e724d
cbd6

kem cont ext :
012c55eb 18a3184f
ee239e72 627e724d
cbd60163 68a1295c
26c17407 538412be
c08c757d

shared_secret:
7dbf 19ed dced8520
8b37b1f 7 78556a5d

key sched context:

010e2elb ede95a81
d95a397e bf 6ab9d3
cd

secret:
18bb0laa bc613dla

key:
57ef 66f e 6b7accab

exp:
0654114 al42395d
7.7.2. Encryption

pt:
42656175 74792069

aad:
436f 756e 742d30

ct:
3e8ed8f 1 9dc9a775

Har ki ns

alfablel

72696e20

a966d2d2

8f ef b856
a393436d

8f ef b856
a393436d
5f ef 6f 80
025135f 8

cf 9f 4 09
293957bb

0b44d22b
4216b4b1

b5e783cc

a966d2d2

43d51d1b

73207472

6dcf 5ad0

DNHPKE
892d9f 30 7f be65eb
6172616e 204d6f 72
ed68dc01 066af ac4

f 2f 16d9d
47d7dede

2e7bb9bd
97734ceb

f 2f 16d9d
47d7dede
f d829840
8f 6650f 6

2e7bb9bd
97734ceb
1040c296
1f e10a6b

cbe09c67
768a1567

c7493d6e
75bdedle

7b7f 7194
b4a58887

68f 4ea4dl
7735f07d

e7961c5a 4401cc6e

ed68dc01 066af ac4

79d1af 90 428c1d51

7574682c 20747275

2558e344 03d36c¢53

171e8132

6961

39b614a8

bf 0842c4
db12387b

bf 0842c4
db12387b
0e4b8db4
d91af 4b9

798d69f 0
c835f c69

bbl412cc
56abeee?

1336af cf

39b614a8

1d2dbc8d

74682062

48c73774

Expires 22 COctober 2026

April 2026

c2af 1855 5a738b82

4009c111

9275f b26

f 4d5d668
cfab713b

17302753
b20e0ccd

f 4d5d668
cfab5713b
c265c2eb
ed431442b

17302753
b20e0ccd
48328ac0
bf a23192

f13f c693
f aeb6e01

e3161d27
dogii1od

8elbdcel
6a67f 264

702317ad
175f 3c92

b166e2fd 5daf 2c55

4009c111 9275f b26

8a3a6f d8 ad4ae43d9

65617574 79

d37f bf b8 217af b73
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9118d532 35f dd6a7 01066859 7e

pt :
42656175 74792069 73207472 7574682c 20747275

aad:
436f 756e 742d31

ct:
aded2c73 9f a3abad c25bl4e6 7f 685aa0 d45c900e
71452f 81 e5la2a0Ob d4e3045e 6d

pt:
42656175 74792069 73207472 7574682c 20747275

aad:
436f 756e 742d32

ct:
b5f 3cc60 00f e8b7f fe2a8c9c 88291f 3c 58b9e9ed
bbc3916b 9f 2d3c8e 4380e013 56

pt:
42656175 74792069 73207472 7574682c 20747275

aad:
436f 756e 742d33

ct:
c9bb324e a4b68104 5d43d2el 4523dad7 669bc5dc
5268f 94c 3b8c94a2 bblb6abl e2

pt :
42656175 74792069 73207472 7574682c 20747275

aad:
436f 756e 742d34

ct:
5cc04caf c840b053 9401718c c6a3e559 8al57889
7776f aal 60c0b854 b93bc98c 88

74682062

be208e25

74682062

b4f cf 68b

74682062

93f 9f 53f

74682062

090e59ba

April 2026

65617574

ag4f fdf 7

65617574

8351d37e

65617574

76adf 991

65617574

5074481c

7.8. DHKEM CP-521, HKDF- SHA521), HKDF- SHA256, AES-256-SIV

7.8.1. Auth Setup Information

Har ki ns Expires 22 COctober 2026

79

4f 23a91a

79

ba658360

79

f25817e9

79

7e220f 4d

[ Page 27]



Internet-Draft

nmode: 2

kemid: 21

kdf i d:
aead_id:
i nfo:

4f 646520

i knE:
d45cc999
ea5710d5
dif 7

pkEm
00941aa3
66a02538
33a3

i knR:
f d95b48b
ObaB841e8
ebll

pkRm
01f 7b479
3b4e526d
7b18

i knS:
7c533451
a87f cbOe
bf 89

pkSm
01715f Oe
3daf 384e
fc2a

key:
00b627bb

enc:
00941aa3
66202538
33a3

32768

6f 6e2061

ba65eb6b
c1f 733f d

61e3df 67
47840ec?2

2a8e53cd
df e5ac19

f ef 9ddbf
bc08234b

b4b61ba8
3401e9f 7

475571c9
7714d25a

ab7429ce

6l1e3df 67
47840ec?2

kem cont ext:

00941aa3
66202538

Har ki ns

61le3df 67
47840ec?2

20477265

ec00cf 9b
30dade61

8316e950
bb22dd43

12da39ec
4baB830a5

10al2c7e
13740963

ee879bb4
24b45cec

9e0bf ach
45170576

ef 678e18

8316e950
bb22dd43

8316e950
bb22dd43

DNHPKE

6369616e

df 308ae7
6806669a

f 082f 38d
6cbf 9a8b

c343c273
23a7ch5d1l

5d4e22f 5
eale9de2

el1f b330
de6d9f 6d

eae86e08
8d05ab73

e771d8ee

f 082f 38d
6cbf 9a8b

f 082f 38d
6cbf 9a8b

2055726e

57558d62
cce09ba3

972b4f 5d
f a90a38f

ce282b00
faf f 6482

ca3745e6
85a21647

d0397244
d88f 202e

f bea30db
00e0chb64

c2dc1813

972b4f 5d
f a90a38f

972b4f 5d
f a90a38f

8938ada?2
2cc57d58

789d4abb
61e86cal

f 185b6e9
f f 5ed46ea

12dc7007
72ae3f cf

2d74fd7c
f23f 790d

23f 670ed
5d21c697

3c434d6f

789d4abb
61e86cal

789d4abb
6le86cal

Expires 22 COctober 2026

April 2026

d7bbf 97b
02026955

ebb0bd10
44877699

80d3b4b8
8f 25b126

96f 80ecf
f 7a513b8

f 5ebc0Of 8
al0867d6

471b053f
49246680

bObb1508

ebbObd10
44877699

ebb0bd10
44877699

f58b401d
3a19d632

7f 3eld77
8eld7db7

55e938ea
b8545c6d

0a32e5d0
f7c132f6

84a90005
bd8dof b8

f 5f 7c464
f 31eecOe

74127366

7f 3eld77

8eld7db7

7f 3e1d77
8eld7db7
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33a301f 7
e5d03b4e
32f 67b18
f 5f 7c464
f 31eecOe

b479f ef 9
526dbc08
01715f Oe
3daf 384e
fc2a

shared_secret:
f d55af ea 8cf 91399

1a85f 6f 1

key sched context:

02ee8951
465a397e
cd

secret:
bd613083

key:
00b627bb

exp:
al5a0692

150e34f5

7f 8b3b58
bf 6ab9d3

0bc92898

ab7429ce

3195b504

7.8.2. Encryption

pt :
42656175

aad:
436f 756e

ct:
811b7ff 6
89f f 3che

pt:
42656175

aad:
436f 756e

ct:
2c44010b
f a4a4bf d

pt:
42656175

Har ki ns

74792069

742d30

209baeb6
bl27e64a

74792069

742d31

917d1b4f
f 787debe

74792069

DNHPKE

ddbf 10al 2c7e5d4e
234b1374 0963eale
475571¢c9 9e0bf ach
7714d25a 45170576

eab366b2 1f 9clcbe
Of a4f aa8 2bebabb6

9c547937 838d2d3a
4216b4b1l b4a58887

68e03de9 b09031f 2

ef 678e18 e771d8ee

5569980f c93a67db

73207472 7574682c

7aal1290b 98ch5chc
d4f ce0e9 4e

73207472 7574682c

404d93ce 98011d64
92cf b5ba di

73207472 7574682c

22f 5ca37
9de285a2
eae86e08
8d05ab73

1be2cc06

a06d97e7

3bf 69626

7735f07d

2a188233

c2dc1813

989c09b4

20747275

8ad52356

20747275

c2a84994

20747275

45e612dc
164772ae
f bea30db
00e0cb64

92a988d3

8a63a43d

bf 7315ac

56abeee?

2f b2095f

3c434d6f

f 133f 4ec

74682062

4bbb0cce

74682062

79c90901

74682062

Expires 22 COctober 2026

April 2026

700796f 8
3fcff7ab
23f 670ed
5d21c697

58884755

7c0369b4

dbda6f d7

6a67f 264

3f ea4f 96

bObb1508

9123ad8c

65617574

8a70470f

65617574

32600303

65617574

Oecf 0a32
13b8f 7c1
471b053f
49246680

T7eaebf 4b
851ddda4
b69f d702

175f 3¢c92

275011b3

74127366

c06elce?2

79

dac4eal7

79

ddaf 14d8

79
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aad:
436f 756e 742d32

ct:
a66c2b58 f 7842413 72d5fe78 eded9ele 7706ef d8
95ac5aba 58eda466 el104a4d0 ee

pt:
42656175 74792069 73207472 7574682c 20747275

aad:
436f 756e 742d33

ct:
53432289 353275al 43f1347a fe97d21d 4c2c6924
f 6b758f e 4b397d61 949a749c 94

pt:
42656175 74792069 73207472 7574682c 20747275

aad:
436f 756e 742d34

ct:
41d12f 9e e0725bfc 18548deb bd2b21a0 c72f 85ad
d2807c53 ee530b99 aldf 10cc bl

7.9. DHKEM CP-521, HKDF- SHA521), HKDF- SHA256,

7.9.1. Base Setup Information

nmode: O

kemid: 21

kdf id: 1

aead_id: 32769

i nfo:

4f 646520 6f 62061 20477265 6369616e 2055726e

i knE:
9953f bd6 33be69d9 84f c4fff c4d7749f 007dbf 97
e826b026 aeclcd47 b93fcbac b7518f a4 55ed38d0
20d2

pkEm
00f d79f 7 20262f 2f 38f 6e164 3139f ad0 58a07210
7f 59999 b9f 13ce8 a0c79454 841be330 e0298d6b
2cbb

April 2026

4f b9ac3d 1fd4ce20

74682062 65617574

b10f 2c9b 53d558b4

74682062 65617574

fe0444a2 167da7la

AES- 512-SI'V

102d36a6 47a8108b
€29e900c 56990635

a0ded183 092de949
b3449elb e6835f 52

Har ki ns Expires 22 COctober 2026

5e6ca7f 4

79

8d5c4cf 9

79

882b62cd

0bb7c609
612f d3d2

b70271ab
2963f dbe
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i knR:
17320bc9 3d9bc1ld4
2ec81384 dc7e4795
ac34

pkRm
00685h94 a565c40e
0cb53932 a0f 96476
66bf

key:
509447ee d1a60907
f a852d28 57f271f 9

enc:
00f d79f 7 20262f 2f
7f c59999 b9of 13ce8
2cbb

kem cont ext :

00f d79f 7 20262f 2f
7f c59999 b9of 13ce8
2cbb0068 5b94a565
0c080cb5 3932a0f 9
edel66bf

shared_secret:
4016476 1b23e62a
72e5caa3 1d81b0lc

key sched context:
0084582f ea7c6ehb
61b76f d4 9e7c946d
b1l

secret:
7¢205720 20b636ef

key:
509447ee d1a60907
fa852d28 57f271f9

exp:
ad69cffe 33726417

7.9.2. Encryption

Har ki ns

DNHPKE

22ba0c70 5bf 693e9 a51a855d 6e09clilb
9caellc4 20a69e8e 39337d9e bf 9a9b2f

44467ded 521e51dd 27062392 7f076cae
7016be86 €1828c97 406alc45 210bd72a

bcbb58ca 4d67dd8e 0Oced5605 1189a317
c362f cOf baac005b ad69cffe 33726417

38f 6e164 3139f ad0 58a07210 aOded183
a0c79454 841be330 e0298d6b b3449elb

38f 6e164 3139f ad0 58a07210 a0ded183
a0c79454 841be330 e0298d6b b3449elb
c40e4446 7ded52le 51dd2706 23927f 07
64767016 be86e182 8c97406a 1c45210b

825c3al2 f00a300c 7fcObca7 d63a4b4d
83f 85fad 171604a5 f5620d0e b3adc049

3a9beb4c 06e8db3c 9665ad00 36975727
aall8995 dbf5bedb 4207a32d ef 074588

ef 05f ad5 08bc322c d73fadb0 1518682a

bcbb58ca 4d67dd8e Oced5605 1189a317
c362f cOf baac005b ad69cffe 33726417

2a4a8f 2d b51a72b7 1398b0b3 743254a7

Expires 22 COctober 2026

April 2026

ddea5687
3905cb76

5d2acble
6a4db565

6420chb30
2a4a8f 2d

092de949
e6835f 52

092de949
e6835f 52
6caebd2a
d72a6a4d

8decd9e3
cf 84a244

e014a93f
dal64a7c

8aba4ebb

6420cb30
2a4a8f 2d

365e7b43

adclall?2
a35b0693

daa00c08
ala2edel

9a539bac
b51a72b7

b70271ab
2963f dbe

b70271ab
2963f dbe
c5ledaal
b565a0a2

e6665c77
dalb66f c

1db6ca99
64216026

lec77915

9a539bac
b51a72b7

b4bb4ff9
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pt:
42656175 74792069 73207472 7574682c

aad:
436f 756e 742d30

ct:
f e7d8ba9 602969el 6456447c b4d1b887
f6107b1ld 5f 804cef 6d78de23 e3

pt:
42656175 74792069 73207472 7574682cC

aad:
436f 756e 742d31

ct:
0cd5d034 55b92378 6c35eald 0Of 42eaad
b33de5fd 98f 75067 5e6ce5db 64

pt :
42656175 74792069 73207472 7574682c

aad:
436f 756e 742d32

ct:
949d3blc 96da376e 3865648b 344f 606¢C
2c7c¢3288 fab6a96a 4ab91620 3d

pt:
42656175 74792069 73207472 7574682c

aad:
436f 756e 742d33

ct:
5774238b 80cOeef a cdbf 5804 f9928e93
6297974e 428257a3 75f0668e 82

pt:
42656175 74792069 73207472 7574682cC

aad:
436f 756e 742d34

ct:
b5bf 637 38298058 a6f 16b50 fef 5df f 6

20747275

9345f 92¢

20747275

ff19e9f a

20747275

a8640cab

20747275

a600e9b4

20747275

59bcf 5f 5

74682062

453f 5ce?2

74682062

2eeal916

74682062

ch846801

74682062

460b0370

74682062

65133849

Har ki ns Expires 22 COctober 2026

April 2026

65617574

08ea7bad

65617574

f 78b4f 78

65617574

eaal2009

65617574

c70e94c8

65617574

646d04b4

ef 9bdd3c

79

b21f 89ce

79

875c1f 59

79

c954ea25

79

756247fb
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DNHPKE

e88b248a d2da2540 2fddd27c 8f

7.10. DHKEM CP-521, HKDF- SHA521),

7.10.1. Auth PSK Setup Information

node: 3
kemid: 2
kdf id: 3
aead_id:

i nfo:

4f 646520

i knE:
54272797
d566e6¢2
bd6c

pkEm
01b716a3
8bdb71f9
4510

i knR:
3db434a8
f 09794c6
eeeb

pkRm
01bf 5b74
187483b8
daf 4

i knS:
65d523d9
31a8b849
78d5

pkSm
01856189
5d70b77f
e27e

psk:
0247f d33

psk_id:
456e6e79

Har ki ns

1
32769

6f 62061

blf bc128
acbce712

3ef 96baa
lcc2d701

bc25b27e
54f 44685

278612el
b66e2710

b37e1273
e7ff 6425

0c5378f 2
a72c4bof

b913760f

6204475

20477265

a6967ff1
e48eebf 2

96761a89
ad4424a3

b0c590dc
24e040e6

cfa7a4d7c
5a3eb80c

eb25ad05
81f 2c3eb5

dedf 9da7
2f b42466

alfablel

72696e20

6369616e

f d606e0c
36696eb6

0b08ef c6
04554f 12

64997abl
b4eca2c9

dbe24a6f
394a889a

27d3a7bd
6be84609

8c082f 22
f98852dc

892d9f 30

6172616e

2055726e

67868f 77
80849d68

762f 2f 20
ef ce4c25

378a99f 5
dcf 22919

be41b73c
24841875

33f 67208
600d3c6b

01110f 1c
8466c4de

7f be65eb

204d6f 72

62cel4d?21
73e99593

fe7db159
991f 2033

2b2cb5a5
08b9d318

32e98e98
7425b0e3

dd1666d9
bdaded3f

ca97637c
f 387db3a

171e8132

6961
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HKDF- SHA512, AES-512-SIV

439cbc9e
95b29319

7c3e3663
d51ci1f 3c

abb2f ab4
f 960cc9e

6d40c849
a4b376f 3

904c6bcO
6989¢37d

e4aeb28c
6514872f

c2af 1855

90celb28
75d61d38

4a3973e6
43d95564

0888f 6¢0
9baa92c5

0a9201d3
f d8eal87

4969ae58
2892b1e9

af 38ee87
616d7379

5a738hb82
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key:

6al05abl bal4ce2b cc4642f1
b614eb2b ff 8f 6ee3 a04bb40f

enc:

01b716a3 3ef 96baa 96761a89
8bdb71f9 1cc2d701 ad4424a3

4510

kem cont ext:

01b716a3 3ef 96baa 96761a89
8bdb71f9 1cc2d701 ad4424a3
451001bf 5b742786 12elcfa?
01d31874 83b8bh66e 27105a3e
a087daf 4 01856189 0c5378f2
af 38ee87 5d70b77f a72c4b6f
616d7379 e27e

shar ed

_secret:

3clc20e2 16a48012 e032127b

20373d

key sc

88 8738685b 018e7310

hed cont ext:

03b28b2b 7df 96e43 3f 4af 4b3
4baf d80d fa613e70 86311242

49bb5f

a9 521626ec d409e935

bcb7cbb2 ab5222dc4 53ff 2e40

0d

secret

b9961790 85a65803 0a3c8644
3d9de946 023d9ala 299cb60b

key:

6al105abl bal4ce2b cc4642f1
b614eb2b ff 8f 6ee3 a04bb40f

exp:
296d9f

9d 51fc4839 58909d12

c2df 16ec 9d007ba4 872c752b

7.10. 2.

pt :

aad:
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8c3f 9ed0
c669420d

0b08ef c6
04554f 12

0b08ef c6
04554f 12
a47cdbe2
b80c394a
dedf 9da7
2f b42466

af 46a725
066976bb

578e3448
98472b34
bb6clcc9
82a36356

ed77277b
cf116¢c97

8c3f 9ed0
c669420d

7ce57c86
df e54013

df 9da5c4
296d9f 9d

762f 2f 20
ef ce4c25

762f 2f 20
ef ce4c25
4a6f bedl
889a2484
8c082f 22
f 98852dc

e55448f 8
b35ad27f

9e244d41
0f eb0034
7e36868b
9al1208a7

63160d94
fd952362

df 9da5c4
296d9f 9d

c77e5ch4
91608f 52

c14912f 7
51f c4839

fe7db159
991f 2033

f e7db159
991f 2033
b73c32e9
18757425
01110f 1c
8466c4de

511a5ea?2
9392a870

6b0b5f 7a
a430d8c3
7340db4c
630a6234

63ba2ede
499af 097

cl14912f 7
51f c4839

5dcbef a0
e9la7141
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1c232402
58909d12

7c3e3663
d51c1f 3c

7c3e3663
d51c1f 3c
8e986d40
b0e3a4b3
ca97637c
f 387db3a

ebf f d891
42865aeb

Of 5f b21f
le25a3ca
d68c2438
95d29594

17057bbc
6b7f 432e

1c232402
58909d12

1c34b7fe
b0ee7025

0529f 8e8
7ce57c86

4a3973e6
43d95564

4a3973e6
43d95564
c8490a92
76f 3f d8e
e4aeb28c
6514872f

473ebc8c
354b2428

5629c37a
304c7bd4
af e2cb5cc
b2bd2539

72f 6¢cb9a
b030bebd

0529f 8e8
7ce57c86

e4f 68598
5ec07cf O

42656175 74792069 73207472 7574682c 20747275 74682062 65617574 79

436f 756e 742d30
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8.

8.

1.

ct: 2c8bd708 935cc913 074060a2 ff5db0el 563d0056 72557eba
60299119 c164400e ccf409cd deea82fb 8

pt: 42656175 74792069 73207472 7574682c 20747275 74682062
aad: 436f 756e 742d31

ct: 7d6c5f46 c3d8e0f 3 62ef ala3 2c230a75 adbf bb47 46f d45de
62a872a0 1bl6ed44a 1leblf 2dd 435add6e 68

pt: 42656175 74792069 73207472 7574682c 20747275 74682062
aad: 436f 756e 742d32

ct: bf43f1fd b74140f6 681f 2321 5934cc24 dc4219b6 06951c40
678acala 249311e8 f093a825 7c045dc7 22

pt: 42656175 74792069 73207472 7574682c 20747275 74682062
aad: 436f 756e 742d33

ct: a99e93b9 1c0b8327 ac0e795b 465c1b46 05c5ellc de85be69
71492cab6 79ebaad9 c65bb192 9089che2 72

pt: 42656175 74792069 73207472 7574682c 20747275 74682062
aad: 436f 756e 742d34

ct: 4el1d98dc 13ab5af 34 b4f bceba bbab5del Odeaad4a2 8a8f9c70
63f 6113 490433d9 79456839 16abee42 0d
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