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Abst ract

Thi s docunent provides guidelines and best practices for witing
techni cal specifications for cryptography protocols and primtives,
targeting the needs of inplenmenters, researchers, and protoco
designers. It highlights the inportance of technical specifications
and di scusses strategies for creating high-quality specifications
that cater to the needs of each community, including guidance on
representi ng mat hemati cal operations, security definitions, and
threat nodel s.

| RTF

Thi s docunent is a product of the Crypto Forum Research G oup (CFRG
in the IRTF. This docunent nay contain material that has not
received review fromthe research community. The | RTF publishes the
results of research and devel opnent activities. These results m ght
not be suitable for deploynent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
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1. Introduction

H gh-quality cryptography specifications are critical for the

devel opnment and depl oynent of secure cryptographic protocols. This
docunent provides guidelines for specification witers. The

gui del i nes cover mathematical operations, security definitions, and
threat nodels. They help ensure that specifications are of high
quality and useful for their intended audi ence. Adhering to these
gui del i nes hel ps ensure that specifications are easier to understand,
i npl ement, and anal yze, |eading to high assurance and interoperable
syst ens.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Goals and Requirenents

The primary goal of these guidelines is to help guide the authorship
of cryptographic specifications so that they are as useful as
possi bl e when creating hi gh-assurance cryptographic software.

Specifications that follow these guidelines should be able to be
easi |y understood, inplenented, and anal yzed by different audi ences,
i ncludi ng the engi neering comunity, research community, and
standardi zati on conmunity. By addressing the uni que needs and
expectations of each group, these guidelines aimto:

* Mnimze anbiguity and msinterpretations, |leading to clearer
specifications and nore accurate inplenentations.
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Ensure consistent and correct inplenmentations by providing a clear
description of both algorithnms and their underlying mathematica
f oundat i on.

Facilitate review and anal ysis by the research community, allow ng
for the verification of security properties and the identification
of potential vulnerabilities.

Enabl e interoperability of inplementations of these
specifications, pronoting collaboration and conpatibility between
various systens and protocols.

Each of these stakehol der groups contributes sonething different to
the overall process of depl oying software:

1.

Engi neering community: Engineers identify technical problens and
build solutions using conputing tools. They focus on why

probl ems shoul d be addressed, producing requirenments that define
the problem and sol utions that nmeet those requirenments. Their
ultimate goal is to inmplenent and ship software or hardware that
effectively tackles these chall enges.

Research community: Researchers explore the design space of

di fferent subject areas and evaluate potential solutions. They
devel op nmethods for designing tools and perforning experiments to
val i dat e hypot heses. This work concentrates on how probl ens
shoul d be solved, creating artifacts that hel p describe
solutions. These may include acadenic, peer-reviewed papers or
software that studies or supports the shipping of software.

St andar di zati on comunity: This group devel ops technica
specifications of protocols that others can inplenment, analyze,
and verify. The specifications capture the details of a solution
and serve as a foundation for creating interoperable systens.
They ensure the correct inplenentation of cryptographic

al gorithms and protocol s.

By followi ng these guidelines and addressing the distinct needs of
each stakehol der group, authors can create well-structured,

i nformative specifications docunents that facilitate the devel opnent,
anal ysi s, and inplenentation of high assurance cryptographic
sol uti ons.
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3.

3.

Gui delines for Cryptographic Specification Presentation

Techni cal specifications do not stand on their own. Their value is
derived fromtheir usefulness to the various comunities that rely on
them A specification can have anmazi ng content but without the
appropriate presentation, it may not be as useful as intended. The
guidelines in this section are a baseline set of recomendations for
authors to consider when witing a cryptographic specification and
are applicabl e beyond just cryptographic standards and are genera
good practices for specification witers.

1. Sinplicity

Conplexity is one of the main causes of software bugs. The opposite
of conplexity is sinplicity, which is a key aspect of creating

ef fective cryptography specifications. By striving for sinplicity in
probl em statenments, technical content, and presentation, authors can
make their docunents nore accessible to a wi der audience, including

i mpl ementers, researchers, and protocol designers. Sinplicity
reduces the cognitive load required to understand the specification
and minimzes the risk of msinterpretation, which can lead to
incorrect inplenentations and security vulnerabilities.

To achieve sinplicity, authors should focus on

Problem Definition Start by presenting a concise and easily
compr ehensi bl e description of the problemthat the specification
ainms to solve. Avoid unnecessary jargon and strive to nmake the
probl em statement accessible to readers with varying |evels of
expertise in the field.

Conponent Breakdown Wen explaining nmulti-step cryptographic
al gorithms or concepts, break themdown into smaller, nore
manageabl e conponents. This will nmake it easier for readers to
understand the individual parts and their relationships to one
anot her.

Cl ear Language Wite the specification using clear, concise
| anguage, and consi stent and broadly understood term nol ogy.
Avoi d overly technical jargon, and define any terns that may be
unfamiliar to sone readers.

Focused Scope Keep the specification focused on the prinmary problem
or use case, i.e., avoid feature creep. Avoid introducing
unrel ated or peripheral topics, as this can create confusion and
detract fromthe primary focus.
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By focusing on sinmplicity in document structure and prose in the
specification witing process, authors can create docunents that are
nmore accessi bl e and easier to understand, ultimately resulting in
nmore reliable and secure inplenentations of cryptographic algorithns
and protocols. Focusing on sinplicity in witing does not inply

i nprecision or brevity. Even |ong docunments can enbody sinplicity
with the right attention to detail and structuring of prose.

3. 2. Pr eci si on

Precision is essential in cryptographic specifications, as snall
deviations or anmbiguities can |ead to severe security

vul nerabilities. A precise specification ensures consistent and
correct inplenmentations while enabling accurate security analysis.

The foll owi ng recommendati ons hel p achi eve precision

1. Use clear and concise | anguage, avoiding jargon or colloquialisns
that may lead to misinterpretation. Wen introducing technica
terns or concepts, provide clear definitions or explanations to
ensure that all readers are on the sane page

2. Provide explicit instructions and avoid undefined behavi or,
ensuring inplenenters can foll ow step-by-step instructions with
m nimal or zero risk of misinterpretation. This hel ps ensure
that all inplenmentations are consistent with the intended design
and minimzes the risk of errors or vulnerabilities.

3. Provide test vectors that check for correctness of all behavior
in the specification, especially those near edge cases. For
exanple, if a specification involves a branch or condition, then
test cases should ideally be witten to exercise both paths of
the branch. Sonmetines this is infeasible, e.g., if probability
of a particular branch happening is negligible, though nore often
than not branches can be adequately covered.

4. Enploy formal notation or pseudocode to provide a precise
description of algorithms, data structures, and protocols. This
ensures that inplenmenters, researchers, and protocol designers
can accurately understand the intended behavi or and interactions
of the conponents within the specification

5. Specify data formats and encodings, clearly defining formats,
encodi ng schenes, and serialization methods for all data types
used in the specification. This helps ensure that different
i npl ementations can interoperate seanl essly and reduces the
|'i kelihood of inconpatibilities or communication errors.
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6. Document assunptions and dependencies, clearly stating any
assunpti ons or dependenci es on external conponents, including
ot her specifications or protocol descriptions. This includes
common dependencies |ike that of a random nunber generator. This
hel ps i npl ementers and researchers understand the context in
whi ch your specification operates and any potential limtations
or risks.

Preci se specifications mnimze anbiguity and reduce the |ikelihood
of inplenmentation errors or inconsistencies.

3.3. Consistency

A specification nust be internally consistent. 1t should also align
with the conventions of simlar docunments.

Consi stent use of concepts, vocabul ary, |anguage, and presentation
reduces anbiguity. This clarity nakes the specification easier to
under stand and i nmpl ement .

The foll owi ng recommendati ons hel p achi eve consi st ency:

1. Establish a consistent termnology: Develop a clear and
consistent set of terms and definitions that will be used
t hroughout the docunent. Avoid using synonyms or nultiple termns
for the same concept, as this can |lead to confusion. Wen using
acronyns, always provide their full meaning upon first usage and
use the acronym consistently afterward.

2. Miintain a uniformstyle and tone: Wite the specification using
a consistent style and tone to ensure that readers can easily
follow the content. This includes consistent use of grammatica
structures, punctuation, and capitalization. If your
organi zation has a style guide, adhere to it when witing the
speci fication.

3. Use a logical structure: Organize your specification in a |ogica
manner, starting with an overview and then progressing through
the various conmponents, algorithnms, and protocols. Mke use of
sections, subsections, and other structural elenments to break up
the content and nake it easier to navigate and conprehend. Use
forward or backward references to nake navigation of the docunent

si mpl er.
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4. Provide consistent formatting: Ensure that all elenents within
the specification, such as tables, figures, pseudocode and
equations, are formatted consistently. This will help readers
qui ckly identify and understand these el enments as they progress
t hrough the docunent.

5. Be consistent with conventions and notations: Wen using
mat hemat i cal notation, programm ng | anguages, or other
conventions, apply them consistently throughout the docunent.
This will help prevent confusion and allow readers to focus on
the content rather than deci phering different notations.

6. Reference external documents consistently: Wen referring to
external documents or resources, such as other RFCs, standards,
or research papers, provide consistent and accurate citations.
This will enable readers to | ocate and revi ew these resources as
needed.

7. Keep the broader context in mnd: Try to adopt the sane
term nol ogy and conventions as other rel ated docunments the reader
may be familiar with, especially for specifications that are
devel oped based on peer-revi ewed, published work. Consistency
across audiences is inmportant to help lower the bar to successfu
col l aboration and effective conmunication. |f the specification
is intended to be part of the RFC series, reuse conventions from
ot her documents in the series.

By focusing on consistency in your cryptography specification, you
will make it nore accessible and easier to understand for

i npl ementers, researchers, and protocol designers. This, in turn,
will facilitate the devel opnent of correct, secure, and interoperable
crypt ographi ¢ systens based on your specification

Crypt ography specifications are often unique in their use of
mat hemati cal objects to define protocols. As such, presenting this
content requires special guidance.

3.3.1. Representing Mathematical Operations
Cryptographic protocols rely on mathenati cal operations. These
operations require precise and clear representation in
speci fications.

Anbi guous or inconsistent mathematical notation | eads directly to
i npl ementation errors and interoperability failures.
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[ RFC7748] denonstrates effective mathematical representation through
clear introduction of scalar multiplication notation, consistent
usage throughout, and concrete exanples.

3.3.1.1. Notation Consistency

Consi stency in the notation used to represent mathematical operations
is essential for avoiding confusion and ensuring that the
specification is easy to understand. Specification authors should
establish a clear notation systemfromthe begi nning and use it

consi stently throughout the docunent.

This notation should be introduced with a conprehensive description
or a reference to a well-known notation systemto ensure that readers
can easily follow the mat hemati cal expressions. For exanpl e,
exponentiation can be represented by superscript or by a carat, but
not by both.

3.3.1.2. Use of Standard Mathematical Synbols

Wdely recogni zed mat hermati cal synmbols pronote clarity and reduce the
risk of msinterpretation. However, sone synbols have different

meani ngs across contexts or disciplines. The specification should
clarify the intended neani ng of such synbols. For instance, group
operations in nultiplicative notation use the * nultiplication synbol
rather than the x synbol to avoid confusion.

3.3.1.3. Explicitly Defining Custom Operations

Mat hemati cal operations and notation that extend beyond standard
conventions require explicit definitions with clear explanations and

exanpl es.

Key aspects of defining custom operations: - Provide clear

expl anations and exanples. - Keep new notation mninmal to avoid
confusion. - Consider including a glossary for multiple non-standard

operati ons.
3.3.1.4. Pseudocode and Al gorithm c Descriptions

Mat hemat i cal expressions often need to be supplenented with
pseudocode or algorithmc descriptions to bridge the gap between
theory and inpl enentati on. Pseudocode should be witten in a style
that resenmbl es real progranm ng | anguages. Coments clarify the
logic. Control structures such as |oops and conditionals should use
consi stent notation throughout the docunent.
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3.3.1.5. Visual Representations

D agrams and ot her visual aids hel p convey conpl ex mathemati ca
concepts. These elenments nust be clear, properly |abel ed, and
consistent with the notation system Visual representations
suppl enent the text; they do not replace it.

1. Ensure that diagrans remain legible in all output formats,
including TXT, HTM., and PDF

2. For sinple state nmachines or data flows, use ASCI| diagrans that
display clearly in all output fornmats.

3. Keep every | abel, variable nanme, and synbol in your figures
consistent with the notation used in the surrounding text.

3.3.1.6. ASClI-safe Mathemmtical Notation

Crypt ographi c specifications MJST use ASCI|-only characters in all

al gorithm descriptions. Synbols that lack direct ASCII
representation (for exanple, , |, , ~) MAY appear in informative
exanpl es or figures, but every such synbol MJST be acconpani ed by an
ASCI | equi val ent and be defined exactly once in a dedicated Notation
section. Each operator or synbol has exactly one neani ng; authors
MUST NOT overload a glyph (for exanple, ) for nultiple operations.
Fol I owi ng these rul es ensures the plain-text RFC renders

unanbi guously and prevents inplenentation errors stemmng from vi sua
formatting differences across output fornmats.

Checkli st for authors:

* Define a concise notation table covering every non-obvious
operator (||, ”, nod, XOR, etc.).

* Prefer XOR or || over Unicode or | in normative text.

*  Never reuse ™ for both XOR and exponentiati on—spell out one of
them i nst ead.

* Verify all fornulas in the generated *.txt* file; formatting nust
not change semanti cs.

* |f Unicode appears in exanples, provide the ASCI| fallback inline,
for exanple: (*XOR*).

Renderi ng consi derations (HTM./ PDF only):
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* Authors MAY use <sup> (or Markdown 7) markup so the ASCI | »
exponent indicator renders as a superscript in HIM. or PDF
outputs. The plain-text RFC MJST still display the caret
character.

* |t is acceptable for the rendered HTM./ PDF to substitute Unicode
synbols for clarity—e.g., (W2295) for XOR or (W22C5 or
U+00B7) for multiplication—provided that the canonical text uses
the ASCI|I equivalents (XOR, *) and the synbol mneanings are listed
in the Notation table.

* Such styling MJUST NOT alter the normative neani ng, and the ASClI
representati on MUST remain authoritative.

3.3.1.6.1. Two-layer rule

Normati ve | ayer (canonical text): - Limted to printable ASCI| plus
SP and LF. - Only the operator glyphs in the table below are
permtted.

Rendered | ayer (HTM./PDF): - Generated automatically by build tools
(krandown- RFC, Sphinx, or simlar tooling). - May substitute
typographi cal synbols (for example, *—, XOR—, ~—superscript). -
Substitutions are stylistic only; the ASCI| source remains

aut horitative.

Mandat ory operator set
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| Concept | ASClI | Exanple | Notes |
| | glyph(s) | | |
[ gt —————— e —————— L ——_—— Lpp—p—p—p—p—_—————————————————————
| Addition / | +, - | a+b | |
| subtraction | | | |
o a o S S o m e e e e e e oo +
| Multiplication | * | x * vy | Define early that * is |
| | | | group/field multiplication
S TS R oo e e e e e e i oo oo oo +
| Exponentiation | ~ or ** | g™k, | Choose one synbol and use
| | | 2**255 | it consistently |
I I | - 19 I I
oo o - Fomm oo - B o e e e e e e e +
| XOR | XOR | a XOR b | Avoids clash with #~; all-
| | | | caps stands out |
o a o S S o e e e e e e ee oo s +
| Concatenation | || | ML |] | Define in glossary |
e e L U .
| Equality / | =1 <- | x <=y | <- optional but nust be
| assignnent | | | defined |
o a o S S o e e e e e e ee oo s +
Table 1
3.3.1.6.2. Operator glossary and constant-tine annotations
I medi ately after the term nology section, include a short table
‘Mat hemat i cal Operators and Symbols” . Each entry MJST provide: 1.

ASCI | glyph(s) 2. Description of the operation 3. Coment on
constant-tine versus variable-tine expectations.

When pseudocode requires constant-tinme behavior, mark the line with
the CONST tag, for exanpl e:

z

<- CMV(x, Yy, e) # CONST: branch-free

Styl e checklist for authors

*

If a glyph could be anbiguous (e.g., ”), add an inline rem nder
the first tinme it appears: ~ (exponentiation).

Never overload the sane glyph for two different operations within
the sanme specification.

Prefer italic variables in rendered formats; keep themplain in
ASCl | .
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4.

4.

4.

* Provide at | east one worked exanpl e that exercises every operator

* |f an uncommon Uni code synbol is truly necessary (e.g., for
"perp"), include it only inside <artwork type="html "> with an
ASClI | fallback in canonical text.

Gui del i nes for Cryptography Specification Content

In addition to cryptographic specification clarity and accessibility
through presentation format, the content of a specification also

i nfluences the overall value of the specification. The syntax of
crypt ographi c objects introduced and their interfaces, as well as the
way in which the object is structured for use in applications, is
important for reliable and secure inplementations of cryptographic
algorithms and protocols. In this section, we discuss factors that
relate to the content of the specifications and their inpact on
overal |l quality.

1. Reusability

Crypt ography specifications that rely on bespoke sub-al gorithnms or

| ower -1 evel conponents tend to be brittle and invite inplenentation
issues. To create efficient, interoperable, and w dely adopted
cryptographic systens, it is preferable to reuse existing conponents
or primtives. Reusability allows devel opers to build on existing
work, reducing the tine and effort required to create new

i mpl ement ations while | everagi ng established security properties and
anal yses. This section discusses the inportance of reusability in
crypt ography specifications and offers gui dance for incorporating
reusability principles into the specification devel opnment process.

1.1. Build on Existing Specifications

When devel opi ng a cryptography specification, it is advantageous to
buil d upon existing, well-established specifications, protocols, and
primtives where possible.

By doing so, authors can capitalize on the collective expertise of
the community, as well as existing security analyses, inplementation
experiences, and best practices. This approach reduces the potential
for introducing new vul nerabilities and inconsistencies while
pronoting interoperability between different systens.
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4.1.2. Modul ar Design

Enphasi zi ng nodul arity in the design of cryptography specifications
allows for greater flexibility and reusability. By breaki ng down
conplex algorithms into snaller, self-contained conmponents or

modul es, specification witers facilitate the reuse of these
components in different contexts or applications. A nodular design
al so sinmplifies the process of updating or replacing specific
components without affecting the overall system making it easier to
i ncorporate new research findings or technol ogi cal advancenents. An
exanpl e of a nodular design is the prine-order group abstraction

Al gorithms that use this abstraction adnit a nodul ar design where the
group inmplenentation is described in a separate docunent dedicated to
the details of the inplenentation of the group. This approach
simplifies both inplenmentation and security anal ysis.

4.1.3. dCear Interfaces and Abstractions

To pronote m suse resistance and el egant hi gher-1|evel designs,
crypt ography specifications should provide clear interfaces and
abstractions for the conmponents and primtives they describe.

Wel | -defined interfaces enabl e devel opers to understand and interact
with a conmponent w thout needing to know the details of its interna
i mpl ement ati on.

Thi s approach allows for the replacement or nodification of
conponents with minimal inpact on the overall system and encourages
t he devel opnent of interchangeabl e conponents that can be reused
across different applications and w thin protocols.

Crypt ographi c objects typically have a set of functions associated
with themthat nmake up the interface; structuring the functions to
fit well-understood and exi sting abstractions hel ps make the job of
usi ng the object in higher-level algorithns easier and | ess prone to
code duplication.

4.1.4. Conpl et eness
The operations defined in a cryptography specification should be
conplete, with defined behavior on all inputs. This includes error

handl i ng and edge cases whi ch woul d ot herwi se not inpact the
al gorithm s cryptographi c properties.
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In particular, when deserializing a byte string, the behavior on al
byte strings should be defined, including cases which would not be
valid outputs of the corresponding serialization function. A

conpl ete specification hel ps avoid inplenentation variations. These
variations can lead to interoperability failures, gaps between fornal
anal ysis and real-world practice, or security vulnerabilities.

* Define behavior for all inputs: Ensure that every possible input
scenario is accounted for, including edge cases.

* FError handling: Cearly specify how errors should be nanaged to
prevent unexpected behavi or

* Avoid multiple valid behaviors: Consistency is key; avoid |eaving
mul tiple inplenmentati on options open

Avoi d defining multiple inplenentation behaviors as valid. Leaving
multiple options to inplementators | eads to conmpoundi ng conpl exity:
downstream specifications nmay need to profile the algorithmto pick
the preferred option, and validation tools must be configurable to
assert either case.

4.1.5. Docunentation and Exanpl es

Thor ough docunentation and illustrative exanples play a crucial role
in pronoting reusability. By providing conprehensive expl anations of
the specification’s conmponents, interfaces, and intended use cases,
specification authors nake it easier for devel opers to understand and
i npl ement the specification correctly. |ncluding exanples of how
conmponents can be conbined or applied in various scenarios further
clarifies their usage and encourages their reuse in different

cont ext s.

Docunentation Tips: - Use clear, concise | anguage - |nclude
illustrative exanples - Highlight use cases and scenari os

By focusing on reusability in cryptography specifications, authors
can help create secure, efficient, and adaptabl e cryptographic
systens that can be nore easily integrated, maintained, and updated,
resulting in nore robust and w dely adopted sol utions.
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4.2. Defining Security Definitions and Threat Models

Cryptographi c protocols are always used within a context of a broader
system whose security relies on an understandi ng capabilities of
potential attackers. An incorrect definition or assunption about the
threat nodels to a protocol can nake a protocol that is safe in one
context unsafe in a different context. Precise definitions help
researchers assess the security of the proposed algorithnms and
protocol s, while conprehensible threat nodel s enable inplenenters and
protocol designers to understand the potential risks and limtations
of the specification. This section provides guidelines for defining
security definitions and threat nodels in a way that caters to the
needs of all target audiences.

4.2.1. Defining Security Goals

Speci fication authors should explicitly state the security goals that
the proposed algorithns or protocols aimto achieve. These goals
shoul d be conprehensive, covering all relevant aspects, such as
confidentiality, integrity, authentication, non-repudiation, and
availability as well as resistance to inplenentation flaws such as

si de- channel s.

Furthernmore, authors should clarify any trade-offs or linmtations
associated with the security goals, ensuring that the target

audi ences understand the intended bal ance between security and ot her
factors, such as performance or ease of inplenentation

Conmon Security Goals: - Confidentiality - Integrity - Authentication
- Non-repudiation - Availability - Resistance to side-channels

4.2.2. Formalizing Security Definitions

Formal i zi ng security definitions is essential for researchers to
rigorously analyze the algorithns and protocols described in the
specification. Specification authors should strive to express
security definitions in a formal |anguage, using consistent notation
and term nol ogy. Authors should acconpany formal definitions with
cl ear expl anations and exanpl es to nake them nore accessible to

i npl ementers and protocol designers who may not be famliar with
formal rmethods.

Steps to Fornmalize Security Definitions: - Choose a formal | anguage -
Ensure consistent notation - Provide clear exanples
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4.2.3. Describing the Threat Mde

A wel | -defined threat nodel provides an overview of the potentia
adversaries and the risks they pose to the security of the algorithns
or protocols. Specification authors should describe the threat nopdel
in detail, including the capabilities, resources, and notivations of
adversaries. Additionally, authors should identify any assunptions
made about the adversarial nodel and explicitly state themto help
the target audi ences understand the intended scope and |imtations of
the specification s security guarantees. Cear threat nodels help
prevent misuse in inappropriate contexts.

Key Conponents of a Threat Mdel: - Adversary capabilities -
Resources - Mbtivations - Assunptions about adversarial nodels

4.2.4. Addressing Known Vulnerabilities and Attacks

Speci fication authors shoul d di scuss known vul nerabilities and
attacks relevant to the proposed algorithnms or protocols. This

di scussi on shoul d i nclude an expl anation of how the specification
addresses or mitigates these issues, as well as any residual risks
that remain. This information is valuable for inplenenters and
protocol designers to understand the potential threats and for
researchers to assess the robustness of the specification's security
cl ai ns.

4.2.5. Providing Guidance on Secure |Inplenentation and Depl oynent

To help ensure that the security definitions and threat nopdels are
effectively realized in practice, authors should provide gui dance on
secure inplenmentation and depl oynent of the proposed al gorithns and
protocols. This guidance may include best practices for avoiding
common pitfalls, recommendati ons for cryptographic paraneter

sel ection, or considerations for securely integrating the
specification into existing systens.

By clearly defining security definitions and threat nodels in
crypt ography specifications, authors can facilitate a better
under st andi ng of the security properties and limtations of the
proposed al gorithns and protocols anong inplenenters, researchers,
and protocol designers.

Clear security definitions prevent cryptographic algorithnms from
bei ng used in insecure contexts.

* Foll owi ng these guidelines and recommendati ons from [ RFC3552]
hel ps create robust security considerations sections
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5.

5

5

1.

1.

* Conplete threat nodel discussions facilitate better understanding
of security properties and limtations

* Proper security definitions enable accurate anal ysis by target
audi ences

Catering to Target Audi ences

VWhen witing a specification, it is inportant to consider the needs
of the three primary audi ences: inplenenters, researchers, and
protocol designers. Each group has uni que requirenents and goal s,
and the specification should be witten in a way that addresses their
speci fic concerns.

Catering to Inmplenenters

I mpl enenters require a clear, concise, and unamnbi guous specification
to devel op production-grade software.

To cater to inplenenters

* Provide step-by-step instructions for inplenenting algorithns or
processes, ensuring that all required inputs, outputs, and
intermedi ate steps are defined. Were exceptional cases occur,

t hose shoul d be noted and recommended error-handling steps shoul d
be given. Include test vectors to help inplenmenters verify the
correctness of their inplenentations.

* Describe best practices for representing conponents of the
specification in code, addressing exceptional cases and
recomrended error handling procedures, as well as aspects of the
specification that are difficult to inplement correctly (e.qg.,
wher e side-channel attacks nmight be possible).

* (Cearly indicate any optional features, variations, or extensions,
specifying their inpact on interoperability and security.

1. Test vectors

Test vectors ideally cover all branches of the specification, with
reasonabl e exceptions, such as branches that occur with negligible
probability and as such are conputationally infeasible to reproduce
To facilitate witing tests, where possible, all functions should be
witten with determnismin mnd. |In particular, this neans that
functions that produce random out puts, such as a function that
produces random el enents in a prine-order group, should accept
randommess as input and test vectors should specify this randonmess
as an input to the function. Specifications should mininmze interna

Sul l'ivan & Wbod Expi res 8 January 2026 [ Page 18]



I nternet-Draft Crypto Specs July 2025

calls to PRNGs or simlar and enphasi ze determ ni sm

Finally, specifications should nake the connection between
specification and test vectors clear by including explicit

reproduci bility steps that describe how test vectors were derived for
parts of the specification. This might nmean pointing to a reference
i mpl ementation with instructions for howto run it, where the
reference inplenentation is witten in a way that is clearly

consi stent with the specification.

It's possible to include too many test vectors in a specification,
whi ch increases docunent |ength and decreases readability. Authors
shoul d provide test vectors that cover

* Typical test cases that exercise all |ogical pathways wthin an
al gorithm

* Al valid but degenerate cases that result in error or early exit
of an al gorithm

* Exceptions that can be reached by attacker-controlled inputs

It is NOT necessary to include test vectors for cases that are
statistically inprobable to be triggered, even by attacker-controlled
i nput, based on the underlying cryptographic assunptions. For
exanple, if an error case is only reachabl e when an intermedi ate data
poi nt matches the pre-image of a hash val ue that was randomy
generated, finding a test vector to trigger that case would require
the ability to conpute a hash pre-inmage, which is deened unfeasible
for sufficiently strong hash functions. Exceptional cases that don’t
have test vectors should be explicitly noted in the al gorithm

descri ption.

Lastly, specifications should provide references to nachi ne-readabl e
test vectors (e.g., in JSON format) that persist alongside the
specification. This hel ps avoid possibly error-prone parsing in
translating test vectors froma textual specification to test code

i nput s.

5.2. Catering to Researchers
Researchers need to understand the syntax and functionality of the

cryptographic protocol or primtive to ensure its correctness and
anal yze its security properties. To cater to researchers
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5

3.

Clearly define the underlying mat hemati cal concepts and notations
used in the specification, ensuring that all symbols, functions,
and vari ables are consistently and accurately represented as
explained in the section Representing Mathenmatical Operations.

Provi de detailed security definitions, goals, and threat nodels,
including the capabilities and linitations of adversaries and
their inpact on paraneter selection. |In general, authors should
make i nput requirenments that are inportant for the security of the
protocol or construction maximally clear. See: Defining Security
Definitions and Threat Mbdel s.

Descri be any assunptions made about the underlying primtives or
protocols and the justifications for these assunptions. Such
assunptions should include references to external docunents that
descri be these underlying primtives or protocols where
appropriate, unless there are gaps between how t he underlying
primtive or protocol is used and how it is described externally.

Clearly present any security proofs, analysis, or references to
existing literature that support the security clainms of the
specification. |If there are gaps between the specification and
formal security analysis, these gaps should be noted, along with
rationale that justifies the gaps.

Catering to Protocol Designers

Prot ocol designers in the standards comunity use specifications to
understand how to safely use the cryptographic protocol or prinmtive
when designing a higher-level protocol that depends on it. To cater
to protocol designers:

*

Clearly define the interfaces, APls, or functions exposed by the
protocol or primtive, indicating howthey should be used and any
potential risks associated with their m suse. For exanple, for
each input to the protocol, it should be nade cl ear whether or not
these are attacker controlled and, if so, describe what steps nust
be taken to validate that input.

Descri be any corner cases or situations that may inpact security,
provi di ng gui dance on how to avoid or mtigate potential risks.
This includes explicitly stating the probability of an algorithm
failing due to invalid operations occurring (such as divide-by-
zero) both in the typical case and under attacker-controlled

i nput s.
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* Expl ain any dependencies or interactions with other protocols,
primtives, or system conponents, highlighting potential
compatibility or interoperability issues.

* Provide guidance on configuration, paraneter selection, or
depl oynent consi derations that nmay affect the security or
performance of the protocol in real-world scenarios. This
i ncludes the inmpact of new discoveries that weaken the security
assunptions of a primtive.

By addressing the specific needs of inplenenters, researchers, and
protocol designers, a specification can be nore effectively
under st ood, inplenented, and anal yzed, | eading to nore secure and
i nt eroper abl e systens.

6. General Recommendati ons

Devel opi ng ef fective cryptography specifications often requires

col l aborati on between nultiple stakeholders in the target audience,

i ncl udi ng engi neers, researchers, and standardi zation organizations,
and engaging in a collaborative process hel ps ensure that diverse
perspectives and expertise are considered, resulting in nore robust
and wi dely applicable specifications. This section discusses the

i mportance of collaboration and conprom se in specification

devel opment and of fers recommendati ons for fostering a coll aborative
envi ronnent .

6.1. Encourage Open Conmmuni cati on and Feedback

Ef fective coll aboration relies on open communi cati on and an ongoi ng
exchange of ideas and feedback. By creating channels for

communi cation, such as mailing lists, pull request threads (as
described in [RFC8874]), or regular meetings, authors can facilitate
di scussi ons, address concerns, and gather valuable input fromvarious
st akehol ders. Encouragi ng an envi ronnent where feedback is wel coned
and val ued hel ps ensure that the specification benefits from diverse
experti se and experiences.

6.2. Seek External Expertise

I nvol vi ng external experts, such as researchers or engineers from

di fferent organi zations, can help identify potential issues, uncover
new i nsights, and provide a broader perspective on the specification
Engagi ng with experts such as those in the | RTF Crypto Revi ew Pane
who have different backgrounds or areas of expertise can also help
identify potential gaps in the specification or highlight areas where
further research or clarification is needed.
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6.3. Recogni ze and Address Conflicting Interests

Col | aboration often invol ves addressing conflicting interests or
opi ni ons anong stakeholders. It is essential to acknow edge these
di fferences and work towards finding nmutual |y agreeabl e sol utions.
This may require maki ng conprom ses or revisiting previous decisions

to ensure that the specification neets the needs of all involved
parties. By mmintaining a flexible and open-mi nded approach, authors
can:

* Build consensus anpbng di verse stakeholders with varying priorities
and techni cal perspectives.

* Devel op a nore robust specification that addresses real -world
i mpl ement ati on and depl oynent chal | enges.

7. Exanples of Well-Witten Specifications

To provide a better understanding of howto wite high-quality

crypt ography specifications, we will analyze specific sections froma
well -written exanpl e: ChaCha20 and Pol y1305 for | ETF Protocols

([ RFC8439]).

7.1. ChaCha20 and Pol y1305 for | ETF Protocols (RFC 8439)

[ RFC8439] is a specification that describes the use of the ChaCha20
stream ci pher and the Pol y1305 nessage authentication code for |ETF
protocols. It denonstrates howto wite a clear, conprehensive, and
preci se specification while catering to different audi ences.

7.1.1. Introduction and Overvi ew

The introduction in [RFC8439] clearly defines the purpose and
nmotivation for the specification. It provides context on the origins
of ChaCha20 and Pol y1305, and how they are used together to provide
confidentiality and data integrity. By presenting a concise and

i nformative introduction, the specification sets the stage for the
detail ed technical descriptions that follow

7.1.2. A gorithm Descriptions

The specification provides detailed and preci se descriptions of the
ChaCha20 and Pol y1305 al gorithms, including pseudocode, constants,
and mat hemati cal operations. This section caters to inplenmenters,
ensuring that they have all the necessary information to create
consistent and correct inplenmentations. The mathematical operations
are expressed in a clear and unanbi guous manner, which hel ps both

i npl emrenters and researchers understand the al gorithns better
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7.1.3. Test Vectors

[ RFC8439] includes test vectors for both ChaCha20 and Pol y1305,

provi ding concrete exanples of inputs and expected outputs for the
algorithms. This section is invaluable for inplenmenters, allow ng
themto verify that their inplenmentations are correct and conpatibl e
with others.

7.1.4. Security Considerations

The specification dedicates an entire section to security

consi derations, catering to researchers and protocol designers. It

di scusses potential attacks and their nitigations, recomendations
for nonce usage, and the security properties of the algorithns. This
section al so provides references to academ c papers and ot her
resources for further reading, enabling researchers to del ve deeper
into the security aspects of the specified al gorithns.

7.1.5. | ANA Consi derations and References

[ RFC8439] concludes with | ANA considerations and a list of
references, ensuring that the specification is well-integrated with
exi sting | ETF processes and standards. The | ANA consi derations
section is essential for protocol designers who need to register new
val ues or coordinate with existing registries.

7.1.6. Problematic Aspects

A criticismof this docunent is that it does not cater enough to
protocol designers in that it does not explicitly define a decryption
algorithm Researchers famliar with the concept of a stream cipher
under stand that decryption and encryption are identical in stream

ci pher constructions, but this may not be clear to inplenenters.

In summary, [RFCB439] serves as an excellent exanple of a well -
witten cryptography specification, providing clear, precise, and
conmprehensi ve information for inplenenters, researchers, and protoco
designers alike. By studying and enulating the structure and content
of specifications |ike [RFC8439], authors can create high-quality
specifications that cater to the diverse needs of their target

audi ences.

8. Exampl es of Specifications That Could Be I|nproved
[ RFC8032] is a specification that describes the Edwards-curve Digita
Signature Algorithm (EdDSA). This specification had several errata

filed against it for corrections and has had docunented criticisns
publ i shed onli ne.
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8.1. Test Vectors

The test vectors included in this docunent were not conprehensive and
did not cover all the cases described in the algorithm resulting in
mul tiple inconpatible inplenentations. There were also issues with a
"greater than" conparison which shoul d have been a "greater than or
equal to" which were not explicitly covered by the test vectors.

8.2. Unnecessary Branching

Sone parts of EdDSA pernit nore than one verification path, which can
split inmplementations. For Ed25519, [RFC8032] gives two options:

8 SB=8R+ 8Kk_A (where * denotes scalar nultiplication, ’
denotes a derived point, and = denotes equality) or S B =R + k*A
(shortcut). The shortcut saves cycles but lets libraries disagree on
whi ch signatures are valid. Specs should avoid such optiona
branches—especially performance-only shortcuts—to keep

i npl ement ati ons i nteroperable.

8.3. Conpatibility and Modularity

EdDSA is a variant of the Schnorr signature scheme, but with sone
smal | variations that nake it inconpatible with other related Schnorr
signature schenes. This includes a "clanping" operation that makes
EdDSA keys and operations inconpatible with x25519 ([ RFC7748]). Many
of the issues in the specification derive fromthe fact that the
specification was witten to match an existing inplementation rather
than define an algorithm This limted the authors from focusing on
conpatibility with other related standards and primtives, resulting
i n numerous issues.

9. Concl usion

Quality matters in cryptographic specification witing. This
docunent provides guidelines for witing effective cryptography
speci fications, enphasizing the inportance of catering to different
audi ences, such as target audiences, with the end goal of enabling
hi gh- assurance cryptographic software. By focusing on sinplicity,
preci sion, consistency, reusability, collaboration, and conproni se,
specification witers can create docunents that are easier to

under stand, inplenent, and anal yze.

We have al so discussed the representati on of mathenmatical operations
and the inportance of clearly defining security definitions and
threat nodels. These elements are critical in ensuring that
specifications are not only technically accurate but also convey the
necessary infornation to properly assess the security properties of
cryptographic al gorithns and protocols.
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10.

11.

12.

12.

12.

Finally, we have examined a well-witten exanple, [RFC8439], to
demonstrate how these guidelines can be applied in practice, and by
hi ghl i ghting specific sections of this specification, we have shown
how aut hors can create high-quality specifications that cater to the
di verse needs of their target audi ences.

In conclusion, the process of witing cryptography specifications is
both an art and a science. The guidelines presented in this docunent
shoul d serve as a foundation for authors, but it is essential to
remai n open to feedback and col |l aboration with the broader comunity.
By doing so, we can continue to develop and refine the specifications
that underpin the secure and reliable conmunication systens of today
and the future.

Security Considerations

Thi s docunent di scusses best practices for witing and editing
crypt ography specifications. |t does not provide any guidance for
the semantic contents of those specifications.

Poor specification practices can |lead to serious security
vul nerabilities. Anbiguous algorithmdescriptions may result in
i nconpatible inplementations with different security properties.

I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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