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Abst ract

PQ T Hybrid Key Encapsul ati on Mechani snms (KEMs) conbi ne "post -

quant unt’ cryptographic al gorithnms, which are safe fromattack by a
quantum conputer, with "traditional" algorithns, which are not. CFRG
has devel oped a general framework for creating hybrid KEMs. In this
docunment, we define concrete instantiations of this framework to
illustrate certain properties of the framework and sinplify

i mpl ementors’ choi ces.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://cfrg.github.io/draft-irtf-cfrg-concrete-hybrid-kens/draft-
irtf-cfrg-concrete-hybrid-kens.html. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-irtf-
cfrg-concrete-hybrid-kens/.

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mail archive.ietf.org/arch/search/?email _|ist=cfrg. Subscribe
at https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com cfrg/draft-irtf-cfrg-concrete-hybrid-kens.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

3.

I nt roducti on

PQ T Hybrid Key Encapsul ati on Mechani snms (KEMs) conbi ne " post -

quant un’ cryptographic algorithns, which are safe fromattack by a
quantum conputer, with "traditional" algorithns, which are not. Such
KEMs are secure agai nst a quantum attacker as long as the PQ
algorithmis secure, and remain secure against traditional attackers
even if the PQ algorithmis not secure.

[ HYBRI D- KEMS] defines a general framework for creating hybrid KEMs.

It includes multiple specific nmechanisns for conbining a PQ al gorithm
with a traditional algorithm wth different performance properties
and security requirenents for the underlying algorithns.

In this docunment, we describe instances of these different specific
conbi ners, with specific choices for the underlying algorithnms. The
choi ces described here illustrate the security analysis required to
make choi ces that nmeet the requirenments of the general franmework, and
can serve as a baseline for application designers. W also provide
test vectors for these instances so that inplementors can verify the
correctness of their inplenentations.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

W nmake extensive use of the terminology in [ HYBR D KEMVS] .
Concrete Nom nal G oup and KEM I nst ances

Thi s docunent introduces concrete hybrid KEMinstances that in turn
depend on concrete KEM and nomi nal group instances. This section

i ntroduces the nom nal groups and KEM i nstances used for concrete
hybrid KEM i nstances, specified in line with the abstraction from

[ HYBRI D- KEMS] .  Section 3.1 defines the concrete nom nal groups, and
Section 3.2 defines the nominal KEMs.

1. Nominal G oups
Thi s section specifies concrete nom nal groups that inplement the

abstraction in [HYBRID-KEMS]. It includes groups based on the N ST
curves P-256 and P-384, as well as a group based on Curve25519.
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3.1.1. P-256 and P-384 Nomi nal G oups

The NI ST P-256 and P-384 elliptic curves are defined in [ SP800-186].

They are widely used for key agreenent and digital signature. In

this section, we define how they neet the Nominal G oup interface

described in [ HYBRI D KEMVS] .

G oup elenents are elliptic curve points, represented as byte strings

in the conpressed representation defined by the Elliptic-Curve-Point-

to-Cctet-String function in [ SECL].

The Nomi nal Group algorithns are the sane for both groups:

* Exp(p, X) ->q: This function computes scalar multiplication
between the input element (or point) p and the scalar x, according
to the group law for the curve specified in [ SP800-186].

* Randontcal ar (seed) -> k: Inplenmented by converting seed to an
i nteger using the Cctet-String-to-Integer function in [ SEC1], and
then reducing the resulting integer nodul o the group order.

* El enment ToShar edSecret (p) -> ss: The shared secret is the X
coordinate of the elliptic curve point p, encoded as an Nss-byte
string using the Field-El enent-to-Cctet-String function in [ SECL].

The group constants for the P-256 group are as foll ows:

*  Nseed: 48

* Nscalar: 32

* Nelem 33

*  Nss: 32

The group constants for the P-384 group are as foll ows:

*  Nseed: 72

* Nscal ar: 48

* Nelem 49

*  Nss: 48
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3. 1

Curve25519 Nomi nal G oup

The followi ng functions for the Curve25519 nom nal group are defined:

*

Exp(p, X) -> q: Inplenented by X25519(x, p) from [ RFC7748].

Randontcal ar (seed) -> k: Inplenmented by sanpling and outputting 32
random bytes from a cryptographically secure pseudorandom number
gener at or.

El ement ToShar edSecret (p) -> ss: Inplenmented by the identity
function, i.e., by outputting P

The foll owi ng constants are al so defi ned.

*

3. 2.

Nseed: 32
Nscal ar: 32
Nel em 32
Nss: 32

Concrete KEM | nst ances

This section specifies concrete KEM instances that inplenent the KEM
abstraction from [ HYBRI D- KEMS] .

3. 2.

M.- KEM 768 and M.- KEM 1024

The M.- KEM 768 and M.- KEM 1024 KEMs are defined in [FIPS203]. The
al gorithms defined in that specification map to the KEM abstraction
in [HYBRI D- KEMS] as foll ows:

*

GenerateKeyPair() -> (ek, dk): Inplenented as KeyGen in
Section 7.1 of [FIPS203].

Deri veKeyPair(seed) -> (ek, dk): Inplenented as
KeyGen_i nternal (seed[ 0: 32], seed[32:64]), where KeyGen_internal is
defined in Section 6 of [FIPS203].

Encaps(ek) -> (ct, ss): Inmplemented as Encaps in Section 7.2 of
[ FI PS203] .

Decaps(dk, ct) -> ss: Inplemented as Encaps in Section 7.3 of
[ FI PS203] .

The KEM constants for M.-KEM 768 are as foll ows:
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*  Nseed: 64
*  Nek: 1216
*  Ndk: 32
* Net: 1120
* Nss: 32

The KEM constants for M.- KEM 1024 are as fol |l ows:

*  Nseed: 64
*  Nek: 1629
*  Ndk: 32
* Nct: 1629
* Nss: 32

3.3. Concrete PRG instances

This section specifies concrete PRG instances that inplenment the PRG
abstraction from [ HYBRI D- KEM5] and neet the required security
definitions.

3.3.1. SHAKE256

SHAKE256 i s an extendabl e-out put function (XOF) defined in the SHA-3
specification [ FIPS202]. It can be used as a PRG for arbitrary

val ues of Nout. Wen SHAKE256 is used as the PRG conponent in a
hybrid KEM it is inplcit that Nout == KEM T. Nseed + KEM PQ Nseed or
Nout == Group_T.Nseed + KEM PQ Nseed as appropriate

3.4. Concrete KDF instances
This section specifies concrete KDF instances that inplenent the KDF
abstraction from|[HYBRI D-KEMS] and neet the required security
definitions.

3.4.1. SHA-3
The SHA-3 hash function is defined in [FIPS202]. It produces a

32-byte output, so it is appropriate for use in hybrid KEMs with Nss
= 32.
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4. Concrete Hybrid KEM I nst ances

This section instantiates the foll owi ng concrete KEMs:

(SF- MLKEM768- P256- SHA3256- SHAKE256: A hybrid KEM conposi ng M-

KEM 768 and P-256 using the QSF schene, with SHAKE256 as the PRG
and SHA3-256 as the KDF.

SF- MLKEM768- X25519- SHA3256- SHAKE256: A hybrid KEM conposi ng M-
KEM 768 and Curve25519 using the QSF schene, wth SHAKE256 as the
PRG and SHA3-256 as the KDF. This construction is identical to
the X-Wng construction in [ XW NG SPEC] .

SF- MLKEML024- P384- SHA3256- SHAKE256: A hybrid KEM conposing M-

KEM 1024 and P-384 using the QSF scheme, with SHAKE256 as the PRG
and SHA3-256 as the KDF.

Each instance specifies the PQ and traditional KEMs being conbined,

the conbi ner construction from[HYBRID-KEMS], the |abel to use for

domai n separation in the conbiner function, as well as the PRG and

KDF functions to use throughout.

4.1. (QSF- MLKEM768- P256- SHA3256- SHAKE256

This hybrid KEMis heavily based on [ XWNGE, using the QSF conbi ner

from[HYBRID-KEMS]. In particular, it has the same exact design but

uses P-256 instead of X25519 as the the traditional conponent of the
algorithm It has the follow ng paraneters.

* Goup T:. P-256 Section 3.1.1

* KEM PQ M.-KEM 768 Section 3.2.1

*  PRG SHAKE- 256 [ FI PS202]

* KDF: SHA3-256 [FIPS202]

* Label: QSF-P256- MLKEM/68- SHAKE256- SHA3256

The KEM constants for the resulting hybrid KEM are as foll ows:

*  Nseed: 32

*  Nek: 1217

*  Ndk: 32

* Net: 1121
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*

4. 2.

Nss:

32

QSF- MLKEM/68- X25519- SHA3256- SHAKE256

This hybrid KEMis identical to X-Wng [ XWNG SPEC]. It has the
fol |l owi ng paraneters.

*

G oup_T: Curve25519 Section 3.1.2

KEM PQ M.- KEM 768 Section 3.2.1

PRG SHAKE- 256 [FI PS202]

KDF:

SHA3- 256 [ FI PS202]

Label : \.//™

(This | abel does not follow the sane pattern as the other KEMs here,
but was chosen for conpatibility with the X-Wng specification.)

The foll owi ng constants for the hybrid KEM are al so defi ned:

*

4. 3.

Nseed: 32

Nek:
Ndk:
Nct :

Nss:

1216
32
1120

32

QSF- MLKEML0O24- P384- SHA3256- SHAKE256

QSF- MLKEML024- P384- SHA3256- SHAKE256 has the foll owi ng paraneters:

*

G oup_T: P-384 Section 3.1.1

‘ KEM_PQ M.- KEM 1024 Section 3.2.1

PRG SHAKE- 256 [ FI PS202]

KDF:

HKDF- SHA- 256 [ RFC5869]

Label : QSF- P384- MLKEML024- SHAKE256- SHA3256

The foll owing constants for the hybrid KEM are al so defi ned:
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*  Nseed: 32
*  Nek: 1629
*  Ndk: 32
* Nct: 1629
* Nss: 32

5. Security Considerations
[[ TODO]]
6. | ANA Consi derations
Thi s docunment has no | ANA acti ons.
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