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Abstract

Thi s docunent describes the BBS Signhature schene, a secure, nmulti-
message digital signature protocol, supporting proving know edge of a
signature while selectively disclosing any subset of the signed
messages. Concretely, the schene allows for signing nmultiple
messages whil st producing a single, constant size, digital signature.
Addi tionally, the possessor of a BBS signatures is able to create

zer o- knowl edge, proofs of know edge of a signature, while selectively
di scl osi ng subsets of the signed nessages. Being zero-know edge, the
BBS proofs do not reveal any information about the undiscl osed
messages or the signature itself, while at the sane tine,
guaranteeing the authenticity and integrity of the disclosed
messages.
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https://github. com decentralized-identity/bbs-signature.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

A digital signature schene is a fundanental cryptographic primtive
that is used to provide data integrity and verifiable authenticity in
various protocols. The core prenise of digital signature technol ogy
is built upon asymretric cryptography where-by the possessor of a
private key is able to sign a nessage, where anyone in possession of
the correspondi ng public key matching that of the private key is able
to verify the signature.
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Beyond the core properties of a digital signature scheme, the BBS
signatures and proofs provide nultiple additional unique properties.
Three key ones are:

*Sel ective Disclosure* - The schene allows a Signer to sign nultiple
messages and produce a single -constant size- output signature. A
Prover then possessing the nmessages and the signhature can generate a
proof whereby they can choose which nessages to disclose, while
reveal ing no informati on about the undiscl osed messages. The proof
itself guarantees the integrity and authenticity of the disclosed
messages (e.g. that they were originally signed by the Signer).

*Unl i nkabl e Proofs* - The proofs generated by the schene are zero-
know edge, proofs of know edge of the signature, neaning a verifying
party in receipt of a proof is unable to determ ne which signature
was used to generate the proof, renoving a conmon source of

correlation. In general, the value of a BBS proof is
i ndi stingui shable fromrandomeven if generated fromthe sane
signature.

*Proof of Possession* - The proofs generated by the schene prove to a
Verifier that the party who generated the proof (Prover) was in
possession of a signature without revealing it. The schene al so
supports binding a presentati on_header to the generated proof, which
acts as a nessage signed by the Prover. The presentation_header can
include arbitrary informati on such as a cryptographi c nonce, an

audi ence/ domain identifier and or time based validity information
(for nore details on the presentation_header, see Section 3.3.6).

Refer to the Appendix C for an el aboration on situations where these
properties are useful

Bel ow i s a basic diagram describing the main entities involved in the
schene
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Figure 1: Basic diagramcapturing the main entities involved in
usi ng the schene

*Not e* The protocols inplied by the itens annotated by an asterisk
are out of scope for this specification

The nane BBS is derived fromthe authors of the original acadenic
wor k by Dan Boneh, Xavier Boyen, and Hovav Shacham [ BBSO4], where the
schene was first described as part of a group signatures protocol
Soon after, the schene was described by Caneni sch and Lysyanskaya as
a stand-al one signatures schene in [CL0O4], for anonynous credentials
applications. Later, Au, Susilo an Miu presented the first, provably
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secure version of BBS Signatures in [ASM)6]. Follow ng, works by
Caneni sch, Drijvers and Lehmann [CDL16] and by Barki, Brunet,
Desmoul i ns and Traore [BBDT16], proved the security of the schene in
settings where nore efficient conputations are possible, thereby

i mproving performance. Finally, in 2023, Tessaro and Zhu, presented
in [TZ23] further performance inprovenents, shrinking the BBS
signature. This docunment is mainly based on that work. More
specifically, the BBS signature generation and verification
algorithms are as defined in Section 3.1 of [TZ23] while the BBS
proof generation and verification algorithns are as defined in
Appendi x B of the sanme work.

Note that the BBS Signatures schene is based on the discrete

| ogarithm problem This neans that it is not "post-quantum secure"
However, the privacy and hiding properties of BBS proofs are
resilient even against an attacker utilizing a Cryptographically
Rel evant Quantum Conputer ([I-D.ietf-pquip-pqc-engineers]). See
Section 6.9 for an el aboration on the security properties of BBS

Si gnat ures agai nst such a conputer.

1.1. Term nol ogy
The followi ng termi nology is used throughout this docunent:

SK The secret key for the signature schene.

PK The public key for the signature schene.

message An octet string, representing a signed nessage.

L The total nunber of signed nessages.

R The nunber of nessage indexes that are disclosed (revealed) in a
pr oof - of - knowl edge of a signature.

U The nunmber of message indexes that are undisclosed in a proof-of-
know edge of a signature.

scalar An integer between O and r-1, where r is the prinme order of
the sel ected groups, defined by each ciphersuite (see al so
Section 1.2).

generator A valid point on the sel ected subgroup of the curve being
used that is enployed to commit a val ue.

signature The digital signature output.

header A payl oad chosen by the Signer and bound to a BBS signature,
as well as the BBS proofs generated using that signature.

presentati on_header (ph) A payload generated and bound to a specific
BBS pr oof .

dst The domai n separation tag.

| 20SP An operation that transforms a non-negative integer into an
octet string, defined in Section 4 of [RFC8017]. The output of
this operation is in big-endian order

OS2I P An operation that transforns a octet string into an non-
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1.

2

negative integer, defined in Section 4 of [RFC8017]. The input of
this operation rmust be in big-endian order.

I NVALI D, ABORT Error indicators. |INVALID refers to an error
encountered during the Deserialization or Procedure steps of an
operation. An INVALID value can be returned by a subroutine and
handl ed by the calling operation. ABORT indicates that one or
more of the initial constraints defined by the operation are not

met. In that case, the operation will stop execution. An
operation calling a subroutine that aborted nmust also i mediately
abort.

Not at i on

The following notation and prinitives are used:

a || b Denotes the concatenation of octet strings a and b

I \''J Denotes the difference of the two sets | and J, i.e., all the
el ements of | that do not appear in J, in the sane order as they
were in |.

X[a..b] Denotes a slice of the array X containing all elenents from
and including the value at index a until and including the val ue
at index b. Note when this syntax is applied to an octet string,
each elenment in the array X is assuned to be a single byte.

I ength(input) Takes as input either an array or an octet string. |If
the input is an array, returns the nunber of elenments of the
array. |If the input is an octet string, returns the number of
bytes of the inputted octet string.

X[i] Denotes the elenment of array X at index i. Note that arrays in

this docunment are considered "zero-indexed", neaning that el enent
i ndexing starts fromO rather than 1. For exanple, if X =1[a, b,
c, d]l then X[0] =a, X[1] =b, X[2] =c and X 3] = d.

Terms specific to pairing-friendly elliptic curves that are rel evant
to this docunent are restated below, originally defined in
[I-Dirtf-cfrg-pairing-friendly-curves].

El, E2 elliptic curve groups defined over finite fields. This
docunent assumes that E1 has a nore conpact representation than

E2, i.e., because El is defined over a smaller field than E2. For
a pairing-friendly curve, this docunent denotes operations in El
and E2 in additive notation, i.e., P + Q denotes point addition

and P * x denotes scalar nmultiplication, where x is a scalar.
Gl, & subgroups of E1 and E2 (respectively) having prine order r.
GI' a subgroup, of prime order r, of the nultiplicative group of a
field extension.
h GL x & -> GI: a non-degenerate bilinear map.
r The prime order of the GL and & subgroups.
BP1, BP2 base (constant) points on the GL and & subgroups
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1.

3.

respectivel y.

ldentity Gl, ldentity &, ldentity GI' The identity elenment for the
Gl, &, and GTI subgroups respectively.

hash _to curve_gl(ostr, dst) -> P A cryptographic hash function that
takes an arbitrary octet string as input and returns a point in
Gl, using the hash_to _curve operation defined in [ RFC9380] and the
inputted dst as the domain separation tag for that operation (nore
specifically, the inputted dst will becone the DST paraneter for
the hash_to _field operation, called by hash_to_curve).

expand_nessage(nsg, dst, len) -> ostr returns a uniformy random

octet string of len octets, determnistically on input a nessage

meg to be hashed as an octet string, another octet string

representing a donmain separation tag dst and the nunber of octets

to be returned (len).

nt_to octets_E1(P) -> ostr, point_to _octets_E2(P) -> ostr returns

the canoni cal representation of the point P of the elliptic curve

El or E2 as an octet string. This operation is also known as

serialization. Note that we assune that when the point is valid,

all the serialization operations will always succeed to return the

octet string representation of the point.

octets_to_point_El(ostr) -> P, octets_to_point_E2(ostr) -> P returns
the point P for the respective elliptic curve corresponding to the
canoni cal representation ostr, or INVALID if ostr is not a valid
out put of the respective point to octets E* function. This
operation is also known as deserialization

subgr oup_check_G1(P), subgroup_check_G2(P) -> VALID or |NvVALID
returns VALID when the point P is an elenment of the subgroup GL or
& correspondi ngly, and I NVALID otherwi se. This function can
al ways be inplenmented by checking that r * Pis equal to the
identity element. In some cases, faster checks may al so exi st,
e.g., [Bowel9]. Note that these functions should always return
VALI D, on input the lIdentity point of the correspondi ng subgroup

po

Docurrent Organi zati on

Thi

s docunent is organized as foll ows:

* Scheme Definition (Section 3), defines the core operations and
paraneters for the BBS signature schene.

* UWility Operations (Section 4), defines utilities used by the BBS
si gnature schene.

* Security Considerations (Section 6), describes a set of security
consi derations associated to the signature schene.

* Ciphersuites (Section 7), defines the format of a ciphersuite,
al ongsi de a concrete ciphersuite based on the BLS12-381 curve.
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2

3.

3.

Conventi ons

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ RFC2119].

Schene Definition

This section defines the BBS signature schene, including the
paraneters required to define a concrete instantiation of the
pr ot ocol

1.

Par anmet ers

The schenes operations defined in this section depend on the
fol | owi ng paraneters:

*

2

A pairing-friendly elliptic curve, plus associated functionality
given in Section 1.2.

A hash-to-curve suite as defined in [ RFC9380], using the
af orenentioned pairing-friendly curve. This defines the
hash_to _curve and expand_nessage operations, used by this
docunent .

get _random(n): returns a randomoctet string with a length of n
bytes, sanpled uniformy at randomusing a cryptographically
secure pseudo-random nunber generator (CSPRNG or a pseudo random
function. See [RFC4086] for recommendati ons and requirenments on
the generation of random nunbers.

I nterfaces

The BBS signature schene is organi zed as foll ows:

*

*

A set of low level (core) operations, taking care of the main
cryptographic functionality.

An Application Interface, that uses the core operations in a
secure way.

Together with a set of utility procedures, defining functionality
that is commopn between different interface procedures or core
operations, a full BBS Signatures depl oynent can be defi ned.

Each of the core operations (see Section 3.6) expects a |list of
points (called the generators, see Section 3.3.2) and a list of
nmessages represented as scal ar values (see Section 3.3.3). It is the

job of the Interface to:
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1. Create the necessary generators.
2. Map the inputted nmessages to scal ars.

This allows for extensibility of the core scheme w thout exposing the
resulting conplexity to all applications. To ensure proper
separation between BBS Interfaces with distinct functionality, each
Interface is paranetrized by a unique identifier (called api_id) that
will be used as a domain separation tag (dst) by the core

(Section 3.6) and utility (Section 4.1) procedures. A docunent
extending the core functionality of BBS Signatures by defining a new
Interface, MJST ensure that it adheres to the requirenents described
in Section 3.8.

3.3. Considerations
3.3.1. Subgroup Sel ection

For defining BBS signatures there are two possible variations
regardi ng the subgroup sel ection, nanely where public keys are
defined in & and signatures in GL OR the opposite where public keys
are defined in GL and signatures in (. Sone pairing-based digita
signature schenes such as [I-D.irtf-cfrg-bls-signature] elect to
all ow for both variations, because they optinize for different use
cases. However, in case of BBS Signatures, due to the operations

i nvol ved in both signature and proof generation being conputationally
i nefficient when perforned in G and in the pursuit of sinplicity,
the BBS Sighatures schene as defined in this docunent is limted to a
construction where public keys are in & and signatures in Gl.

3.3.2. GCenerators

Thr oughout the operations of this signature schene, each message that
is signed is paired with a specific point of Gl, called a generator
Specifically, if a generator H1 is nultiplied with nsg 1 during
signing, then H1 MJST be nmultiplied with nmsg_1 in all other
operations (signature verification, proof generation and proof
verification). As a result, the nessages nust be passed to the
operations of the BBS schene in the same order.

Aside fromthe nessage generators, the scheme uses one additiona
generator Q1 to sign the signature’s donmain, which binds both the
signature and generated proofs to a specific context and
cryptographically protects any potential application-specific
informati on (for exanple, nmessages that nust al ways be discl osed,

ci phersuite paraneters or an application identifier). This docunent
uses the procedures defined in [ RFC9380] to create the generators.
See Section 4.1.1 on nore details.
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3.3.3. Messages

In this docunment, the nmessages to be signed are defined as octet
strings. Each nessage nust be mapped to a scal ar val ue before passed
to one of the core BBS operations (Section 3.6). There are various
ways to map a nessage to a scalar value. The BBS Signhatures
Interface defined in this docunent (see Section 3.5), makes use of a
hash function (see Section 4.1.2). See Section 4.1.2 on further
details on how the each nessage is mapped to a scal ar val ue and
Section 6.8 for nore details and gui dance on using alternative
mappi ng net hods.

3.3.4. Indexing of Arrays
Note that arrays in this docunent use the zero-based nunbering conmon
in many programm ng | anguages, neani ng that el ement indexing starts
fromO (see Section 1.2). This is distinct from nam ng used during
deserialization of arrays, where natural (one-based) numbering m ght
be used as part of the nanes of the array’s elements for clarity in
that context.
For exanple, if Xis an array of n elenents, we may wite,
[a1l a2 ..., an =X

The above woul d i ndicate that

X[0] = a1l
X[1] =az2
/1 ... and so on, up to

X[n-1] = a_n
3.3.5. Serializing to Cctets

When serializing one or nore values to produce an octet string, each
el ement will be encoded using a specific operation deternmined by its
type. More concretely,

* Points in Ef will be serialized using the point_to_octets_FE*
i mpl ementation for a particular ciphersuite.

* Non-negative integers will be serialized using |20SP with an
output length of 8 bytes.

* Scalars will be serialized using I20SP with a constant output
I ength defined by a particul ar ciphersuite.

We al so use strings in double quotes to represent ASClI-encoded

literals. For exanple "BBS' will be used to refer to the octet
string, 010000100100001001010011
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Those rules will be used explicitly on every operation. See also
serialize defined in Section 4.2.4.1

3.3.6. Header and Presentation Header Usage

There are two special values defined by the BBS Schene; the header
and the presentation_header. The header value is chosen by the
Signer and is bound to both a BBS signature and to any BBS proofs
generated using that signature. Specifically, the Prover is required
to reveal the header to the proof Verifier during every BBS proof
presentation. As a result, the Signer SHOULD NOT include in the
header any identifying information that nmay have the potential of
conmprom sing the Prover’'s privacy (see Section 5). Suitable use
cases taking advantage of the header val ue include binding a BBS
signature (and subsequent BBS proofs) to a specific application,

depl oynent or domain, (in general, binding the signature to specific
sets of netadata).

Simlarly, the Prover can choose a presentation_header value to be
bound to the BBS proof (in contrast to the header value that is
chosen by the Signer and is bound to both BBS proof and signature).
Verifying a BBS proof will guarantee the authenticity and integrity
of the presentation_header value. This nakes it suitable for
ensuring the freshness of a BBS proof, for exanple, by including in
it a (possibly supplied by the Verifier) randomvalue. Qher use
cases include binding the BBS proof to a certain domai n/ audi ence or
validity period. The presentation_header can al so be used by the
Prover to sign a nessage. 1In this case, the Prover will add to the
presentati on_header the nessage they want to sign. A valid BBS proof
guarantees that the message contained in the presentati on_header was
signed by the same Prover that generated that proof (simlar to how
group signatures work [BBS04], where the group in this case will be
all the Provers having received valid signatures under a specific
public key).

3.3.7. Unlinkability

As nentioned in the Introduction, a BBS proof is unlinkable. 1In this
section we will define the termin nore detail. Formally, we use
unlinkability to refer to the fact that a BBS proof is zero-know edge
[TZ23]. |In practice, this guarantees that an adversary (a Verifier,
the Issuer or coalitions between one or nore Verifiers and the
Issuer) will not be able to infer any information fromthe BBS proof
val ue, other than what the Prover decided to provide, even with
access to multiple proof values. Consequently, the Verifier will not
be able to correlate nultiple proofs generated by the sane signature
or Prover. Note however, that this holds only for the value of the
BBS proof. In other words, other values revealed by the Prover
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during their interaction with a Verifier, my still be used to
correlate their activity and conpronise their privacy. Exanmples of
such val ues include the disclosed nessages (if the sanme nessage of
hi gh enough entropy is reveal ed between nultiple proofs), the header
and presentation_header values (see Section Section 3.3.6), or the
total nunber of signed nessages. See Section Section 5 for privacy
consi derati ons and recomendati ons on ninim zing these sources of
correl ation.

3.4. Key Generation Qperations
3.4.1. Secret Key

Thi s operation generates a secret key (SK) deterministically froma
secret octet string (key_material). This operation is the
RECOMVENDED way of generating a secret key, but its use is not
required for conpatibility, and inplenentations MAY use a different
key generation procedure. For security, such an alternative MJST
output a secret key that is statistically close to uniformy random
in the range from1l tor - 1. An exanple of an HKDF-based
alternative is the KeyGen operation defined in Section 2.3 of
[I-Dirtf-cfrg-bls-signature] (with an appropriate, BBS specific,
salt value, like "BBS SI G KEYGEN SALT ").

For security, key material MJST be random and i nfeasible to guess,
e.g. generated by a trusted source of randommess and wi th enough
entropy. See [RFC4086] for suggestions on generating randonmess.
key material MJST be at |least 32 bytes long, but it MAY be | onger

KeyCGen takes an optional input, key_info. This paraneter MAY be used
to derive distinct keys fromthe same key materi al

Because KeyGen is determnistic, inplenmentations MAY choose either to

store the resulting SK or to store key material and key_info and cal
KeyGen to derive SK when necessary.
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SK = KeyGen(key_material, key_ info, key_dst)
| nput s:

- key material (REQUI RED), a secret octet string. See requirenents
above.
- key_info (OPTIONAL), an octet string. Defaults to an enpty string if
not suppli ed.
- key_dst (OPTIONAL), an octet string representing the domain separation
tag. Defaults to the octet string
ciphersuite_id || "KEYGEN DST " if not supplied.

Qut put s:

- SK, a uniformy randominteger such that 0 < SK < r.

Procedure:

1. if length(key_material) < 32, return INVALID

2. if length(key_info) > 65535, return |INVALID

3. derive_input = key_material || 120SP(length(key_info), 2) || key_info
4. SK = hash_to_scal ar(derive_input, key_ dst)

5. if SKis INVALID, return | NVALID

6. return SK

w

4.2. Public Key

This operation takes a secret key (SK) and outputs a correspondi ng
public key (PK).

PK = SkToPk( SK)

| nput s:

- SK (REQUI RED), a secret integer such that 0 < SK < r.
Qut put s:

- PK, a public key encoded as an octet string.
Procedure:

1. W= SK * BP2
2. return point_to_octets_ E2(W
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3.5. BBS Signatures Interface

This section defines a BBS Signhatures Interface (see Section 3.2),
that nmakes use of the core operations defined in Section 3.6, to
performthe functions of signing and verifying the signature, as well
as generating and validating the BBS proof. To create the generators
(see Section 3.3.2) it uses the create_generators operation defined
in Section 4.1.1. Each input nessage is an octet string (see
Section 3.3.3). To map the nessages to scalars, it uses the
messages_to_scal ars operation defined in Section 4.1.2. Generated
signatures and proofs nay optionally be bound to a header value. A
BBS proof nmay additionally be bound to a presentation_header val ue.
See Section 3.3.6 for nore details on the header and
present ati on_header usage.

The api _id parameter for this Interface is defined as,
api _id = ciphersuite_id || "HG HWS "
where ciphersuite_id is defined by the ciphersuite and "H2G HWS " is
an ASCI| string conprised of 9 bytes, wherein "H2G " refers to the
identifier of the create _generators operation used (see
Section 4.1.1) and "HWS " is the identifier of the used
messages_to_scal ars nmapping (see Section 4.1.2).

3.5.1. Signature CGeneration (Sign)

The Sign operation returns a BBS signature froma secret key (SK),
over a header and a set of nessages.
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signature = Sign(SK, PK, header, nessages)
| nput s:

- SK (REQUI RED), a secret key in the formoutputted by the KeyGen

operati on.

- PK (REQUI RED), an octet string of the form outputted by SkToPk

provi ded the above SK as input.

- header (OPTIONAL), an octet string containing context and application
specific information. If not supplied, it defaults
to the enpty octet string ("").

- nmessages (OPTIONAL), a vector of octet strings. If not supplied, it

defaults to the enpty array ("()").

Par amet er s:

- api_id, the octet string ciphersuite id || "H2G HWS ", where
ciphersuite id is defined by the ciphersuite and "H2G HwWS "
is an ASCI|l string conprised of 9 bytes.

CQut put s:

- signature, a signature encoded as an octet string; or |NVALID

Pr ocedur e:

1. message_scal ars = nessages_to_scal ars(nessages, api_id)
2. generators = create_generators(length(nessages)+1, api _id)

3. sighature = CoreSign(SK, PK, generators, header, nessage_scal ars,
api _id)
4. if signature is INVALID, return | NVALID
5. return signature
3.5.2. Signature Verification (Verify)

The Verify operation validates a BBS signhature, given a public key
(PK), a header and a set of nessages.
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result = Verify(PK, signature, header, nessages)
| nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk
operati on.
- signature (REQUI RED), an octet string of the formoutputted by the
Sign operation

- header (OPTIONAL), an octet string containing context and application
specific information. If not supplied, it defaults
to the enpty octet string ("").

- nmessages (OPTIONAL), a vector of octet strings. If not supplied, it

defaults to the enpty array ("()").

Par anet ers:

- api_id, the octet string ciphersuite id || "H2G HWS ", where
ciphersuite id is defined by the ciphersuite and "H2G HwWS "
is an ASCI|l string conprised of 9 bytes.

CQut put s:
- result, either VALID or | NVALID
Pr ocedur e:

1. message_scal ars = nessages_to_scal ars(nessages, api_id)
2. generators = create_generators(length(nessages)+1, api _id)

3. result = CoreVerify(PK, signature, generators, header
message_scal ars, api_id)
4. return result

3.5.3. Proof Generation (Proof Gen)

The Proof Gen operation creates a BBS proof, which is a zero-

know edge, proof-of-know edge of a BBS signature, while optionally
di scl osi ng any subset of the signed nmessages. Validating the proof
(see Proof Verify defined in Section 3.5.4) guarantees authenticity
and integrity of the header and discl osed nessages, as well as
know edge of a valid BBS signature.
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O her than the Signer’s public key (PK), the BBS signature and the

si gned header and nmessages, the operation also accepts a
present ati on_header value. That value, chosen by the Prover, wll
also be integrity protected (signed) by the resulting proof (see
Section 3.3.6). Finally, to indicate which of the nessages shoul d be
di scl osed, the operation accepts a list of integers in ascending
order, representing the indexes of those messages.

proof = Proof Gen(PK, signature, header, ph, messages, disclosed_indexes)
I nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk
operati on.
- signature (REQUI RED), an octet string of the formoutputted by the
Si gn operation
- header (OPTIONAL), an octet string containing context and application
specific information. If not supplied, it defaults
to the enpty octet string ("").
- ph (OPTIONAL), an octet string containing the presentation_header. If
not supplied, it defaults to the enpty octet
string ("").
- nmessages (OPTIONAL), a vector of octet strings. If not supplied, it
defaults to the enpty array ("()").
- disclosed_i ndexes (OPTIONAL), vector of unsigned integers in ascending
order. Indexes of disclosed nmessages. |If
not supplied, it defaults to the enpty

array ("()").

Par anmet er s:

- api_id, the octet string ciphersuite_id || "H2G HWS ", where
ciphersuite_id is defined by the ciphersuite and "H2G HwWS "
is an ASCI| string conprised of 9 bytes.

Qut put s:

- proof, an octet string; or |NVALID.

Pr ocedur e:

1. message_scal ars = nessages_to_scal ars(nessages, api _id)
2. generators = create_generators(l ength(nessages) + 1, api_id)

3. proof = CoreProof Gen(PK, signature, generators, header, ph
message_scal ars, discl osed i ndexes, api _id)

4. if proof is INVALID, return | NVALID

5. return proof
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3.5.4. Proof Verification (ProofVerify)

The Proof Verify operation validates a BBS proof, given the Signer’s
public key (PK), a header and presentation_header val ues, the

di scl osed nessages and the indexes those nmessages had in the origina
vector of signed nessages.

result = ProofVerify(PK, proof, header, ph
di scl osed_messages,
di scl osed_i ndexes)

I nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk

operati on.

- proof (REQUI RED), an octet string of the formoutputted by the

Pr oof Gen operati on.

- header (OPTIONAL), an optional octet string containing context and
application specific information. |If not suppli ed,
it defaults to the enpty octet string ("").

- ph (OPTIONAL), an octet string containing the presentation_header. If

not supplied, it defaults to the enpty octet
string ("").

- di scl osed_nessages (OPTIONAL), a vector of octet strings. If not
supplied, it defaults to the enpty
array ("()").

- di scl osed_i ndexes (OPTIONAL), vector of unsigned integers in ascending

order. Indexes of disclosed nessages. |If
not supplied, it defaults to the enpty

array ("0").

Par anet ers:

- api_id, the octet string ciphersuite_id || "H2G HWS ", where
ciphersuite id is defined by the ciphersuite and "H2G HwWS "
is an ASCI| string conprised of 9 bytes.

- (octet_point_length, octet_scalar_length), defined by the ciphersuite.

CQut put s:

- result, either VALID or |NVALID

Deserial i zation

1. proof len_floor = 3 * octet_point_length + 4 * octet_scal ar_Ilength
2. if length(proof) < proof len floor, return I NVALID

3. U= floor((length(proof) - proof len floor) / octet _scal ar_| ength)
4. R = |l ength(di scl osed_i ndexes)
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Procedure:

1. message_scal ars = nessages_t o_scal ars(di scl osed_nessages, api _id)

2. generators = create_generators(U + R+ 1, api _id)

3. result = CoreProofVerify(PK, proof, generators, header, ph
message_scal ars, discl osed_i ndexes, api _id)

4. return result

3.6. Core QOperations

The operations defined in this section performthe |owleve
cryptographic functionality of BBS Signatures. Those core functions
MJUST only be invoked by an Application Interface that conformto the
requirenents outlined in Section 3.8.

The operations of this section nake use of functions and sub-routines
defined in Utility Operations (#utility-operations). More
specifically,

* hash_to_scalar is defined in Section 4.2.2

* calculate _domain is defined in Section 4.2.3.

* serialize, signature to octets, octets to_signature,
proof to octets, octets to proof and octets to pubkey are defined
in Section 4.2. 4.

* his the pairing operation used (see Section 1.2), defined as part
of the ciphersuite.

Each core operation will accept a vector of generators (points of Gl)
and optionally, a vector of messages. The generators MJST be unique
and pseudo-randomi.e., with no known relationship to each other

See Section 4.1.1.1 for nore details. Each nessage is represented as
a scalar value. See Section 4.1.2 for ways to map a nessage to a
scal ar and the correspondi ng security requirenents.

Furthernore, all core operations accept the Signer’'s public key (PK)
as well as an optional octet string representing an Interface
identifier (api_id).

*Not e* Sone of the utility functions used by the core operations of
this section could fail (ABORT). |In that case, the calling operation
MUST al so i mredi ately abort.
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3.6.1. CoreSign

Thi s operation conputes a determnistic signature froma secret key
(SK), a set of generators (points of Gl) and optionally a header and
a vector of nmessages. Note that signature generation is
deterministic, in contrast to the acadenic literature, where
signature generation, and nore specifically the calculation of the e
val ue (Procedure step 2 below), is random zed (i.e., the e value is
drawn at random instead of been deterministically calcul ated by
hashing the Signer’s secret key and the list of nessages). This
alteration protects the schenme (at |east the signhature generation
part) fromvulnerabilities related to bad entropy sources, as well as
sone of the the best currently known attacks, as suggested in [TZ23].
Additionally, it makes testing of the CoreSign operation easier, as
it avoids the need for a nocked random scal ar.

signature = CoreSign(SK, PK, generators, header, nessages, api _id)
I nput s:

- SK (REQUI RED), a secret key in the formoutputted by the KeyGen

operati on.

- PK (REQUI RED), an octet string of the form outputted by SkToPk

provi ded the above SK as input.

- generators (REQUI RED), vector of pseudo-random points in Gl.

- header (OPTIONAL), an octet string containing context and application
specific information. If not supplied, it defaults
to the enpty octet string ("").

- nmessages (OPTIONAL), a vector of scalars representing the nessages.

If not supplied, it defaults to the empty
array ("()").

- api_id (OPTIONAL), an octet string. If not supplied it defaults to the
enpty octet string ("").

Par anet er s:

- P1, fixed point of Gl, defined by the ciphersuite.

CQut put s:

- signature, a vector conprised of a point of Gl and a scal ar
Definitions:

1. hash_to_scalar_dst, an octet string representing the domain

separation tag: api_id || "H2S_ " where "H2S " is
an ASCI| string conprised of 4 bytes.
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Deserial i zation

1. L = |l ength(nmessages)

2. if length(generators) != L + 1, return I NVALID

3. (neg_1, ..., neg_L) = nmessages

4. (Q1, H1, ..., HL) = generators

Procedure

1. domain = calculate domain(PK, Q1, (HJ1, ..., HL), header, api_id)

2. e = hash _to _scalar(serialize((SK, nmsg 1, ..., nsg_L, dommin)),
hash_t o_scal ar _dst)

3. B=P1L +Q1* dommin + H1 * msg 1 + ... + HL * nsg_L

4. A=B* (1 / (SK + ¢))

5. return signature_to octets((A, e))

*Not e* When conputing step 4 of the above procedure there is an
extrenmely small probability (around 27(-r)) that the condition (SK +
e) =0 mdr will be met. How inplementations evaluate the inverse
of the scalar value 0 may vary, with sonme returning an error and
others returning 0 as a result. |If the returned value fromthe

i nverse operation 1/(SK + e) does evaluate to O the value of A wll
equal Identity GL thus an invalid signature. |nplenentations MAY
elect to check (SK +e) =0 nmod r prior to step 4, and or A!l=
ldentity Gl after step 4 to prevent the production of invalid

si gnat ures

3.6.2. CoreVerify

Thi s operation checks that a signature is valid for a given set of
generators, header and vector of messages, against a supplied public
key (PK). The set of nessages MJST be supplied in this operation in
the sane order they were supplied to CoreSign (Section 3.6.1) when
creating the signature.
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result = CoreVerify(PK, signature, generators, header, nessages, api_id)
| nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk

operati on.

- signature (REQUI RED), an octet string of the formoutputted by the

Si gn operation.

- generators (REQU RED), vector of pseudo-random points in Gl.

- header (OPTIONAL), an octet string containing context and application
specific information. If not supplied, it defaults
to the enpty octet string ("").

- messages (OPTIONAL), a vector of scalars representing the nessages.

If not supplied, it defaults to the enpty
array ("()").

- api _id (OPTIONAL), an octet string. If not supplied it defaults to the
enpty octet string ("").

Par anmet ers:

- P1, fixed point of Gl, defined by the ciphersuite.
Qut put s:

- result, either VALID or |NVALID.

Deserialization:

1. signature result = octets_to_signature(signature)

2. if signature_result is INVALID, return |INVALID

3. (A e) = signature_result

4. W= octets_to_pubkey(PK)

5. if Wis INVALID, return |INVALID

6. L = | engt h(nmessages)

7. if length(generators) != L + 1, return | NVALID

8. (nmsg_ 1, ..., nmeg_L) = nmessages

9. (Q1, H1, ..., HL) = generators

Pr ocedur e:

1. domain = calculate domain(PK, Q1, (HJ1, ..., HL), header, api_id)
2. B=P1L+Q1* domin+H1* nmg 1+ ... +HL™* nsg_L

3. if h(A W * h(A* e - B, BP2) !=Identity_GT, return |INVALID
4. return VALID
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3.6.3. CoreProof Gen

Thi s operation conputes a zero-know edge proof - of - know edge of a
signature, while optionally selectively disclosing fromthe origina
set of signed nessages. The Prover nmay al so supply a

presentati on_header (denoted as ph on the input definitions of the
Cor eProof Gen operation). See Section 3.3.6 for nore details.
Validating the resulting proof (using the CoreProofVerify al gorithm
defined in Section 3.6.4), guarantees the integrity and authenticity
of the reveal ed nessages, as well as the possession of a valid
signature (for the public key PK) by the Prover. See Appendix E for
a high level explanation on the inner-workings of the algorithm

The CoreProof Gen operation will accept that signature as an input.
It is RECOVWENDED to validate that signature, using the inputted
public key PK and generators set, against the supplied nessages and
header, with the CoreVerify operation defined in Section 3.6.2.

The nessages supplied in this operation MJST be in the sane order as
when supplied to CoreSign (Section 3.6.1). To specify which of those
messages will be disclosed, the Prover can supply the list of indexes
(discl osed_indexes) that the disclosed nessages have in the array of
si gned nmessages. Each elenent in disclosed i ndexes MJST be a non-
negative integer, in the range fromO to | ength(nmessages) - 1.

The operation works by first calculating a set of random scal ars
usi ng the cal cul ate_random scal ars operation defined in

Section 4.2.1, utilized to blind the signature and the undi scl osed
nmessages (see Section 6.7 for considerations and requirenments on
random scal ars generation). |t then initializes the proof using the
ProofInit subroutine defined in Section 3.7.1. The result will be
passed to the chall enge cal cul ati on operation

(Proof Chal | engeCal cul ate, defined in Section 3.7.4). The outputted
chal  enge, together with the initialization result, will be used by
the Proof Finalize subroutine defined in Section 3.7.2, which wll
return the proof val ue.

proof = CoreProof Gen(PK, signature, generators, header, ph, messages,
di scl osed_i ndexes, api _id)

I nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk
operati on.
- signature (REQUI RED), an octet string of the formoutputted by the
Si gn operation
- generators (REQU RED), vector of pseudo-random points in Gl.
- header (OPTIONAL), an octet string containing context and application
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specific information. If not supplied, it defaults
to the enpty octet string ("").

ph (OPTIONAL), an octet string containing the presentation_header. If

not supplied, it defaults to the enpty octet
string ("").

messages (OPTIONAL), a vector of scalars representing the nessages.

If not supplied, it defaults to the empty
array ("()").

di scl osed_i ndexes (OPTIONAL), vector of non-negative integers in

ascendi ng order. Indexes of disclosed
messages. If not supplied, it defaults
to the enpty array ("()").

api _id (OPTIONAL), an octet string. If not supplied it defaults to the

enpty octet string ("").

Qut put s:

proof, an octet string; or |NVALID

Deserialization:

1. signature_ result = octets_to_signature(signature)

2. if signature_result is INVALID, return | NVALID

3. (A e) = signature_result

4. L = length(messages)

5. R = length(discl osed_i ndexes)

6. if R>L, return | NVALID

7. U=L-R

8. for i in disclosed indexes, if i <Oor i >L - 1, return INVALID
9. undisclosed_indexes = (0, 1, ..., L - 1) \ disclosed_indexes
10. (i1, ..., iR = disclosed_indexes

11. (j1, ..., jU = undiscl osed_i ndexes

12. discl osed _nessages = (nessages[il], ..., nessages[iR])

13. undi scl osed_nessages = (nessages[j1l], ..., nessages[jU])
Procedure

1. random scal ars = cal cul ate_random scal ar s(5+U)

2. init_res = Prooflnit(PK

signature_result,
generators,
random scal ar s,
header,

messages,

undi scl osed_i ndexes,
api _id)
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3. if init_res is INVALID, return | NVALID
4. chal l enge = Proof Chal | engeCal cul ate(init_res, disclosed_nessages,

di scl osed_i ndexes,

ph,

api _id)
5. if challenge is INVALID, return | NVALID
6. proof = ProofFinalize(init_res, challenge, e, random scal ars,

undi scl osed_nessages)

7. return proof

3.6.4. CoreProof Verify

Thi s operation checks that a proof is valid for a header, vector of
di scl osed messages (di scl osed_nessages) al ong side their index
corresponding to their original position when signed

(discl osed_indexes) and presentati on_header (denoted as ph on the

i nput definitions of the CoreProof Verify operation) against a public
key (PK).

The inputted disclosed messages (di scl osed_nessages) MJST be supplied
to this operation in the sane order as they had as part of the
messages i nput of the CoreSign operation defined in Section 3.6.1
Simlarly, the indexes of the disclosed nessages (disclosed_indexes)
MJUST be the sanme and in the sane order as the disclosed i ndexes input
of CoreProof Gen (Section 3.6.3). Failure to conply with these
requirenents will result to the proof verification procedure
returning | NVALI D

The operation works by first initializing the proof verification
procedure using the ProofVerifylnit subroutine defined in

Section 3.7.3. The result will be inputted to the chall enge

cal cul ation operation (Proof Chall engeCal cul ate, defined in

Section 3.7.4). The resulting challenge and the two first conmponents
of the received proof (points of GL) will be checked for correctness
(steps 5 and 6 in the follow ng procedure), to verify the proof.

result = CoreProof Verify(PK, proof, generators, header, ph
di scl osed_messages, discl osed_i ndexes, api _id)

I nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk
operati on.
- proof (REQUI RED), an octet string of the formoutputted by the
Pr oof Gen operati on.
- generators (REQU RED), vector of pseudo-random points in Gl.
- header (OPTIONAL), an optional octet string containing context and
application specific information. |f not suppli ed,
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it defaults to the enpty octet string ("").
- ph (OPTIONAL), an octet string containing the presentation_header. If
not supplied, it defaults to the enpty octet
string ("").

- di scl osed_nmessages (OPTIONAL), a vector of scalars representing the
messages. If not supplied, it defaults
to the enpty array ("()").

- di scl osed_i ndexes (OPTIONAL), vector of non-negative integers in
ascendi ng order. Indexes of disclosed
messages. If not supplied, it defaults
to the enpty array ("()").

- api _id (OPTIONAL), an octet string. If not supplied it defaults to the

enpty octet string ("").

Par anet er s:

- P1, fixed point of Gl, defined by the ciphersuite.
Qut put s:

- result, either VALID or |INVALID

Deserial i zati on:

1. proof _result = octets_to_proof (proof)

2. if proof_result is INVALID, return |INVALID

3. (Abar, Bbar, D, e, ri1n, r3", conmtnents, cp) = proof _result
4. W= octets_to_pubkey(PK)

5. if Wis INVALID, return | NvVALID

Procedure:

1. init_res = ProofVerifylnit(PK, proof_result, generators, header,
di scl osed_nessages,
di scl osed_i ndexes,

api _id)
2. if init_res is INVALID, return |INVALID
3. chall enge = Proof Chal | engeCal cul ate(init_res, disclosed_nessages,
di scl osed_i ndexes, ph, api_id)
4. if challenge is INVALID, return |INVALID
5. if cp != challenge, return I NVALID
6. if h(Abar, W * h(Bbar, -BP2) != ldentity_GI, return |INVALID
7. return VALID
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3.

3.

7. Proof Protocol Subroutines

This section describes the subroutines used by the CoreProof Gen
(Section 3.6.3) and CoreProof Verify (Section 3.6.4) operations. See
Appendi x E, for a high-level intuitive overview of the procedure used
to generate and verify a BBS proof.

7. 1. Proof Initialization

This operation initializes the proof and returns one of the inputs
passed to the challenge cal cul ati on operation (i.e.,

Pr oof Chal | engeCal cul ate, Section 3.7.4), during the CoreProof Gen
operation defined in Section 3.6.3.

The inputted nmessages MJST be supplied to this operation in the sane
order they had when inputted to the CoreSi gn operation
(Section 3.6.1).

The defined procedure needs the nessages the Prover decided to not

di scl ose. For this purpose, along the list of signed nessages, the
operation al so accepts a set of integers in the range fromO to

| engt h(nessages) - 1 (inclusive) in ascending order, representing the
i ndexes of the undiscl osed nessages (undi scl osed i ndexes). To blind
the inputted signature and the undi scl osed nessages, the operation
will also accept a set of uniformly random scal ars (random scal ars).
This set nust have exactly 5 nore itens than the list of undisclosed
i ndexes (i.e., it must hold that |ength(randomscalars) =

| engt h(undi scl osed_i ndexes) + 5).

Thi s operation nmakes use of the cal culate donmain function defined in
Section 4.2.3.

nit_res = Prooflnit(PK, signature, generators, random scal ars,

header, nessages, undiscl osed i ndexes, api _id)

nputs:

PK (REQUI RED), an octet string of the formoutputted by the SkToPk
operati on.

signature (REQU RED), vector representing a BBS signature, consisting
of a point of Gl and a scalar, in that order

generators (REQUI RED), vector of points in GL.

random scal ars (REQUI RED), vector of scal ar val ues.

header (OPTIONAL), octet string. If not supplied it defaults to the

enpty octet string ("").
messages (OPTIONAL), vector of scalar values. If not supplied, it
defaults to the enpty array ("()").
undi scl osed_i ndexes (OPTIONAL), vector of non-negative integers in
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ascending order. If not supplied, it
defaults to the enpty array ("()").
- api_id (OPTIONAL), an octet string. If not supplied it defaults to the
enpty octet string ("").
Par anmet er s:
- P1, fixed point of Gl, defined by the ciphersuite.
Qut put s:

- init_res, vector consisting of 5 points of GL and a scalar, in that
order; or | NVALID.

Deserialization:

1. (A e) = signature

2. L = length(nessages)

3. U = length(undiscl osed_i ndexes)

4. (j1, ..., jU = undiscl osed_i ndexes

5. if length(randomscalars) != U+ 5, return |INVALID

6. (r1, r2, e~, rl~ r3~ m_jl1l, ..., m_jU = randomscalars
7. (msg_ 1, ..., neg_L) = nessages

8. if length(generators) !'= L + 1, return I NVALID

9. (Q.1, MsgGenerators) = generators

10. (H11, ..., HL) = MsgCGenerators

11. (Hj1, ..., HjU = (MgCenerators[j1l], ..., MgGenerators[jU])
ABORT i f

1. for i in undisclosed_indexes, i <Oor i >L -1

2. U>L

Procedure:

1. domain = cal cul ate_domain(PK, Q1, (H1l, ..., HL), header, api_id)
2. B=P1 +Q1* donmmin + H1 * nsg_ 1 + ... + HL * nmsg_L

3. D=B* r2

4. Abar = A* (rl1 * r2)

5. Bbar = D* rl - Abar * e

6. T1 = Abar * e~ + D* rl~

7. T2=D* r3~+Hj1* m j1+ ... +HjU* m_juU

8. return (Abar, Bbar, D, T1l, T2, donmin)
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3.7.2. Proof Finalization

This operation finalizes the proof calcul ation during the
Cor ePr oof Gen operation defined in Section 3.6.3 and returns the
serialized proof val ue.

As inputs, this operation accepts the proof initialization result as
returned by the Prooflnit operation defined in Section 3.7.1
(init_res) as well as a scalar value representing the proof’s
chal | enge as cal cul ated by the Proof Chal | engeCal cul ate operation
defined in Section 3.7.4. It also requires the scalar part of the
BBS signature (e_value), the random scal ars used to generate the
proof (random scalars, as inputted to the Prooflnit operation) and a
set of scalars, representing the messages the Prover decided to not
di scl ose (undi scl osed_nessages). Those nessages MJST be supplied to
this operation in the sane order as they had as part of the nessages
i nput of the CoreSign operation (Section 3.6.1).

Thi s operation makes use of the proof _to_octets function defined in
Section 4.2.4.4.
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proof = Proof Finalize(init_res, challenge, e_value, random scal ars,
undi scl osed_nessages)

I nput s:

- init_res (REQU RED), vector representing the value returned after
initializing the proof generation or verification
operations, consisting of 5 points of GL and a
scal ar value, in that order

- chal l enge (REQUI RED), scal ar val ue.

- e_value (REQU RED), scal ar val ue.

- random scal ars (REQUI RED), vector of scal ar val ues

- undi scl osed_nessages (OPTIONAL), vector of scalar values. If not

supplied, it defaults to the enpty

array ("()").
Qut put s:
- proof, an octet string; or |NVALID

Deserialization

1. U = length(undi scl osed_nessages)

2. if length(randomscalars) != U+ 5, return INVALID

3. (r1, r2, e~, rl~ r3~ m_jl, ..., m_jU = randomscal ars

4. (undisclosed_1, ..., undisclosed_U = undisclosed_nessages

5. (Abar, Bbar, D) = (init_res[0], init_res[1l], init_res[2])

Procedure:

1. r3=r21 (nod r)

2. e = e~ + e_value * challenge

3. r1®» =rl1~ - rl1 * challenge

4. r3* =r3~ - r3 * challenge

5. for j in (1, ..., U: m_j = m_j + undisclosed_j * challenge (nod r)
6. proof = (Abar, Bbar, D, e”, r1”, r3" (m_jl1, ..., nm_jU, challenge)
7. return proof_to_octets(proof)

3.7.3. Proof Verification Initialization

This operation initializes the proof verification operation and
returns part of the input that will be passed to the chall enge

cal cul ation operation (i.e., ProofChallengeCal cul ate, Section 3.7.4),
during the CoreProof Verify operation defined in Section 3.6.4.
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Note that, the scalars representing the disclosed nessages

(discl osed_nessages) MJST be supplied to this operation in the same
order as they had as part of the messages input of the CoreSign
operation defined in Section 3.6.1 (otherw se, proof verification
will fail). Simlarly, the indexes of the disclosed nessages in the
set of signed nessages MJST be supplied to this operation as a set of
integers in accenting order (disclosed_indexes).

Thi s operation makes use of the cal cul ate_domain function defined in
Section 4.2.3.

init_res = ProofVerifylnit(PK
pr oof ,
generators,
header,
di scl osed_nessages,
di scl osed_i ndexes,
api _id)

| nput s:

- PK (REQUI RED), an octet string of the formoutputted by the SkToPk

operati on.

- proof (REQUI RED), vector representing a BBS proof, consisting of 3
points of Gl, 3 scalars, another nested but possibly
enpty vector of scalars and another scalar, in that
or der.

- generators (REQUI RED), vector of points in GL.

- header (OPTIONAL), octet string. If not supplied it defaults to the

enpty octet string ("").

- di scl osed_nessages (OPTIONAL), vector of scalar values. |If not
supplied, it defaults to the enpty
array ("()").

- di sclosed_i ndexes (OPTIONAL), vector of non-negative integers in
ascending order. If not supplied, it
defaults to the enpty array ("()").

- api_id (OPTIONAL), an octet string. If not supplied it defaults to the

enpty octet string ("").

Par anmet er s:
- P1, fixed point of GlL, defined by the ciphersuite.
CQut put s:

- init_res, vector consisting of 5 points of GL and a scalar, in that
order.
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Deserial i zation

1. (Abar, Bbar, D, e”, ri1”, r3", conmtnents, c) = proof

2. U= length(comm tnents)

3. R = length(di scl osed_i ndexes)

4. L =R+ U

5. (i1, ..., iR = disclosed_indexes

6. for i in disclosed indexes, if i <0Oor i >L - 1, return INVALID
7. (j1, ..., jyYy =(0, 1, ..., L - 1) \ disclosed_indexes

8. if length(disclosed nessages) != R, return | NVALID

9. (msg_il, ..., nmeg i R) = disclosed nessages

10. (m_j1, ...., m_jU = commitments

11. if length(generators) !'=L + 1, return | NVALID

12. (Q.1, MsgGenerators) = generators

13. (H1, ..., HL) = MsgCGenerators

14. (Hi1, ..., HiR = (MgCenerators[il], ..., MgGenerators[iR])
15. (Hj 1, ., HjU = (MsgCenerators[j1l], ..., MgGenerators[jU])
Procedure

1. domain = calculate domain(PK, Q1, (H1, ..., HL), header, api_id)
2. T1 = Bbar * ¢ + Abar * e® + D * rl1n

3. B = P1L+Q1* domain+ Hil®*mg_il+ ... +HIiR* nmsg_iR

4, T2 =Bv * ¢+ D* r3» +Hjl1*m jl+ ... + HjU* m jU

5. return (Abar, Bbar, D, T1, T2, donain)

3.7.4. Challenge Cal culation

Lo

Thi s operation cal cul ates the challenge scal ar val ue, used during the
Cor eProof Gen (Section 3.6.3) and CoreProof Verify (Section 3.6.4), as
part of the Fiat-Shamr heuristic, for making the proof protocol non-
interactive (in a interactive setting, the challenge would be a
random val ue supplied by the Verifier).

As inputs, this operation will accept the proof generation or
verification initialization result, as outputted by the Prooflnit
(Section 3.7.1) or ProofVerifylnit (Section 3.7.3) operations
(init_res). It will additionally accept the set of scalars
representing the nessages the Prover disclosed (disclosed nessages)
as well as the list of indexes those nmessages had in the vector of
si gned messages (discl osed_i ndexes), together with the
present ati on_header (denoted as ph on the inputs of the

Pr oof Chal | engeCal cul at e operation).
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At a high level, the challenge will be calculated as the digest
(using hash_to_scalar defined in Section 4.2.2, to map it to a scal ar
val ue) of the foll owi ng val ues:

* The total nunber of disclosed nessages R
* Each index in the disclosed indexes list, followed by the

correspondi ng di scl osed nessage (i.e., if disclosed_indexes =il
i 2] and di scl osed_nessages = [nsg_i 1, nsg_i2], the input to the
chal  enge digest, after RR will include il || meg_il || i2 |
neg i 2).

* The points Abar, Bbar, D, Tl, T2 and the domain scal ar, cal cul ated
during the proof initialization phase of CoreProofGen (see
Section 3.6.3).

* The input presentation_header (ph) val ues.

Thi s operation nmakes use of the serialize function, defined in
Section 4.2.4.1.

chal | enge = Proof Chal | engeCal cul ate(init_res, disclosed_nessages,
di scl osed_i ndexes, ph, api_id)

I nput s:

- init_res (REQUI RED), vector representing the value returned after
initializing the proof generation or verification
operations, consisting of 5 points of GL and a
scal ar value, in that order.

- di scl osed_nessages (OPTIONAL), vector of scalar values. If not
supplied, it defaults to the enpty
array ("()").

- di sclosed_i ndexes (OPTIONAL), vector of non-negative integers in
ascending order. If not supplied, it
defaults to the enpty array ("()").

- ph (OPTIONAL), an octet string. If not supplied, it must default to

the enpty octet string ("").

- api _id (OPTIONAL), an octet string. If not supplied it defaults to the

enpty octet string ("").

CQut put s:

- chal l enge, a scalar.

Definitions:

1. hash_to_scalar_dst, an octet string representing the domain
separation tag: api_id || "H2S " where "H2S " is
an ASCI| string conprised of 4 bytes.

Deserial i zati on:
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1. R = length(discl osed_i ndexes)

2. (i1, ..., iR = disclosed_indexes

3. if length(disclosed_nmessages) != R, return | NVALID

3. (nmeg_il, ..., neg_i R = discl osed nessages

4. (Abar, Bbar, D, T1l, T2, domain) = init_res

ABORT i f:

1. R>2"64 - 1

2. length(ph) > 2764 - 1

Procedure:

1. c_arr = (R i1, meg_il, i2, neg_i2, ..., iR meg_i R Abar, Bbar

D, T1, T2, domain)

2. c_octs = serialize(c_arr) || 120SP(length(ph), 8) || ph

3. return hash_to_scalar(c_octs, hash to_scal ar_dst)
*Note*: If the presentation_header (ph) is not supplied in
Pr oof Chal | engeCal cul ate, 8 bytes representing a length of 0 (i.e.,
0x0000000000000000), rmust still be appended after the
serialize(c_arr) value, during the concatenation step of the above
procedure (step 2).

3. Defining New I nterfaces

Thi s docunent defines a BBS Interface to be a set of operations that
use the core functions defined in Section 3.6, to generate and
val i date BBS signatures and proofs. These core operations require a
set of generators, and optionally, a set of scalars representing the
messages.

The Interface operations are tasked with creating the generators, as
wel | as mapping the received set of nessages to a set of scalar

val ues. The created generators MJST follow the requirenents |isted
in Section 4.1.1.1. |If a set of nessages is supplied, the napping to
scal ars procedure MJST follow the requirements listed in

Section 4.1.2.1.

Each Interface MJST also define a unique identifier as a paraneter,
called api _id. It is RECOWENDED fromthe operations that create
generators and map nessages to scalars, to also define a unique
identifiers (see Section 4.1). Assuming that CREATE_GENERATORS ID is
the unique identifier of the operation that creates the generators
and MAP_TO SCALAR ID is the unique identifier of the operation that
maps the nessages to scalars, the RECOVWENDED format for the api _id
is the foll ow ng:
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ciphersuite id || CREATE_GENERATORS ID || MAP_TO SCALAR ID || ADD_| NFO

VWhere ciphersuite_id is defined by the ciphersuite and the ADD | NFO
value is an optional octet string indicating any additiona
informati on used to uniquely qualify the Interface. Wen ADD INFO s
present, it MJST only contain ASCI| encoded characters w th codes

bet ween 0x21 and Ox7e (inclusive) and MJUST end with an underscore
(ASCI'1 code: 0x5f), other than the last character the string MJST NOT
contain any other underscores (ASCI|I code: Ox5f). The api_id val ue,
MUST be used by all subroutines an Interface calls, to ensure proper
domai n separati on.

Interfaces are neant to nmake it easier to use BBS Signature as part
of other protocols with different requirenments (for exanple,
different types of input nessages or different ways to create the
generators), or to extend BBS Signatures with additiona
functionality (for exanple, using blinded nessages as in [CDL16]).
Docunents defining new BBS Interfaces, other than adhering to the
requirenents listed in this section, should also include a detail ed
and peer reviewed anal yses showcasing that, under reasonable

crypt ographi ¢ assunptions, the docunented schene is secure under the
required security definitions and threat nodel of each protocol. In
other words, Interfaces nust be treated |like G phersuites

(Section 7), in the sense that applications should avoid creating
their own, proprietary Interfaces.

4. Uility Operations

This section defines utility operations that are used by either the
BBS Interface or the BBS Core QOperations.

4. 1. Interface Utilities

This section defines the create_generators and nessages_to_scal ars
operations that are used by the BBS Signatures Interface defined in
Section 3.5. It also defines requirenents for alternative operations
that cal cul ate generators and map nessages to scal ars.

It is RECOWENDED that the create_generators and nessages_to_scal ars
operations define a unique identifier, called CREATE GENERATORS |ID
and MAP_TO SCALAR I D respectively. Those identifiers will be used to
construct the Interface identifier (see Section 3.8).
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4.1.1. Cenerators Cal cul ation

The create_generators procedure defines howto create a set of
random y sanpl ed points fromthe Gl subgroup, called the generators.
It makes use of the primtives defined in [ RFC9380] (nore
specifically of hash to _curve and expand_nessage) to hash a seed to a
set of generators. Those primitives are inplicitly defined by the

ci phersuite, through the choice of a hash-to-curve suite (see the
hash_to_curve_suite parameter in Section 7.1)

Since create_generators generates constant points, as an
optimization, inplenentations MAY cache its result for a specific
count (which can be arbitrarily |arge, depending on the application).
Care must be taken, to guarantee that the generators will be fetched
fromthe cache in the sane order they had when they where created
(i.e., an application should not sort or in any way rearrange the
cached generators).
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generators = create_generators(count, api_id)
| nput s:

- count (REQUI RED), unsigned integer. Nunber of generators to create.
- api _id (OPTIONAL), octet string. If not supplied it defaults to the
enpty octet string ("").

Par anet ers:

- hash_to_curve_gl, the hash_to _curve operation for the Gl subgroup,
defined by the suite specified by the
hash_to_curve_suite paraneter of the ciphersuite.

- expand_nessage, the expand_nessage operation defined by the suite
specified by the hash_to _curve_suite paranmeter of the
ci phersuite.

- expand_l| en, defined by the ciphersuite.

Qut put s:
- generators, an array of generators.
Definitions:
1. seed_dst, an octet string representing the domain separation tag:
api _id || "SI G GENERATOR SEED " where "SI G GENERATOR SEED "

is an ASCI|l string conprised of 19 bytes.
2. generator_dst, an octet string representing the domai n separation

tag: api _id || "SI G GENERATOR DST ", where
"SI G_CENERATOR _DST_" is an ASCI| string conprised of
18 bytes.
3. generator_seed, an octet string representing the domain separation
tag: api_id || "MESSAGE_GENERATOR_SEED', where
" MESSAGE_GENERATCOR SEED' is an ASCII string conprised
of 22 bytes.

ABORT i f:

1. count > 2764 - 1

Procedure:

1. v = expand_nessage(generator_seed, seed_dst, expand_|l en)

2. for i in (1, 2, ..., count):

3. v = expand_nessage(v || 120SP(i, 8), seed_dst, expand_len)
4 generator i = hash to curve_gl(v, generator_dst)

5. return (generator_1, ..., generator_count)
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The value of v MAY al so be cached in order to efficiently extend an
existing list of cached generator points.

The CREATE_GENERATORS | D of the above operation is define as,

CREATE_GENERATORS D = "H2G "

4.1.1.1. Defining new Generators

4.

1.

When defining a new create _generators procedure, the npbst inportant
property is that the points are pseudo-randonmly chosen fromthe Gl
group, with no known relationship to each other, given reasonable
assunptions and cryptographic primtives. Mre specifically, the
required properties are

* The generators shoul d be indistinguishable fromuniformy random
points of Gl (even given the know edge of the systenmis public
paraneters, |ike the generator_seed value in Section 4.1.1). This
means that given only the points H1, ..., Hi it should be
infeasible to guess H (i+1) (or any Hj with j > i), for any i
This al so means that it should be infeasible to represent any of
the generators as nmulti-exponentiation product (i.e., of the form
Hil*al+Hi2* a2+ ... +Hin?* an) of any of the other
generators

* The returned points nust be unique with very high probability,
that would not |essen the targeted security |level of the
ci phersuite. Specifically, for a security level k, the
probability of a collision should be at nost 1/2"k.

* The returned points nust be different fromthe Identity point of
Gl as well as the constant point Pl defined by the ciphersuite.

Every operation that is used to return generator points for use with
the core BBS operations (Section 3.6), MJIST return points that
conformto the aforementioned rules. Such operation nust also follow
the rules outlined bellow,

* |t MJST be deterninistic and constant time for a specific nunber
of generators.

* It MJST use proper domain separation for both the
create_generators procedure, as well as all of the internally-
cal l ed procedures.

2. Messages to Scal ars
The nessages_to_scal ars operation is used to map a |list of messages

to their respective scalar values, which are required by the core BBS
operations defined in Section 3.6.
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meg_scal ar = nmessages_to_scal ars(nessages, api _id)

| nput s:

- messages (REQUI RED), a vector of octet strings.

- api _id (OPTIONAL), octet string. If not supplied it defaults to the
enpty octet string ("").

CQut put s:

- nmeg_scalars, a list of scalars.

Definitions:

1. map_dst, an octet string representing the domain separation tag:
api _id || "MAP_MSG TO SCALAR_AS HASH " where
"MAP_MSG TO SCALAR AS HASH " is an ASCI| string conprised of
26 bytes.

ABORT i f:

1. length(nessages) > 2764 - 1

Procedure:

1. L = Ilength(nessages)

2. for i in (1, ..., L):

3. nmsg_scal ar _i = hash to_scal ar(nessages[i], map_dst)
4. return (nsg_scalar_1, ..., nsg_scalar_L)

The MAP_TO SCALAR_ I D of the above operation is defines as,
MAP_TO SCALAR | D = "HWRS "
4.1.2.1. Define a new Map to Scal ar
The nost inmportant property that a new operation that will map a set
of messages to a set of scalars nust have, is that each nessage

shoul d be mapped to a scal ar independently fromall the other
nmessages. More specifically, the follow ng MJST hol d,
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For every set of nessages and every message msg’,
| et nessages’ be the list of messages with msg’ appended at the end and
Cl = messages_to_scal ars(nessages’).

Let also nsg_prinme_scalar = nessages_to_scalars((nsg’)),
and C2 = nessages_to_scal ars(nessages).

If we append nsg_prinme_scalar at the end of C2, it nust always hold that
Cl == C2.

Note that the above property ensures that if a nessage is nmapped to a
scalar on its own or as part of a set of messages, it will not affect
the resulting scal ar val ue.

Additionally, the new operation MJST conformto the foll ow ng
requirenents:

* The returned scalars MJST be independent. More specifically,
know edge of any subset of the returned scalars MJST NOT revea
any information about the scalars not in that subset.

* Unique inputs MJST result in unique outputs.

* |f the inputted vector of nmessages does not include any
duplicates, the outputted scalars MJST NOT include any duplicates
ei ther.

* |t MJST be deterninistic and constant tinme on the Iength of the
i nputted vector of messages.

4.2. Core Uilities

This section defines utility procedures that are used by the Core
operations defined in Section 3.6.

4.2. 1. Random Scal ar s

Thi s operation returns the requested nunber of pseudo-random scal ars,
usi ng the get random operation (see Section 3.1). The operation
makes multiple calls to get_random It is REQU RED that each cal

wi || be independent from each other, as to ensure independence of the
returned pseudo-random scal ars.

*Not e*: The security of the proof generation algorithm (ProofGen
defined in Section 3.5.3) is highly dependant on the quality of the
get _random function. Care nust be taken to ensure that a

crypt ographi cally secure pseudo-random generator is chosen, and that
its outputs are not | eaked to an adversary. See also Section 6.7 for
nore details and gui dance

Looker, et al. Expi res 8 January 2026 [ Page 42]



I nternet-Draft The BBS Si gnhature Schene July 2025

random scal ars = cal cul ate_random scal ar s(count)
| nput s:

- count (REQUI RED), non negative integer. The nunber of pseudo random
scalars to return

Par anet ers:

- get _random a pseudo random function w th extendabl e output, returning
uniformy distributed pseudo random bytes.

- expand_l| en, defined by the ciphersuite.

CQut put s:

- random scalars, a list of pseudo random scal ars,

Procedure:

1. for i in (1, 2, ..., count):

2. r_i = OS2I P(get _random(expand_|l en)) nod r
3. return (r_1, r_2, ..., r_count)

4.2.2. Hash to Scal ar

Thi s operation describes how to hash an arbitrary octet string to a
scalar value in the multiplicative group of integers nod r (i.e.,
values in the range from1l tor - 1). This procedure acts as a

hel per function, used internally in various places within the
operations described in the spec.

The operation takes as input an octet string representing the octet
string to hash (nmsg) and a domain separation tag (dst). The length
of the dst MJUST be |ess than 255 octets. See section 5.3.3 of

[ RFC9380] for guidance on using |arger dst val ues.

*Not e* This operation makes use of expand_nessage defined in

[ RFC9380]. The operation expand_nmessage may fail (abort). In that
case, hash_to_scalar MJST al so ABORT
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hashed_scal ar = hash_to_scal ar(nsg_octets, dst)
| nput s:

- nmeg_octets (REQUI RED), an octet string. The nmessage to be hashed.
- dst (REQUIRED), an octet string representing a donain separation tag.

Par anet er s:

- hash_to _curve _suite, the hash to curve suite id defined by the
ci phersuite.
- expand_nessage, the expand _nessage operation defined by the suite
specified by the hash_to_curve_suite paraneter.
- expand_l en, defined by the ciphersuite.

Qut put s:

- hashed_scal ar, a scalar.
ABCRT i f:

- length(dst) > 255
Procedure:

1. uniformbytes = expand_nessage(nsg_octets, dst, expand_len)
2. return OS2I P(uniformbytes) nod r

4.2.3. Domain Calculation

Thi s operation cal cul ates the donmain value, a scalar representing the
distillation of all essential contextual information for a signature.
The sane domain val ue nust be cal culated by all parties (the Signer,
the Prover and the Verifier) for both the signature and proofs to be
val i dat ed.

The input to the domain val ue includes the header value chosen by the
Signer to encode any information that is required to be reveal ed by
the Prover (such as an expiration date, or an identifier for the
target audience). This is in contrast to the signed nessage val ues,
whi ch may be withheld during a proof.

When a signature is cal cul ated, the domain value is conmbined with a
specific generator point (Q.1, see CoreSign defined in Section 3.6.1)
to protect the integrity of the public parameters and the header

Thi s operation nmakes use of the serialize function, defined in
Section 4.2.4.1.
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domai n = cal cul ate_domai n(PK, Q_ 1, H Points, header, api_id)
| nput s:

- PK (REQUI RED), an octet string, representing the public key of the
Signer of the formoutputted by the SkToPk operati on.
- Q1 (REQU RED), point of GL (the first point returned from
create_generators).
- H Points (REQUI RED), array of points of GL.
- header (OPTIONAL), an octet string. If not supplied, it nust default
to the enpty octet string ("").
- api _id (OPTIONAL), octet string. If not supplied it defaults to the
enpty octet string ("").

CQut put s:

- domain, a scalar.

Definitions:

1. hash_to_scalar_dst, an octet string representing the domain
separation tag: api_id || "H2S_ " where "H2S " is
an ASCI| string conprised of 4 bytes.

Deserial i zati on:

1. L = length(H_Points)
2. (H1, ..., HL) = HPoints

ABORT i f:

1. length(header) > 2764 - 1 or L > 2764 - 1

Procedure:

1. domarray = (L, Q1, H1, ..., HL)

2. domocts = serialize(domarray) || api_id

3. dominput = PK || domocts || |12CSP(length(header), 8) || header
4. return hash_to_scal ar(dom.input, hash_to_scal ar_dst)

*Note*: |f the header is not supplied in calculate domain, it
defaults to the enpty octet string (""). This nmeans that in the
concatenati on step of the above procedure (step 3), 8 bytes
representing a length of 0 (i.e., 0x0000000000000000), wll stil
need to be appended at the end, even though a header value is not
provi ded.
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4.2.4. Serialization
4.2.4.1. Serialize

Thi s operation describes howto transformmultiple elements of
different types (i.e., elenents that are not already in a octet
string format) to a single octet string (see Section 3.3.5). The

i nputted el enents can be points, scalars (see Section 1.1) or

i ntegers between 0 and 2764-1. The resulting octet string will then
either be used as an input to a hash function (i.e., in CoreSign
Section 3.6.1, CoreVerify Section 3.6.2, CoreProofGen Section 3.6.3
and CoreProofVerify Section 3.6.4), or to serialize a signature or
proof (see signature_to_octets Section 4.2.4.2 and proof_to_octets
Section 4.2.4.4).
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octets_result = serialize(input_array)
| nput s:

- input_array (REQU RED), an array of elements to be serialized. Each
el ement nmust be either a point of GL or &, a
scalar, an ASCI| string or an integer value
between 0 and 2764 - 1.

Par anet ers:

- octet_scalar_|ength, non-negative integer. The |l ength of a scalar
octet representation, defined by the ciphersuite.
- r, the prime order of the subgroups Gl and &, defined by the
ci phersuite.
- point _to octets E*, operations that serialize a point of E1 or E2 to
an octet string of fixed I ength, defined by the
ci phersuite.

CQut put s:
- octets result, a scalar value or |INVALID
Pr ocedur e:

1 let octets result be an enpty octet string.

2 for el in input_array:

3 if el is a point of GlL: el _octs = point_to octets El(el)

4. else if el is a point of &: el _octs = point_to octets E2(el)

5. else if el is a scalar: el _octs = 1205SP(el, octet_scal ar_| ength)
6 else if el is an integer between 0 and 2764 - 1:
7 el _octs = 120sP(el, 8)
8 el se: return I NVALID
9. octets_result = octets_result || el _octs
10. return octets_result

4.2.4.2. Signature to Cctets

Thi s operation describes how to encode a signature to an octet
string.

_Note_ this operation deliberately does not performthe rel evant
checks on the inputs A and e because its assunmed these are done prior
toits invocation, e.g., as is the case with the CoreSign

Section 3.6.1 operation.
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signature_octets = signature_to_octets(signature)

| nput s:

- signature (REQU RED), a valid signature, in the form (A e), where
Ais apoint in GlL and e is a non-zero
scal ar nod r.

CQut put s:

- signature_octets, an octet string or |NVALID.

Pr ocedur e:

1. (A e) = signature
2. return serialize((A e€))

4.2.4.3. Cctets to Signature

Thi s operation describes how to decode an octet string, validate it
and return the underlying components that make up the signature.
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signature = octets_to_signature(signature_octets)
| nput s:

- signature_octets (REQU RED), an octet string of the formoutput from
signature_to_octets operation.

Par anet er s:

- octets to point E1l, operations that deserializes an octet string to a
a point of the elliptic curve E1, or |NVALID,
defined by the ciphersuite.

- subgroup_check_Gl1, operation that on input a point P returns VALID if

Pis avalid point of the Gl subgroup, otherw se it
returns I NVALID (see (#notation)).

Qut put s:

signature, a signature in the form (A, e), where Ais a point in Gl
and e is a non-zero scalar nod r; or | NVALID.

Procedure:

1. expected len = octet _point _|length + octet scalar_length

2. if length(signature_octets) != expected_|len, return | NVALID
3. A octets = signature _octets[0..(octet_point_length - 1)]

4. A = octets_to_point_EI1(A octets)

5. if Ais INVALID, return |INvVALID

6. if A== Ildentity Gl, return | NVALID

7. if subgroup_check_GL(A) returns INVALID, return |INVALID

8. index = octet_point_length

9 end_i ndex = index + octet_scalar_length - 1

10. e = OS2I P(signature_octets[index..end_index])
11. if e =0 or e >=r, return INVALID
12. return (A e€)

4.2.4.4. Proof to Cctets
Thi s operation describes how to encode as an octet string, a proof as
conmput ed by CoreProofGen in Section 3.6.3 (or, nore precisely, by
step 5 of the ProofFinalize operation defined in Section 3.7.2).

The inputted proof value nmust consist of the followi ng conponents, in
that order:

1. Three (3) valid points of the Gl subgroup, different fromthe
identity point of GL (i.e., Abar, Bbar, D, in ProofGen)
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2. Three (3) integers representing scalars in the range of 1 to r -
1 inclusive (i.e., e r1n 3", in ProofCen).

3. A nunber of integers representing scalars in the range of 1 tor
- 1 inclusive, corresponding to the undi sclosed fromthe proof
messages (i.e., m_jl1, ..., m_jU, in ProofGen, where U the
number of undi scl osed nmessages).

4. One (1) integer representing a scalar in the range 1 to r-1
inclusive (i.e., ¢ in ProofCen).

proof octets = proof _to_octets(proof)
I nput s:

- proof (REQUI RED), a BBS proof in the formcal cul ated by ProofGen in
step 27 (see above).

Qut put s:

- proof _octets, an octet string or |NVALID

Pr ocedur e:
1. (Abar, Bbar, D, e®, r1”, r3*, (m_1, ..., m_U), c) = proof
2. return serialize((Abar, Bbar, D, e®, rl1®, 3 m_1, ..., mM_U ¢))

4.2.4.5. COctets to Proof

Thi s operation describes how to decode an octet string representing a
proof, validate it and return the underlying conponents that nake up
t he proof val ue.

The proof value outputted by this operation consists of the foll ow ng
components, in that order

1. Three (3) valid points of the Gl subgroup, each of which nmust not
equal the identity point.

2. Three (3) integers representing scalars in the range of 1 to r -
1 inclusive.

3. A set of integers representing scalars in the range of 1 tor - 1
i nclusive, corresponding to the undisclosed fromthe proof
message conmitrments. This set can be empty (i.e., "()").

4. One (1) integer representing a scalar in the range of 1 tor - 1
i nclusive, corresponding to the proof’s challenge (c).
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proof = octets_to_proof (proof _octets)
| nput s:

- proof octets (REQU RED), an octet string of the formoutputted from
the proof to octets operation

Par anet er s:

- r, non-negative integer. The prine order of the GL and & groups,
defined by the ciphersuite.
- octet_scalar_|ength, non-negative integer. The |l ength of a scalar
octet representation, defined by the ciphersuite.

- octet_point_|length, non-negative integer. The length of a point in Gl
octet representation, defined by the ciphersuite.

- subgroup _check Gl1, operation that on input a point P returns VALID if
Pis a valid point of the Gl subgroup, otherwise it
returns I NVALID (see (#notation)).

CQut put s:
- proof, a proof value in the form described above or | NVALID
Pr ocedur e:

1. proof len_floor = 3 * octet_point_length + 4 * octet_scal ar_length
2. if length(proof_octets) < proof_len_floor, return I NVALID

[/l Points (i.e., (Abar, Bbar, D) in ProofGen) de-serialization
3 index =0

4. for i in (0, 2):

5. end_i ndex = index + octet_point_length - 1

6. A i = octets_to_point_E1l(proof_octets[index..end_index])
7 if Ai is INVALID or ldentity Gl, return INVALID

8 i f subgroup _check GL(A i) returns INVALID, return | NVALID
9 i ndex += octet_point_length

[/l Scalars (i.e., (e®, r1n, 3 m_jl1l, ..., m_jU c¢) in

/1 Proof Gen) de-serialization

10. j =0

11. while index < | ength(proof_octets):

12. end_index = index + octet _scalar _length - 1

13. s_j = OS2I P(proof _octets[index..end_index])

14. if sj=0or if s_j >, return INVALID

15. i ndex += octet_scal ar_|l ength

16. j =1

17. if index != length(proof_octets), return |INVALID
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18. msg_conmitnents = ()

19. if j > 4, set nsg_commitnments = (s_3, ..., s (j-2))

20. return (AO, A1, A2 s 0, s 1, s 2, msg comitments, s (j-1))

4.2.4.6. Cctets to Public Key
Thi s operation describes how to decode an octet string representing a
public key, validates it and returns the corresponding point in G.
Steps 2 to 5 check if the public key is valid. As an optimzation,
i mpl ement ati ons MAY cache the result of those steps, to avoid
unnecessarily repeating validation for known public keys.

W = octets_to_pubkey(PK)

| nput s:

- PK, an octet string. A public key in the formoutputted by the SkToPK
operation

Par anmet er s:

- subgroup _check @&, operation that on input a point P returns VALID if
Pis a valid point of the G subgroup, otherwise it
returns I NVALID (see (#notation)).

CQut put s:

- W awvalid point in G or INVALID

Pr ocedur e:

1. W= octets_to_point_E2(PK)

2. if Wis INVALID, return INVALID

3. if subgroup_check GQ(W is INVALID, return |INVALID
4. if W== Ildentity &, return | NVALID

5 return W

o

Privacy Consi derations

This section will go through threats to the Prover’s privacy. Note
that a BBS proof is unlinkable against both the Verifiers and the
Signer, as well as nultiple Verifiers colluding with each other and
Verifiers colluding with the Signer. Bear in mind that those

guar ant ees concern only the proof value, as outputted by the

Cor eProof Gen (Section Section 3.6.3) and of course the Proof Gen
(Section Section 3.5.3) operations. Correspondingly, the
unlinkability property does not include other values that a Prover
coul d either knowi ngly or unknowi ngly provide to a Verifier. Those
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val ues can include disclosed nessages of high entropy, the header and
present ati on_header val ues, their network address, or generally any

i nformati on di sclosed during an interaction with the Verifier having
the potential to identify the user. Such threats, if exploited,
could lead to correlation of the Prover’s interactions with different
Verifiers, resulting to fingerprinting attacks agai nst the Prover’s
activity.

The following sections will describe possible privacy threats,
resulting fromsuch val ues and side channels, that could conprom se
the unlinkability property of the BBS proof. Note that, the

foll owi ng sections describe ways to minimze possible identifying

i nformati on reveal ed during a BBS proof presentation, related to the
BBS Signatures scheme. To minimze the privacy threats of an entire
system other protections may al so need to be enpl oyed, for exanple,
using an | P hiding proxy network |ike TOR ([ DVS04]).

5.1. Header and Presentati on Header

As nentioned in Section Section 5.1, the header value is chosen by
the Signer and bound to a BBS Signature and proof. Consequently, it
must be revealed to the Verifier, together with a BBS proof. |If that
header value is chosen to have high entropy (i.e., unique per
credential, Prover or small group of Provers), it can be used as a
correlation vector to trace and |link together all BBS proofs nade by
a signature bound to that header value. This will result in
significantly worse privacy guarantees, by allow ng adversaries to
trace and link together all generated proofs bound to that header

val ue (for exanmple, if a random header is used during each BBS
signature generation, adversaries will be able to link and trace the
BBS proofs generated fromthat signature). The |Issuer MJST choose a
| ow entropy header value and it MJST be the sane for a | arge number
of users (Provers). Exanples of acceptabl e values include, an
application identifier, a country identifier or a low cardinality
versi on nunmber. Exanpl es of unacceptabl e val ues include, random

val ues, high cardinality expiration dates, the Prover’'s enail address
or any other identifying information.

On the other hand, the misuse of a presentation_header, chosen by the
Prover and only bound to a BBS proof, does not incur as nmany privacy
risks as the header value. For exanple, since a new

presentati on_header can be chosen each tine a BBS proof is generated,
random val ues are a viable choice. Still, to not break the
unlinkability property, care must be taken that the
present ati on_header does not identify a single or small group of
Provers. |If the presentation_header is chosen to have high entropy
(for exanple, to be a randomvalue, a high accuracy locality
identifier or a specific software build nunber), then the same val ue
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must not be used for nore than one Proof generations. Note however,
that even though the presentation_header can include high entropy
values (as long as they are used only once), its a good practice for
the Prover to avoid revealing personally identifying information
(like their name, enmil address or phone nunber), to mininize the
danger of correlating that information with other data sources,
potentially unrelated to the specific application

5.2. Total Number and I ndex of Signed Messages

When a Prover presents a BBS proof to a Verifier, other than the
messages they decide to disclose, there are two additional pieces of
information that will be revealed. First, the total nunmber of signed
messages, which can be inferred fromthe size of the BBS proof and
the length of the disclosed nmessages list. Second, the indexes that
the di scl osed nessages had in the list of signed nessages (see
Section 3.5.3). This information, if unique to each Prover, could be
enpl oyed to correlate nultiple proof presentations together. As a
result, the Signer should not sign lists of nessages wi th uni que

| engths or unique indexing. For this reason, it is RECOMVENDED t hat
signed lists of nmessages are padded to a conmmon | ength (using either
random or an unused by the application nessage, like 0 or 1). It is
al so RECOVWENDED t hat a constant ordering of nessages will be
preserved when possible. For exanple, if an application creates
signatures for the nessages [<user_nhanme>, <user_affiliation>,

<user _country>], then those nessages should al ways be signed in the
same order, i.e., first nessage should al ways be the user’s name
(<user _nane>), second nessage shoul d al ways be the user’s affiliation
(<user_affiliation>) and the | ast nmessage shoul d al ways be the user’'s
country of origins (<user_country>). Provers can enploy consistency
val i dati on nmechani sns, |ike the ones described in
[1-D.ietf-privacypass-key-consistency], to validate that those val ues
are not used to correlate them

5.3. Signer Public Keys

As with nost systenms based on public key cryptography, nultiple BBS
signatures (and the subsequent BBS proofs) could be correlated with
each other, if the Signer does not use the sane key for a | arge set
of produced signatures. For exanple, the Signer could use a
different key to generate the signatures intended for a specific
user, or a snall set of users. Every proof generated by that set of
users would then be linked to that group (since it will be validated
by a different public key). To avoid fragmentation of the user space
by different public keys, an application could use the sane
mechani sns that where proposed to check the consistency of the tota
nunber of nessages and their indexes (i.e.,
[I-D.ietf-privacypass-key-consistency], see Section 5.2).
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5.4. Disclosed Messages

6

6

Al t hough mul ti ple BBS proofs cannot be linked to each other, privacy
al so depends on the uni queness of the disclosed nessages during proof
generation. |f a unique nessage (or unique conbination of nmessages)
is revealed nmultiple tines, it could be used to link the
correspondi ng proofs together. Exanples of such nmessages incl ude
full names, government |Ds, enmil addresses and phone nunbers. |If
not required by the use case, the Prover should avoid disclosing such
i nformati on when constructing a BBS proof.

For certain types of nessage val ues, set nenbership proofs (for
exanpl e, [VB22]) or range proofs (for example, [BBB17]) could be used
to further nmitigate the above issue. Wth a set nmenbership proof,
the BBS proof Verifier will be able to validate that one of the
Prover’s signed (and undi scl osed) nessages, belongs to a pre-defined
set (for exanple that the Prover’'s government |ID belongs to a set of
valid government IDs). The inverse is also possible, where the
Prover showcases that one of the undiscl osed nmessages is not part of
a set (for exanple, that a signed unique revocation identifier is not
part of the set of revoked identifiers). |If a message is represented
by a nuneric value (see Section 6.8), range proofs can be used to
prove that it is within a specific range. As an exanple, a Prover,

i nstead of revealing their age, they could use a range proof to
showcase that they are over 18 years ol d.

Security Considerations
1. Validating Public Keys

Note that all core operations as defined in Section 3.6 expect the
Signer’s public key as input. It is RECOWENDED for all those
operations, that they deserialize the public key first using the
octets_to_pubkey procedure defined in Section 4.2.4.6, even if they
only require the octet string representation of the public key. |If
the octets to _pubkey procedure returns INVALID, the calling operation
shoul d al so return INVALID and abort. This reconmendati on applies to
the CoreSign (Section 3.6.1) and CoreProof Gen (Section 3.6.3)
operations. An explicit invocation to the octets_to_pubkey operation
is already defined and therefore required in the CoreVerify

(Section 3.6.2) and CoreProof Verify (Section 3.6.4) operations. |If
the required checks for the validity of the Signer’'s public key are
not perfornmed, the results are unpredictable, |eading to unexpected
vul nerabilities (for exanple, the output of the pairing operation on
input of an invalid elliptic curve point can be highly irregular and
i mpl ement ati on-dependent, with sone returning the identity point of
the elliptic curve and others returning errors).
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6.2. Ski ppi ng Menbership Checks

The subgroup check subgroup_check_G* invocation during either
signature deserialization (octets to _signature, defined in

Section 4.2.4.3), proof deserialization (octets to proof, defined in
Section 4.2.4.5) or public key deserialization (octets to_pubkey,
define in Section 4.2.4.6) is REQU RED by all inplenentations.
Failure to conply would | ead to unpredicted behavi or and

vul nerabilities. Note that some libraries inplenenting the pairing-
friendly curves functionality, may incorporate that check as part of
a octets to point_Gl or octet to point_ & operation (i.e., operations
that both deserialize an octet string to get an elliptic curve point
and then check if the resulting point is part of the GL or G group
accordingly). 1In those cases, the inplenenter nust make sure that
those checks are executed correctly.

Not e that checking that the points are in the correct subgroup is
essential to avoid possible forgeries of a BBS signature or proof
([ ADRO2]). Furthernore, the pairing operation Section 1.2 is
undefined when its input points are not in GL and Q. As a result,
appl i cations MJST execute all the subgroup checks defined by this
docunent .

6.3. Side Channel Attacks

There are two pl aces where side channel attacks could be relevant in
the BBS Signatures schenme. First, against the Signer, where side
channel | eakage during signature generation could reveal their secret
key. Second, against the Prover, where a side channel attack could
be used during proof generation to either directly reveal the
undi scl osed nessages and signature value, or reveal the random

scal ars used, |eading again to the | eakage of the undiscl osed
messages or the hidden signature. Therefore, inplenentations MJST
apply proper side channel attack protection. One nmethod to achieve
this, is by using elliptic curve inplenentations that execute curve
operations in constant tine.

6. 4. Present ati on Header Sel ection

The signature proofs of know edge generated in this specification are
created using a specified presentation_header. A Verifier-specified
cryptographically randomvalue (e.g., a nonce) featuring in the
present ati on_header provides strong protections against replay
attacks, and is RECOMMENDED i n nost use cases. In sone settings,
proofs can be generated in a non-interactive fashion, in which case
verifiers MJST be able to verify the uni queness of the
present ati on_header val ues.
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6.5. Inplenenting hash_to_curve_gl

The security analysis nodels hash_to_curve gl as randomoracles. It
is crucial that these functions are inplenented using a
cryptographically secure hash function. For this purpose,

i mpl ement ati ons MJST neet the requirenents of [ RFC9380].

In addition, ciphersuites MJIST specify uni que domai n separation tags
for hash_to_curve. Some guidance around defining this can be found
in Section 7.

6.6. Choice of Underlying Curve

BBS si gnatures can be inplemented on any pairing-friendly curves
suitable for type 3 pairing conputations. However care nust be taken
when sel ecting one that is appropriate, to guarantee the desired
security level for the targeted application. This specification
defines a ciphersuite for using the BLS12-381 curve in Section 7
whi ch as a curve achieves around 117 bits of security [ZCASH REVI EW .

6.7. Randommess Requirements

The key material input to the KeyGen operation defined in

Section 3.4.1 MIST be infeasible to guess and MJST be kept secret.
One possibility is to generate the key_material froma trusted,

crypt ographi cally secure pseudo random functi on [ RFC4086]. Secret
keys MAY be generated using other methods; in this case they MIST be
i nfeasi ble to guess and MJST be indistinguishable fromuniformy
random nodul o r.

The Proof Gen operation defined in Section 3.5.3 is by its nature a
random zed al gorithm requiring the generation of multiple uniformy
di stributed, pseudo random scal ars. This makes Proof Gen vul nerabl e
to attacks caused by bad entropy (like the ones described in

[ HDWH12]). |If randomess is re-used or is in any way predictable or
mal i ci ously constructed, an adversary nmay be able to unvei
undi scl osed information fromthe proof nessages or the hidden
signature value. More subtle attacks are al so possible, where the
security properties of the BBS proof may not be broken, but a system
maki ng use of the BBS schenme may still be conpromised. As an
exanpl e, consider systens that needs to nonitor and potentially
restrict outbound traffic, in order to mnimze data | eakage during a
breach. In such cases, the attacker could mani pul ate couple of bits
in the output of the get_randomfunction (Section 3.1) to create an
undet ect ed channel out of the system Although the applicability of
such attacks is limted for nost of the targeted use cases of the BBS
schene, sone applications may want to take neasures towards
mtigating them To that end, it is RECOWENDED to use a
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deterministic RNG (li ke a ChaCha20 based determ nistic RNG, seeded
with a unique, uniformy random single seed [DRBG. This will limt
the amount of bits the attacker can mani pul ate (note that sone
randommess i s al ways needed).

In any case, the randommess used in Proof Gen MUST be uni que in each
call and MJUST have a distribution that is indistinguishable from
uniform |If the random scalars are re-used, created from "bad
randommess" (for exanple with a known rel ati onship to each other) or
are in any way predictable, the undisclosed nessages or the signature
val ue may be conpronised. Naturally, a cryptographically secure
pseudor andom nunber generator or pseudo random function is REQU RED
to inplement the get_random functionality. See [RFC4086] for

gui dance on inpl enenting such functionality. See also [RFC8937], for
recomrendat i ons on generating good randomess in cases where the
Prover has direct or in-direct access to a secret key.

6.8. Mapping Messages to Scal ars

In an application using BBS Signhatures, there are two pl aces where
messages coul d be processed. First, before the nessages are passed
to the BBS Interface operations, and second, after they are passed to
the BBS Interface operations but before they are passed to the BBS
Core operations.

To allow for re-usability of software, it is RECOMVENDED t hat
application specific processing (like UTF-8 encodi ng [ RFC3629] or
Base- 64 decodi ng [ RFC4648]) woul d happen before nessages are passed
to the BBS Interface operations. In those cases, the application
shoul d ensure that all protocol participants have a clear and

consi stent understandi ng of which method should be used to process a
message. This can be achi eved by associating specific Interfaces
(with unique api _id values, see Section 3.8) or unique header val ues
(see Section 3.5.1) with different pre-processing nethodol ogi es.

Note that the BBS Interface defined in this docunent (see

Section 3.5) only accepts nessages that are represented as octet
strings. However, in sone nore advanced applications, like the ones
usi ng range proofs ([BBB17]) to prove that a signed nessage is within
sonme range (w thout disclosing that nessage), the pre-processing of
messages may result to sone of them being mapped to scal ar val ues,
before they are passed to the BBS Interface (for exanple, an
application could use [1S08601] to represent dates as integers or nap
the user’s age directly to a nunber) that should directly be signed
(e.g., to not be further processed by hash to_scal ar).
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If a BBS Interface accepts both octet strings and scal ar val ues as
messages, where dependi ng on the nessage’s type different operations
will be used to map it to a scalar (e.g., hash_to_scalar for octet
strings and the identity operation for scalars), it nmust still ensure
that the properties described in Section 4.1.2.1 holds. To that end,
the application MJST ensure that it is clear to all participants,

whi ch message shoul d be considered an octet string and which a

scal ar.

As an exanmple, if the type (i.e., octet string or scalar) of the
nmessages inputted to the BBS Interface, is uniquely deternined by its
index in the nmessages list (for exanple, first nmessage is an octet
string, second message a scalar etc.,), the map between nessage i ndex
and nessage type (determ ned by the Signer), could be nade avail abl e
as part of the Signer’s public paraneters (simlar to [ UPROVE])

This map woul d then be passed to the BBS Interface, which will use it
to correctly map each nmessage to a scalar. Another option, is to
sign such configurations as part of the header paraneter of the BBS
signature (see Section 3.5.1). |In this case, the nap does not need
to be published by the Signer.

If the application defines that the first (or last) n nmessages wl|
be scal ars and everything el se octet strings, it could just publish
the n value as part of the Signer’s public paraneters or again sign
it as part of the header val ue.

In any case, the privacy considerations described in Section 5 MJST
NOT be violated, for exanple, by using unique pre-processing rules or
maps bet ween nmessage i ndex and type. To validate the consistency of
the nmessage processing rules, the Prover could use nmechanisns |ike
the ones described in [I-D.ietf-privacypass-key-consistency].

6.9. Post-quantum Security

BBS Si gnatures conbine two security properties; data authenticity and
data confidentiality.

Data authenticity refers to the inability of anyone other that the

Si gner being able to generate BBS signatures that are valid under the
Signer’s public key (this property is often referred to as
unforgeability, or in the case of BBS Signatures, strong
unforgeability, e.g., by [TZ23]). It also neans that no one shoul d
be able to generate valid BBS proofs disclosing sets of nmessages,

wi thout first obtaining a valid BBS signature on those nessages (in
academ c works, this is referred to as the BBS proof being a proof-
of - knowl edge of a BBS signature [CDL16] [TZ23]).
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Data confidentiality means that no one (not even the Signer) should
be able to use a BBS proof to extract information about the messages
the Prover decided not to disclose during the proof generation
process, or the signature that was used to generate that proof
(sonmething that is referred to as the zero-know edge property of the
BBS proof [BBDT16] [CDL16] [TZ23]).

On the presence of a Cryptographically Rel evant Quant um Comnput er
(CRQC), meaning a conputer that will be able to break the discrete

| ogarithm problemin the groups used by BBS Signatures (see
[1-D.ietf-pquip-pgc-engineers]), the data authenticity property wll
not hold. Specifically, an adversary could use a CRQC to reveal the
Signer’s secret key fromtheir public key, hence giving themthe
ability to generate BBS signhatures on behal f of that Signer, for
messages of their choosing, as well as BBS proofs using those

si gnatures

On the other hand, data confidentiality cannot be broken, even by
adversaries with unbounded conputational resources and in possession
of the Signer’s secret key. This nmeans that even by utilizing a
CRQC, adversaries will not be able to conprom se the data
confidentiality property of BBS proofs. As a result, an adversary
with access to such a quantum conputer, will not be able to revea
either the nessages undi scl osed by a BBS proof, or the hidden
signature val ue (which the Prover showcases possession of). This
guarantees that the privacy and hiding properties of BBS proofs that
are currently used, will not be conpronised by future quantum attacks
(a property that is often referred to as everlasting privacy). Note
that this only considers BBS proofs, not BBS signatures, which do not
possess the sanme hiding properties as the BBS proofs.

7. G phersuites

This section defines the format for a BBS ci phersuite. It also gives
concrete ciphersuites based on the BLS12-381 pairing-friendly
elliptic curve [I-D.irtf-cfrg-pairing-friendly-curves].

7.1. Ciphersuite Format

7.1.1. Ci phersuite ID
The foll owing section defines the format of the unique identifier for
the ci phersuite denoted ciphersuite_id, which will be represented as
an ASCI1 encoded octet string. The REQUI RED format for this string
is

"BBS " || H2C_ SUTE_ID || ADD_INFO
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7

1.

* H2C SUTE IDis the suite ID of the hash-to-curve suite used to
define the hash to_curve function.

* ADD INFO is an optional octet string indicating any additiona
informati on used to uniquely qualify the ciphersuite. Wen
present this value MJST only contain ASCI| encoded characters with
codes between 0x21 and Ox7e (inclusive) and MJUST end with an
underscore (ASCI| code: 0x5f). The last character MJST be the
only underscore.

2. Additional Paraneters

The paraneters that each ciphersuite needs to define are generally
divided into three main categories; the basic parameters (a hash
function, a pairing operation, the octet |ength of points and

scal ars, the hash to curve [ RFC9380] rel ated operations and
paraneters as well as the base point of the GL subgroup), the
serialization operations (mapping points fromeach elliptic curve to
an octet string and vice versa) and the generator paraneters. See
bel ow for nore details.

*Basi c paraneters*:
* hash: a cryptographic hash function

* octet_scalar_|l ength: Nunmber of bytes to represent a scal ar val ue,
in the nultiplicative group of integers nod r, encoded as an octet
string. It is RECOVWENDED this value be set to ceil (log2(r)/8)

* octet_point_|ength: Nunmber of bytes to represent a point encoded
as an octet string outputted by the point_to_octets E* function

* hash_to_curve_suite: The hash-to-curve ciphersuite id, in the form
defined in [RFC9380]. This defines the hash to curve gl (the
hash _to _curve operation for the GL subgroup, see the Notation
defined in Section 1.2) and the expand_nessage (either
expand_nessage_xmd or expand_nessage_xof) operations used in this
docurnent .

* expand_l en: Must be defined to be at |east
ceil((ceil (log2(r))+k)/8), where log2(r) and k are defined by each
ci phersuite (see Section 5 in [RFCO380] for a nore detailed
expl anation of this definition).
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2

* Pl: Afixed point in the GL subgroup, different fromthe point BP1l
(i.e., the base point of Gl, see Section 1.1). This |eaves the
base point "free", to be used with other protocols, |ike key
conmi tment and proof of possession schenes (for exanple, like the
one described in Section 3.3 of [I-D.irtf-cfrg-bls-signature]).

* h: The pairing operation used.
*Serialization functions*:

* point _to octets El: a function that returns the canonica
representation of the point P of the E1l elliptic curve as an octet
string.

* point_to_octets E2: a function that returns the canonica
representation of the point P of the E2 elliptic curve as an octet
string.

* octets_to_point_E1l: a function that returns the point P in the
elliptic curve E1 corresponding to the canonical representation
ostr, or INVALID if ostr is not a valid output of
point to octets EL.

* octets to point E2: a function that returns the point Pin the
elliptic curve E2 corresponding to the canonical representation
ostr, or INVALID if ostr is not a valid output of
point _to_octets_ E2.

BLS12-381 Ci phersuites

The following two ciphersuites are based on the BLS12-381 elliptic
curves defined in Section 4.2.1 of
[I-Dirtf-cfrg-pairing-friendly-curves]. The targeted security |eve
of both suites in bits is k = 128 (the actual security level is
closer to 126 bits). The nunber of bits of the order r, of the Gl
and & subgroups, is log2(r) = 255. The base points BP1 and BP2 of
Gl and & are the points BP and BP correspondingly, as defined in
Section 4.2.1 of [I-D.irtf-cfrg-pairing-friendly-curves]. For
compl et eness, BLS12-381 and the relevant functionality (base points
BP1 and BP2, the pairing h as well as the point encodi ng and decodi ng
operations) are defined in Appendi x B

The first ciphersuite uses the hash-to-curve suite
BLS12381G1_XOF: SHAKE- 256_SSWJ RO , defined by this docunent in
Appendi x A1 (#bl s12-381-hash_to_curve-def), which is based on the
SHAKE- 256 ext endabl e out put function, as defined in Section 6.2 of
[ SHA3] .
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The second ci phersuite uses the hash-to-curve suite
BLS12381Gl_XMD: SHA-256_SSWJ RO, defined in Section 8.8.1 of the
[ RFC9380] docunent, which is based on the SHA-256, as defined in
Section 6.2 of [SHA2]

For both ciphersuites defined in this section, the fixed point Pl of
Gl is defined as the output of the create_generators procedure
defined in Section 4.1.1 instantiated with the paranmeters defined by
each ciphersuite, with the inputs count = 1, not supplying an api_id
val ue and maki ng use of the following "Definitions" for the seed _dst,
generator_dst and generator_seed vari abl es;

- seed_dst: ciphersuite_id || "H2G HWS_SI G GENERATOR_SEED " where
"H2G_ HWS SI G GENERATOR SEED " is an ASCI| string conprised
of 28 bytes.

- generator_dst: ciphersuite_id || "H2G HWS _SI G GENERATOR DST_", where

"H2G_HWMRS SI G GENERATOR DST_ " is an ASCII string
conprised of 27 bytes.
- generator_seed: ciphersuite_ id || "H2G HWS BP_MESSAGE GENERATOR_SEED"
where "H2G HWS BP_MESSAGE GENERATOR _SEED' is an ASCI |
string conprised of 34 bytes.

In the above, ciphersuite id is the unique identifier defined by each
ciphersuite. Note that the Pl point is independent fromthe BBS
Interface that may use it and it remains constant for each

ci phersuite. The simlarity of the above "Definitions" with the
Interface identifier (api_id) defined in Section 3.5, is only for
conpatibility reasons with previous versions of this docunent.

Note that these two ciphersuites differ only in the hash-to-curve
suites used. The hash-to-curve suites differ in the expand_nessage
vari ant and underlying hash function. Mre concretely, the
BLS12- 381- SHAKE- 256 (#bl s12- 381- shake-256) ci phersuite nmakes use of
expand_message_xof wi th SHAKE- 256, while BLS12-381- SHA- 256

(#bl s12-381-sha-256) nmkes use of expand_nessage xnmd with SHA- 256.
Curve paraneters are conmon between the two ciphersuites.

7.2.1. BLS12-381- SHAKE- 256
*Basi c paraneters*:
* ciphersuite_id: "BBS BLS12381Gl_XOF: SHAKE- 256 _SSWJ RO "

* octet_scalar_length: 32, based on the RECOMMENDED approach of
ceil (log2(r)/8).

* octet_point_|ength: 48, based on the RECOMVENDED approach of
ceil (log2(p)/8).
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*

P1

hash_to_curve_suite: "BLS12381GlL_XOF: SHAKE- 256_SSWJ RO " as
defined in Appendix A 1 (#bls12-381-hash-to-curve-definition-
usi ng- shake-256) for the Gl subgroup

expand_len: 48 ( = ceil ((ceil (log2(r))+k)/8))
P1: the followi ng point of Gl, serialized using the
point _to_octets_E1 procedure defined by this ciphersuite and hex

encoded

= h’ 8929df bc7e6642c4ed9cha0856e493f 8b9d7d5f cbOc31ef 8f dcd34d50648a
56¢c795e106e9eadabeObda386b414150755

h: the optimal Ate pairing (Appendix A 2 of
[I-Dirtf-cfrg-pairing-friendly-curves]), defined in Appendix B.1

*Serialization functions*:

*

7.2.

2

point_to_octets_E1l: as defined in Appendix B.2.1 for points of the
curve E1 (which follows the format docunmented in Appendix C. 1 of
[I-Dirtf-cfrg-pairing-friendly-curves] for the E1 elliptic curve,
usi ng conpression).

point_to_octets_E2: as defined in Appendix B.2.1 for points of the
curve E2 (which follows the format documented in Appendix C 1 of
[I-Dirtf-cfrg-pairing-friendly-curves] for the E2 elliptic curve,
usi ng conpressi on).

octets to point El: as defined in Appendix B.2.2 (which foll ows
the format docunented in Appendi x C. 2 of
[I-Dirtf-cfrg-pairing-friendly-curves]), returning INVALID if the
resulting point is not in E1l.

octets to point E2: as defined in Appendix B.2.2 (which foll ows
the format docunented in Appendi x C 2 of
[1-Dirtf-cfrg-pairing-friendly-curves]), returning INVALID if the
resulting point is not in E2

BLS12- 381- SHA- 256

*Basi c paraneters*:

*

*

Ci phersuite_|I D: "BBS BLS12381Gl_XMD: SHA- 256_SSWJ_RO "

octet _scal ar_l ength: 32, based on the RECOMVENDED approach of
ceil (log2(r)/8).
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* octet_point_length: 48, based on the RECOMVENDED approach of
ceil (1og2(p)/8).

* hash_to_curve suite: "BLS12381GlL_XMD: SHA- 256_SSWJ RO " as defi ned
in Section 8.8.1 of the [RFC9380] for the GL subgroup

* expand_len: 48 ( = ceil ((ceil (log2(r))+k)/8))

* P1: the follow ng point of Gl, serialized using the
point _to octets E1 procedure defined by this ciphersuite and hex
encoded

P1 = h’ a8ce256102840821a3e94ea9025e4662b205762f 9776b3a766c872b948f 1f
d225e7¢c59698588e70d11406d161b4e28c9

* h: the optimal Ate pairing (Appendi x A 2 of
[I-D.irtf-cfrg-pairing-friendly-curves]), defined in Appendix B.1.

*Serialization functions*:

* point_to_octets El: as defined in Appendix B.2.1 for points of the
curve E1 (which follows the format docunented in Appendix C 1 of
[1-Dirtf-cfrg-pairing-friendly-curves] for the E1 elliptic curve,
usi ng conpressi on).

* point_to_octets E2: as defined in Appendix B.2.1 for points of the
curve E2 (which follows the format docunented in Appendix C. 1 of
[I-Dirtf-cfrg-pairing-friendly-curves] for the E2 elliptic curve,
usi ng conpressi on).

* octets_to_point_El: as defined in Appendix B.2.2 (which foll ows
the format docunented in Appendi x C. 2 of
[I-Dirtf-cfrg-pairing-friendly-curves]), returning INVALID if the
resulting point is not in EIl.

* octets to point E2: as defined in Appendix B.2.2 (which follows
the format docunented in Appendi x C. 2 of
[I-Dirtf-cfrg-pairing-friendly-curves]), returning INVALID if the
resulting point is not in E2

8. Test Vectors

The foll owing section details a basic set of test vectors that can be
used to confirman inplenmentation’s correctness.

*NOTE* All binary data belowis represented as octet strings in big
endi an order, encoded in hexadeci mal fornat.
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*NOTE* These fixtures are a work in progress and subject to change.
8.1. Mcked Random Scal ar s

For the purpose of presenting fixtures for the Proof Gen operation
(Section 3.5.3), we describe here a way to nock the

cal cul ate_random scal ars operation (Section 4.2.1), used by

Cor eProof Gen (Section 3.6.3) to create all the necessary random
scal ars.

To that end, the seeded random scal ars operation is defined, which
will deterministically calculate count random | ooki ng scalars froma
singl e SEED, given a dommin separation tag (DST). The proof test
vector will then define a SEED (as a not hi ng- up-ny-sl eeve val ue) and
a DST and then set

nmocked_cal cul at e_random scal ars(count) : =
seeded_random scal ar s( SEED, DST, count)

The nocked_cal cul ate_random scal ars operation will be used in place
of cal cul ate_random scal ars during the CoreProof Gen operation

*Not e* For the BLS12-381- SHA-256 ci phersuite (Section 7.2.2), if nore
than 170 nocked random scal ars are required, the operation wll
return INVALID. Simlarly, for the BLS12-381- SHAKE-256 ci phersuite
(Section 7.2.1), if nore than 1365 nocked random scal ars are
required, the operation will return INVALID. For the purpose of
descri bing Proof Gen (Section 3.5.3) test vectors, those limts are

i nconsequenti al
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seeded_scal ars = seeded_random scal ar s( SEED, DST, count)

| nput s:

- SEED (REQUI RED), an octet string. The random seed fromwhich to
generate the scal ars.

- DST (REQUIRED), octet string representing a donain separation tag.

- count (REQUI RED), non negative integer. The nunber of scalars to

return.

Par amet er s:

- expand_nessage, the expand_nessage operation defined by the
ci phersuite.

- expand_l en, defined by the ciphersuite.

Qut put s:

- mocked_random scal ars, a list of "count" pseudo random scal ars

ABORT i f:

1. count * expand_|en > 65535

Procedure:

out |l en = expand_len * count

v = expand_nessage( SEED, DST, out | en)
if vis INVALID, return |INvVALID

wh e

for i in (1, ..., count):

start_idx = (i-1) * expand_| en

end_idx =i * expand_len - 1

r i = OS2I P(v[start_idx..end_idx]) nod r
return (r_1, ...., r_count)

LN Ok

8.2. Messages
The foll owi ng nessages are used by the test vectors of both

ci phersuites (unless otherwi se stated). Al the |isted nessages
represent hex-encoded octet strings.
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddadasd

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f bO75f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

8.3. BLS12-381- SHAKE-256 Test Vectors

Test vectors of the BLS12-381- SHAKE- 256 ci phersuite defined in
Appendi x D.1 ciphersuite. Further fixtures are available in
Appendi x D. 1.

8.3.1. Key Pair

Fol | owi ng the procedure defined in Section 3.4.1 with an input
key material value as follows

key_material = h’ 746869732d49532d6a7573742d616e2d546573742d494b4d2d746f 2
d67656e€65726174652d246528724074232d6b6579

the follow ng key info val ue

key_info = h’746869732d49532d736f 6d652d6b65792d6d657461646174612d746f 2d6
2652d757365642d696e2d746573742d6b65792d67656e

and the follow ng key_dst value, defined by api_id || KEYGEN DST_,
where api _id the identifier of the BBS Interface defined in
Section 3.5, using the BLS12-381- SHAKE- 256 ci phersuite defined in
Section 7.2.1, neaning that api_id = BBS_BLS12381Gl_XOF: SHAKE-
256_SSWJ_RO H2G HWRS ,

key_dst = h’4242535f424c53313233383147315f 584f 463a5348414b452d3235365f 53
5357555f 524f 5f 4832475f 484d32535f 4h455947454e5f 4453545f

Qutputs the foll owi ng SK val ue

SK = 0x’' 2eee0f 60a8a3a8bec0ee942bf d46cbdae9a0738ee68f 5a64e7238311cf 09
a079’

Fol I owi ng the procedure defined in Section 3.4.2 with an input SK
val ue as above produces the follow ng PK val ue
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PK = h'92d37d1d6cd38f ea3a873953333eabh23a4c0377e3e049974eb62bd45949cdeb18
f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢c2c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46c734ab5eae2e8e82833f 3e7eab

8.3.2. Map Messages to Scal ars

The nessages in Section 8.2 are mapped to scalars during the Sign,
Verify, ProofGen and ProofVerify operations. Presented below, are
the out put scal ar values of the nessages_to_scal ars operation
(Section 4.1.2), on input the nessages defined in Section 8.2 and the
api _id defined in Section 3.5, using the BLS12-381- SHAKE- 256
ciphersuite defined in Section 7.2.1, neaning that api _id =

BBS BLS12381Gl_XOF: SHAKE- 256_SSWJ RO H2G HWS . Each out put scal ar

val ue is encoded to octets using |20SP and represented in big endian
or der,

0x’ 1e0dea6c9ea8543731d331a0ab5f 64954¢188542b33c5bbc8ae5b3
a830f 2d99f’

Ox’ 3918a40f b277b4c796805d1371931e08a314a8bf 8200a92463¢c060
54d2c56a9f’

Ox’ 6642b981edf 862adf 34214d933c5d042bf a8f 7ef 343165¢325131e
2f f a32f a94’

0Ox’ 33¢021236956a2006f 547e22f f 8790c9d2d40¢c11770c18cceb60377
86¢6f 23512’

0x’ 52b249313abbe323e7d84230550f 448d99edf b6529dec8c4e783db
d6dd2a8471’

Ox’ 2a50bdcbe7299e47e1046100aadf f e35b4247bf 3f 059d525f 92153
7484dd54f ¢’

0x’ 0e92550915e275f 8cf d6da5e08e334d8ef 46797ee28f a29de40ale
bccd9d95d3’

Ox’ 4c28f 612e6¢6f 82f 51f 95el1e4df aaf 597547f 93f 6689827a6dcda3c
b94971d356’

0x’ 1db51bedc825b85ef eldab3e3ab0274f a82bbd39732be3459525f a
f 70f 197650’

nmeg_scal ar_10 = 0Ox’ 27878da72f 7775e709bb693d81b819dc4e9f a60711f 4ea927740e

40073489e78’

nmeg_scal ar_1

nmsg_scal ar_2

msg_scal ar_3

nmeg_scal ar_4

msg_scal ar _5

msg_scal ar_6

nmeg_scal ar_7

msg_scal ar_8

msg_scal ar_9

8.3.3. Message Cenerators

Fol | owi ng the procedure defined in Section 4.1.1 for the
BLS12- 381- SHAKE- 256 (#bl s12- 381-shake-256) suite, with an input count
val ue of 11 and an api _id value of api_id = BBS BLS12381Gl_XOF: SHAKE-
256_SSWJ_RO H2G HWS_(as defined in Section 3.5 for the
BLS12- 381- SHAKE- 256 ci phersuite), outputs the follow ng val ues (note
that the first one corresponds to Q1, while the next 10, to the
message generators H 1, ..., H 10).
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Q1 = h’a9d40131066399f d41af 51d883f 4473b0dcd7d028d3d34ef 17f 3241d204e2850
7d7ecae032af ald5490849b7678ec1f 8

H 1 = h’903c7ca0Ob7e78a2017d0baf 74103bd00ca8f f 9bf 429f 834f 071c75f f e6bf dec6
d6édcal5417ed4ac08cadaele78b7adcOe

H 2 = h’84321f 5855bf b6b001f 0df ch47ac9b5cc68f 1ladedd20f 0ec850e0563b27d2acc
eebedf f 1a26b357762f b24e8ddbb6f cb

H 3 = h’b3060df f0d12a32819e08da00e61810676cc9185f dd750e5ef 82b1a9798c7d76
d63de3b6225d6c9a479d6c21a7c8bf 93

H 4 = h’ 8f 1093d1e553cdead3c70ce55b6d664e5d1912cc9edf dd37bf 1dadllca396ala
8bb062092d391ebf 8790ea5722413f 68

H5 = h’990824e00b48a68c3d9a308e8c52a57b1lbc84dicf 5d3cOf 8c6f b6b1230e4e5b8
eb752f b374da0Oblef 687040024868140’

H 6 = h’ b86dlc6ab8ce22bc53f 625d1ce9796657f 18060f ch1893ce8931156ef 992f €56
856199f 8f a6c998e5d855a354a26b0dd

H 7 = h’b4cdd98c5c1e64chb324e0c57954f 719d5¢c5f 9e8d991f d8e159b31¢c8d079c76a6
7321a30311975¢706578d3a0ddc313b7

H 8 = h’'8311492d43ec9182a5f c44a75419b09547e311251f e38h6864dc1le706e29446¢
b3ea4d501634eb13327245f d8a574f 77

H 9 = h’ac00b493f 92d17837a28d1f 5b07991ca5ab9f 370ae40d4f 9b9f 2711749ca2001
10ce6517dc28400d4ea25dddcl46cacc

H 10 = h’ 965a6¢c62451d4bebcbl175dec39727dc665762673ee42bf 0Oac13a37a74784f bd
61e84e0915277a6f 59863b2bb4f 5f 6005’

8.3.4. Signature Fixtures
This section presents test vectors for the Sign operation, as defined
in Section 3.5.1, for the BLS12-381- SHAKE- 256 ci phersuite
(Section 7.2.1).

8.3.4.1. Valid Single Message Signature
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02’

SK = 0x’ 2eee0f 60a8a3a8bec0ee942bf d46cbdae9a0738ee68f 5a64e7238311cf 09
a079’

PK = h'92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd45949cdebl18

f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢2¢c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46c734a5eae2e8e82833f 3e7eab
header = h’ 11223344556677889900aabbccddeef f’

B = h’ 8bbc8c123d3f 128f 206dd0d2dae490e82af 08b84e8d70af 3dc291d32a6e98f 635b
eef cc4533b2599804a164aabe68d7c
domai n = Ox’ 2f 18dd269c11c512256a9d1d57e61la7d2debebcf 41cac3053f 37af edc4eb
50a9’

signature = h' b9a622a4b404e6ca4c85c¢15739d2124aldebl6df 750be202e2430e169b
c27f b71c44d98e6d40792033e1c452145ada95030832¢c5dc778334f 2f
1b528eced21b0b97a12025a283d78b7136bb9825d04ef °

8.3.4.2. Valid Miulti-Message Signature
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m10 = h’

SK = 0x’ 2eee0f 60aB8a3a8bec0ee942bf d46cbdae9a0738ee68f 5a64e7238311cf 09
a079’

PK = h’ 92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd45949cdebl18

f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢c2¢c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46¢c734a5eae2e8e82833f 3e7eab
header = h’' 11223344556677889900aabbccddeef f’

B = h’ ae8d4ebe248b9ad9c933d5661bf b46c56721f ba2all82ddda7e8f b443bda3c0a57
1ad018ad31d0b6d1f 4e8b985e6¢58d
domai n = 0x’ 6f 7ee8de30835599bb540d2cb4dd02f dOc6cf 8246f 14c9ee9a8463f 7f d40
of 7b’

signature = h’ 956a3427b1b8e3642e60e6a7990b67626811adeec7alabchb4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924ch6e202912h624261f c6c59b
0f ea801547f 67f b7d3253ele2acbcf 90ef 59a6911931e

8.3.5. Proof Fixtures

This section presents test vectors for the Proof Gen operation, as
defined in Section 3.5.3, for the BLS12-381- SHAKE- 256 ci phersuite
(Section 7.2.1).

For the generation of the followi ng test vectors, the
nmocked_cal cul at e_random scal ars defined in Section 8.1 is used, in
pl ace of the cal cul ate_random scal ars operation, with the foll ow ng
SEED val ue (hex encoding of the ASCII-encoded 30 first digits of pi)

SEED =
h' 332e313431353932363533353839373933323338343632363433333833323739

Looker, et al. Expi res 8 January 2026 [ Page 72]



I nternet-Draft The BBS Si gnhature Schene July 2025

and the donmain separation tag DST = api_id |

" MOCK_RANDOM SCALARS DST ", where api _id is the identifier of the BBS
Interface defined in Section 3.5, i.e., api_id = ciphersuite_id |

H2G HMRS , where ciphersuite id is the unique identifier of the
BLS12- 381- SHAKE- 256 ci phersuite as defined in Section 7.2.1 and

" MOCK_RANDOM SCALARS DST " is an ASCII string conposed of 24 bytes.
More specifically,

DST =
"BBS_BLS12381GL_XOF: SHAKE- 256_SSWJ RO H2G HVRS_MOCK_RANDOM SCALARS DST "

G ven the above SEED and DST values, the first 10 scalars (i.e., with
count = 10) returned by the nmocked_cal cul at e_random scal ars operati on
will be,

random scal ar _1 = 0Ox’ 1004262112c3eaa95941b2b0d1311c09¢845db0099a50e67eda
628ad26b43083

random scal ar _2 = Ox’ 6da7f 145a94c1f a7f 116b2482d59e4d466f e49c955ae8726e79
453065156a9a4’

random scal ar_3 = 0x’ 05017919b3607e78c51e8ec34329955d49¢c8¢c90e4488079c43e
74824e98f 1306’

random scal ar _4 = 0x’ 4d451dad519b6a226bba79el1b44c441f 1a74800eecf ec6a2e?2
d79eab5b9d32d’

random scal ar _5 = 0x’ 5e7e4894e6dbe68023bc92ef 15¢410b01f 3828109f c72b3b5ab
159f c427b3f 51°

random scal ar_6 = 0x’ 646e3014f 49acch375253d268eb6¢c7f 3289a1510f 1€9452b612
dd73a06ec5dd4’

random scal ar _7 = Ox’ 363ecc4c1f 9d6d9144374de8f 1f 7991405e3345a3ec49dd485a
39982753c1la4’

random scal ar_8 = 0x’ 12e592f e28d91d7b92a198c29af aa9d5329a4dcf daf 80085578
07412f aeb4ac6’

random scal ar_9 = 0x’ 513325acdcdec7ea572360587b350a8b095cal19bdd8258c5c69
d375e8706141a

random scal ar _10 = 0x’ 6474f ceba35e7e17365ddela0284170180e446ae96c8294329
0d7baa3a6ed429’

8.3.5.1. Valid Single Message Proof
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m 0 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d
5f 02’

public_key = h’92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd459
49cdeb18f b0490edcd4429adf f 56e65chce42cf 188b31bddbd619e41
9b99c2¢41b38179ehb001963bc3decaae0d9f 702c7a8c004f 207f 46¢c7
34a5eae2e8e82833f 3e7eab

signature = h’ b9a622a4b404e6ca4c85c15739d2124aldebl16df 750be202e2430e169b
c27fb71c44d98e6d40792033e1c452145ada95030832¢5dc778334f 2f
1b528eced21b0b97a12025a283d78b7136bb9825d04ef ’

header = h’ 11223344556677889900aabbccddeef f’

presentati on_header = h’'bed231d880675ed101lead304512e043ade9958dd0241ea70

b4b3957f ba941501"
reveal ed_indexes = [ 0 ]

random scal ar s:
rl = 0x’ 1308e6f 945f 663b96delc76461cf 7d7f 88b92eb99a9034685150db443d73

3881’

r2 = 0x' 25f 81cb69a8f ac6f b55d44a084557258575d1003be2bd94f 1922dad2c3e4
47f d’

e_tilde = Ox’ 5e8041a7ab02976ee50226c4b062b47d38829bbf 42ee7eb899b2972

0377a584c’

rl tilde = 0x’ 3bbf 1d5dc2904dbb7b2ba75c5dce8a5ad2d56a359¢c13f f Of abf cbl
339cd2f e58’

r3_tilde = 0x’' 016b1460eee7707c524a86ad4aedeb826ce9597b42906dccaa96c6b
49a8ea7daz’

mtilde_scalars: [ ]

T1 = h’ 91al0e73cf 4090812e8ea25f 31laaablbe53f ch42ce86e9f Oe5df 6f 6dac4c3eeeb
2ac846b0b83a5cf che78315175a4961’
T2 = h’ 988f 3d473186634e41478dc4527cf 240e64de23a763037454d39a876862ebc617
738ba6c458142e3746b01eab58ca8d7
domai n = Ox’ 2f 18dd269c11c512256a9d1d57e6la7d2debebcf 41cac3053f 37af edc4eb
50a9’

proof = h’89e4ab0c160880e0c2f 12a754b9c051ed7f 5f ccf ee3d5¢cbbb62e1239709196
c737fff4303054660f 8f cd08267a5de668a2e395ebe8866bdcb0df f 9786d7
014f abe3c8cf 7b41f 8d7510e27d307f 18032f 6b788e200b9d6509f 40celd2
f 962ceedb023d58ee44d660434e6ba60ed0dalas5d2cde031b483684cd7c5b
13295a82f 57e209b584e8f €e894bcc964117bf 3521b43d8e2eb59ce31f 34d6
8b39f 05bb2c625e4de5e61e95f f 38bf d62ab07105d016414b45b01625¢699
65ad3c8a933e7b25d93daeb777302b966079827a99178240e6¢3f 13b7db2f
b1f 14790940e239d775ab32f 539bdf 9f 9b582b250b05882996832652f 7f 5d
3b6e04744c73adal702d6791940cchd75e719537f 7ace6ee817298d

8.3.5.2. Valid Multi-Mssage, Al Messages D sclosed Proof
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

public_key = h'92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd459
49cdeb18f b0490edcd4429adf f 56e65chce42cf 188b31bddbd619e41
9b99c2c¢41b38179eb001963bc3decaae0d9f 702c7a8c004f 207f 46¢7
34abeae2e8e82833f 3e7eab

signature = h’956a3427b1b8e3642e60e6a7990b67626811adeec7alabcb4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924ch6e202912b624261f c6c59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

header = h’11223344556677889900aabbccddeef f’

presentati on_header = h’'bed231d880675ed101ead304512e043ade9958dd0241ea70

b4b3957f ba941501’
revealed indexes = [ 0, 1, 2, 3, 4, 5, 6, 7, 8, 9]

random scal ars:
rl = 0x’ 1308e6f 945f 663b96delc76461cf 7d7f 88b92eb99a9034685150db443d73

3881’
r2 = 0x’ 25f 81cb69a8f ac6f b55d44a084557258575d1003be2bd94f 1922dad2c3e4
47f d’
e tilde = Ox’ 5e8041a7ab02976ee50226c4b062b47d38829bbf 42ee7eb899h2972
0377a584c’
rl tilde = 0x’ 3bbf1d5dc2904dbb7b2ba75c5dce8a5ad2d56a359c13f f Of a5f cbl
339cd2f e58’
r3 tilde = 0x’ 016b1460eee7707c524a86ad4aedeb826ce9597b42906dccaa96c6b

49a8ea7da2’
mtilde_scalars: [ ]

T1 = h’ 8890adf c78da24768d59dbf db3f 380e2793e9018b20c23e9ba05baa60f 1b21456
bc047a5d27049dab5dc6a94696¢ce711’
T2 = h’ a49f 953636d3651a3ae6f e45a99a2e4f ec079eef 3be8b8abad4ba70885d7e02864
2f 7224e9f 451529915c88a7edc59f be
domai n = 0x’ 6f 7ee8de30835599bb540d2cb4dd02f dOc6cf 8246f 14c9eeQa8463f 7f d40
of 7b’

proof = h’91b0f 598268c57b67bc9e55327¢c3c2b9b1654be89a0cf 963ah392f a9el637c¢

565241d71f d6d7bbd7df e243de85a9bac8b7461575c1e13b5055f edOb51f d
0ec1433096607755b2f 2f 9babdc614df a456916ca0d7f c6482b39c679cf b7
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47a50ealb3dd7ed57aaadc348361e2501a17317352e555a333e014e8e7d71
eef 808ae4f 8f bdf 45cd19f de45038bb310d5135f 5205f c550b077e381f b3a
3543dca31a0d8bba97bcO0b660a5aa239eb74921e184aa3035f aOleaba32f 5
2029319ec3df 4f a4a4f 716edb31a6¢cel19a19dbb971380099345070bd0f dee
cf7c4774a33e0al116e069d5e215992f b637984802066dee6919146ae50b70
eab52332df e57f 6e05¢c66e99f 1764d8b890d121d65bf cc2984886ee0

8.3.5.3. Valid Milti-Message, Some Messages Di scl osed Proof

m 1 = h’9872ad089e452c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d

5f 02’

m 2 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9h80’

m 3 = h’ 7372e9daa5ed31le6¢cd5¢c825eac1b855e84476a1d94932aa348e07b73

m4 = h’ 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael53e22aae04adl6f 759e07237b4

m 7 = h’d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed’

m9 = h’' 96012096

m10 = h’

public_key = h'92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd459
49cdeb18f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e41
9b99c2c41b38179eb001963bc3decaae0d9f 702c7a8c004f 207f 46¢7
34a5eae2e8e82833f 3e7eab

signature = h’ 956a3427b1b8e3642e60e6a7990b67626811adeec7alabch4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924¢ch6€202912b624261f c6¢59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

header = h’'11223344556677889900aabbccddeef f’

presentati on_header = h’'bed231d880675ed101lead304512e043ade9958dd0241ea70

b4b3957f ba941501"
revealed_indexes = [ 0, 2, 4, 6 ]

random scal ars:
rl = Ox’' 5ee9426ae206e3al127eb53c79044bc9ed1b71354f 8354b01bf 410a02220b

e7d0’
r2 = 0x’ 280d4f cc38376193ff c777b68459ed7ba897e2857f 938581acf 95ae5a689
88f 3’
e tilde = 0x’ 39966b00042f c43906297d692ebb41de08e36aada8d9504d4e0ae02
ad59e9230’

0x’ 61f 5¢273999b0b50be8f 84d2380eb9220f c5a88af el44ef c400754
5f 0ab9c089’
r3_tilde = 0x’ 63af 117e0c8b7d2f 1f 3e375f cf 5d9430e136f f Of 7e879423e49dad
c401a50089’
mtil de_scal ars:
m-_1 = 0x’ 020b83ca2ab319cba0744d6d58da75ac3df b6ba682bf ce2587c5a6
d86adede7b’

ri tilde
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m-_3 = Ox’ 5bf 565343611c08f 83e4420e8b1577ace8cc4df 5d5303aeb3c4e42
5f 1080f 836’

m~_5 = 0x’ 049d77949af 1192534da28975f 76d4f 211315dcele36f 93f f cf 2a5
55de516b28’

m-_7 = 0x’ 407e5a952f 145de7da53533de8366bbd2e0c854721a204f 03906dc
82f del0f 48’

m-_8 = 0x’ 1¢925d9052849edddcf 04d5f 1f 0d4f f 183a66b66eb820f 59b675ae
el2lcfc63c’

m-_ 9 = 0x’ 07d7c41b02158a9c5eac212ed6d7c2cddebh8e38baea6e93e1a00b2

€83e2a0995’

T1 = h’ 8b497dd4dcdcf 7eb58c9b43e57e06bcea3468a223ae2f c015d7a86506a952d680
55e73f 5a5847e58f 133eal54256d0da
T2 = h’ 8655584d3dal1313f 881f 48c239384a5623d2d292f 08dae7ac1d8129c19a02a89b
82f a45de3f 6¢2c439510f ce5919656f°
domai n = 0x’ 6f 7ee8de30835599bb540d2cb4dd02f dOc6cf 8246f 14c9eeQa8463f 7f d40
of 7b’

proof = h’ blf8bf99allc39f 04e2a032183cleadl12956ad322dd06799c50f 20f b8cf 6b0
ac279210ef 5a2920a7be3ec2aal0911ace7b96811a98f 3clccebad4a2l147ae7
63b3ba036f 47bc21c39179f 2b395e0ablac49017ea5b27848547bedd27be4
81c1df cOb73372346f eb94ab16189d4c525652b8d3361bab43463700720ec
f bOee75e595ea1b13330615011050a0df cf f db21af 356dd39bf 8bcbf d41bf
95d913f 4c9b2979eled2calOac7e881bb6a271722549681e398d29e9badea
c8848b168eddd5edacec7df 4103e2ed165e6e32edc80f 0a3b28¢c36f b39cal
9b4b8acee570deadba2da9ec20di1f 236b571e0d4c2ea3b826f €924175ed4d
fffbf18a9cfa98546c241lef b9164c444d970e8c89849bc8601e96¢cf 228f de
f e38ab3b7e289cac859e68d9cbb0e648f af 692b27df 5f f 6539c30dal7e544
4a65143de02cab4cee7b0823be65865cdc310be038ec6b594b99280072ae0
67bad1117b0f f 3201a5506a8533b925c7f f ae9cdb64558857db0ac5f 5e0f 1
8e750ae77ec9cf 35263474f ef 3f 78138c7alef 5¢cf bc878975458239824f ad
3ce05326ba3969b1f 5451bd82bd1f 8075f 3d32ece2d61d89a064ab4804c3c
892d651d11bc325464a7lcd7aacc2d956a81l1laaf f 13ead4c35cef 7842b656¢€
8ba4758e7558’

8.4. BLS12381- SHA-256 Test Vectors
Test vectors of the BLS12-381-SHA- 256 (#bl s12-381-sha-
256-ci phersuite) ciphersuite. Further fixtures are available in
Appendi x D. 2.

8.4.1. Key Pair

Fol I owi ng the procedure defined in Section 3.4.1 with an input
key material value as follows

key_material = h’746869732d49532d6a7573742d616e2d546573742d494b4d2d746f 2
d67656e65726174652d246528724074232d6b6579
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the follow ng key_info val ue

key_info = h’ 746869732d49532d736f 6d652d6b65792d6d657461646174612d746f 2d6
2652d757365642d696e2d746573742d6b65792d67656e

and the follow ng key dst value, defined by api_id || KEYGEN DST_,
where api _id the identifier of the BBS Interface defined in
Section 3.5, using the BLS12-381-SHA-256 ciphersuite defined in
Section 7.2.2, neaning that api _id = BBS BLS12381Gl_XND: SHA-
256_SSWJ_RO H2G _HWRS

key_dst = h’ 4242535f 424c53313233383147315f 584d443a5348412d3235365f 535357
555f 524f 5f 4832475f 484d32535f 4b455947454e5f 4453545¢f°

Qut puts the foll owi ng SK val ue

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69f ¢’

Fol I owi ng the procedure defined in Section 3.4.2 with an input SK
val ue as above produces the follow ng PK val ue

PK = h’ a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaa8f al136f 285
1bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75¢c845d649ef 3c4f 63aebc364cd55dedOc

8.4.2. Map Messages to Scal ars

The nessages in Section 8.2 are mapped to scalars during the Sign,
Verify, ProofGen and ProofVerify operations. Presented below, are
the out put scal ar values of the nessages_to_scal ars operation
(Section 4.1.2), on input the nessages defined in Section 8.2 and the
api _id defined in Section 3.5, using the BLS12-381- SHA- 256
ciphersuite defined in Section 7.2.2, nmeaning that api _id =

BBS BLS12381GL_XMD: SHA- 256_SSWJ RO H2G HWS . Each out put scal ar

val ue is encoded to octets using |20SP and represented in big endian
order,

dst = h’ 4242535f 424¢c53313233383147315f 584d443a5348412d3235365f 535357555f
524f 5f 4832475f 484d32535f 4d41505f 4d53475f 544f 5f 5343414c41525f 415
35f 484153485f°

The output scal ars, encoded to octets using |20SP and represented in
bi g endi an order, are the foll ow ng,
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Ox’ 1cb5bb86114b34dc438a911617655aldb595abaf ac92f 47¢500179
9cf 624b430°

Ox’ 154249d503c093ac2df 516d4bb88b510d54f d97e8d7121aede420a
25d9521952’

0x’ 0c7c4c85cdab32e6f db0de267b16f a3212733d4e3a3f 0dOf 751657
578b26f e22’

0x’ 4al96deaf ee5c23f 630156ae13be3e46e53b7e39094d22877b8cbha
7f 14640888’

Ox’ 34c5ea4f 2ba49117015a02¢711bb173¢c11b06b3f 1571b88a2952h9
3d0ed4cf 7¢’

0x’ 4045b39b83055cd57a4d0203e1660800f abe434004dbdc8730c21c
e3f 0048b08’

Ox’ 064621da4377b6b1d05ecc37cf 3b9df c94b9498d7013dc5c4a82bf
3bb1750743’

Ox’ 34ac9196ace0a37e147e32319ea9b3d8cc7d21870d3c3ba0712468
59cca49b02’

0x’ 57eb93f 417c43200e9784f abea5a59168d3dbc38df 707al13bb597c
871b2a5f 74’

meg_scal ar _10 = 0x’ 08e3af eb2b4f 2b5f 907924ef 42856616e6f 2d5f 1f b373736dblcc

a32707a7d16’

msg_scal ar_1

msg_scal ar_2

nmsg_scal ar_3

meg_scal ar_4

msg_scal ar_5

nmsg_scal ar_6

msg_scal ar_7

msg_scal ar_8

nmsg_scal ar_9

8.4.3. Message Cenerators

Fol |l owi ng the procedure defined in Section 4.1.1 for the
BLS12- 381- SHA- 256 (#bl s12-381-sha-256) suite, with an input count
val ue of 11 and an api _id value of api_id = BBS BLS12381Gl_XND: SHA-
256_SSWJ RO H2G HWS (as defined in Section 3.5 for the
BLS12- 381- SHA- 256 ci phersuite), outputs the followi ng val ues (note
that the first one corresponds to Q1, while the next 10, to the
nessage generators H1, ..., H_10).
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Q 1 = h’a9ec65b70a7f be40c874c9eb041c2cbOa7af 36cceclbead8f a2badc2eb67ef 7f
9ecb17ed27d38d27cdeddf f 44c8137be

H 1 = h’98cd5313283aaf 5db1b3ba8611f e6070d19e605de4078c38df 36019f baad0bd2
8dd090f d24ed27f 7f 4d22d5f f 5dea7d4

H 2 = h’a31f be20c5c135bcaa8d9f c4edac665cc6db0226f 35e737507€803044093f 376
97a9d452490a970eeabf 9ad6c3dcaa3a

H 3 = h’b479263445f 4d2108965a9086f 9d1f dc8cde77d14a91c856769521ad3344754c
c5ce90d9bc4c696df f bc9ef 1d6ad1lb62

H 4 = h’ac0401766d2128d4791d922557¢c7b4d1ae9a9bh508ce266575244a8d6f 32110d7
bOb7557b77604869633bb49af be20035

H5 = h'b95d2898370ebc542857746a316ce32f a5151c31f 9b57915e308ee9d1de7db69
127d919e984ea0747f 5223821b596335

H 6 = h’ 8f 19359ae6ee508157492c06765b7df 09e2e5ad591115742f 2de9c08572bb284
5cbf 03f d7e23b7f 031ed9c7564e52f 39

H 7 = h’abc914abe2926324b2c848e8a41la2b6df 18cbe7758db8644145f ef bObf 0a2d5
58a8c9946bd35e00c69d167aadf 304cl’

H 8 = h’ 80755b3eb0dd4249cbef d20f 177cee88e0761c066b71794825¢c9997b551f 2405
1c352567ba6c0le57ac75df f 763eaal?

H 9 = h’82701eb98070728e1769525e73abf f 1783cedc364adb20c05c897a62f 2ab2927
f86f 118dcb7819a7b218d8f 3f ee4bd7f’

H 10 = h’ alf 229540474f 4d6f 1134761b92b788128c7ac8dc9b0c52d594931326796730
32ac7db3f b3d79b46b13clc4leed95bca

8.4.4. Signature Fixtures
This section presents test vectors for the Sign operation, as defined
in Section 3.5.1, for the BLS12-381- SHA- 256 ci phersuite
(Section 7.2.2).

8.4.4.1. Valid Single Message Signature
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02’

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69f ¢’

PK = h' a820f 230f 6ae38503bh86¢c70dc50b61c58a77e45¢c39ab25¢c0652bbaa8f al136f 285

1bd4781c9dcde39f c9d1d52¢9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75¢c845d649ef 3c4f 63aebc364cd55dedOc
header = h’ 11223344556677889900aabbccddeef f’

B = h’ 92d264aed02bf 23de022ebe778c4f 929f ddf 829f 504e451d011ed89a313b8167ac
947332e1648157cef f c6ebedlab255
domai n = Ox’ 25d57f ab92a8274c68f de5c3f 16d4b275e4a156f 211ae34b3ab32f baf 506
ed5c’

signature = h’84773160b824e194073a57493dacla20b667af 70cd2352d8af 241c7765
8da5253aa8458317ccaleae615690d55b1f 27164657dcaf eeld5¢c1973
947aa70e2cf bb4c892340be5969920d0916067b4565a0

8.4.4.2. Valid Miulti-Mssage Signature
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69fc’

PK = h’ a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaa8f al36f 285

1bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75c845d649ef 3c4f 63aebc364cd55dedOc
header = h’' 11223344556677889900aabbccddeef f’

B = h’ 84f 48376f 7df 6af 40bc329cf 484cdbf dOb19d0b326f ccab4e9d8f 00d1dbcf 48139
d498b19667f 203cf 8aldlf 8340c522
domai n = 0x’ 6272832582a0ac96e6f e53e879422f 24c51680b25f bf 17bad22a35ea93ce
5b47’

signature = h’ 8339b285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

8.4.5. Proof Fi xtures

This section presents test vectors for the Proof Gen operation, as
defined in Section 3.5.3, for the BLS12-381-SHA-256 ciphersuite
(Section 7.2.1).

For the generation of the followi ng test vectors, the
nmocked_cal cul at e_random scal ars defined in Section 8.1 is used, in
pl ace of the cal cul ate_random scal ars operation, with the foll ow ng
SEED val ue (hex encoding of the ASCII-encoded 30 first digits of pi)

SEED =
h' 332e313431353932363533353839373933323338343632363433333833323739
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and the donmain separation tag DST = api_id |

" MOCK_RANDOM SCALARS DST ", where api _id is the identifier of the BBS
Interface defined in Section 3.5, i.e., api_id = ciphersuite_id |

H2G HMRS , where ciphersuite id is the unique identifier of the
BLS12- 381- SHA- 256 ci phersuite as defined in Section 7.2.2 and

" MOCK_RANDOM SCALARS DST " is an ASCII string conposed of 24 bytes.
More specifically,

DST =
"BBS_BLS12381GL_XMD: SHA- 256_SSWJ_RO_H2G HVRS_MOCK_RANDOM SCALARS_DST "

G ven the above SEED and DST values, the first 10 scalars (i.e., with
count = 10) returned by the nmocked_cal cul at e_random scal ars operati on
will be,

0x’ 04f 82518993¢4383957ad14eb13a023c4ad0c67d01ec86eeb9
02e732ed6df 3f’

0x’ 5d87c1ba64c320ad601d227al1b74188a41a100325cecf 002237
29863966392b1’

random scal ar_3 = 0x’ 0444607600ac70482e9c983b4b063214080b9e808300aa4cc02
a91b3a92858f e’

0x’ 548cdlleae4318e88cdalOb4cd31ae29d41c3a0b057196ee9cf
3a69d471e4e94’

0Ox’ 2264b06a08638b69b4627756a62f 08e0dc4d8240c1b974c9c7d
b779a769892f 4’

0x’ 4d99352986a9f 8978b93485d21525244b21b396¢f 61f 1d71f 7c
48e3f bc970a42’

0x’ 5ed8be91662386243a6771f bdd2c627de31a44220e8d6f 745ba
d5d99821a4880’

0x’ 62ff 1734b939ddd87beeb37a7bbcaf ala274cbc1b07384198f0
e88398272208d

0x’ 05c2a0af 016df 58e844db8944082dcaf 434delble2e7136ec8a
99b939h716223

random scal ar _10 = 0x’ 485e2adabl17b76f 5334c95bf 36¢c03ccf9l1lcef 77dcf cdc6b8ab

9e2090b3156663

random scal ar _1

random scal ar _2

random scal ar _4

random scal ar _5

random scal ar_6

random scal ar _7

random scal ar _8

random scal ar_9

Note that the returned scalars will be unique for different count
val ues, i.e., for different output |engths.

8.4.5.1. Valid Single Message Proof
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m 0 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d
5f 02’

public_key = h’ a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25¢c0652bbaasf
al36f 2851bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91a
a8d460acee0e96f le7c4cf b12d3f f 9ab5d5dc91c277db75¢c845d649e
f 3c4f 63aebc364cd55dedOc

signature = h’84773160b824e194073a57493dacla20b667af 70cd2352d8af 241c7765
8da5253aa8458317ccaleae615690d55b1f 27164657dcaf eeld5¢1973
947aa70e2cf bb4c892340be5969920d0916067b4565a0

header = h’'11223344556677889900aabbccddeef f’

presentati on_header = h’'bed231d880675ed101lead304512e043ade9958dd0241ea70

b4b3957f ba941501"
reveal ed_indexes = [ 0 ]

random scal ar s:
rl = 0x’ 60cad409f 6b0563f 687f c471c63d2819f 446f 39¢23bb540925d9d4254ac58

f 337
r2 = 0x’ 2cef f4982de0c913090f 75f 081df 5ec594c310bb48c17cf daab5332a682¢e
f811’
e tilde = Ox’ 6101c4404895f 3df f 87ab39c34ch995af 07e7139e6b3847180f f dd1
bc8c313cd’
rl tilde = Ox’ 0df cffd97a6ecdebef 3c9¢c114b99d7a030¢c998d938905f 357df 628
22dee072e8’
r3 tilde = Ox’ 639e3417007d38e5d34ba8c511e836768ddc2669f dd3f af f 5c14ad
27ac2b2dal’

mtilde_scalars: [ ]

Tl = h’ a862f abd3ab4c264c22b8a02636f d4030e8b14ac20deel4e08f db6cf c445432c0
8abb49ecl111cleb9d90abef 50134a60
T2 = h’ ab9543a6b04303e997621d3d5cbd85924e7e69da498a2a9e9d3a8b01f 39259¢9c
5920bd530deld3b0af b99eb0c549d5a
domai n = 0x’ 25d57f ab92a8274c68f de5c3f 16d4b275e4a156f 211ae34b3ab32f baf 506
ed5c’

proof = h’94916292a7a6bade28456c601d3af 33f cf 39278d6594b467e128a3f 83686al
O4ef 2b2f cf 72df 0215eeaf 69262f f e8194a19f ab31a82ddbe06908985abc4
c9825788b8a1610942d12b7f 5debbea8985296361206dbace7af 0cc834c80
f 33e0aadaeeab5597bef bbh651827b5eed5a66f 1a959bb46¢f d5cala8l7al44
75960f 69b32c54db7587b5ee3ab665f bd37b506830a49f 21d592f 5e634f 47
cee05a025a2f 8f 94e73a6¢15f 02301d1178a92873b6e8634baf e4983c3el5
a663d64080678dbf 29417519b78af 042be2b3el1c4d08b8d520f f ab008cbaa
cab5671a15b22¢239b38e940cf eaabe72104576a9ec4a6f ad78c532381laeaa
6f b56409cef 56ee5c140d455f eeb04426193¢c57086c9b6d397d9418

8.4.5.2. Valid Multi-Message, Al Messages D sclosed Proof
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d
5f 02’

m 2 = h'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844h802a6f 811f 5f bO75f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h'515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’ 96012096’

m 10 = h’

public_key = h’a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaas8f
al136f 2851bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91a
a8d460acee0e96f le7c4cf b12d3f f 9ab5d5dc91c277db75¢845d649e
f 3c4f 63aebc364cd55dedOc

signature = h’' 8339h285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

header = h’11223344556677889900aabbccddeef f’

presentati on_header = h’'bed231d880675ed101ead304512e043ade9958dd0241ea70

b4b3957f ba941501’
revealed indexes = [ 0, 1, 2, 3, 4, 5, 6, 7, 8, 9]

random scal ars:
rl = 0x’ 60ca409f 6b0563f 687f c471c63d2819f 446f 39c23bb540925d9d4254ac58

f 337’
r2 = 0x’ 2cef f4982de0c913090f 75f 081df 5ec594¢c310bb48c17cf daab5332a682e
f811’
e tilde = Ox’ 6101c4404895f 3df f 87ab39c34ch995af 07e7139e6b3847180f f dd1
bc8c313cd’
rl tilde = Ox’ 0df cffd97a6ecdebef 3c9c114b99d7a030c998d938905f 357df 628
22dee072e8’
r3 tilde = 0x’ 639e3417007d38e5d34ba8c511e836768ddc2669f dd3f af f 5¢c14ad
27ac2b2dal’

mtilde_scalars: [ ]

Tl = h’ 9881ef a96b2411626d490e399eblc06badf 23¢c2c0760bd403f 50f 45a6b470c5a9
dbeef 53a27916f 2f 165085a3878f 1f 4’
T2 = h’ b9f 8cf 9271d10a04ae7116ad021f 4b69c435d20a5af 10ddd8f 5b1ec6b9b8b9160
5aca76a140241784b7f 161e21df c3e7
domai n = 0x’ 6272832582a0ac96e6f e53e879422f 24c51680b25f bf 17bad22a35ea93ce
5b47’

proof = h’blf 468aec2001c4f 54ch56f 707c6222a43e5803a25b2253e67b2210ab2ef 9e

ab52db2d4b379935c4823281eaf 767f d37b08ce80dc65de8f 9769d27099ae
649ad4c9b4bd2cc23edcba52073a298087d2495e6d57aaae051ef 741adf 1c
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bce65c64a73c8c97264177a76c4a03341956d2ae45ed3438ce598d5cda4f 1
bf 9507f ecef 47855480b7b30b5e4052c92a4360110c67327365763f 5aa9f b
85ddchc2975449b8c03db1216ca66b310f 07d0ccf 12ab460cdc6003b677f €
d36d0a23d0818a9d4d098d44f 749e91008cf 50e8567ef 936704c8277b7710
f4lab7e6e16408ab520edc290f 9801349aee7b7b4e318e6a76e028eldeadl
le2e7baec6abal74dala22362717f baelcd961d7bf 4adceld31c2ab

8.4.5.3. Valid Milti-Message, Some Messages Di scl osed Proof

m 1 = h’9872ad089e452c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d

5f 02’

m 2 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9h80’

m 3 = h’ 7372e9daa5ed31le6¢cd5¢c825eac1b855e84476a1d94932aa348e07b73

m4 = h’ 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael53e22aae04adl6f 759e07237b4

m 7 = h’d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed’

m9 = h’' 96012096

m10 = h’

public_key = h’a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25¢c0652bbaas8f
al36f 2851bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91a
a8d460acee0e96f 1le7c4cf b12d3f f 9ab5d5dc91c277db75¢c845d649e
f 3c4f 63aebc364cd55dedOc’

signature = h’ 8339b285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825c¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

header = h’'11223344556677889900aabbccddeef f’

presentati on_header = h’'bed231d880675ed101lead304512e043ade9958dd0241ea70

b4b3957f ba941501"
revealed_indexes = [ 0, 2, 4, 6 ]

random scal ars:
rl = Ox' 44679831f e60ecab50938ef 0e812e2a9284ad7971b6932a38c7303538b712

e457’
r2 = 0x’ 6481692f 89086ccell779e847ff 884db8eebbh85a13e81b2d0c79d6c10620
69d8’
e_tilde = Ox’ 721ced4c4cl148a1d5826f 326af 6f d6ac2844f 29533ba4127c3a43d22
2d51b7081’

0x’ lecf af 5a079b0504b00alf 0d6f e8857291dd798291d7ad7454b398
114393f 37f°
r3 tilde = 0x’ 0a4b3d59b34707bb9999bc6e2a6d382a2d2e214bf f 36ecd88639al
4124b1622¢’
mtil de_scal ars:
m~_1 = 0Ox’ 7217411a9e329c7a5705e8db552274646e2949d62c288d7537dd62
bc284715e4’

ri tilde
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m-_3 = 0x’ 67d4d43660746759f 598caac106a2b5f 58ccdlc3eef aec31841a4f
77d2548870°

m-_5 = 0x’ 715d965b1c3912d20505b381470f f 1a528700b673e50ba89f d287e
13171ccl37

m-_7 = 0x’ 4d3281a149674e58c9040f c7a10dd92ch9c7f 76f 6f 0815alaf c3b0
9d74b92f e4’

m-_8 = 0x’ 438f eebaa5894ca0da49992df 2c97d872bf 153eab07e08f f 73b281
31c46ff 415

m-_9 = 0x’ 602b723c8bbaec1b057d70f 18269ae5e6de6197a5884967b03b933

fa80006121"

T1 = h' 84719¢c2b5bb275ee74913dbf 95f b9054f 690c8e4035f 1259e184e9024544bc4bb
ea9c244e7897f 9db7c82b7b14b27d28
T2 = h' 8f5f 191c956aef d5¢960e57d2df bab6761eb0ebc5ef dbalacal403dcc19e05296
b16c9f eb7636¢cbh4ef 2a360c5a148483
domai n = 0x’ 6272832582a0ac96e6f e53e879422f 24c51680b25f bf 17bad22a35ea93ce
5b47’

proof = h’a2ed608e8el2ed2labc2bf 154e462d744a367c7f 1f 969bdbf 784a2a134c7db
2d340394223a5397a3011b1c340ebc415199462ba6f 31106d8a6da8b513b3
7a47af e93c9b3474d0d7a354b2edc1b88818b063332df 774c141f 7a07c48f
e50d452f 897739228c88af c797916dca0l1e8f 03bd9c5375¢c7a7¢59996e514
bb952a436af d24457658acbhabab5ddac2e693ac481356918cd38025d86b286
50e909def e9604a7259f 44386b861608be742af 7775a2e71a6070e5836f 5f
54dc43c60096834a5b6da295bf 8f 081f 72b7cdf 7f 3b4347f b3f f 19edaa9e7
4055c8ba46dbch7594f b2b06633bb5324192eb9be91be0d33e453b4d31274
59de59a5e2193¢c900816f 049a02¢cbh9127dac894418105f al1641d5a206ec9c
42177af 9316f 433417441478276ca0303da8f 941bf 2e0222a43251cf 5¢2bf
6eac1961890aa740534e519¢c1767e1223392a3a286b0f 4d91f 7f 25217a786
2b8f cc1810cdcf ddde2a01c80f cc90b632585f ec12dc4ae8f eal918e9ddeb
9414623a457e88f 53f 545841f 9d5dcb1f 8e160d1560770aa79d65e2eca8ed
eaech73f b7e995608b820c4a64de6313a370ba05dc25ed7¢1d18519208496
3652f 2870341bdaa4b1a37f 8c06348f 38a4f 80c5a2650a21d59f 09e8305dc
d3f c3ac30e2a
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Appendi x A.  BLS12-381 hash_to_curve Definition Using SHAKE- 256
The foll owi ng defines a hash_to_curve suite [RFC9380] for the
BLS12-381 curve for both the Gl and & subgroups using the extendable
out put function (xof) of SHAKE-256 as per the guidance defined in
section 8.9 of [RFC9380].

Note the notation used in the below definitions is sourced from
[ RFC9380] .

A. 1. BLS12-381 Gl

The suite of BLS12381GlL_XOF: SHAKE- 256_SSWJ RO is defined as foll ows:
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* encodi ng type: hash_to_curve (Section 3 of

[ @ RFC9380])
*E yr2 = x"3 + 4

* p: O0xla0lllea397f e69a4blba7b6434bacd764774b84f 38512bf 6730d2a0f 6b0f 624
leabfffebl153ffffbofeffffffffaaab

* r: 0x73eda753299d7d483339d80809a1d80553bda402f ffe5bfeffffffff 00000001
*m 1
* k: 128

* expand_nessage: expand_nessage_xof (Section 5.3.2 of
[ @ RFC9380])

* hash: SHAKE- 256
* L: 64

* f: Sinplified SWJU for AB == 0 (Section 6.6.3 of
[ @ RFC9380])

* B ynf2=x"3+ A *x + B, where

- A = 0x144698a3b8e9433d693a02c96d4982b0ea985383ee66a8d8e8981aef
d881ac98936f 8da0eOf 97f 5¢f 428082d584c1d
- B = 0x12e2908d11688030018b12e8753eee3b2016c1f Of 24f 4070a0b9c14f

cef 35ef 55a23215a316ceaabdlcc48e98el172bel

* iso_map: the 11-isogeny map fromFE to E given in Appendix E. 2 of
[ @ RFC9380]

* h_eff: 0xd201000000010001
Note that the h_eff values for this suite are copied fromthat
defined for the BLS12381Gl_XMD: SHA- 256_SSWJ RO_ suite defined in
section 8.8.1 of [RFC9380].
An optim zed exanple inplenentation of the Sinplified SW napping to

the curve E isogenous to BLS12-381 Gl is given in Appendix F.2
[ RFC9380] .
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Appendi x B. The BLS12-381 Curve

r

BP1

BP2

Loo

This section defines BLS12-381. The definitions of this section have
been originally described in [I-D.irtf-cfrg-pairing-friendly-curves],
where they are discussed in greater detail.

BLS12-381 are Barreto-Lynn-Scott curves, defined by two elliptic
curves E1 and E2, paraneterized by an integer t. |In the case of
BLS12-381, t is defined as,

t =-2"63 - 2762 - 2760 - 2757 - 2748 - 2”16

The curves E1 and E2 are defined over the finite fields G-(p) and
GF(p"2) correspondingly, where p is defined as,

p=(t - 1)"2* (t"4 - t"2 + 1) / 3 +t

Let (1, I) be the bases of the finite field G-(p"2), where | ~ 2 + 1
0in GF(p"2). We will denote an element y of G-(p”"2) as a tuple y
(y_0, y_ 1), where y 0 and y_1 elenents of G-(p) for which it holds
y =y 0*1+y1*]. The tw elliptic curves are defined by the
fol |l owi ng equati ons,

El: y N 2
E2: y N 2

X "3+ 4

X N3 +4* (1 +1)

The group GL and & are defined as the the order r subgroup of E1l
defined over GF(p) and E2 defined over GF(p”2) correspondi ngly, where
r is defined as,

= 0x73eda753299d7d483339d80809a1d80553bda402f f f eSbfef fffffff 00000001

Note that r is a prinme factor of p. The target group G T is defined
as the finite group G-(p”"12) minus the el enment O.

The base points of BLS12-381, encoded to octets using the procedure
defined in Appendix B.2.1 and then represented in hexadeci nmal format,
are defined as,

h' 97f 1d3a73197d7942695638c4f a9ac0f c3688c4f 9774b905al14e3a3f 171bac58
6¢c55e83f f 97alaef f b3af 00adb22c6bb

h’ 93e02b6052719f 607dacd3a088274f 65596bd0d09920b61ab5da6lbbdc7f 5049

334cf 11213945d57e5ac7d055d042b7e024aa2b2f 08f 0a91260805272dc51051

c6e47ad4f a403b02b4510b647ae3d1770bac0326a805bbef d48056¢c8c121bdb8
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B.1. Optinmal Ate pairing

This section describes the optimal Ate pairing for BLS12-381. The
pairing conputation uses the following utility function.

res = Line_function(QL, @, P)
| nput s:

- QL (REQUI RED), point of @&.
- @ (REQUI RED), point of @&2.
- P (REQUI RED), point of GI.
CQut put s:

- res: an elenent on the target group G T.

Pr ocedur e:

1. (x_1, y 1) =@

2. (x 2, y2) =@

3. (x, y) =P

4. if QL = @, set | = (3 * x 172) /| (2 * y_1)

5. elseif QL = - @, return x - x_1

6. elseset | =(y_ 2 -y 1)/ (x2- x_1)

7. return (I * (x - x_ 1) +y 1-Yy)

Let ¢ =t for t as defined above (Appendix B) and ¢ 0, c 1, ... , c_L
in (-1, 0, 1) such that the sumof c_i * 27 for i =0, 1, ..., L

equal s c.

G ven a point P of GlL, and a point Q of &, the output h(P, Q where
h the Ate pairing for BLS12-381 is cal cul ated as foll ows,

1. set f =1and T =Q

2. if cL=-1 set T=-T

3. for i in (L-21, L-2, ..., 1, 0

4. f =f22 * Line_function(T, T, P)
5. T=T+T

6. if c_i =1,

7. f =f * Line_function(T, Q P)
8. T=T+0Q

9. else if c_i =-1,

10. f =f * Line_function(T, -Q P)
11. T=T-

12. f =f ~ ((p™12 - 1) [/ r)

13. return f
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B.2. Point Encoding

Thi s section defines point encoding and decodi ng procedures for
BLS12-381. Although nore flexible point encoding procedures may
exist (for exanple [I-D.ietf-lw g-curve-representations]), the vast
majority of current libraries inplenenting BLS12-381 use (nost of
themexplicitly) the encodi ng net hod defined in Appendi x C of
[I-Dirtf-cfrg-pairing-friendly-curves]. For this reason, the

ci phersuites defined in Section 7.2, use those encodi ng and decodi ng
procedures. For conpl eteness, those operations are defined in this
section as well. See [I-D.irtf-cfrg-pairing-friendly-curves] for a
nmore detail ed explanation of the encoding and decoding steps. Note
also that we will only consider conpressed point encoding (in
contrast to [I-D.irtf-cfrg-pairing-friendly-curves], which supports
bot h conpressed and unconpressed poi nt encodi ng).

In this section we will use the follow ng notation,

* For an octet string x, x[0] will denote the first octet (i.e., 8
nmost significant bits) of x.

* On input an elenment y of GF(p) or GF(p"2), sqrt(y) will return the
square root of that elenent in the respective group, i.e., an
el ement a such that a2 =y, or |NVALID.

* For clarity, we will use ldentity E1, ldentity E2 to denote the
identity points of El and E2 correspondingly (note that
ldentity E1 is the sane point as ldentity Gl and Identity E2 is
the sanme point as ldentity &).

We first have to define the following utility operations.

The foll owi ng procedure returns one bit corresponding to the sign of
an el enent of GF(p).

res = sign_GF_p(y)

I nput s:

-y (REQU RED), point of the GF(p) group
Qut put s:

- res, either 0 or 1

Procedure

1. ify>(p-1)/ 2, return 1
2. return O
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The foll owi ng procedure returns one bit corresponding to the sign of
an elenent in G-(p"2).
res = sign_G_p"2(y)

I nput s:
-y (REQUI RED), point of the G-(p”~2) group
Qut put s:

- res, either 0 or 1

Pr ocedur e:

1. (y_0, y 1) =y .

2. if y 1is 0, return sign G- p(y_0)
3. ifyl>(p-1) 1/ 2, returnl

4. return O

B.2.1. Point Serialization
Let P = (x, y) the point to be serialized.
Conpute three nmetadata bits C bit, | _bit, and S bit, as foll ows,

1. Cobit is set to 1 (indicating that point conpression is used).

2. | _bit is 1if Pis either the ldentity El or ldentity E2 points,
otherwise it is O.

3. S bit isOif I _bit is 1 (again note that the ciphersuites
described in this docunent always use point conpression).
O herwise (i.e., when point conpression is used and P is not the
identity point of its respective curve), if Pis a point on E1,
set S bit = sign G- p(y), elseif Pis a point on E2, S bit =
sign_GF _p"2(y).

Let m= (Cbit * 277) + (I_bit * 276) + (S_bit * 275) and set mbyte
120SP(m 1). Define x_string as foll ows,

1. If P=ldentity El, set x_string = 120SP(0, 48).

2 If Pis a point on E1 and P != Identity E1, set x_string =
| 2CSP(x, 48).

3. If P=ldentity E2, set x_string = 120SP(0, 96).

4. If Pis a point on E2 and P !'= Identity E2, then let x 0 and x_1
el ements of GF(p) such that x = (x_0, x_1) and set x_string =
| 20SP(x_1, 48) || 120SP(x_0, 48).
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Let s_string = x_string. Set s_string[0] = x_string[0] OR m.byte,
where OR is conmputed for each bit. Qutput s_string as the
serialization result of the point P

B.2.2. Point De-serialization

Let mbyte = s_string[0] AND OxEO, where AND is conputed bitwi se. |If
m byte equal s 0x20 or 0Ox60 or OxEO, output |INVALID and abort the
operation. Oherwise, let Cbit equal the nost significant bit of

m byte, | _bit equal the second nbst significant bit of mbyte, and

S bit equal the third nost significant bit of mbyte. |If Cbhit is O
return | NVALI D and abort the operation (note again that we only

consi der conpressed encodi ng).

1. Determine the curve of the encoded point as follows,

* |f s_string has length 48 octets, the encoded point is on the

curve EIL.

* |f s_string has length 96 octets, the encoded point is on the
curve E2.

* |If s_string has any other |ength, output INVALID and abort the
operation.

2. Let s string[0] = s_string[0] AND Ox1F, where AND i s conputed
bitwi se (this will set the three nost significant bits of
s_string[0] to 0).

3. If I _bit is 1, then the encoded point nust be the lIdentity point
of the curve deternmined on step 1. |If s string is not the al
zeros string, output INVALID and abort the operation. O herw se,
output the Identity point of the curve that was determ ned in
step 1 (i.e., either Identity E1 or ldentity E2).

4. Let x = OS2I P(s_string).
5. If the curve that was deternmined in step 1 is El

Let y2 = x*"3 + 4 in G-(p).
If y2 is not square in G-(p), output |INVALID and abort the
operation. Oherwise, let y = sqrt(y2) in G-(p) and set Y _ bit

= sign_G_p(y).
6. |If the curve that was determined in step 1 is E2,

Let y2 = x*3 +4 * (1 + 1) in G(p"2).

If y2 is not square in G-(p”2), output |INVALID and abort the
operation. Oherwise, let y = sqrt(y2) in G-(p"2) and set
Y_bit = sign_GF_p"2(y).
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7. If S bit equals Y_bit, output P = (x, y). Oherwise, output P =
(x, -y).

Appendi x C. Use Cases
C. 1. Non-correlating Security Token

In the nost general sense BBS signatures can be used in any
application where a cryptographically secured token is required but
correlation caused by usage of the token is un-desirable.

For exanple in protocols like QAuth2.0 the nost conmonly used form of
the access token | everages the JW format al ongsi de conventiona
cryptographic prinmtives such as traditional digital signatures or
HVACs. These access tokens are then used by a relying party to prove
authority to a resource server during a request. However, because
the access token is nost conmmonly sent by value as it was issued by
the authorization server (e.g., in a bearer style schene), the access
token can act as a source of strong correlation for the relying
party. Relevant prior art can be found here

(https://wwv. ietf.org/archive/id/draft-private-access-tokens-
01.htm).

BBS Signatures due to their unique properties renoves this source of
correlation but maintains the sane set of guarantees required by a
resource server to validate an access token back to its rel evant
authority (note that an approach to signing JSON tokens wi th BBS t hat
may be of relevance is the JSON Wb Proofs (JWP) format and
serialization described in [I-D.ietf-jose-json-web-proof]). 1In the
context of a protocol |ike QAuth2.0 the access token issued by the
aut hori zation server would feature a BBS Signature, however instead
of the relying party providing this access token as issued, in their
request to a resource server, they generate a unique proof fromthe
original access token and include that in the request instead, thus
renoving this vector of correlation

C. 2. Inproved Bearer Security Token

Bearer based security tokens such as JW based access tokens used in
the QAuth2.0 protocol are a highly popular format for expressing

aut hori zation grants. However their usage has several security
limtations. Notably a bearer based authorization schenme often has
to rely on a secure transport between the authorized party (client)
and the resource server to mtigate the potential for a MTM attack
or a malicious interception of the access token. The schene al so has
to assune a degree of trust in the resource server it is presenting
an access token to, particularly when the access token grants nore
than just access to the target resource server, because in a bearer
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based aut horizati on schenme, anyone who possesses the access token has
authority to what it grants. Bearer based access tokens al so suffer
fromthe threat of replay attacks.

| nproved schenes around aut horization protocols often involve adding
a layer of proof of cryptographic key possession to the presentation
of an access token, which nmitigates the deficiencies highlighted
above as well as providing a way to detect a replay attack. However,
approaches that involve proof of cryptographic key possession such as
DPoP ([ RFC9449]), suffer froman increase in protocol conplexity. A
party requesting authorization nust pre-generate appropriate key
material, share the public portion of this with the authorization
server al ongsi de proving possession of the private portion of the key
material. The authorization server nmust also be-able to accommobdate
receiving this information and validating it.

BBS Signatures offer an alternative nodel that solves the sane

probl ens that proof of cryptographi c key possession schenmes do for
bearer based schenes, but in a way that doesn't introduce new up-
front protocol complexity. |In the context of a protocol like

QAut h2. 0 the access token issued by the authorization server would
feature a BBS Signature, however instead of the client providing this
access token as issued, in their request to a resource server, they
generate a unique proof fromthe original access token and include
that in the request instead. Because the access token is not shared
in arequest to a resource server, attacks such as MTM are
mtigated. A resource server also obtains the ability to detect a
replay attack by ensuring the proof presented is unique.

C. 3. Selectively Disclosure Enabled Identity Credentials

BBS si gnatures when applied to the probl em space of identity
credentials can help to enhance user privacy. For example a digita
drivers license that is cryptographically signed with a BBS
signature, allows the hol der or subject of the license (acting as the
Prover of the BBS schene) to disclose different clains fromtheir
drivers license to different parties. Furthernore, the unlinkable
presentations property of proofs generated by the schene renbve an

i mportant possible source of correlation for the hol der across

mul tiple presentations.
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Appendi x D. Additional Test Vectors
D.1. BLS12-381- SHAKE- 256 Ci phersuite
D.1.1. Signature Test Vectors

D.1.1.1. No Header Valid Signature

m 1 = h’9872ad089e452c7h6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddadas
5f 02

m 2 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f bO75f
9h80’

m 3 = h’ 7372e9daa5ed31e6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h’ 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael53e22aae04adl16f 759e07237b4

m 7 = h’d183ddc6e2665aa4e2f 088af’

m 8 = h’ac55f b33a75909ed’

m9 = h’ 96012096’

m10 = h'’

SK = 0x’ 2eee0f 60a8a3a8bec0ee942bf d46cbdae9a0738ee68f 5a64e7238311cf 09
a079’

PK = h’ 92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd45949cdebl18

f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢2¢c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46c734a5eae2e8e82833f 3e7eab
header = h’

B = h’ 8607ebc413b397cle27ce591dldaa39f 73da329018bda0f 90bf 996355cc28c3cdb
al9f eeb81e35be%9e1503a018e4086¢e
domai n = 0x’ 333d8686761cff65a3a2ef 20bf a217d37bdf 19105e87¢c210e9ceb64eal210
als7’

signature = h' 88beeb970f 803160d3058eacde505207c576a8c9ed4ebdc7c5249chcf 2a
046c¢15f 8df 047031eef 3436e04b779d92a9cdblf e4c6cc035bal634f 1
740f 9dd49816d3ca745eche39f 655ea61f b700137f ded

D.1.1.2. Modified Message Signature

The followi ng fixture should fail signature validation due to the
nmessage val ue being different fromwhat was signed.
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mil=h"

PK = h’ 92d37d1d6cd38f ea3a873953333eab23a4¢c0377e3e049974eb62bd45949cdeb18
f b0490edcd4429adf f 56e65chce42cf 188b31bddbd619e419b99c2c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46¢c734a5eae2e8e82833f 3e7eab

header = h’ 11223344556677889900aabbccddeef f’

signature = h’ b9a622a4b404e6ca4c85c15739d2124aldebl16df 750be202e2430e169b
c27f b71c44d98e6d40792033e1c452145ada95030832c5dc778334f 2f
1b528eced21b0b97a12025a283d78b7136bh9825d04ef’

valid: false
reason: nodified nessage

D.1.1.3. Extra Unsigned Message Signature

The followi ng fixture should fail signature validation due to an
addi ti onal nessage being supplied that was not signed.

m 1 = h’9872ad089e452c7h6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddadas
5f 02

m 2 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9h80’

PK = h'92d37d1d6cd38f ea3a873953333eabh23a4c0377e3e049974eb62bd45949cdeb18
f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢c2c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46c734ab5eae2e8e82833f 3e7eab

header = h’ 11223344556677889900aabbccddeef f’

signature = h’b9a622a4b404e6ca4c85c15739d2124aldebl16df 750be202e2430e169b
c27f b71c44d98e6d40792033e1c452145ada95030832¢c5dc778334f 2f
1b528eced21b0b97a12025a283d78b7136bb9825d04ef

valid: false
reason: extra unsigned nessage

D.1.1.4. M ssing Message Signature
The following fixture should fail signature validation due to m ssing
messages that were originally present during the signing (the

presented signature was generated with all the messages in
Section 8.2 as input).
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d
5f 02’

m 2 = h’ c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

PK = h'92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd45949cdebl18
f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢2¢c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46c734a5eae2e8e82833f 3e7eab

header = h’ 11223344556677889900aabbccddeef f’

signature = h' 956a3427b1b8e3642e60e6a7990b67626811adeec7alabchb4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924ch6e€202912b624261f c6¢59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

valid: false
reason: m ssing nessages

D.1.1.5. Reordered Message Signhature

The followi ng fixture should fail signature validation due to
messages being re-ordered fromthe order in which they were signed.

mil=nh

m2 = h’96012096’

m 3 = h’ ac55f b33a75909ed’

m 4 = h’ d183ddc6e2665aa4e2f 088af’

m5 = h’515ael153e22aae04adl16f 759e07237b4

m 6 = h’'496694774c5604ablb2544eababcf 0f 53278f f 50

m7 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m 8 = h’ 7372e9daa5ed31le6cd5¢825eac1b855e84476a1d94932aa348e07b73

m 9 = h'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f bO75f
9b80’

m 10 = h’ 9872ad089e452c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddadadsf 0
o

PK = h'92d37d1d6cd38f ea3a873953333eabh23a4c0377e3e049974eb62bd45949cdebl18
f b0490edcd4429adf f 56e65cbce42cf 188b31bddbd619e419b99¢2¢c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46c734a5eae2e8e82833f 3e7eab

header = h’ 11223344556677889900aabbccddeef f’

signature = h’' 956a3427b1b8e3642e60e6a7990b67626811adeec7alabch4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924ch6e€202912b624261f c6¢59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

valid: fal se
reason: re-ordered nessages
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D.1.1.6. Wong Public Key Signature

The following fixture should fail signature validation due to public
key used to verify is in-correct.

m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d

5f 02’

m 2 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f bO75f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c¢825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h'515ael53e22aae04adl16f 759e07237b4

m 7 = h’d183ddc6e2665aa4e2f 088af’

m 8 = h’ acb5f b33a75909ed

m9 = h’ 96012096’

m10 = h’

PK = h’ b24c723803f 84e210f 7a95f 6265c5chf adecc51488bf 7acf 24b921807801c0798
b725b9a2dcf a29953ef cdf ef 03328720196¢c78b2e613727f d6e085302a0cc2d8
d7e1d820cf 1d36b20e79eee78cl3alabda51a298f laef 86f 07bc33388f 089d8

header = h’ 11223344556677889900aabbccddeef f’

signature = h’956a3427b1b8e3642e60e6a7990b67626811adeec7alabcb4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924cb6e202912b624261f c6c59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

valid: false
reason: wong public key

D.1.1.7. Wong Header Signature

The followi ng fixture should fail signature validation due to header
val ue being nodified fromwhat was originally signed.
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

PK = h’ 92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd45949cdeb18
f b0490edcd4429adf f 56e65chce42cf 188b31bddbd619e419b99c2¢c41b38179e
b001963bc3decaae0d9f 702c7a8c004f 207f 46¢c734a5eae2e8e82833f 3e7eab

header = h’ ffeeddccbbaa00998877665544332211’

signature = h’956a3427b1b8e3642e60e6a7990b67626811adeec7alabcb4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924cbh6€202912b624261f c6¢c59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

valid: fal se
reason: different header

D. 1.2. Proof Test Vectors
D.1.2.1. No Header Valid Proof

m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02’

m 2 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f bO75f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5¢825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h’496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h'515ael53e22aae04adl16f 759e07237b4

m 7 = h’d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’ 96012096’

m10 = h’

public_key = h’92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd459

49cdeb18f b0490edcd4429adf f 56e65chce42cf 188b31bddbd619e41

9b99c2c41b38179eb001963bc3decaae0d9f 702c7a8c004f 207f 46¢7
34abeae2e8e82833f 3e7eab

signature = h’' 88beeb970f 803160d3058eacde505207c576a8c9edebdc7c5249chcf 2a

046¢15f 8df 047031eef 3436e04b779d92a9cdblf e4c6cc035bal634f 1
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740f 9dd49816d3ca745eche39f 655ea61f b700137f ded
header = h’
present ati on_header = h’bed231d880675ed101ead304512e043ade9958dd0241ea70
b4b3957f ba941501’
revealed indexes = [ 0, 2, 4, 6 ]

Tl = h’ a5405cc2c5965ddal8714ab35f 4d4a7aed4024f 388f a7a5ba71202d4455b50b316
ec37b360659e3012234562f a8989980
T2 = h’ 9827a40454cdc90a70e9c¢927f 097019dbdd84768babb10ebcb460c2d918elcelc
0512bf 2cc49ed7ec476df cde7a6allc
domai n = 0x’ 333d8686761cf f 65a3a2ef 20bf a217d37bdf 19105e87¢c210e9ceb64eal210
als7’

proof = h’8ac336eeald278656372d9914483c3d3b3069df a4a7862293ac021df eeebca
93cadd7eb2b818f 7b89719cdef f a5aa85989a7d691bel1b1929a2bf 089bf e
9f 2adc2c06788edc30585546ef b74877f 34ad91f 0d6923b4ed7a53c49051d
da8d056a95644ee738810772d90¢c1033f 1df e45¢c0b1b453d131170aaf a8a9
9f 812f 3b90a5d1d9e6bd05a4dee6a50dd277f f c646f 2429372f 3ad9d5946f
f eb53f 24d41ff cc83c32cbb68af c9b6e0b64eebd24c69c6a7bd3bca8a6394
ed8ae315abd555a6996f 34d9da7680447947b3f 35f 54c38b562e990ee4d17
a21569af 4f c02f 2991e6db78cc32d3ef 9f 6069f c5¢c2d47c8d8f f 116df b8as
9641641961b854427f 67649df 14ab6e63f 2d0d2alcbha2b2e1e835d20cd45e
41f 274532e9d50f 31a690e5f ef 1¢c1456b65¢c668b80d8ec17b09bd5f b3b2c4
edd6d6f 5f 790a5d6da22eb9alaa2196d1a607f 3c753813ba2bc6ecel5d352
63218f c7667c5f Of abf f f e74745a8000e0415c8daf d5654ce6850ac2¢c6485
d02433f daebd9993f 8b86a2eebb3beb10b4cc7735330384a3f 4df d4d5b219
98ad0227b37e736¢f 9c144a0386f 28cccf 27a01e50aab45dda8275eb87772
8e77d2055309dba8c6604e7cf f 0d2c46ce6026b8e232¢c192955f 909da6ed7
c2130c7e3f 4f"’

D.1.2.2. No Presentation Header Valid Proof
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

public_key = h'92d37d1d6cd38f ea3a873953333eab23a4c0377e3e049974eb62bd459
49cdeb18f b0490edcd4429adf f 56e65chce42cf 188b31bddbd619e41
9b99c2c¢41b38179eb001963bc3decaae0d9f 702c7a8c004f 207f 46¢7
34abeae2e8e82833f 3e7eab

signature = h’956a3427b1b8e3642e60e6a7990b67626811adeec7alabcb4f 770cdd7c
20cf 08f aabb913ac94d18e1e92832e924ch6e202912b624261f c6c59b
0f ea801547f 67f b7d3253ele2achcf 90ef 59a6911931e

header = h’11223344556677889900aabbccddeef f’

presentati on_header = h’

revealed indexes = [ 0, 2, 4, 6 ]

Tl = h’ 8b497dd4dcdcf 7eb58c9b43e57e06bcea3468a223ae2f c015d7a86506a952d680
55e73f 5a5847e58f 133eal54256d0da
T2 = h’ 8655584d3dal313f 881f 48c239384a5623d2d292f 08dae7ac1d8129c19a02a89b
82f a45de3f 6¢2c439510f ce5919656f
domai n = 0x’ 6f 7ee8de30835599bb540d2cb4dd02f dOc6cf 8246f 14c9ee9a8463f 7f d40
of 7b’

proof = h’ blf8bf99allc39f 04e2a032183cleadl12956ad322dd06799c50f 20f b8cf 6b0
ac279210ef 5a2920a7be3ec2aal911ace7b96811a98f 3clccebad4a2l47ae7
63b3ba036f 47bc21c39179f 2b395e0ablac49017ea5b27848547bedd27be4
81c1df cOb73372346f eb94ab16189d4c525652b8d3361bab43463700720ec
f bOee75e595ea1b13330615011050a0df cf f db21af 33f da9el4badccOf cad
8015bce3f ecc4704799bef 9924ab19688f c04f 760c4da35017072a3e29578
8ef f 1b0dc2311bb199¢c186f 86ea0540379d5a2ac8b7bd02d22487f 2acc0e?2
99115e16097b970badea802752a6f ch56¢cf bbcc2569916a8d3f e6d2d0f bla
e801cf c5ce056699adf 23e3cd16blf df 197deac099ab093da049a5b4451d0
38c71b7cc69e8390967594f 6777a855c7f 5d301f Of 0573211ac85e2el65ea
196f 78¢c33f 54092645a51341b777f Of 5342301991f 3da276c04b0224f 7308
090ae0b290d428a0570a71605a27977e7daf 01d42df bdcec252686c3060a7
3d81f 6e151e23e3df 2473b322da389f 15a55ch2cd8a2bf 29ef 0d83d487611
7735465f ae956d8df 56ec9eb0e4748ad3ef 5587797368c51a0ccd67eb6da3
8602alc2d4fd411214ef c6932334balbcbf 562626e7c0elae0db912c28d99
f 194f a3cd3a2’
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D.1.3. Hash to Scal ar Test Vectors
Using the foll owi ng i nput nessage,

nmeg = h’ 9872ad089e452c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d
5f 02’

And follow ng dst val ue,

dst = h’ 4242535f 424¢c53313233383147315f 584f 463a5348414b452d3235365f 535357
555f 524f 5f 4832475f 484d32535f 4832535f

We get the followi ng scalar output from hash_to_scal ar
(Section 4.2.2), encoded with | 20SP and represented in big endi an
or der,

scal ar = 0x’ 0500031f 786f de5326aa9370dd7f f e9535ec7a52cf 2b8f 432cad5d9acf b7
3cd3

D. 2. BLS12-381- SHA-256 Ci phersuite
D.2.1. Signature Test Vectors

D.2.1.1. No Header Valid Signature
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69fc’

PK = h’ a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaa8f al36f 285

1bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75c845d649ef 3c4f 63aebc364cd55dedOc
header = h’

B = h’ 98e38eadh6a2232cf 91f 41861089cdal4d7e3ddef Oc6eabad4dl1a2732f 66408f 39
4d58301f f cc8f cf b3c89bb75136f 61’
domai n = 0x’ 41c5f e0290d0da734ce9bba57bf e0df c14f 3f 9cf ef 18a0d7438cf 2075f d7
lcc7’

signature = h'8c87e2080859a97299c¢148427cd2f cf 390d24bea850103a97488790392
62ecf 4f 42206f 6ef 767f 298b6a96b424c1e86c26f 8f ba62212d0e05b9
5261c2cc0e5f dc63a32731347e810f d12e9c¢58355aa0d

D.2.1.2. Mdified Message Signature

The followi ng fixture should fail signature validation due to the
message val ue being different fromwhat was signed
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SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69f ¢’
h’ a820f 230f 6ae38503b86¢c70dc50b61c58a77e45¢c39ab25c0652bbaa8f al36f 285
1bd4781c9dcde39f c9d1d52¢9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75¢c845d649ef 3c4f 63aebc364cd55dedOc

header = h’11223344556677889900aabbccddeef f’

PK

signature = h’84773160b824e194073a57493dacla20b667af 70cd2352d8af 241c7765
8da5253aa8458317ccaleae615690d55b1f 27164657dcaf eeld5¢c1973
947aa70e2cf bb4c892340be5969920d0916067b4565a0

valid: false
reason: nodified nessage

D.2.1.3. Extra Unsigned Message Signhature

The following fixture should fail signature validation due to an
addi ti onal nessage being supplied that was not signed.

ml = h’9872a9089e45207b6e283dfa02a80d58e8d0ff7lcc4d5e310a1debdda4a4

m2 = h’cgzgiBGd9ab02da4dd5908bbba913ae6f58020c844b802a6f811f5fb075f
9b80’

SK = Ox’60e55}10f76883a13d030b2f6bd11883422d5abde717569fC0731f512371

PK = h’aSSS;SSOf6ae38503b86070dc50b61c58a77e45039ab2500652bbaa8fa136f285

1bd4781c9dcde39f c9d1d52¢9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75¢c845d649ef 3c4f 63aebc364cd55dedOc
header = h’ 11223344556677889900aabbccddeef f’

signature = h’84773160b824e194073a57493dacla20b667af 70cd2352d8af 241c7765
8da5253aa8458317ccaleae615690d55b1f 27164657dcaf eeld5¢c1973
947aa70e2cf bb4c892340be5969920d0916067b4565a0

valid: false
reason: extra unsigned nessage

D.2.1.4. M ssing Message Signature
The followi ng fixture should fail signature validation due to m ssing
messages that were originally present during the signing (the

presented signature was generated with all the nmessages in
Section 8.2 as input).
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m1il = h’9872ag089e45207b6e283dfa02a80d58e8d0ff7lcc4d5e310a1debdda4a4

m?2 = h’C222i36d9ab02da4dd5908bbba913ae6f58C2CC844b802a6f811f5fb075f
9b80’

SK = Ox’60e55}10f76883a13d030b2f6bd11883422d5abde717569fcO731f512371

PK = h’a828;230f6a638503b86c70dc50b61c58a77e45c39ab25c0652bbaa8fa136f285

1bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75c845d649ef 3c4f 63aebc364cd55dedOc
header = h’ 11223344556677889900aabbccddeef f’

signature = h’ 8339h285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

valid: fal se
reason: mi ssing nessages

D.2.1.5. Reordered Message Signhature

The followi ng fixture should fail signature validation due to
nmessages being re-ordered fromthe order in which they were signed.
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mil=~Hh

m 2 = h'96012096

m 3 = h’ acb5f b33a75909ed

m 4 = h’d183ddc6e2665aa4e2f 088af’

m5 = h’515ael53e22aae04adl6f 759e07237b4

m 6 = h’496694774c5604ablb2544eababcf 0f 53278f f 50

m7 = h'77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m 8 = h’ 7372e9daa5ed31le6¢cd5¢c825eac1b855e84476a1d94932aa348e07b73

m9 = h’c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 10 = h’ 9872ad089e452c7h6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddad4a4sf 0
2)

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69fc’

PK = h’ a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaa8f al36f 285

1bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75c845d649ef 3c4f 63aebc364cd55dedOc
header = h’' 11223344556677889900aabbccddeef f’

signature = h’ 8339b285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

valid: fal se
reason: re-ordered nmessages

D.2.1.6. Wong Public Key Signature

The followi ng fixture should fail signature validation due to public
key used to verify is in-correct.
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69fc’

PK = h’ b064bd8d1ba99503cbb7f 9d7ea00bce877206a85b1750e5583dd9399828a4d206

10cb937e€a928d90404c239b2835f f b104220a9c66a4c9ed3b54c0cac9ead65d0
429556b438ceef b59650ddf 67e7a8f 103677561b7ef 7f e3c3357ec6b94d41c6
header = h’' 11223344556677889900aabbccddeef f’

signature = h’ 8339b285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

valid: false
reason: wong public key

D.2.1.7. Wong Header Signature

The following fixture should fail signature validation due to header
val ue being nodified fromwhat was originally signed.
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

SK = 0x’ 60e55110f 76883a13d030b2f 6bd11883422d5abde717569f c0731f 512371
69fc’

PK = h’ a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaa8f al36f 285

1bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91aa8d460acee0e96f 1
e7c4cf bl2d3f f 9ab5d5dc91c277db75c845d649ef 3c4f 63aebc364cd55dedOc
header = h’ ffeeddccbbaa00998877665544332211’
signature = h’ 8339b285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

valid: fal se
reason: different header

D.2.2. Proof Test Vectors

D.2.2.1. No Header Valid Proof
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

public_key = h’a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaas8f
al136f 2851bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91a
a8d460acee0e96f le7c4cf b12d3f f 9ab5d5dc91c277db75¢845d649e
f 3c4f 63aebc364cd55dedOc

signature = h’8c87e2080859a97299¢148427cd2f cf 390d24bea850103a97488790392
62ecf 4f 42206f 6ef 767f 298b6a96b424c1e86c26f 8f ba62212d0e05b9
5261c2cc0e5f dc63a32731347e810f d12e9c58355aa0d

header = h’

presentati on_header = h’'bed231d880675ed101ead304512e043ade9958dd0241ea70

b4b3957f ba941501’
reveal ed_indexes = [ 0, 2, 4, 6]

T=nh"
domai n = 0x’ 41c5f e0290d0da734ce9bba57bf e0df c14f 3f 9cf ef 18a0d7438cf 2075f d7
lcc7’
chal | enge = 0x’ 4a70506add5b2eb0be9f f 66e3ea8deae666f 198edf bb1391c6834e6df
4f 1026d’

proof = h’81925c2e525d9f bbOba95b438b5a13f ff5874c7¢c0515¢c193628d7d143ddc3b
b487771ad73658895997a88dd5b254ed29abc019bf ca62c09b8daf b37e5f 0
9b1d380e084ec3623d071ec38d6b8602af 93aa0ddbada307c9309cca86bel
6db53dc7ac310574f 509c712bbl1al81d64ea3clee075c018a2bc773e2480b
5c033cch9bf eabaf 347a88ab83746¢c9342ba76db3675f f 70ce9006d166f d8
13a81b448a632216521¢c864594f 3f 92965974914992f 8d1845230915b1168
Ocf 44b25886¢c5670904ac2d88255¢c8c31laea7b072e9c4eb7e4c3f dd38836a
€9d2e9f a271c8d9f d42f 669a9938aeeba9d8ae613bf 11f 489ce947616f 5¢cb
aee95511df aab5c73d85e4ddd2f 29340f 821dc2f b40db3eae5f 5bc08467ebl
95e38d7d436b63e556€a653168282a23b53d5792a107f 85b1203f 82aab46f
6940650760e5b320261f f cOcabf 15917b51e7d2ad4bcbec94de792e229db6
63abf f 23af 392a5e73cel15c27e8492ec24a0815091c69874dbd9dae2d2ee
d000810c748a798a78a804a39034c6e745ceed455812¢cc982eea7105948b2c
b55b82278a77237f cbhec4748e2d2255af 0994dd09dba8ac60515a39b24632
a2c1c840c4a70506add5b2eb0beof f 66e3ea8deae666f 198edf bb1391¢c683
4e6df 4f 1026d’
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D.2.2.2. No Presentation Header Valid Proof
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m 1 = h’9872ad089e452¢c7b6e283df ac2a80d58e8d0f f 71lcc4d5e310aldebddada4d

5f 02

m 2 = h’'c344136d9ab02da4dd5908bbba913ae6f 58c2cc844b802a6f 811f 5f b075f
9b80’

m 3 = h’ 7372e9daa5ed31le6cd5c825eac1b855e84476a1d94932aa348e07b73

m4 = h' 77f e97eb97alebe2e8le4e3597a3ee740a66e9ef 2412472c

m5 = h'496694774c5604ablb2544eababcf 0f 53278f f 50

m 6 = h’515ael153e22aae04adl16f 759e07237b4

m 7 = h’ d183ddc6e2665aa4e2f 088af’

m 8 = h’ ac55f b33a75909ed

m9 = h’96012096’

m 10 = h’

public_key = h’a820f 230f 6ae38503b86c70dc50b61c58a77e45¢c39ab25c0652bbaas8f
al136f 2851bd4781c9dcde39f c9d1d52¢c9e60268061e7d7632171d91a
a8d460acee0e96f le7c4cf b12d3f f 9ab5d5dc91c277db75¢845d649e
f 3c4f 63aebc364cd55dedOc

signature = h’' 8339h285a4acd89dec7777c09543a43e3cc60684b0a6f 8ab335da4825¢
96e1463e28f 8c5f 4f d0641d19cec5920d3a8f f 4bedb6c9691454597bb
d298288abed3632078557b2ace7d44caed846elalale8

header = h’11223344556677889900aabbccddeef f’

presentati on_header = h’

revealed indexes = [ 0, 2, 4, 6 ]

T1 = h’ 84719¢2b5bb275ee74913dbf 95f b9054f 690c8e4035f 1259e184e9024544bc4bb
ea9c244e7897f 9db7c82b7b14b27d28’
T2 = h’ 8f5f 191c956aef d5¢960e57d2df bab6761eb0ebc5ef dbalacal403dcc19e05296
b16c9f eb7636cbh4ef 2a360c5a148483
domai n = 0x’ 6272832582a0ac96e6f e53e879422f 24c51680b25f bf 17bad22a35ea93ce
5b47’

proof = h’a2ed608e8el2ed2labc2bf 154e462d744a367c7f 1f 969bdbf 784a2a134c7db
2d340394223a5397a3011b1c340ebc415199462ba6f 31106d8a6da8bh513b3
7a47af e93c9b3474d0d7a354b2edc1b88818b063332df 774c141f 7a07c48f
e50d452f 897739228c88af c797916dca01e8f 03bd9c5375¢c7a7¢59996e514
bb952a436af d24457658achabab5ddac2e693ac48135672556358e78b5398f
1a547a2a98df e16230f 244ba742dea737e4f 810b4d94e03ac068ef 840aaad
f 12b2ed51d3f b774c2a0a620019f d1f 39c52c6f 89a0e6067e3039413a9112
9791b2af 215a82ad2356b6bc305c1d7a828f €519619dd026eaaf 07eaB8lcee
52b21aab3e8320519bf 37¢c2bb228a8hb580f 899d84327bdc5e84a66000e8ba
c17d2f a039bb2246c8eacc623ccd9eb26e184a96a9e3a6702eldbaf e19477
2394b05251f 72bcd2d20f 542b15b2406f 899791f 6f 285¢c7b469e7c7b96241
47f 305¢38¢903273a949f 6e85b9774aeeccf af a432e2cdd7¢8f 97d1687741
ed30d725444428dd87d9884711d9a46baaf 0c04b03a2a228b7033be084188
0134b03b15f 698756ecabf 37503a0411a9586d3027a8b8b9118e95a9949b2
719e85e4a669d9e4b7bb6d4544c8cc558c30d79f 9¢85a87e1a95611400b7c
7dac5673d800’
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D.2.3. Hash to Scal ar Test Vectors
Using the foll owi ng i nput nessage,

nmeg = h’ 9872ad089e452c7b6e283df ac2a80d58e8d0f f 71cc4d5e310aldebddada4d
5f 02’

And follow ng dst val ue,

dst = h’ 4242535f 424¢53313233383147315f 5840d443a5348412d3235365f 535357555f
524f 5f 4832475f 484032535 4832535¢f°

We get the followi ng scalar output from hash_to_scal ar
(Section 4.2.2), encoded with | 20SP and represented in big endi an
or der,

scal ar = 0x’ 0f 90cbee27beb214e6545bechb8404640d3612da5d6758df f eccd77ed7169
807c’

Appendi x E. Proof Generation and Verification Al gorithm c Explanation

The foll owi ng section provides a high-level explanation of how the
Cor ePr oof Gen and CoreProof Verify operations work, as presented in
Appendi x B of [Tz23] and used by this docunent. The CoreProof Gen
procedure uses a generic non-interactive zero-know edge proof - of -
know edge (NI zZK) protocol, executed between a Prover and a Verifier.
A Nl ZK works as follows; Assune the group points J 0, J_1, ..., J_n
and the exponents e 0, e 1, ..., e n. Assune also that all the group
points are publicly known, while only the exponent e 0 is known to
the Verifier of the NIZK and the exponents e_1, ..., e_n are known
only by the Prover of the protocol. The N ZK can be used to prove a
rel ati onship of the form

JO*eO0=J1*el+J2*e2+... +J n*e.n

Wi | e reveal i ng not hing about the secret exponents (i.e., e 1, ...,
e n), other than the fact that the Prover knows them

For BBS, let the Prover be in possession of a BBS signature (A, e) on
messages nsg_1l, ..., neg L and a domain value (see CoreSi gn defined
in Section 3.6.1). Let A=B* (1/(e + SK)) where SK the Signer’'s
secret key and,

[ 1] B=PlL+Q1* domain +H1®*msg1l+ ... +HL?* nmglL
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Let (i1, ..., iR be the indexes of the nessages the Prover wants to
disclose and (j1, ..., jU be the indexes corresponding to
undi scl osed nessages (i.e., (j1, ..., juU =(1, 2, ..., L) \ (i1,

., IR)). To prove know edge of a signature on the disclosed
messages, work as foll ows;

*  Prove possession of a valid signature. As defined above, a
signature (A, e), on nmessages nsg_1, ..., nmsg_ L is validif A=B
* 1/ (e + SK), where B as in [1]. However, the Prover cannot
reveal neither A, e nor Bto the Verifier (signature is uniquely
identifiable and B will reveal information about the signed
messages, even the undi scl osed ones). To get around this, the
Prover needs to hide the signature (A e) and the value of B, in a
way that will allow proving know edge of such elenments with the
af orenmentioned relationship (i.e., that A =B * 1/(e + SK)),
wi thout revealing their value. The Prover will do this by
random zing them To do that, they take uniformy randomrl, r2
in[1l, r-1], and calcul ate,

[ 2] Abar = A* (rl1 * r2)
[ 3] D=B* r2
[ 4] Bbar = D* rl1 + Abar * (-e€)

The val ues (Abar, D, Bbar) will be part of the proof and are used
to prove possession of a BBS signature, w thout revealing the
signature itself. Note that; if Abar and Bbar are constructed
using a valid BBS signature as above, then Abar * SK = Bbar which
is equivalent to h(Abar, PK) = h(Bbar, BP2), where SK, PK the
Signer’s secret and public key and BP2 the base generator of @&
(used to create the Signer’'s PK, see Section 3.4.2). This |ast
equation is sonething that the Verifier can check using the
Signer’s PK

* Prove that the disclosed nessages are signed as part of that
signature. The Prover will start by setting the follow ng,

[ 5] r2” =(1/ r2) nodr
If the Abar, D and Bbar values are constructed using a valid BBS
signature as in [2], [3] and [4], then the following will hold,
[ 6] P1L + Q1 * domain + Hil1l * msg il + ... + HiR* neg_iR =
D* r2 - Hji *nmeg_jl- ... - HjU* nsg_ juU
Note that the Verifier will know the elements in the left side of [6]
(i.e., P1, Q1, Hi1, ..., HIiR and the disclosed nessages: nsg_il,
., meg iR) as well as the base points of the right side (i.e., the
points Dand Hj1l, ..., HjU. They will not however know the
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exponents on the right side of [6] (i.e., r2' and the undiscl osed
messages: nsg_j1l, ..., neg_jU). The same holds for equation [4]
where the Verifier will know the left side of the equation (i.e.,
Bbar) and the base points of the right side (i.e., D and Abar) but
not the exponents (i.e., rl and -e).

To convince the Verifier that both [4] and [6] hold, the Prover can
use a NI ZK, to prove that they know t he exponents that satisfy those
equations, without disclosing them

Note that if the value Dis constructed correctly (as in [3]), then B
=D* r2'. Proving know edge of [6] corresponds to proving know edge
of r2’, which neans that the Prover does actually know a value B = D
* r2'. If [6] holds, then that B value that the Prover knows (i.e.,
D* r2") will also have the "correct form for B (as in [1]),
including all (the disclosed and "sone" undi scl osed) nessages.

Al that remains is proving that this B value the Prover knows, is

al so "signed" by the Signer i.e., that the Prover also knows val ues A
and e, such that A= B * 1/(e + SK) or, equivalently, that h(A PK +
BP2 * e) = h(B, BP2), which is what CoreVerify checks to validate a
signature (see Section 3.6.2).

Note that, the Prover will use a Nl ZK to showcase (anong ot her

t hi ngs), know edge of values r1l and e so that [4] holds (Bbar, D and
Abar will be part of the proof and hence known to the Verifier).
Setting r1’” = (1/ rl) nmod r (note that proving know edge of rl
indirectly proves know edge of r1' as well), using [4] and the fact
that h(Abar, PK) = h(Bbar, BP2) we can get that,

h(Abar * r1’ * r2', PK + BP2 * e) = h(D* r2’, BP2) = h(B, BP2)

Note that the above is what CoreVerify checks, for A = Abar * rl1’ *
r2'. Since the Prover showcased know edge of r1' and r2' and
reveal ed Abar as part of the proof, the Verifier can be assured that
the Prover knows the value A = Abar * r1’ * r2'. So setting A = Abar
*rl" * r2', the values A e, B that the Prover showed know edge of,
will forma valid BBS signature. Note that the Verifier doesn't know
A (since they don't know rl and r2'), e or B (since they don't know
r2' or the undi scl osed nessages). However, they know that the prover
knows them and as we saw above, these values forma valid signature
on (anong ot hers) the discl osed nessages.

To sumup; in order to validate the proof, a Verifier checks that
h(Abar, PK) = h(Bbar, BP2) and verifies the NIZK Validating the
proof will guarantee the authenticity and integrity of the disclosed
nmessages, as well as know edge of the undiscl osed nessages and of the
signature.
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Appendi x F. Document Hi story

-00

*

-01

E R

-02

* % X Xk X %

-04

*

Initial version

Popul ated fi xtures

Added SHA- 256 based ciphersuite

Fi xed typo in Proof Verify

Clarify ASCII string usage in DST
Added MapMessageToScal ar test vectors
Fix typo in ciphersuite nane

Variety of editiorial clarifications

Clarified integer endi anness

Revi sed the encode for hash operation

Shifted to using CSPRNG i nstead of PRF

Renoved total nunber of messages from proof verify operation
Added deterninistic proof fixtures

Shifted to nultiple CSPRNG calls to cal cul ate random el enents,
i nstead of expand_nessage

Updat ed hash_to_scal ar to a single output

Updat ed core operati on based on new academ ¢ paper
(https://eprint.iacr.org/2023/275)

Variety of editorial updates

Updat ed exception and error handling

Added extension point for the operation with which the generators
are created, allow ng ciphersuites to define different operations
for creating the generator points.

Added extension point for the operation with which the input
messages are mapped to scal ar val ues, allow ng ciphersuites to
define different nessage-to-scal ar mappi ng operations

Added signature/proof fixtures with an enpty header or an enpty
present ati on header i nput

Updated the fixtures to use variable | ength nessages (one of which
is nowthe enpty nessage "")

Restructure Proof Generation and Verification operation to
di fferent subroutines.
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-06

* Ok X *

-08

*

Looker
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Separate high-level (Interface) operations fromlowlevel (Core)
operati ons.

Update the ciphersuite IDto renove fromit the create_generators
and nap_nessage to_scalar |IDs, since those are defined as part of
the high-level interface instead of the ciphersuite.

Add a comm tment optional value to the CoreSign operation. The
commi tnent value is added to all ow using BBS as part of other
protocols but is ignored in this docunent.

Update test-vectors display.

Proof Generation and Verification operations updated based on
Appendi x B of [Tz23].

Test vectors updated based on the new proof generation procedure.
Renoved t he optional commtnent value fromthe CoreSign operation
as the intended use case (blind signatures) will be addressed
differently and in another document.

Changed the reference to [I-D.irtf-cfrg-pairing-friendly-curves]
fromNormative to Informative, by re-defining the rel evant
functionality to this docunent.

Various editorial updates.

To support bounded nenory inpl enmentations, the order of the inputs
to the digest operation for the calculation of the e value during
CoreSign and the chal |l enge val ue during CoreProof Gen and

Cor ePr oof Veri fy was updat ed.

Updated the test vectores to match the above update.

Renarmed the pairing function frome to h, to avoid nani ng
collisions with the scal ar conponent of the signature.

Renaned signature_dst, challenge_dst and domai n_dst to

hash _to_scal ar_dst.

Editorial fixes (nizk -> NIZK, clarified scalar multiplication in
Not ati on Secti on).

Renoved "subject to change" warning on additional test vectors.

Fi xed proof deserialization error

Fi xed order of inputs in CoreSign call

Fi xed wong inputs in calculate _domain call in CoreSign and
CoreVerify.

Editorial clarifications and fi xes.
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-09

Editorial clarifications and fixing mstakes in api calls.
* Using CDDL style representation of test vector val ues.
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