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Abst ract

An Aut henticated Encryption with Associ ated Data (AEAD) al gorithm
provides confidentiality and integrity. Excessive use of the sane
key can give an attacker advantages in breaking these properties.
Thi s docunent provides sinple guidance for users of comon AEAD
functions about howto linmt the use of keys in order to bound the
advant age given to an attacker. It considers linmts in both single-
and nmul ti-key settings.
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1. Introduction

An Aut henticated Encryption with Associ ated Data (AEAD) al gorithm
provides confidentiality and integrity. [RFC5116] specifies an AEAD

as a function with four inputs -- secret key, nonce, plaintext,
associ ated data (of which nonce, plaintext, and associ ated data can
optionally be zero-length) -- that produces ciphertext output and an

error code indicating success or failure. The ciphertext is
typically conmposed of the encrypted plaintext bytes and an
aut henti cation tag.

The generic AEAD interface does not describe usage limts. Each AEAD
al gorithm does describe limts on its inputs, but these are
fornmulated as strict functional linmts, such as the maxi mum|ength of
i nputs, which are deternined by the properties of the underlying AEAD
composition. Degradation of the security of the AEAD as a single key
is used multiple tinmes is not given the same thorough treatnent.

Effective limts can be influenced by the nunber of "users" of a
given key. In the traditional setting, there is one key shared
between two parties. Any limts on the maxi numlength of inputs or
encryption operations apply to that single key. The attacker’s goa
is to break security (confidentiality or integrity) of that specific
key. However, in practice, there are often many parties wth

i ndependent keys, nultiple sessions between two parties, and even
many keys used within a single session due to rekeying. This nulti-
key security setting, often referred to as the multi-user setting in
the academc literature, considers an attacker’s advantage in
breaki ng security of any of these many keys, further assunming the
attacker nmay have done sone offline work (nmeasuring time, but not
menory) to help break any key. As a result, AEAD algorithmlinits
may depend on of fline work and the nunber of keys. However, given
that a multi-key attacker does not target any specific key,
accept abl e advantages may differ fromthat of the single-key setting.

The nunber of tinmes a single pair of key and nonce can be used m ght
al so be relevant to security. For sone algorithns, such as

AEAD AES 128 GCM or AEAD AES 256_GCM this limt is 1 and using the
same pair of key and nonce has serious consequences for both
confidentiality and integrity; see [NonceD srespecting]. Nonce-reuse
resistant algorithnms |ike AEAD AES 128 GCM SIV can tolerate a limted
amount of nonce reuse. This docunent focuses on AEAD schenes
requiring non-repeating nonces.
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It is good practice to have limts on how many tines the same key (or
pair of key and nonce) are used. Setting a limt based on sone
measur abl e property of the usage, such as nunber of protected
messages, anount of data transferred, or tine passed ensures that it
is easy to apply limts. This mght require the application of
sinmplifying assunptions. For exanmple, TLS 1.3 and QUIC both specify
limts on the nunber of records that can be protected, using the
simplifying assunption that records are the same size; see

Section 5.5 of [TLS] and Section 6.6 of [RFCO001].

Exceedi ng the determ ned usage |limt for a single key can be avoi ded
usi ng rekeying. Rekeying can also provide a neasure of forward and
backward (post-conpromni se) security. [RFC8645] contains a thorough
survey of rekeying and the consequences of different design choices.
When consi dering rekeying, the nmulti-user limts SHOULD be appli ed.

Currently, AEAD limts and usage requirenents are scattered anong
peer-revi ewed papers, standards docunents, and ot her RFCs.

Determ ning the correct Iimts for a given setting is challenging as
papers do not use consistent |abels or conventions, and rarely apply
any sinplifications that mght aid in reaching a sinple limt.

The intent of this docunment is to collate all relevant information
about the proper usage and limts of AEAD algorithms in one place.
This may serve as a standard reference when considering which AEAD
algorithmto use, and howto use it.

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Notation

Thi s docunent defines limtations in part using the quantities in
Tabl e 1 bel ow.
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| Synmbol | Description |
[§ pemsfomsbumsbesfoms e =omesbemsoe s ose s oss s os s ospsesos s os s es s ess s s s pl
| n | AEAD bl ock length (in bits), of the |
| | underlying bl ock cipher |
T o m e e e e e e e e e e e e e e e e e eemem e +
| k | AEAD key length (in bits) |
Fomm e - o - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| r | AEAD nonce length (in bits) |
S SRR oo m o e e e e e e e e e e e e e e e e e e meao— o +
| t | Size of the authentication tag (in bits) |
T o m e e e e e e e e e e e e e e e e e eemem e +
| L | Maxi mum |l ength of each message, including |
| | both plaintext and AAD (in bl ocks) |
Fomm oo T +
| s | Total plaintext length in all nessages (in |
| | bl ocks)

T o m e e e e e e e e e e e e e e e e e eemem e +
| g | Nunber of protected nmessages (AEAD |
| | encryption invocations) |
Fomm oo T +
| v | Number of attacker forgery attenpts |
| | (failed AEAD decryption invocations + 1) |
T o m e e e e e e e e e e e e e e e e e eemem e +
| p | Upper bound on adversary attack |
| | probability |
Fomm oo T +
| o | Ofline adversary work (nmeasured in nunber |
| | of encryption and decryption queries) |
T o m e e e e e e e e e e e e e e e e e eemem e +
| u | Nunber of keys (nmulti-key setting only) |
Fomm e - o - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| B | Maxi mum nunber of bl ocks encrypted by any

| | key (multi-key setting only) |
T o m e e e e e e e e e e e e e e e eee e +

Table 1: Notation

For each AEAD al gorithm we define the chosen-pl ai nt ext
confidentiality (I ND-CPA) and ciphertext integrity (INT-CTXT)

advant age roughly as the advantage an attacker has in breaking the
correspondi ng cl assical security property for the algorithm An | ND
CPA attacker can query ciphertexts for arbitrary plaintexts. An |NT-
CTXT attacker can additionally query plaintexts for arbitrary

ci phertexts. Mreover, we define the conbi ned authenticated
encryption advantage guaranteeing both confidentiality and integrity
agai nst an active attacker. Specifically:
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* Confidentiality advantage (CA): The probability of an attacker
succeedi ng in breaking the I ND-CPA (confidentiality) properties of
the AEAD schene. |In this docunment, the definition of
confidentiality advantage roughly is the probability that an
attacker successfully distinguishes the ciphertext outputs of the
AEAD scheme fromthe outputs of a random function.

* Integrity advantage (1 A): The probability of an attacker
succeeding in breaking the INT-CTXT (integrity) properties of the
AEAD schenme. In this docunent, the definition of integrity
advantage roughly is the probability that an attacker is able to
forge a ciphertext that will be accepted as valid.

* Authenticated Encryption advantage (AEA): The probability of an
active attacker succeeding in breaking the authenticated-
encryption properties of the AEAD schene. In this docunent, the
definition of authenticated encryption advantage roughly is the
probability that an attacker successfully distinguishes the
ci phertext outputs of the AEAD schene fromthe outputs of a random
function or is able to forge a ciphertext that will be accepted as
val id.

Here, we consi der advantages beyond di sti ngui shing underyling
primtives fromtheir ideal instances, for exanple, a bl ockcipher
froma random permut ati on (PRP advantage) or a pseudorandom function
froma truly random functi on (PRF advant age).

See [ AEConposition], [AEAD] for the formal definitions of and

rel ati ons between I ND-CPA (confidentiality), INT-CTXT (integrity),
and aut henticated encryption security (AE). The authenticated
encryption advantage subsunes, and can be derived as the conbi nation
of, both CA and | A

CA <= AEA
| A <= AEA
AEA <= CA + |A

Each application requires an individual determ nation of limts in
order to keep CA and I A sufficiently small. For instance, TLS ains
to keep CA bel ow 2"-60 and | A bel ow 2*-57 in the single-key setting;
see Section 5.5 of [TLS].

4. Calculating Limts

Once upper bounds on CA, | A or AEA are determ ned, this docunent
defines a process for determning three overall operational linmts:
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* Confidentiality limt (CL): The nunber of nessages an application
can encrypt before giving the adversary a confidentiality
advant age hi gher than CA

* Integrity limt (IL): The nunber of ciphertexts an application can
decrypt unsuccessfully before giving the adversary an integrity
advant age hi gher than I A

* Authenticated encryption limt (AEL): The conbi ned nunber of
messages and nunber of ciphertexts an application can encrypt or
decrypt before giving the adversary an authenticated encryption
advant age hi gher than AEA

When limts are expressed as a number of messages an application can
encrypt or decrypt, this requires assunptions about the size of
messages and any authenticated additional data (AAD). Limts can

i nstead be expressed in terms of the nunber of bytes, or blocks, of
pl ai ntext and maybe AAD in total

To aid in translating between nessage-based and byt e/ bl ock- based
limts, a formulation of limts that includes a maxi mum nessage si ze
(L) and the AEAD schenmes’ block length in bits (n) is provided.

Al linmts are based on the total nunber of nessages, either the
nunber of protected nessages (q) or the nunber of forgery attenpts
(v); which correspond to CL and IL respectively.

Limts are then derived fromthose bounds using a target attacker
probability. For exanple, given an integrity advantage of A= v *
(8L / 27106) and a targeted naxi mum attacker success probability of
IA =p, the algorithmrenmains secure, i.e., the adversary’s advantage
does not exceed the targeted probability of success, provided that v
<= (p * 272106) / 8L. In turn, this inplies that v <= (p * 27103) / L
is the corresponding limt.

To apply these linits, inplementations can count the nunber of
messages that are protected or rejected against the deternined linits
(q and v respectively). This requires that messages cannot exceed
the maxi num nmessage size (L) that is chosen

4.1. Approximations

Thi s anal ysis assunmes a nessage-based approach to setting limts.

I mpl enent ati ons that use byte counting rather than nmessage counting
coul d use a maxi mum nessage size (L) of one to determine alimt for
the nunber of protected nessages (q) that can be applied with byte
counting. This results in attributing per-nessage overheads to every
byte, so the resulting linmt could be significantly |ower than
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necessary. Actions, like rekeying, that are taken to avoid the limt
m ght occur nore often as a result.

To sinplify formulae, estinmates in this docunent elide terns that
contribute negligible advantage to an attacker relative to other
terns.

In other respects, this docunent seeks to nake conservative choices
that err on the side of overestimating attacker advantage. Some of
these assunptions are present in the papers that this work is based
on. For instance, analyses are sinplified by using a single nessage
size that covers both AAD and plaintext. AAD can contribute |ess
toward attacker advantage for confidentiality limts, so applications
where AAD conprises a significant proportion of nessages mght find
the estimates provided to be slightly nore conservative than
necessary to neet a given goal

Thi s docunent assunes the use of non-repeating nonces (in particular,
non-zero-1l ength nonces). The nodes covered here are not robust if
the sane nonce and key are used to protect different nmessages, so
determni stic generation of nonces froma counter or simlar

techni ques is strongly encouraged. |f an application cannot
guarantee that nonces will not repeat, a nonce-m suse resistant AEAD
like AES-GCM SIV [SIV] is likely to be a better choice.

5. Single-Key AEAD Limts

This section sunmari zes the confidentiality and integrity bounds and
limts for nodern AEAD al gorithns used in | ETF protocols, including:
AEAD AES 128 GCM [ RFC5116], AEAD AES 256 _GCM [ RFC5116] ,
AEAD _AES 128 CCM [ RFC5116], AEAD CHACHA20_POLY1305 [ RFC8439],

AEAD AES 128 CCM 8 [RFC6655]. The Ilimts in this section apply to
usi ng these schemes with a single key; for settings where nmultiple
keys are deployed (for exanple, when rekeying within a connection),
the limts in Section 6 SHOULD be used.

These algorithns, as cited, all define a nonce length (r) of 96 bits.
Sone definitions of these AEAD algorithms allow for other nonce

| engths, but the analyses in this docunent all fix the nonce |length
tor = 96. Using other nonce lengths might result in different
bounds; for exanple, [GCMProofs] shows that using a variable-length
nonce for AES-GCMresults in worse security bounds

The CL and IL values bound the total nunber of encryption and forgery

queries (g and v). Alongside each advantage val ue, we al so specify
t hese bounds.
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5.1. Ofline Wrk

Si ngl e- key anal yses of different cipher nodes typically concentrate
on the advantage that an attacker m ght gain through the node itself.
These anal yses assune that the underlying cipher is an ideal PRP or
PRF, and we make the sane assunptions here. But even an ideal PRP or
PRF can be attacked through exhaustive key search (in the key |ength,
k) given sufficient resources.

An attacker that is able to deploy sufficient offline resources (0)
can increase their success probability independent of any usage. In
even the best case, single key bounds are always linmted to the

maxi mum of the stated bound and

AEA <= o / 2"k

This constrains the security that can be achi eved for nobdes that use
smal | er key sizes, depending on what assunptions can be nade about
attacker resources.

For exanple, if an attacker could be assuned to have the resources to
performin the order of 2780 AES operations, an attacker gains an
attack probability of 27-48. That might seemlike it requires a |ot
of conpute resources, but anpbunt of conpute could cost less than 1
mllion USD in 2025. That cost can only reduce over time, suggesting
that a rmuch greater advantage is likely achievable for a sufficiently
nmoti vated attacker

5.2. AEAD AES 128_CCM and AEAD _AES 256_GCM
The CL and IL values for AES-GCM are derived in [ AEBounds], follow ng
[ GCWPr oof s], and summari zed below. For this AEAD, n = 128 (the AES
bl ock length) and t = 128 [GCM, [RFC5116]. In this exanple, the
length s is the sumof AAD and plaintext (in blocks of 128 bits), as
descri bed in [ GCWProof s].

5.2.1. Confidentiality Limt

Applying Corollary 3 from [ GCMProof s], assum ng AES behaves like a
random per nut ati on, the follow ng bound appli es:

CA<=((s +qg+ 1)n2) | 27129
This inplies the followi ng usage limt:

g+ s <= pr(1/2) * 27(129/2) - 1

Giint her, et al. Expires 9 Cctober 2025 [ Page 9]



I nternet-Draft AEAD Linmits April 2025

Wi ch, for a nessage-based protocol with s <= qgq * L, if we assune
that every packet is size L (in blocks of 128 bits), produces the
limt:
g <= (p™(1/2) * 27~(129/2) - 1) / (L + 1)

5.2.2. Integrity Linmt
Appl yi ng Equation (22) from[GCMProofs], in which the assunption of s
+ g + VvV < 2"64 ensures that the delta function cannot produce a val ue
greater than 2, the foll owing bound appli es:
IA<=2* (v * (L+ 1)) / 27128
For the assunption of s + g + v < 2764, observe that this applies

when p >L/ 27"63. s +q<=qg* (L+ 1) is always small relative to
2764 if the sanme advantage is applied to the confidentiality limt on

g.
Thi s produces the following limt:
v <= mn(2764, (p * 27127) |/ (L + 1))

5.3. AEAD CHACHA20_PQOLY1305
The known singl e-user result for AEAD CHACHA20_POLY1305
[ ChaCha20Pol y1305-MJ] (correcting the prior one from
[ ChaCha20Pol y1305-SU]) gives a conbined AE limt, which we separate
into confidentiality and integrity limts below For this AEAD, n =
512 (the ChaCha20 block length), k = 256, and t = 128; the length L’
is the sumof AAD and plaintext (in Polyl305 bl ocks of 128 bits), see
[ ChaCha20Pol y1305- M]J] .

5.3.1. Confidentiality Limt
CA<=0

This inplies there is no limt beyond the PRF security of the
under | yi ng ChaCha20 bl ock functi on.

5.3.2. Integrity Limt
IA <= (v * (L' + 1)) / 2”103
This inplies the following limt:

v <= (p * 27103) / (L + 1)
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5.4. AEAD AES 128 CCM

The CL and IL values for AEAD AES 128 CCM are derived from

[ CCM ANALYSI S] and specified in the QU C TLS mappi ng specification

[ RFC9001]. This analysis uses the total nunber of underlying bl ock
ci pher operations to derive its bound. For CCM this nunmber is the
sumof: the length of the associated data in bl ocks, the |l ength of
the ciphertext in blocks, the length of the plaintext in blocks, plus
1.

In the following limts, this is sinplified to a value of twi ce the
I ength of the packet in blocks, i.e., 2L represents the effective
I ength, in nunmber of block cipher operations, of a nessage with L
bl ocks. This sinplification is based on the observation that conmon
applications of this AEAD carry only a small ampbunt of associ ated
data conpared to ciphertext. For exanple, QUC has 1 to 3 bl ocks of
AAD.
For this AEAD, n = 128 (the AES block length) and t = 128.

5.4.1. Confidentiality Limt

CA <= (2L * "2/ 2"n
<= (2L * g)"2 / 27128

This inplies the following limt:
q <=sqrt(p) * 2763 / L
5.4.2. Integrity Lint

A<= v /[ 2°t + (2L * (v + g))"2 / 2*n
<= v /| 2728 + (2L * (v + q))"2 / 27128

This inplies the following limt:
v + (2L * (v + g))"2 <= p * 27128

In a setting where v or q is sufficiently large, v is negligible
conpared to (2L * (v + g))”™2, so this this can be sinplified to:

vV + q <=sqgrt(p) * 2763/ L
5.5. AEAD AES 128 CCM 8
The analysis in [CCMANALYSI S] al so applies to this AEAD, but the

reduced tag length of 64 bits changes the integrity Iimt calculation
consi derabl y.
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IA<=v /[ 2°t + (2L * (v + g))"2 / 2*n
<= v /| 2764 + (2L * (v + q))"2 / 27128

This results in reducing the limt on v by a factor of 2764.
v * 2764 + (2L * (v + g))"2 <= p * 27128

Note that, to apply this result, two inequalities can be produced,
with the first applied to determne v, then applying the second to
find q:

V * 2064 <= p * 27127
(2L * (v + )72 <= p * 27127

Thi s approach produces much smaller values for v than for q.
Alternative allocations tend to greatly reduce q wi thout
significantly increasing v.

5.6. Single-Key Exanpl es

An exanpl e protocol mght choose to aimfor a single-key CA and I A
that is at nost 2~-50. (This in particular limts offline work to o
<= 2"(k-50), see Section 5.1.) |If the nmessages exchanged in the
protocol are at nost a common Internet MIU of around 1500 bytes, then
a value for L mght be set to 227. Table 2 shows linmits for q and v
that m ght be chosen under these conditions.

+ oo+ o4 oD —=—=— =+
| AEAD | Maxi mumq | Maxi numv |
e el s e e e
| AEAD AES 128 GCM | 2/32.5 | 2°64

B T I R R +
| AEAD_AES 256_GCM | 2732.5 | 2764

B R i F-- - - - F-- - - - +
| AEAD CHACHA20 POLY1305 | n/a | 2/46 |
B I I I A R I I +
| AEAD AES 128 CCM | 2730 | 2730

B T I R R +
| AEAD _AES 128 CCM 8 | 2730. 4 | 2713 |
B R i F-- - - - F-- - - - +

Table 2: Exanple single-key linmts; see text
for paraneter details

AEAD CHACHA20 POLY1305 provides no Iimt to q based on the provided
si ngl e-user anal yses.
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The limt for g on AEAD AES 128 CCM and AEAD AES 128 CCM 8 is reduced
due to a need to reduce the value of q to ensure that | A does not
exceed the target. This assumes equal proportions for q and v for
AEAD AES 128 CCM  AEAD AES 128 CCM 8 permits a much smaller val ue of
v due to the shorter tag, which pernmits a higher limt for q.

Sone protocols naturally limt v to 1, such as TCP-based vari ants of
TLS, which term nate sessions on decryption failure. If v is linted
to 1, g can be increased to 2731 for both CCM AEADs.

6. Milti-Key AEAD Linits

In the multi-key setting, each user is assunmed to have an independent
and uniformy distributed key, though nonces may be re-used across
users with some very small probability. The success probability in
attacki ng one of these nmany independent keys can be generically
bounded by the success probability of attacking a single key

mul tiplied by the nunber of keys present [ MJSecurity], [GCM MJ].
Absent concrete nulti-key bounds, this neans the attacker advantage
inthe nulti-key setting is the product of the single-key advant age
and t he number of keys.

This section sunmmari zes the confidentiality and integrity bounds and
limts for the sane algorithns as in Section 5 for the multi-key
setting. The CL and IL values bound the total nunber of encryption
and forgery queries (q and v). Al ongside each value, we al so specify
t hese bounds.

6.1. AEAD AES 128 GCM and AEAD_AES 256_GCM

Concrete multi-key bounds for AEAD AES 128 GCM and AEAD AES 256_GCM
exi st due to Theorem4.3 in [GCM MJR2], which covers protocols with
nonce random zation, like TLS 1.3 [TLS] and QUI C [ RFC9001]. Here,
the full nonce is XORed with a secret, randomoffset. The bound for
nonce random zation was further inproved in [ ChaCha20Pol y1305-M]J].

Results for AES-GCM with random partially inplicit nonces [ RFC5288]
are captured by Theorem5.3 in [GCM MJ2], which apply to protocols
such as TLS 1.2 [RFC5246]. Here, the inplicit part of the nonce is a
random val ue, of length at least 32 bits and fixed per key, while we
assune that the explicit part of the nonce is chosen using a non-
repeating process. The full nonce is the concatenation of the two
parts. This produces similar limts under nost conditions. Note
that inplementations that choose the explicit part at random have a
hi gher chance of nonce collisions and are not considered for the
limts in this section.
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For this AEAD, n = 128 (the AES block length), t = 128, and r = 96;
the key length is k = 128 or k = 256 for AEAD AES 128 GCM and
AEAD AES 256_GCM respectivel y.

6.1.1. Authenticated Encryption Security Limt
Protocol s with nonce randonization have a linmt of:
AEA <= (qg+v)*L*B / 27127
This inplies the following limt:
g+v<=p* 20127 /| (L * B)
This assunes that B is nmuch larger than 100; that is, each user
enci phers significantly nore than 1600 bytes of data. Oherwi se, B
shoul d be increased by 161 for AEAD AES 128 GCM and by 97 for
AEAD AES 256_GCM  For AEAD AES 128 GCM it further assunes o <=
2770, otherwise a termin the order of o/ 27120 starts dom nati ng.

Protocols with random partially inplicit nonces have the foll ow ng
limt, which is simlar to that for nonce random zati on:

AEA <= (((g+v)*o + (g+v)”"2) [ 27(k+26)) + ((g+v)*L*B [/ 27127)

The first termis negligible if k = 256; this inplies the follow ng
simplified limts:

AEA <= (q+v)*L*B [ 27127
q+v<=p?*r 20127/ (L * B)

For k = 128, assuming o <= qgq + v (i.e., that the attacker does not
spend nore work than all legitimte protocol users together), the
limts are:

AEA <= (((g+v)*o + (qg+v)"2) / 27154) + ((q+v)*L*B / 27127)
g+ v <=mn( sqrt(p) * 2776, p * 2126 / (L * B) )

6.1.2. Confidentiality Limt

The confidentiality advantage is essentially dom nated by the sane
termas the AE advantage for protocols with nonce random zati on:

CA <= gq*L*B / 2”127
This inplies the following limt:

q <= p * 27127 / (L * B)
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Simlarly, the limts for protocols with random partially inplicit
nonces are:

CA <= ((g*o + gq*2) |/ 2~(k+26)) + (g*L*B / 27127)
q <=mn( sqrt(p) * 2276, p * 27126 / (L * B) )

6.1.3. Integrity Lint
There is currently no dedicated integrity multi-key bound avail abl e
for AEAD AES 128 GCM and AEAD AES 256 GCM The AE Ilinmt can be used
to derive an integrity linmt as:
| A <= AEA
Section 6.1.1 therefore contains the integrity linmts.
6.2. AEAD _CHACHA20_PCLY1305
Concrete nulti-key bounds for AEAD _CHACHA20_PCLY1305 are given in
Theorem 7.2 in [ ChaCha20Pol y1305- MJ], covering protocols wth nonce
random zation like TLS 1.3 [TLS] and QUI C [ RFCO001] .
For this AEAD, n = 512 (the ChaCha20 block length), k = 256, t = 128,
and r = 96; the length (L') is the sumof AAD and plaintext (in
Pol y1305 bl ocks of 128 bits).
6.2.1. Authenticated Encryption Security Limt
Protocols with nonce random zation have a linmt of:
AEA <= (v * (L' + 1)) / 2”103
It inplies the following limt:
v <= (p * 27103) / (L + 1)
Note that this is the same linmt as in the single-user case except
that the total number of forgery attenpts (v) and nmaxi mum nessage
Il ength in Polyl305 blocks (L") is calculated across all used keys.
6.2.2. Confidentiality Limt
Wil e the AE advantage is dominated by the nunber of forgery attenpts
v, those are irrelevant for the confidentiality advantage. The
relevant limt for protocols with nonce random zati on becones

dom nated, at a very low level, by the adversary’s offline work o and
the nunber of protected nessages q across all used keys:
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CA <= (0o +q) /I 2n247
This inplies the following sinplified imt, which for nost
reasonabl e values of p is dom nated by a technical limtation of
approxi mately q = 272100:
g <=mn( p* 27247 - o, 27100 )

6.2.3. Integrity Limt

The AE Iinmt for AEAD CHACHA20 POLY1305 essentially is the integrity
(multi-key) bound. The former hence also applies to the latter

| A <= AEA
Section 6.2.1 therefore contains the integrity limts.

6.3. AEAD AES 128 CCM and AEAD AES 128 CCM 8
There are currently no concrete nulti-key bounds for AEAD AES 128 CCM
or AEAD AES 128 CCM 8. Thus, to account for the additional factor u,
i.e., the nunber of keys, each p termin the confidentiality and

integrity limts is replaced with p/ u

Note that this factor also applies to the generic exhaustive key
search attack di scussed for single-key analyses in Section 5.1

The nulti-key integrity limt for AEAD AES 128 CCMis as foll ows.
v +qg<=sqrt(p/ u) * 2"63/ L

Li kewi se, the multi-key integrity limt for AEAD AES 128 CCM 8 is as
fol | ows.

v * 2764 + (2L * (v + ))"2 <= (p [/ u) * 27128

6.4. Milti-Key Exanples
An exanpl e protocol mght choose to aimfor a multi-key AEA, CA, and
IAthat is at nost 27-50. |f the nessages exchanged in the protoco
are at nost a comon Internet MIU of around 1500 bytes, then a val ue

for L might be set to 227. Table 3 shows linmits for g and v across
all keys that m ght be chosen under these conditions.
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| AEAD | Maxi mum q | Maxi mum v |
[ gt ————————————— Ll —————————— Ll —p—p——(—(—(———
| AEAD_AES 128_GCM | 2769/ B | 2769/ B |
e . . +
| AEAD_AES 256_GCCM | 2769/ B | 2769/ B |
T . . +
| AEAD_CHACHA20_POLY1305 | 27100 | 2746

o e e e e e e e e oo o - o e o e e - +
| AEAD_AES 128_CCM | 27230/ sqrt(u) | 2730/sqrt(u)

e . +
| AEAD AES 128 CCM 8 | 2730.9/sqgrt(u) | 27213/ u |
I . . +

Table 3: Exanple nulti-key limts; see text for
paraneter details

The linmts for AEAD AES 128 GCM AEAD AES 256 _GCM AEAD AES 128 CCM
and AEAD AES 128 CCM 8 assune equal proportions for g and v. The
limts for AEAD AES 128 GCM AEAD AES 256 GCM and

AEAD CHACHA20 POLY1305 assune the use of nonce random zation, like in
TLS 1.3 [TLS] and QUI C [ RFCO001], and offline work limted to o <=
2770.

The Iimts for AEAD AES 128 GCM and AEAD AES 256 _GCM furt her depend
on the maxi mum nunber (B) of 128-bit bl ocks encrypted by any single
key. For example, limting the nunber of messages (of size <= 277
bl ocks) to at nobst 2720 (about a million) per key results in B of
2727, which limts both g and v to 2742 nessages.

Only the limts for AEAD AES 128 CCM and AEAD AES 128 CCM 8 depend on
the nunber of used keys (u), which further reduces them considerably.
If vislimted to 1, g can be increased to 2731/sqgrt(u) for both CCM
AEADs. (In particular offline work is assunmed limted to o <=
2"(k-50) / u = 27278 /| u, see Section 5.1.)

7. Security Considerations

The different anal yses of AEAD functions that this work is based upon
generally assune that the underlying primtives are ideal. For
exanpl e, that a pseudorandom function (PRF) used by the AEAD is

i ndi stinguishable froma truly random function or that a pseudorandom
perrmutation (PRP) is indistinguishable froma truly random
permut ati on. Thus, the advantage estinmates assune that the attacker
is not able to exploit a weakness in an underlying primtive.
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9

Many of the formulae in this docunent depend on sinplifying
assunptions, fromdiffering nodels, which means that results are not
universally applicable. When using this docunment to set limts, it
is necessary to validate all these assunptions for the setting in
which the linmts might apply. In nbst cases, the goal is to use
assunptions that result in setting a nore conservative limt, but
this is not always the case. As an exanple of one such
simplification, this docunent defines v as the total number of
decryption queries |leading to a successful forgery (that is, the
nunber of failed forgery attenpts plus one), whereas nodels usually
include all forgery attenpts when determ ning v.

The CA, | A and AEA val ues defined in this docunment are upper bounds
based on existing cryptographic research. Future analysis nmay

i ntroduce tighter bounds. Applications SHOULD NOT assume these
bounds are rigid, and SHOULD accommbdat e changes.

Note that the linmts in this docunment apply to the adversary’'s
ability to conduct a single successful forgery. For some algorithns
and in sone cases, an adversary’s success probability in repeating
forgeries may be noticeably larger than that of the first forgery.
As an exanpl e, [M-05] describes such nultiple forgery attacks in the
context of AES-GCM in nore detail
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