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I ntroduction
Scope

The IPlir protocol may be used to protect |P packets during their
transm ssion via comuni cati on channels. | P packet protection means
ensuring data integrity and authenticity of the data source of the
packets. For this purpose, when IPlir is applied, encapsul ation of
original IP packets, calculation of message authentication codes for

the encapsul at ed packets and service information are used. |P packet
protection al so neans option of ensuring their confidentiality and
uses packet encryption for this purpose. |In addition, the IPlir
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protocol allows for protection against replay attacks based on the
use of counter values and/or timnestanps.

The IPlir protocol can be used to create Virtual Private Networks at

the network |layer of the basic | SO OSI reference nodel. Data is
protected during transfer of |IP packets between any two hosts
supporting the IPlir protocol, including options of data exchange

between two end hosts, an end host and a security gateway, and two
security gateways. All protection nechanisns are inplenmented w thout
establishing a connection (in terns of network) between the two

i nteracting hosts.

Thi s docunent is not a Security Architecture for the Internet; it
addresses security only at the network |ayer, provided through the
use of a conbination of cryptographic and protocol security
nmechani sns.

Thi s docunent does not have | ETF consensus and does not inply | ETF
support for IPlir.

1.2. Audi ence

The target audience for this docunent is primarily individuals who

i npl ement this network | ayer security technol ogy or who architect
systens that will use this technology. Technically adept users of
this technol ogy (end users or system adm nistrators) also are part of
the target audience.

Thi s docunent assunes that the reader is fanmliar with the Internet
Protocol (IP), related networking technol ogy, and general infornation
system security terns and concepts.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Notations
The following notations are used in this docunent:
LSB s(x): truncation of binary string x with a length of m m>=
s, to a binary string with a length of s according to the

following rule: LSB s(x {m1} || ... || x 1 |] x 0) = x_{s-1} |
|l x 1 |] xO, xi \inV.1 i =0,1,---,m1l
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Int ToVec_s(x): representation of the ring element x \in Z_{2”s} as

a binary string with a length of s: for x =x 0+ 2 * x 1+ ... +
2M{s-1} * x_{s-1}, where x_i \in V.1, i =0,1,:-,s-1, the follow ng
equation is true: IntToVec_s(x) = x_{s-1} || ... || x_1 || x_0O

Char ToByte('c’): representation of the "¢’ synbol as a binary
string of length 8 cal culated according to the follow ng rul e:
CharToByte('c’) =0 || IntToVec_7(ASCiI('c’)), where ASCII('c’)
\in Z {2"7} is the ASCII representation of the ¢’ synbol.

StrToVec_s(’'string’ ): representation of the string of synbols
"string’ ='c_{m1l}c_{m2}...c_0 consisting of msynbols as a
binary string with a length of s, s >= 8*maccording to the
following rule: StrToVec_s('c_{m1l}c_ {m2}...c_0") = 0"{s-8*n} ||
CharToByte('c_{m1}’) || CharToByte('c_{m2}") || ... ||
Char ToByte(' c_0').
4. System overview
4.1. IPlir packet fornmat
An IPlir packet is an I P packet protected by IPlir. Its format is
shown in Figure 1.
| I'P header | UDP header | IPlir nessage

Figure 1: IPlir packet structure

The | P header is the header of a standard |P packet, where the
Protocol field for 1Pv4 and the NextHeader field for 1 Pv6 contain the
val ue 99.
The UDP header is a standard UDP header used to nultiplex by port
nunber, i.e. to choose an appropriate application programat a target
host to process an inconming |IPlir nmessage.
The IPlir message is the main part of the IPlir packet that includes
protected data fromthe original |IP packet and plai ntext data
required for the IPlir nessage processing.

4.2. IPlir message format
The I Plir message contains:

* |Plir header containing plaintext information related to
encapsul ati on and protection of the original |IP packet;
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* |Plir body containing information the encryption of which is
optional ;

* |Plir trailer containing MACs, the transit host (the host
i mpl ementing the function of routing IPlir packets) identifier,
and the transit initialization val ue.

The IPlir message structure is shown in Figure 2

Martishina, et al. Expires 17 Septenber 2025 [ Page 6]
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The IPlir nmessage fields have a big-endian order of bytes. The
nunbering is left-to-right, the high bytes have | ower nunbers
Nunbering of bits inside bytes is right-to-left, the high bits have
hi gher nunbers.

4.2.1. Version

IPlir header version. This document describes the IPlir header of
Version = 1. The field length is 8 bit.

4.2.2. CS

Cryptographic suite identifier determ ning the contents of
crypt ographi ¢ nechani sns and their paranmeters used to create the
IPlir packet. The field length is 8 bit.

4.2.3. T

The transit MAC flag. If T =1, the IPlir trailer contains fields
Transitldentifier, TransitlntegrityCheckVal ue and TransitlnitVal ue,
otherwi se the fields are absent. T field has to be set to 0 when
cal culating and checking the end-to-end MAC (ICV). The field length

is1bit.
4.2.4. D
The Destinationldentifier field flag. If D=1, the header contains

the Destinationldentifier field, otherwise the field is absent. The
destination host identifier is required for routing of IPlir packets.
The field length is 1 bit.

4.2.5. ExtID

The extended network host identifiers flag. If ExtID =0, the
Sourceldentifier field and, if available, Destinationldentifier and
Transitldentifier fields are 32 bits long. |If ExtID =1, all these
network host identifiers are 64 bits long. The field length is 1
bit.

4.2.6. ExtSN
The packet extended sequence nunber flag. |f ExtSN=0, the

SequenceNunber field is 32 bits long. |If ExtSN =1, the
SequenceNunber field is 64 bits long. The field length is 1 bit.

Martishina, et al. Expires 17 Septenber 2025 [ Page 8]
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4.2.7. DAR

The flag of disabling the anti-replay nmechanism The use of the flag
is regulated by security policies. The field length is 1 bit.

4.2.8. Rl
The field reserved for future use. Wen IPlir header is generated,
the field nmust contain all zeros. The receiving end nust not anal yze
the field content. The field length is 3 bits.

4.2.9. KN

The nunber of the exchange key used to encrypt and cal cul ate the end-
to-end MAC. The field length is 4 bits

4.2.10. TKN

The nunber of the exchange key used to calculate the transit MAC. If
the transit MACis not used, i.e., T =0, the field value should be
0. Wen cal cul ati ng and checking the end-to-end MAC (1 CV), the TKN
field nust be filled with zeros. The field length is 4 bits.

4.2.11. Tinestanp
Packet send tinme. The field contains the send tinme val ue based on
the astronom cal clock of the source host in the PCSI X tinme format
| ess 0x40000000 seconds. The estimated overflowtine is the year
2140. The field length is 32 bits.

4.2.12. Sourceldentifier
The source host identifier is used by the destination host to
identify the IPlir packet source and the related context of the
source host for packet processing. The field length is 32 bits with
ExtID =0, or 64 bits with ExtID = 1.

4.2.13. Destinationldentifier
The destination host identifier is required for routing of IPlir
packets. The field is available, if D= 1. The field length is 32
bits with ExtID = 0, or 64 bits with ExtID = 1.

4.2.14. SequenceNunber

The packet sequence nunber; an unsigned integer. The field length is
32 bits with EXtSN = 0, or 64 bits with ExtSN = 1.

Martishina, et al. Expires 17 Septenber 2025 [ Page 9]
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4.2.15. InitValue (1V)

An end-to-end initialization value that can be used to execute
encryption operations and cal cul ate an end-to-end MAC, as well as to
derive keys for these operations. The field length is determ ned by
the used cryptographic suite.

4.2.16. Tuples (Type, Length, Val ue)

Tupl es (Type, Length, Value) enable transm ssion of additiona
information within the IPlir nessage. The Type field contains the
type of the value in the Value field. The Type field length is 8
bit. The Length field contains the byte length of the Value field.
The Length field length is 8 bit. The Value field contains a data of
the Type field type. The Value field Ilength of any tuple should be
divisible by 8 bits and be | ess than 255 bhytes.

Perm ssible Type field values for the tuples are provided in Table 1.

| Type val ue | Descri ption |
[ sl oo e ey o}
| 0 | the last tuple in the IPlir nmessage; can |
| | be used by the vendor for its own needs

S ISRy T MY +
| 1 | a pair of |Pv4 addresses |
R T +
| 2 | a pair of |Pv6 addresses |
S TR N +
| 3-128 | not in use |
S ISRy T TS +
| 129-254 | can be used by the vendor for its own |
| | needs |
R T +
| 255 | not in use |
- T +

Table 1: Type Field Values for Tuples
The last tuple in the nessage always has type 0. The length of this

tupl e should be chosen so as to ensure effective IPlir nessage
processi ng.

Martishina, et al. Expires 17 Septenber 2025 [ Page 10]
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4.2.16.1. Pair of |Pv4 addresses

The Value field of the tuple of this type contains a pair of |Pv4
addresses. The source address conmes first, followed by the
destination address. The addresses are transmtted in the big-endian
order of bytes.

The main function of the tuple of this type is to preserve the |Pv4
addresses fromthe original |IP packet in the |light tunnel node.

The tuple structure is shown in Figure 3.

| Destination

| I Pv4 address, Not in use Not in use

S e e oo e e oo e e oo e e oo +
| Bytes | 0 | 1 | 2 | 3 |
R o e e - o e e - o e e - o e e - +
| | | | Source | Pv4 | |
| | Type =1 | Length = 8 |address, byte | . |
I I I | No. 1 (high) I I
| e e e e +
| TLV | | Source |1 Pv4 | Destination | |
| | . | address, byte |I1Pv4 address, | . |
| area | | No. 4 (1| ow) | byte No.1 | |
I I I | (hi gh) I I
| e e e e +
I

I

|

I

Figure 3: Type = 1 Tuple Structure

Note: Bytes |abeled “not in use” contain information related to the
fol l owi ng tuple.

4.2.16.2. Pair of |Pv6 addresses
The Value field of the tuple of this type contains a pair of |Pv6
addresses. The source address conmes first, followed by the
destination address. The addresses are transmtted in the big-endian
order of bytes.

The main function of the tuple of this type is to preserve the |Pv6
addresses fromthe original |IP packet in the light tunnel node.

The tuple structure is shown in Figure 4.
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S o e e o - o e e o - o e e o - o e e o - +
| Bytes | 0 | 1 | 2 | 3 |
R o e e - o e e - o e e - o e e - +
| | | Source | Pv6 | |

| Type = 2 | Length = 32 | address, byte | .. |

I | No. 1 (high) | I

o e e o - o e e o - o e e o - o e e o - +

!I- -------------- o e e - o e e - o e e - !I-

TLV | Source | Pv6 | Desti nati on

I I I
| .. | address, byte |1 Pv6 address, | .. |
I I I
I I I

area | No. 16 (| ow) | byte No.1
I | Chi gh)
S S S S +
| | Destination | | |
| c. | IPv6 address, | Not inuse | Not in use |
| | byte No. 16 | | |
I | (1 ow I I I
S o e e o - o e e o - o e e o - o e e o - +

Figure 4: Type = 2 Tuple Structure

Note: Bytes labeled “not in use” contain information related to the
follow ng tuple.

4.2.17. Payl oadDat a

A variable-length field containing the original |IP packet or its
part, depending on the IPlir operation node.

4.2.18. Staffing
A (network) filler to make the length of the IPlir message nore
suitable for efficient processing. The Staffing field contains a
sequence of integers in a binary form the first byte contains 1, the
second one contains 2, etc. The field length is determned by the SL
field value, if SL is absent (S = 0) or has the value 0, there is no
Staffing field.

4.2.19. SL

The nunber of bytes in the Staffing field. The field is available,
if S=1. The field length is 8 bit.

4.2.20. Mode

The node in which the IPlir packet was generated in. The field
length is 2 bits.

Martishina, et al. Expires 17 Septenber 2025 [ Page 12]



Internet-Draft Abbreviated Title March 2025

4.2.21. TLV

Type, Length and Value fields flag. If TLV =1, the IPlir body
begins with tuples (Type, Length, Value), otherw se there are no
tuples. The field length is 1 bit.

4.2.22. S

The SL field flag. If S =1, the IPlir body contains the SL field,
otherwise this field is absent. The field length is 1 bit.

4.2.23. R2

The field reserved for future use. Wen an IPlir nessage is
generated, the field nmust contain all zeros. The receiving end nust
not analyze the field content. The field length is 2 bits.

4.2.24. frTN

The field reserved for future use. An originating security (VPN)
gateway uses this flag to mark IPlir packets that were created from
routed packets originally sent by other network devices. This flag
cannot be set if the DARflag is set. The field length is 1 bit.

4.2.25. toTN
The field reserved for future use. An originating host uses this
flag to mark IPlir packets that are destined to other network devices
but not to the destination host specified by the Destinationld field.
This flag cannot be set if the DARflag is set. The field length is
1 bit.

4.2.26. Next Header
The original |P packet protocol nunmber. The field length is 8 bit.

4.2.27. IntegrityCheckValue (ICV)

An end-to-end MAC cal culated for the data fromthe IPlir nessage
start to the NextHeader field inclusive. The field length is
determ ned by the used cryptographic suite.

4.2.28. Transitldentifier
The identifier of the transit host that routed the IPlir packet |ast.
Each transit host updates the field value with its identifier. The

field is available, if T =1. The field length is 32 bits with ExtID
=0, or 64 bits with ExtID = 1.
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4.2.29. TransitlnitValue (TIV)
The transit initialization value used to calculate a transit MAC and
derive keys for this operation. The field is available, if T = 1.
The field length is deternmi ned by the used cryptographic suite.
4.2.30. TransitlntegrityCheckValue (TICV)
A transit MAC cal culated for the data fromthe IPlir nessage start to
the TransitlnitValue field inclusive. The field is available, if T =
1. The field length is determ ned by the used cryptographic suite.
4.3. |1Plir packet structure and IPlir header |ocation

The IPlir protocol can operate in three nodes: transport, tunnel, and

light tunnel. The transport and |ight tunnel nbdes ensure protection
of the data generated by protocols above the IP level in the basic
| SO CSl reference nodel, in particular, by the transport |ayer. The

tunnel node ensures protection of the entire original |P packet.

The receiving end determ nes based on the value of the Mdde field in
what node the packet was sent. Possible field values are shown in
Tabl e 2.

| Mode field val ue | Mode description |
[ e ——————— s —p—_——(————————(———————r
| 0 | transport node |
e +
| 1 | I'ight tunnel node |
IR T +
| 2 | tunnel node |
o e e e e oo oo o e e e e e +
| 3 | reserved for future needs

S +

Tabl e 2: Mdde Field Val ues
4.3.1. Transport node

In the transport node, the header for transport layer (UDP) and the
IPlir header with (Type, Length, Value)-tuples follow the |IP header
and precede the header of the next layer (e.g., TCP, UDP, |CMP,
etc.). For IPv4 it nmeans that the IPlir header is |ocated after the
I P header, including all options in the original |IP packet, but
before the header of the next |evel protocol
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For I Pv6 the IPlir header is addressed to the destination endpoint.
Therefore, it should be placed after the Hop-by-hop, Routing, and
Fragnment ati on extensi on headers. The Destination Options extension
headers can be | ocated before, after, or on both sides of the IPlir
header, depending on the required semantics. However, since the
IPlir protocol can ensure privacy of only the fields follow ng the
IPlir header, the destination options should followthe IPlir header

Figure 5 shows an exanpl e of |IP packet protection using the IPlir in
the transport node.

o m oo + e +
| Oiginal |P packet | | I Plir packet |
|+ ------------------- +| |+ -------------------- +|
| | P header |---------- >| | P header |
[ R + | e +
| | IP packet data | ----- + | | Transport header | |
| I B B e v
R S I I Plir header | ]
I + ]

| I Plir body |

| | | - +

R >| | P packet data | | |
|l e w1
| - +
| IPlir trailer |
I e +
o e m e e e e e oo +

Figure 5. I P Packet Protection Using IPlir in the Transport Mde
4.3.2. Light tunnel node

Location of the header for transport |ayer (UDP) and the IPlir header
with (Type, Length, Value)-tuples in the light tunnel node is the
same as in the transport node. An exception is that the set of
tuples in the IPlir body nust include a type 1 tuple (two |Pv4
addresses) or a type 2 tuple (two | Pv6 addresses), wherein the source
and destination addresses are specified fromthe I P header of the
original IP packet. The tuple type is defined by the version of the
| P header of the original |IP packet.

The destination host can restore the original |IP addresses fromthe
avail abl e tuple Value field.

Unli ke the transport node, the |ight tunnel node nakes it possible to
change addresses in the IPlir packet |P header
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Figure 6 shows an exanple of |IP packet protection using the IPlir in
the light tunnel node.

o e m e e e e e oo + o e e e e e e e e e +
| Oiginal | P packet | | I Plir packet |
| e + | - +
| | P header | | | P header |
| ] A +] o | ] e +] o
| ] | Source I P | | | | ] | Source I P | | |
[ I + | ---me e - - - D AR, +
| | | Destination IP | | | | ] | Destination IP | | | |
|l b + | |l b SR
| o | ol
| | P packet data |----- + | | Transport header |
| I T R B T R sl
R + | | I Plir header I
| | S S S
e ]
| I Plir body
[
| ] o]
[ TLV [
R R et R
| | | || SourcelP [
| | | | +-------mmeme - e m o - - +
| | | | | Destination IP | | | |
I B R SRR EEEEREE, 1
I I B +]
R >| | P packet data | | |
|l b w1
| T +
| IPlir trailer |
[ T +
o e e e e e e e e e +

Figure 6: | P Packet Protection Using IPlir in the Light Tunnel Mode
4.3.3. Tunnel node

Unli ke the other nodes, the tunnel node protects the entire origina
| P packet, including its |IP header.

In the tunnel node, a new | P header is generated with its contents
based on the destination host context and the source host |IP routing
table, followed by the header for transport |layer (UDP) and the IPlir
header with (Type, Length, Value)-tuples. This is followed by the
original |IP packet.
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Versions of the original and new | P headers can be different. It
means that | Pv6 packets can be transnmitted via the | Pv4 protocol and
vice versa

Figure 7 shows an exanple of |IP packet protection using the IPlir in
the tunnel node.

o e e e e e e e e aao- + o m e e e e e e a oo +
| Oiginal |IP packet | | I Plir packet |
| o e e e e oo + | o e e e e oo +
| | P header [------- + 1 | | P header |
| N B +
| | |IP packet data |----+ | | | Transport header | |
| S I B +
o + 1 1| | I Plir header |

| L] e

[ IPlir body

I R e ]
| +----- >| | P header [
I R A ]
R > | P packet data | | |
I + 1
| S S S +
| IPlir trailer |
| - +
o m e e e e e e a oo +

Figure 7: | P Packet Protection Using IPlir in the Tunnel Mde
5. Security Considerations
5.1. Encryption and MAC

To ensure the confidentiality of the packet, it is possible to
encrypt it using a symetric cryptographic algorithm Packet
encryption in IPlir is recommended, but not required. Encryption can
be di sabl ed by selecting a separate cryptographic suite clearly
indicating that there is no encryption. In case of encryption, it is
appl i ed between the source and destination hosts regardl ess of the
transfer network topol ogy and existence of transit hosts.

To ensure packet integrity and authenticity of the data source, the
IPlir protocol allows for end-to-end or transit MAC. End-to-end MAC

is applied between the source and destination hosts. It is
mandatory. Transit MAC is applied between two nei ghbor hosts in a
packet transfer chain. It is optional
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To ensure confidentiality, packet integrity and authenticity of the
data source, either separate encryption and MAC al gorithns or AEAD
algorithms to encrypt and cal cul ate MAC sinmul taneously can be used.

5.2. Cryptographic keys

It is inplied that there is a key systemthat provides the
interacting hosts with necessary exchange keys and controls their
synchroni zati on. Exchange key is a key known only to the specified
pair of hosts are used to derive keys. Keys can be managed manual |l y
or automatically.

The exchange keys required to process a specific packet with al
their mandatory attributes (meta data) nust be avail abl e when packet
processing starts.

The packet encryption keys, end-to-end MAC keys and transit MAC keys
are derived fromthe exchange key to protect each |P packet. Each
exchange key related to the specific pair of hosts is indexed with
the corresponding pair of their identifiers. It is possible to use
key systens in which several exchange keys exist (up to 16)

simul taneously for two hosts. To make it possible, each exchange key
inthe IPlir protocol is additionally indexed with an integer val ue
between 0 and 15 (inclusive) located in the KN or TKN field of the
IPlir message. This allows to unanbi guously determ ne the exchange
key for the two hosts.

The peculiarity of IPlir is that unique packet encryption, end-to-end
MAC and transit MAC keys used in the correspondi ng cryptographic
algorithms are derived for each | P packet based on the exchange keys.
The packet encryption, end-to-end MAC and transit MAC keys derived
for the same | P packet should be different, except when AEAD

al gorithnms are used, where one packet encryption and end-to-end MAC
key is used for encryption and end-to-end MAC of the packet.

The exchange key used to derive packet encryption and end-to-end MAC
keys (or packet encryption and end-to-end MAC key) is determ ned by
the KN field value of the IPlir nessage and identifiers of the source
and destination hosts. The exchange key used to derive the packet
transit MAC key is deternmined by the TKN field value of the IPlir
message and identifiers of the interacting (transit) hosts.

Exchange key types and nethods to derive packet protection keys from
them are deternined by the cryptographic suite.
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For any unique key used in the IPlir protocol at any tine it should
be inpossible to calculate it fromthe other keys, except for

cal cul ation of derived keys for packet protection froma specific
exchange key.

The maxi num quantity of material that can be processed using the same
key shoul d be determned considering theoretical limts arising from
the use of particular cryptographic algorithns and practical linmts
arising during IPlir inplenmentation

The maxi mum nunber of keys (packet encryption, end-to-end MAC,
transit MAC keys or packet encryption and end-to-end MAC keys)
derived from one exchange key shoul d be determ ned considering
theoretical limts arising fromthe use of particular cryptographic
algorithnms and practical Iimtations arising during IPlir

i mpl ement ati on.

When the allowed linit for a specific key is reached, the interacting
parties should stop using it. For protection of further
interactions, the parties should use a key for which the all owed
limt has not been achieved, e.g., a new key.

5.3. Cryptographic suites
The cryptographic algorithnms and paranmeters used in the IPlir
prot ocol make up a cryptographic suite designated by its CS nunber in
the CS field of each IPlir nmessage. There can be up to 256 different
cryptographic suites in total

Perm ssible CS field values are provided in Table 3:
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| CS val ue | Descri ption |
[} gttty e p—p—p—p—p—(—(—(——(————————————————————(——(—————r
| 0 | not in use |
Focmmnaaann . +
| 1 | MAGVA- MGM cr ypt ographic suite |
T T e +
| 2 | KUZN- CTR- CMAC crypt ographic suite |
TS oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 3-128 | not in use |
Focmmnaaann . +
| 129 | AES- 128- GCM crypt ographic suite |
T T T +
| 130-131 | can be used by the vendor for its own needs

TS oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 132 | AES- 256- CTR- CMAC crypt ographic suite |
Focmmnaaann . +
| 133 | can be used by the vendor for its own needs

T T T +
| 134 | AES- 256- CFB- CMAC crypt ographic suite |
TS oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 135-254 | can be used by the vendor for its own needs

Focmmnaaann . +
| 255 | Not in use |
T T T T +

Table 3: Perm ssible CS Field Val ues

The list of main nechani sns and paraneters specified in the
cryptographic suite is shown in Table 4:
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| Parameter | Description | Pur pose |
[ oo oo =uss b s p
| EncAl g | encryption | the algorithmis used to encrypt |
| | al gorithm | t he packet |
Fom e oo o a o o m e e e e e e e e e ee e +
| MACAlg | end-to-end MAC| the algorithmis used to calculate |
| | al gorithm | packet end-to-end MAC |
R o e oo e m e e e e e e e e e e e e mm e mmmaa o - +
| TMACAIlg | transit MAC | the algorithmis used to calculate |
| | al gorithm | packet transit MAC |
Fom e oo o a o o m e e e e e e e e e ee e +
| MACLen | end-to-end MAC | |
| | | ength | |
R o e oo e m e e e e e e e e e e e e mm e mmmaa o - +
| TMACLen | transit MAC | |
| | | ength | |
Fom e oo o a o o m e e e e e e e e e ee e +
I VLen end-t o-end the initialization value can be

initialization
val ue |l ength

I I
| used for packet encryption, end-to- |
| end MAC, and derivation of packet |
| encryption keys and packet end-to- |
| end MAC keys (or packet encryption |
| and end-to-end MAC keys) |

| TI VLen | transit | the transit initialization value |
| | initialization | can be used for packet transit MAC |
| | wvalue length | and derivation of packet transit |
| | | MAC keys |
- . T +
| KDAl g | algorithms of | the algorithns are used to derive |
| | deriving | packet encryption keys and packet |
| | packet | end-to-end MAC keys (or packet |
| | protection | encryption and end-to-end MAC |
| | keys from | keys), and to derive packet transit |
| | exchange keys | MAC keys |
S IR . T T T +

Table 4: Main Mechani sns And Paranmeters In The Cryptographic Suite
5.3.1. MAGWA- MGM cryptographic suite: CS =1

MAGVA- MGM Cr ypt ogr aphi ¢ Suite Description is shown in Table 5:
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| Parameter | Val ue |
[ ety Ll p—p—p—p—p—_———(——(———(————————————————————— L
| EncAlg | GOST R 34.122015 (Magma) [ RFC8891] |

| | in the MaV node [ RFC9058] |
- T +
| MACAl g | GOST R 34.122015 (Magma) [ RFC8891] |

| | in the MaM node [ RFCO058] |
R oo e m e e e e e e e e e e e e mm e mmmaa o - +
| TMACAlg | GOST R 34.122015 (Magma) [ RFC8891] |

| | in the MaV node [ RFC9058] |
- T +
| MACLen | 32 bits |
N o e e e e e e e e e e e e e e mmemamao o +
| TMACLen | 32 bhits |
S o e m e e e e e e e e e e e m—— oo oo +
| I VLen | 64 bits |
- T +
| TI VLen | 64 bits |
N o e e e e e e e e e e e e e e mmemamao o +
| KDAl g | see the description bel ow |
S o e m e e e e e e e e e e e m—— oo oo +

Tabl e 5: MAGVA- MGM crypt ographic suite: CS =1
5.3.1.1. Exchange keys

For each pair of interacting hosts, there is a single exchange key
with a length of 256 bits used for deriving of packet encryption and
end-to-end MAC keys, as well as packet transit MAC keys.

5.3.1.2. Requirenents for initialization val ues

The end-to-end initialization value InitValue in the InitValue field
of the IPlir nmessage should have a |l ength of 64 bits and be uni que
for each IPlir packet the encryption and end-to-end MAC of which are
i mpl emented by the same source host using the same exchange key.

The transit initialization value TransitlnitValue in the
TransitlnitValue field of the IPlir nessage should have a | ength of
64 bits and be unique for each IPlir packet the transit MAC of which
is inplemented by the sane (transit) host using the sane exchange
key.

5.3.1.3. Key derivation algorithns

The packet encryption and end-to-end MAC key K AEAD of 256 bit length
is calculated as foll ows:
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K AEAD = K1 || K2 ]|] K3 |] KA4,

where each value of Ki \in V. 64, i =1,2,3,4 is calculated as per

GOST R 34.122015 (Magnma) [ RFC8891] in the CMAC node as per I1SOIEC

9797-1: 2011 [1SOO797-1], wherein

* the exchange key is used as the key. The exchange key is
specified by the source and destination hosts and the KN field
val ue of the IPlir nessage,

* a binary string as shown below is used as the data:
I nt ToVec_8(i)||Label||aL||!|V_KDF||SN | Node||cL||oL, where

- Label = StrToVec_48(’' AEAD ),
- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- |IV_KDF = InitValue, where InitValue is initialized by the
InitValue field value of the IPlir message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nessage,

- Node = Sourceldentifier, where Sourceldentifier is initialized
by the Sourceldentifier field value of the IPlir nmessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where Cont extBytelLength is
the sum of byte | engths of the InitValue, SequenceNunber and
Sourceldentifier fields of the IPlir nessage,

- oL = IntToVec_16(QutputBitLength), where QutputBitlLength = 256,

* the MAC length is 64 bits.

The packet transit MAC key K TMAC of 256 bit length is calculated as
fol | ows:

K TMAC = K1 || K2 || K3 ]| K4

where each value of Ki \in V. 64, i =1,2,3,4 is calculated as per
GOST R 34.122015 (Magnma) [ RFC8891] in the CMAC node, as per |1SOIEC
9797-1: 2011 [1SOO797-1], wherein

* the exchange key is used as the key. The exchange key is

specified by the (transit) hosts the IPlir packet passes through
and the TKN field value of the IPlir nessage,
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* a binary string as shown below is used as the data:
I nt ToVec_8(i)||Label||aL||TlIV_KDF|| SN | Node||cL|]| oL, where

- Label = StrToVec_48(' TMAC ),

- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- TIV_KDF = TransitlnitValue, where TransitlnitValue is
initialized by the TransitlnitValue field value of the IPlir

message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nmessage,

- Node = Transitldentifier, where Transitldentifier is
initialized by the Transitldentifier field value of the IPlir
message,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte |l engths of the TransitlnitValue, SequenceNumnber
and Transitldentifier fields of the IPlir nmessage,

- oL = IntToVec_16(QutputBitLength), where QutputBitLength = 256,

* the MAC length is 64 bits.

5.3.1.4. Encryption and MAC al gorithns
Encryption of the IPlir body and cal cul ation of the end-to-end MAC
ICV in the IntegrityCheckValue field of the IPlir message are
i npl emented as per GOST R 34.122015 (Magma) [RFC8891] in the MaM
nmode [ RFC9058], wherein

* the packet encryption and end-to-end MAC key K AEAD i s used as the
encryption key,

* data in the IPlir header fields in the order of their appearance
inthe IPlir message are used as associ ated authenticated dat a,

* data in the IPlir body fields in the order of their appearance in
the IPlir nmessage are used as plaintext,

* the value of IV_AEAD \in V_63 is used as the initial counter
nonce:

| V_AEAD = LSB_63(InitVal ue),
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where InitValue is initialized by the InitValue field val ue of
the IPlir message,

* the MAC length is 32 bits.

The di agram of encryption and end-to-end MAC is shown in Figure 8.

| I Plir header

e | Sourceldentifier |

| | Fem e e e eeeeeeaeaaaaa +

. [EEREEEEE +

R e + | |

e | SequenceNumber | | |

I v |

SRR | I nitVal ue [--------- +

|l e v |

| o]

| | IPlir body |--+ | |

| o]

| | IPlir trailer I I

I I [

| o]

I [

% VvV V Vv
oo m e e e e e e e e e e ao - + o e e e e oo +
| KDF based on GOST R 34.12-2015 | +------ + | GOST R 34.12-2015 |
| (Magnme) [RFC8891] in the CMAC | ->| K AEAD| ->| (Magma) [ RFC8891] |
| nmode as per | - + | in the MaM node |
| 1SO I EC 9797-1:2011 [ISOO797-1] | | [ RFC9058] |
o e e e e e e e e e e e e e e + o e e e o +

N
I
o +

| Exchange key between |
| source and destination|

| host s |

o e e e e oo oo +
S +
| I Plir header |
| c. |
| o e e e e e e e e oo - + |
| | Sourcel dentifier | |
| . + |
| .. |
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| b I B
| | SequenceNunber | | | |
| A
| | I nitVal ue | | | |
| L R
Y + | |
| Encrypted I Plir body | <--+ |
o + |
| IPlir trailer | |
| + |
| | I ntegrityCheckVal ue | <-------e--- +
| S + |

| |

o e e e e e e e e e e mmmemao - +

Fi gure 8: Di agram of Encryption and End-to-End MAC Using the
MAGVA- MGM Cr ypt ographic Suite

Cal cul ation of the transit MAC TICV in the TransitlntegrityCheckVal ue
field of the IPlir nessage is inplenmented as per the GOST R
34.122015 (Magma) [RFC8891] in the MaM node [ RFCO058], wherein

* the packet transit MAC key K TMAC is used as the encryption key,

* data in the IPlir header fields, the encrypted IPlir body and
IntegrityCheckVal ue, Transitldentifier, TransitlnitValue fields
data in the order of their appearance in the IPlir message are
used as the associated authenticated data,

* plaintext is an enpty string,

* the value of TIV.AEAD \in V.63 is used as the initial counter
nonce:

TIV_AEAD = LSB 63(TransitlnitValue),

where TransitlnitValue is initialized by the TransitlnitValue
field value of the IPlir message,

* the MAC length is 32 bits.

The diagramof transit MAC is shown in Figure 9. The “null” value
means an enpty binary string.
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IPlir header

|
||
o e e e e e e e oo + | |
R | SequenceNunber | |
| e o
I I |
| o + |
| | Encrypted I Plir body | ]------- +
| + |
| | IPlir trailer [ I
I I . || I
| e o |
Fo-em- - | Transitldentifier | | |
|l o |
SRRREEEE | o ] |
| | | Transi tlnitVal ue | | |
I |+ I I
| R R |
I || I I
| + |
I I I
| SIS + |
| oo + | |
| | null |----+ | |
| oo o | |
% % % %
oo m e e e e e e e e e e ao - + o e e e e oo +
| KDF based on GOST R 34.12-2015 | +------ + | GOST R 34.12-2015
| (Magnme) [RFC8891] in the CMAC | ->| K TMAC|->| (Magma) [ RFC8891] |
| nmode as per | - + | in the MaM node
| 1SOIEC 9797-1:2011 [I1S0O797-1] | | [ RFCO058] |
o e e e e e e e e e e e e e e + o e e e o +
" I I
I v I
e + S R + |
| Exchange key between | | null | |
| transit hosts | +------ + |
o e e e e e oo oo + |
I
. + |
| I Plir header | |
| .. | |
| e v |
| | SequenceNunber | | |
| + |
| c. | |
e + |
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| Transitldentifier
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| TransitlnitVal ue
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o e e e e e e e e e e e e e e e e e - =
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Figure 9: Diagramof Transit MAC Using the MAGVA- MGM

Cryptographic Suite

5.3.2. KUZN- CTR- CMAC crypt ographic suite: CS=2

KUZN- CTR- CMAC Cryptographic Suite Description is shown in Table 6:

[ el sy
| Parameter | Val ue |
| EncAlg | GOST R 34.12-2015 (Kuznyechi k) |
| | [RFC7801] in the CIR node [|SOL0116] |
S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| MACAI g | GOST R 34.12-2015 (Kuznyechi k)

| [RFC7801] in the CMAC node [I|SOO797-1] |
S IR I > +
| TMACAIg | GOST R 34.12-2015 (Kuznyechi k)

| [RFC7801] in the CMAC node [|SOO797-1] |
S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| MACLen | 64 bits |
- T +
| TMACLen | 64 bits |
N o e e e e e e e e e e e e e e e e e e e e e e o +
| I VLen | 64 bits |
S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| TI VLen | 64 bits |
- T +
| KDAl g | see the description bel ow |
N o e e e e e e e e e e e e e e e e e e e e e e o +

Tabl e 6: KUZN- CTR- CMAC crypt ographi c suite:
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5.3.2.1. Exchange keys

For each pair of interacting hosts, there is a single exchange key
with a length of 256 bits designed for derivation of packet
encryption keys, end-to-end MAC keys, and transit MAC keys.

5.3.2.2. Requirenents for initialization val ues

The end-to-end initialization value InitValue in the InitValue field
of the IPlir nmessage should have a |l ength of 64 bits and be uni que
for each IPlir packet the encryption and end-to-end MAC of which are
i mpl emented by the same source host using the same exchange key.

The transit initialization value TransitlnitValue in the
TransitlnitValue field of the IPlir message should have a | ength of
64 bits and be unique for each IPlir packet the transit MAC of which
is inplemented by the sane (transit) host using the sane exchange
key.

5.3.2.3. Key derivation algorithns

The packet encryption key K ENC of 256 bit Iength and the packet end-
to-end MAC key K MAC of 256 bit length are calculated as foll ows:

K_ENC

K1]|] K2,
K MAC = K 3 || K4,
where each value of Ki \in V_128, i =1,2,3,4 is calculated as per
GOST R 34.12-2015 (Kuznyechi k) [RFC7801] in the CVAC node as per |SO
| EC 9797-1:2011 [|1 S®797-1], wherein
* the exchange key is used as the key. The exchange key is
specified by the source and destination hosts and the KN field
val ue of the IPlir nessage,

* a binary string as shown below is used as the data:
I nt ToVec_8(i)||Label||aL|||V_KDF||SN | Node||cL||oL, where

- Label = StrToVec_48(' ENCVAC ),
- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- |V_KDF = InitValue, where InitValue is initialized by the
InitValue field value of the IPlir message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nessage,
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- Node = Sourceldentifier, where Sourceldentifier is initialized
by the Sourceldentifier field value of the IPlir nessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte | engths of the InitValue, SequenceNunmber and
Sourceldentifier fields of the IPlir nmessage,

- oL = IntToVec_16(QutputBitlLength), where QutputBitlLength = 512,

* the MAC length is 128 bits.

The packet transit MAC key K TMAC of 256 bit length is calculated as
fol | ows:

K TMAC = K1 || K 2,

where each value of Ki \in V_ 128, i = 1,2 is calculated as per GOST

R 34.12-2015 (Kuznyechi k) [RFC7801] in the CMAC node as per |1SQO | EC

9797-1: 2011 [I SOO797-1], wherein

* the exchange key is used as the key. The exchange key is
specified by the (transit) hosts the IPlir packet passes through
and the TKN field value of the IPlir nessage,

* a binary string as shown below is used as the data:
I nt ToVec_8(i)||Label||aL|| TIV_KDF|| SN | Node| | cL|]| oL, where

- Label = StrToVec_48(' TMAC ),

- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- TIV_KDF = TransitlnitValue, where TransitlnitValue is
initialized by the TransitlnitValue field value of the IPlir

message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nmessage,

- Node = Transitldentifier, where Transitldentifier is
initialized by the Transitldentifier field value of the IPlir
nmessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte |l engths of the TransitlnitValue, SequenceNumnber
and Transitldentifier fields of the IPlir nmessage,

- oL = IntToVec_16(QutputBitLength), where QutputBitlLength = 256,
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* the MAC length is 128 bits.
5.3.2.4. Encryption and MAC al gorithns
The IPlir body is encrypted as per the GOST R 34.12-2015 (Kuznyechi k)
[ RFC7801] in the CTR nmode as per |SO|EC 10116: 2017 [ SO10116]
wi t hout paddi ng, wherein
* the packet encryption key K ENC is used as the key,

* data in the IPlir body fields in the order of their appearance in
the IPlir nmessage are used as plaintext,

* the value of SV \in V_128 is used as the initialization val ue:
SV = | nitVal ue| | 0"64,

where InitValue is initialized by the InitValue field val ue of
the IPlir nmessage,

* the key streamblock length is 128 bits.

Cal cul ati on of the end-to-end MAC ICV in the IntegrityCheckVal ue

field of the IPlir nessage is inplenented as per the GOST R

34.12-2015 (Kuznyechi k) [RFC7801] in the CVAC node as per |SQ1EC

9797-1:2011 [1SOI797-1], wherein

* the packet end-to-end MAC key K MAC is used as the key,

* data in the IPlir header fields and the encrypted IPlir body in
the order of their appearance in the IPlir message are used as the
dat a,

* the MAC length is 64 bits.

The di agram of encryption and end-to-end MAC is shown in Figure 10.

| I Plir header

I

I

| . + |

R | Sour cel dentifi er | |

| ] e v

I I I

R e S + |

e | SequenceNunber | |

I v
SRR | I nitVal ue [---------- +
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oo m e e e e e e e e e e ao - +  ------ ST R +
| KDF based on GOST R 34.12-2015 |->K ENC |-> GOST R 34.12-2015 |
| (Kuznyechi k) [RFC7801] in the | +------ + (Kuznyechi k) |
| CVAC node as per | | [RFC7801] in the
| 1SOIEC 9797-1:2011 [ISOO797-1] | +------ + CTR node |
| |->] K MAC | | [1S010116] |
oo m e e e e e e e e e e ao - +  ------ ST R +
A I
| %
Fom e + o +

| Exchange key between | GOST R 34.12-2015 |

I
I
I
et we I : I
| source and destination| +--- (Kuznyechi k) | |
| host s | | | [RFC7801] in the | |
A R R + | CMAC node | |
| | [1S®O797-1] | |
| . + |
o m e e e e e e e oo + N |
| | |
| oo m e e e e e e e e e e ao - + |
| I
| | R TSN + |
| | | | I Plir header | |
[ N R I I
I R N TR, o
| | | | | Sourcel dentifier | | |
I N R B P EREEE L
[ I I
I B B R R
| | | | SequenceNunber | | |
| |l b o
| | | | I ni tVal ue | | |
| | b L
| | b o
| | | Encrypted IPlir body | <---+
| o e m e e e e e e e e e e e e e e e mmema o +
| | IPlir trailer |
| | + |
R >| I ntegrityCheckVal ue | |
| S + |
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Figure 10: Diagram of Encryption and End-to-End MAC Using the
KUZN- CTR- CMAC Crypt ographic Suite

Cal cul ation of the transit MAC TICV in the TransitlntegrityCheckVal ue
field of the IPlir nessage is inplenmented as per the GOST R
34.12-2015 (Kuznyechi k) [RFC7801] in the CVAC node as per |1SO1EC
9797-1: 2011 [I SOO797-1], wherein

* the packet transit MAC key K TMAC i s used as the key,

* data in the IPlir header fields, the encrypted IPlir body and
IntegrityCheckVal ue, Transitldentifier, TransitlnitValue fields
data in the order of their appearance in the IPlir nmessage are
used as the data protected by MAC,

* the MAC length is 64 bits.

The diagram of transit MACis shown in Figure 11.

IPlir header

||
| ]
o m e e e e e e e maaaoo- + | |
AR | SequenceNunber | |
| ] b o
I I (.
| Y +
| | Encrypted I Plir body | ]---+
| o]
| | IPlir trailer | |
I I [
| I
Fomme - | Transitldentifier | | |
|l S
R | o o
| | | TransitlnitVal ue | | |
I [ (N
| R L
I I I I
| e + |
I I
v v
oo m e e e e e e e e e e ao - + o e e e e oo +
| KDF based on GOST R 34.12-2015 | +------ + | GOST R 34.12-2015 |
| (Kuznyechi k) [RFC7801] in the | ->] K_ TMAC] - >| (Kuznyechi k) |
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| CVAC node as per | - + | [RFC7801] in the |
| 1SO I EC 9797-1: 2011 [ISOO797-1] | | CMAC node |
R R T R + | [1S09797-1] +
N o e e e e oo +
I
I
o +

| Exchange key between |
| transit hosts |

IPlir header

Figure 11: Diagramof Transit MAC Using the KUZN- CTR- CMAC
Cryptographic Suite

5.3.3. AES-128-CGCM cryptographic suite: CS = 129

AES- 128- GCM Crypt ographic Suite Description is shown in Table 7:
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| Parameter | Val ue |
[} gty e p—p—p—p—p—p—(—_———————————————————————(————(—————
| EncAlg | AES-128 [1SO18033-3] in the GCM node [ SO19772]

S . +
| MACAl g | AES-128 [1S018033-3] in the GCM node [|SOL19772]

S IR e +
| TMACAlg | AES-128 [1S018033-3] in the GCM node [| SOL9772] |
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| MACLen | 64 bits |
S . +
| TMACLen | 64 bits |
S IR T e +
| I VLen | 96 bits |
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| Tl VLen | 96 bits |
S . +
| KDAl g | see the description bel ow |
S IR T e +

Tabl e 7: AES-128- GCM crypt ographic suite: CS = 129
5.3.3.1. Exchange keys

For each pair of interacting hosts, there is a single exchange key
with a length of 128 bits used for deriving of packet encryption and
end-to-end MAC keys, as well|l as packet transit MAC keys.

5.3.3.2. Requirenents for initialization val ues

The end-to-end initialization value InitValue in the InitValue field
of the IPlir message should have a |l ength of 96 bits and be uni que
for each IPlir packet the encryption and end-to-end MAC of which are
i mpl emented by the same source host using the same exchange key.

The transit initialization value TransitlnitValue in the
TransitlnitValue field of the IPlir nmessage should have a | ength of
96 bits and be unique for each IPlir packet the transit MAC of which
is inplemented by the sanme (transit) host using the sane exchange
key.

5.3.3.3. Key derivation algorithms

The packet encryption and end-to-end MAC key K AEAD of 128 bit |ength
is calculated as foll ows:

K_AEAD = K_1,
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where value of K 1 \in V_128 is calculated as per KDF in Counter Mde
usi ng AES-128 [1S018033-3] in the CMAC node [ RFC4493] as the PRF
wher ein

* the exchange key is used as the key for the PRF. The exchange key
is specified by the source and destination hosts and the KN field
val ue of the IPlir nessage,

* @a binary string as shown below is used as the input data for the
PRF: I ntToVec_8(1)]||Label|]aL|]|!lV_KDF|| SN | Node||cL||oL, where

- Label = StrToVec_48(' AEAD ),
- aL = IntToVec_8(Label ByteLength), where Label ByteLength = 6,

- |IV.KDF = InitValue, where InitValue is initialized by the
InitValue field value of the IPlir nessage,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir message,

- Node = Sourceldentifier, where Sourceldentifier is initialized
by the Sourceldentifier field value of the IPlir nessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte | engths of the InitValue, SequenceNumber and
Sourceldentifier fields of the IPlir message,

- oL = IntToVec_8(QutputBitLength), where QutputBitLength = 128,

* the PRF output length is 128 bits.

The packet transit MAC key K TMAC of 128 bit length is cal cul ated as
fol | ows:

K_TMAC = K 1,

where value of K 1 \in V_128 is cal cul ated as per KDF in Counter Mbde

usi ng AES-128 [1S018033-3] in the CMAC node [ RFC4493] as the PRF

wher ei n

* the exchange key is used as the key for the PRF. The exchange key
is specified by the (transit) hosts the IPlir packet passes
through and the TKN field value of the IPlir nessage,

* a binary string as shown below is used as the input data for the
PRF: IntToVec 8(1)|]|Label||aL||TIV_KDF||SN | Node||cL|]|oL, where
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- Label = StrToVec_48(' TMAC ),

- aL = IntToVec_8(Label ByteLength), where Label ByteLength = 6,

- TIV_KDF = TransitlnitValue, where TransitlnitValue is
initialized by the TransitlnitValue field value of the IPlir
nmessage,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nessage,

- Node = Transitldentifier, where Transitldentifier is
initialized by the Transitldentifier field value of the IPlir
nmessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte |l engths of the TransitlnitValue, SequenceNunber
and Transitldentifier fields of the IPlir nessage,

- oL = IntToVec_8(QutputBitlLength), where QutputBitLength = 128,

* the PRF output length is 128 bits.

5.3.3.4. Encryption and MAC al gorithms
Encryption of the IPlir body and cal cul ation of the end-to-end MAC
ICV in the IntegrityCheckValue field of the IPlir message are
i mpl emented as per the AES-128 [IS018033-3] in the GCM node
[1S019772], wherein

* the packet encryption and end-to-end MAC key K AEAD is used as the
key,

* data in the IPlir header fields in the order of their appearance
inthe IPlir message are used as additional authenticated data,

* data in the IPlir body fields in the order of their appearance in
the IPlir message are used as plaintext,

* the value of V. AEAD \in V_ 96 is used as initialization vector
I V_AEAD = I nit Val ue,

where InitValue is initialized by the InitValue field val ue of
the IPlir message,

* the MAC length is 64 bits.
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The di agram of encryption and end-to-end MAC is shown in Figure 12.
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e + | |
| Encrypted I Plir body | <--+

o e e e e e e e e e e e e e a - oo + |
| IPlir trailer | |
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Figure 12: Diagram of Encryption and End-to- End MAC Using the
AES- 128- GCM Crypt ographic Suite

Cal cul ation of the transit MAC TICV in the TransitlntegrityCheckVal ue
field of the IPlir nessage is inplemented as per the AES-128
[1S018033-3] in the GCM node [IS019772], wherein

* the packet transit MAC key K TMAC i s used as the key,

* data in the IPlir header fields, the encrypted IPlir body and
IntegrityCheckVal ue, Transitldentifier, TransitlnitValue fields
data in the order of their appearance in the IPlir message are
used as additional authenticated data,

* plaintext is an enpty string,

* the value of TIV.AEAD \in V. 96 is used as initialization vector:

TIV_AEAD = TransitlnitVal ue,

where TransitlnitValue is initialized by the TransitlnitValue
field value of the IPlir message,

* the MAC length is 64 bits.
The diagramof transit MAC is shown in Figure 13. The “null” value

means an enpty binary string.
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Fi gure 13: Diagram of Transit MAC Using the AES-128-GCM
Cryptographic Suite

5.3.4. AES-256-CTR- CMAC cryptographic suite: CS = 132

AES- 256- CTR- CMAC Cryptographic Suite Description is shown in Table 8:

| Parameter | Val ue |
[} gty e p—p—p—p—p—p—(—_———————————————————————(————(—————
| EncAlg | AES-256 [1SO18033-3] in the CTR node [|SO0O10116] |
S . +
| MACAl g | AES-256 [|1S0O18033-3] in the CVAC npde [ RFC4493] |
S IR e +
| TMACAlg | AES-256 [I1S018033-3] in the CMAC node [ RFC4493]
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| MACLen | 64 bits |
S . +
| TMACLen | 64 bits |
S IR T e +
| I VLen | 64 bits |
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| TIVLen | 64 bits |
S . +
| KDAl g | see the description bel ow |
S IR T e +

Tabl e 8: AES- 256- CTR- CMAC cryptographic suite: CS = 132

5.3.4.1. Exchange keys
For each pair of interacting hosts, there is a single exchange key
with a length of 256 bits designed for derivation of packet
encryption keys, end-to-end MAC keys, and transit MAC keys.

5.3.4.2. Requirenents for initialization val ues
The end-to-end initialization value InitValue in the InitValue field
of the IPlir message should have a |l ength of 64 bits and be uni que

for each IPlir packet the encryption and end-to-end MAC of which are
i mpl emented by the same source host using the same exchange key.
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The transit initialization value TransitlnitValue in the
TransitlnitValue field of the IPlir message should have a | ength of
64 bits and be unique for each IPlir packet the transit MAC of which
is inplemented by the sane (transit) host using the sane exchange
key.

5.3.4.3. Key derivation algorithms

The packet encryption key K ENC of 256 bit |ength and the packet end-
to-end MAC key K MAC of 256 bit length are calcul ated as foll ows:

KENC = K1 || K2,

K MAC = K3 || K4,

where each value of Ki \in V_128, i = 1,2,3,4 is calculated as per

KDF in Counter Mde using AES-256 [|S018033-3] in the CVMAC node

[ RFC4493] as the PRF, wherein

* the exchange key is used as the key for the PRF. The exchange key
is specified by the source and destination hosts and the KN field
val ue of the IPlir nessage,

* a binary string as shown below is used as the input data for the
PRF: IntToVec_8(i)||Label||aL|]|!V_KDF||SN | Node||cL||oL, where

- Label = StrToVec_48(' ENCVAC ),
- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- |IV_KDF = InitValue, where InitValue is initialized by the
InitValue field value of the IPlir message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nessage,

- Node = Sourceldentifier, where Sourceldentifier is initialized
by the Sourceldentifier field value of the IPlir nessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte | engths of the InitValue, SequenceNunmber and
Sourceldentifier fields of the IPlir nmessage,

- oL = IntToVec_16(QutputBitlLength), where QutputBitlLength = 512,

* the PRF output length is 128 bits.
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The packet transit MAC key K TMAC of 256 bit length is cal cul ated as
fol |l ows:

K TMAC = K 1 || K 2,

where each value of Ki \in V_ 128, i = 1,2 is calculated as per KDF

in Counter Mbde using AES-256 [1SO18033-3] in the CVMAC node [ RFC4493]

as the PRF, wherein

* the exchange key is used as the key for the PRF. The exchange key
is specified by the (transit) hosts the IPlir packet passes

through and the TKN field value of the IPlir nessage,

* a binary string as shown below is used as the input data for the
PRF: IntToVec_8(i)||Label||aL|]| TIV_KDF||SN | Node||cL|]|oL, where

- Label = StrToVec_48(' TMAC ),

- aL = IntToVec_8(Label ByteLength), where Label ByteLength = 6,

- TIV_KDF = TransitlnitValue, where TransitlnitValue is
initialized by the TransitlnitValue field value of the IPlir

message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir message,

- Node = Transitldentifier, where Transitldentifier is
initialized by the Transitldentifier field value of the IPlir
nmessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte |l engths of the TransitlnitValue, SequenceNumnber
and Transitldentifier fields of the IPlir nessage,

- oL = IntToVec_16(QutputBitLength), where QutputBitlLength = 256,

* the PRF output length is 128 bits.
5.3.4.4. Encryption and MAC al gorithns

The IPlir body is encrypted as per the AES-256 [IS0O18033-3] in the
CTR node as per |1SQO | EC 10116: 2017[1 SOL0116] wi t hout paddi ng, wherein

* the packet encryption key K ENC is used as the key,
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* data in the IPlir header fields and the encrypted IPlir body in
the order of their appearance in the IPlir message are used as the
dat a,

* the values of CTRi \in V_128 are used as counters in CTR node:

CTR.i = InitValue || IntToVec_64(i), i =1, 2, ... , n,

where InitValue is initialized by the InitValue field val ue of
the IPlir nmessage.

* the key streamblock length is 128 bits.

Cal cul ati on of the end-to-end MAC ICV in the IntegrityCheckVal ue
field of the IPlir nessage is inplenmented as per the AES-256
[1S018033-3] in the CVMAC node [ RFC4493], wherein

* the packet end-to-end MAC key K MAC is used as the key,

* data in the IPlir body fields in the order of their appearance in
the IPlir message are used as plaintext,

* the MAC length is 64 bits.

The di agram of encryption and end-to-end MAC is shown in Figure 14.
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I I I
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| [ NI ST. SP. 800-108] based on | +------ + [1SO1L8033- 3] [
| AES- 256 [1S0O18033-3] in the | | in the CTR node |
| CMAC node [ RFC4493] | +------ + | [1S0O10116] |
I |->K_.MAC | | I
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" I I
I v I
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| . + |
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| oo m e e e e e e e e e e ao - + |
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Figure 14: Diagram of Encryption and End-to-End MAC Using the
AES- 256- CTR- CMAC Cryptographic Suite

Cal cul ation of the transit MAC TICV in the TransitlntegrityCheckVal ue
field of the IPlir nessage is inplenmented as per the AES-256
[1S018033-3] in the CMAC node [ RFC4493], wherein

* the packet transit MAC key K TMAC i s used as the key,
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* data in the IPlir header fields, the encrypted IPlir body and
IntegrityCheckVal ue, Transitldentifier, TransitlnitValue fields
data in the order of their appearance in the IPlir message are
used as the data protected by MAC

* the MAC length is 64 bhits.

The di agram of transit MAC is shown in Figure 15

IPlir header

||
.. | ]
Fem e e e eeeeeeaeaaaaa + | |
Fo-em- - | SequenceNunber | |
I T o
I I I
| . +
| | Encrypted I Plir body | ]---+
| ol
| | IPlir trailer | |
I I [
|l I I
R | Transitldentifier | | |
| e R
AEEEEEEE | o Lol
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I | (I
| ] b N R
I I I I
| Y + |
I I
% %
o e e e e e e e e e e e e e e + o e e e o +
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| AES- 256 [1SO18033-3] in the | +----- + | in the CMAC node |
| CVMAC node [ RFC4493] | | [ RFC4493] |
St + o e e e e oo oo +
AN
I
S +

| Exchange key between |
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Figure 15: Diagramof Transit MAC Using the AES-256- CTR- CMAC

5.3.5.

AES- 256- CFB- CMAC crypt ographi c suite:

Cryptographic Suite

CS = 134

AES- 256- CTR- CMAC Cryptographic Suite Description is shown in Table 9:

[§ bbb s e s s o}
| Paraneter | Val ue |
| EncAlg | AES-256 [1S018033-3] in the CFB node [1SO0L0116] |
N Lt +
| MACAl g | AES-256 [1S018033-3] in the CMAC node [ RFC4493] |
S oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| TMACAlg | AES-256 [I1S018033-3] in the CMAC node [ RFC4493] |
Fom e oo e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| MACLen | 64 bits |
N Lt +
| TMACLen | 64 bits |
S oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| I VLen | 128 bits |
Fom e oo e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| TI VLen | 64 bits |
N Lt +
| KDAl g | see the description bel ow |
S oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
Tabl e 9: AES-256- CFB- CMAC cryptographic suite: CS = 134
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5.3.5.1. Exchange keys
For each pair of interacting hosts, there is a single exchange key
with a length of 256 bits designed for derivation of packet
encryption keys, end-to-end MAC keys, and transit MAC keys.
5.3.5.2. Requirenents for initialization val ues

The end-to-end initialization value InitValue in the InitValue field
of the IPlir nmessage should have a length of 128 bits and be random

The transit initialization value TransitlnitValue in the
TransitlnitValue field of the IPlir nmessage should have a | ength of
64 bits and be unique for each IPlir packet the transit MAC of which
is inplemented by the sanme (transit) host using the sane exchange
key.

5.3.5.3. Key derivation algorithms

The packet encryption key K ENC of 256 bit Iength and the packet end-
to-end MAC key K MAC of 256 bit length are cal cul ated as foll ows:

KENC = K1 || K2,

K_MAC

K3 || K4,

where each value of Ki \in V_128, i =1,2,3,4 is calculated as per

KDF in Counter Mde using AES-256 [|S018033-3] in the CVMAC node

[ RFC4493] as the PRF, wherein

* the exchange key is used as the key for the PRF. The exchange key
is specified by the source and destination hosts and the KN field
val ue of the IPlir nessage,

* a binary string as shown below is used as the input data for the
PRF: IntToVec 8(i)||Label||aL||!V_KDF||SN | Node||cL||oL, where

- Label = StrToVec_48(' ENCMAC ),
- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- |IV_KDF = InitValue, where InitValue is initialized by the
InitValue field value of the IPlir message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nessage,
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- Node = Sourceldentifier, where Sourceldentifier is initialized
by the Sourceldentifier field value of the IPlir nessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte | engths of the InitValue, SequenceNunmber and
Sourceldentifier fields of the IPlir nmessage,

- oL = IntToVec_16(QutputBitlLength), where QutputBitlLength = 512,

* the PRF output length is 128 bits.

The packet transit MAC key K TMAC of 256 bit length is calculated as
fol | ows:

K TMAC = K1 || K 2,

where each value of Ki \in V. 128, i = 1,2 is calculated as per KDF

i n Counter Mdde using AES-256 [1SOL18033-3] in the CVMAC node [ RFC4493]

as the PRF, wherein

* the exchange key is used as the key for the PRF. The exchange key
is specified by the (transit) hosts the IPlir packet passes
through and the TKN field value of the IPlir nessage,

* a binary string as shown below is used as the input data for the
PRF: IntToVec_8(i)||Label||aL||TIV_KDF||SN | Node||cL|]|oL, where

- Label = StrToVec_48(' TMAC ),

- aL = IntToVec_8(Label ByteLength), where Label BytelLength = 6,

- TIV_KDF = TransitlnitValue, where TransitlnitValue is
initialized by the TransitlnitValue field value of the IPlir

message,

- SN = SequenceNunber, where SequenceNunber is initialized by the
SequenceNunber field value of the IPlir nmessage,

- Node = Transitldentifier, where Transitldentifier is
initialized by the Transitldentifier field value of the IPlir
nmessage,

- cL = IntToVec_16(Cont ext Byt eLengt h), where ContextBytelLength is
the sum of byte |l engths of the TransitlnitValue, SequenceNumnber
and Transitldentifier fields of the IPlir nmessage,

- oL = IntToVec_16(QutputBitLength), where QutputBitlLength = 256,
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* the PRF output length is 128 bits.
5.3.5.4. Encryption and MAC al gorithns

The IPlir body is encrypted as per the AES-256 [IS0O18033-3] in the
CFB node as per |1SO I EC 10116: 2017 [1SOL0116], wherein

* the packet encryption key K ENC is used as the key,

* data in the IPlir body fields in the order of their appearance in
the IPlir nmessage are used as plaintext,

* the value of SV \in V_128 is used as the initialization val ue:
SV = InitVal ue,

where InitValue is initialized by the InitValue field val ue of
the IPlir message.

Cal cul ati on of the end-to-end MAC ICV in the IntegrityCheckVal ue
field of the IPlir nessage is inplenmented as per the AES-256
[1S018033-3] in the CVMAC node [ RFC4493], wherein

* the packet end-to-end MAC key K MAC is used as the key,

* data in the IPlir header fields and the encrypted IPlir body in
the order of their appearance in the IPlir message are used as the
dat a,

* the MAC length is 64 bhits.

The di agram of encryption and end-to-end MAC is shown in Figure 16
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| | A +
I I I
N B v
e | SequenceNumrber | |
I B e R L L EEEEEEEE v
Fo-em- - | I nitVal ue |---------- +
|l b + o |
| o e e e e e e e e e e e e oo oo + |
| | IPlir body [--+ |
| b L
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Figure 16: Diagram of Encryption and End-to- End MAC Using the
AES- 256- CFB- CMAC Crypt ographic Suite
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Cal cul ation of the transit MAC TICV in the TransitlntegrityCheckVal ue
field of the IPlir nessage is inplenmented as per the AES-256
[1S018033-3] in the CMAC node [ RFC4493], wherein

* the packet transit MAC key K TMAC i s used as the key,

* data in the IPlir header fields, the encrypted IPlir body and
IntegrityCheckVal ue, Transitldentifier, TransitlnitValue fields
data in the order of their appearance in the IPlir message are
used as the data protected by MAC,

* the MAC length is 64 bhits.

The diagram of transit MAC is shown in Figure 17.
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Figure 17: Diagramof Transit MAC Using the AES-256- CFB- CMAC
Cryptographic Suite

6. |IPlir packet processing

The al gorithnms used for cryptographic processing of network packets
are determ ned by the cryptographic suite.

The cryptographic suite for protection of the original |P packet is
chosen dependi ng on the correspondi ng security policy of the source
host and the destination host context on the source host. The logic
and procedure of processing IPlir packets protected using a certain
cryptographic suite depend on the IPlir packet reception policy and
the source host context on the destination host. The necessity and
procedure of using transit MAC are determ ned based on the source
host security policy and IPlir packet reception policies of transit
hosts and the destination host.

Dependi ng on security policies and other requirements, protection of
the destination host or transit host against replay of previously
transmtted IPlir packets may be required. The IPlir protocol nakes
it possible to arrange such protection by using counter val ues and/ or
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ti mestanps, as well as by tracking the history of their change on
transit hosts and the destination host. As an exanpl e,
SequenceNunber, InitValue, TransitlnitValue field values can be used
as counter values, Tinmestanp field values can be used as tinestanps.
Description of specific mechani sns designed for protection against
replay of previously transmtted IPlir packets is beyond the scope of
thi s docunent.

6.1. I[P and IPlir packet fragnentation
When packing data in | P packets, the IP protocol can fragnment (break
down into fragnents) nessages of the higher transport |ayer protocols
UDP, TCP, etc. This results in several (linked) |IP packets, each
called an I P fragnent.
The IPlir protocol in transport and light tunnel nodes should only be
applied to whole (non-fragnmented) |P packets, but not |IP fragnents.
In the tunnel node, the IPlir protocol can be applied to both whol e
| P packets and I P fragments.
In case of encapsulation in IPv4, the IPlir packet, just |ike any
ot her I Pv4 packet, can be fragnented by routers during transm ssion
Before the IPlir packet is processed on the end of the destination or
transit host, the IPlir packet nust be defragnented.

6.2. Oiginal |IP packet protection by the source host

If the source host decides to protect a specific IP packet, an IPlir
packet is created as follows:

1. The destination and transit hosts contexts along with the applied
security policy determne

* |Plir operation node;
* cryptographic suite;
* transit MAC necessity;

2. Based on the destination and transit hosts contexts along with
the cryptographic suite:

* an end-to-end initialization value and, if transit MACis
needed, a transit initialization value are generated,;

* the packet nunber and tinestanp are generated,;
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6. 3.

* the packet encryption key, end-to-end MAC key and, if
necessary, transit MAC key are derived;

The IPlir packet fields are filled in considering the data from
the original |IP packet and the data generated previously.

The IPlir body is encrypted and the end-to-end MAC value is
cal cul ated as prescribed by the cryptographic suite. The end-to-
end MAC value is placed in the IntegrityCheckValue field of the
IPlir trailer.

If transit integrity control is required, the correspondi ng
fields and flags of the IPlir header and IPlir trailer are filled
in, the transit MAC value is calculated. The transit MAC val ue
is placed in the TransitlntegrityCheckValue field of the IPlir
trailer.

An I Plir packet is generated, wherein parts of the original IP
packet are located according to the rules specified in
Section 4. 4.

IPlir packet processing on the transit host

After receiving an IPlir packet, the transit host processes the IPlir
packet as foll ows:

1.

It checks whether the received IPlir packet corresponds to the
IPlir packet reception policy. |If the packet does not conply
with the policy, it is blocked.

If the IPlir version in the IPlir header is not supported by the
transit host, the packet is bl ocked.

The IPlir packet is matched to the context of the source host or
the previous transit host. |If the context is not found or
contains cryptographic suites not matching the set fromthe
IPlir header, the packet is blocked.

If the suite fromthe IPlir header does not inmply transit MAC,
the packet is bl ocked.

Based on the context of the previous transit host (or source
host) and the IPlir header, the packet transit MAC key is
derived. The IPlir packet integrity is verified by checking the
transit MAC. If the transit MAC is not correct, the packet is
bl ocked.
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6

4.

6. The next transit host is determ ned based on the destination
host context on the transit host (or it is determned that the
IPlir packet can be delivered to the destination host directly).
If the context of the next transit host (or destination host) is
not found, the packet is bl ocked.

7. If the found context contains cryptographic suites not natching
the set fromthe IPlir header, the packet is bl ocked.

8. The transit initialization value is generated and the packet
transit MAC key is derived based on the context of the next
transit host, IPlir header and IPlir trailer. The nunber of the
packet transit MAC key and the transit host identifier are
established in the IPlir message. The transit initialization
value is located in the TransitlnitValue field.

9. The transit MAC value is calculated and placed in the
TransitlntegrityCheckValue field of the IPlir trailer.

10. An IPlir packet is generated, wherein parts of the original IP
packet are |ocated according to the rules specified in
Section 4. 4.

There may be cases when the security policies require a transit MAC
to be added to the routed packet w thout checking the previous val ue
or, vice versa, the received IPlir packet integrity to be checked

wi t hout calculating a new transit MAC val ue, as well as cases when no
transit protection is required. 1In this case:

* |If nointegrity verification of the received transit |IPlir packet
is required, steps 3, 4, 5 of the above algorithm are skipped,

* If no transit MAC calculation is required, steps 7, 8, 9 of the
above al gorithm are ski pped,

* |f transit protection is not required, steps 3, 4, 5 7, 8, 9 of
t he above al gorithm are ski pped.

Oiginal I P packet recovery by the destination host

After receiving the IPlir packet, the destination host recovers the
original IP packet as follows:

1. It checks whether the received IPlir packet corresponds to the
IPlir packet reception policy. |If the packet does not conply
with the policy, it is blocked.
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2. If the IPlir versionin the IPlir header is not supported by the
destination host, the packet is bl ocked.

3. The IPlir packet is matched to the context of the previous
transit host (or source host). |If the context is not found or
contains cryptographic suites not matching the set fromthe IPlir
header, the packet is bl ocked.

4. Based on the context of the previous transit host (or source
host) and the IPlir header, the packet transit MAC key is
derived. The IPlir packet integrity is verified by checking the
transit MAC. If the transit MAC is not correct, the packet is
bl ocked.

5. The IPlir packet is matched to the context of the source host.
If the context is not found or contains cryptographic suites not
mat ching the suite fromthe IPlir header, the packet is blocked.

6. Based on the context of the source host and the IPlir header, the
packet end-to-end MAC key and, if necessary optional packet
encryption key are derived.

7. The end-to-end MAC is checked and, if the IPlir body was
encrypted, the packet IPlir body is decrypted as defined by the
cryptographic suite. |If the end-to-end MAC is not correct, the
packet is bl ocked.

8. The IP packet is restored according to the rules of Section 4. 4.

There may be cases when the security policies do not require transit

MAC checking by the destination host. Then steps 3, 4 of the

al gorithm are ski pped.

7. 1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
8. Normmative References
[1S010116] International Organization for Standartization,
"Information technol ogy - Security techniques - Mdes of

operation for an n-bit block cipher", 1SQOIEC 10116: 2017,
2017.

Martishina, et al. Expires 17 Septenber 2025 [ Page 57]



Internet-Draft Abbreviated Title March 2025

[1S018033- 3]
I nternational Organization for Standartization,
"Information technol ogy - Security techniques - Encryption
algorithms - Part 3: Block ciphers", 1SOIEC
18033- 3: 2020, 2020.

[1SO19772] International Organization for Standartization,
"Information technol ogy - Authenticated
encryption”, |1SQOI|EC 19772:2020, 2020.

[1S09797-1]
International Organization for Standartization,
"Information technol ogy - Security techni ques - Message
Aut henti cati on Codes (MACs) - Part 1: Mechani snms using a
bl ock cipher”, 1SOIEC 9797-1:2011, 2011.

[ NI ST_SP_800_108]
Chen, L. and NI ST, "Recomrendation for key derivation
usi ng pseudorandom functions (revised)", N ST Speci al
Publ i cations (General) 800-108,
DA 10. 6028/ NI ST. SP. 800- 108, 2009,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ Legacy/ SP/
ni st speci al publ i cati on800- 108. pdf >.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC4493] Song, JH., Poovendran, R, Lee, J., and T. Iwata, "The
AES- CMAC Al gorithni, RFC 4493, DO 10.17487/ RFC4493, June
2006, <https://wwrfc-editor.org/info/rfc4493>.

[ RFC7801] Dol matov, V., Ed., "GOST R 34.12-2015: Bl ock G pher
"Kuznyechi k"", RFC 7801, DA 10.17487/RFC7801, March 2016,
<https://www. rfc-editor.org/info/rfc7801>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8891] Dol matov, V., Ed. and D. Baryshkov, "GOST R 34.12-2015:

Bl ock C pher "Magma"", RFC 8891, DA 10.17487/ RFC8891,
Sept enber 2020, <https://www. rfc-editor.org/info/rfc8891>.

Martishina, et al. Expires 17 Septenber 2025 [ Page 58]



Internet-Draft Abbreviated Title

[ RFC9058] Snyshlyaev, S., Ed., Nozdrunov, V., Shishkin,
Gi boedova, "Miltilinear Galois Mde (MaV",

DO 10. 17487/ RFC9058, June 2021,
<https://ww.rfc-editor.org/info/rfc9058>.

Aut hors’ Addr esses

Marti shina Al exandra (editor)

I nf oTeCS

2B stroenie 1, ul. Oradnaya

Moscow

127273

Russi an Federation

Phone: +7 (495) 737-61-92

Emai |l : Al eksandra. Marti shi na@nfotecs.ru

Urivskiy Al exey

I nf oTeCS

2B stroenie 1, ul. Oradnaya
Mbscow

127273

Russi an Federation

Phone: +7 (495) 737-61-92
Emai |l : urivskiy@nfotecs.ru

Rybki n Andr ey

I nf oTeCS

2B stroenie 1, ul. Oradnaya
Moscow

127273

Russi an Federati on

Phone: +7 (495) 737-61-92

Enmai | : Andrey. Rybki n@nfotecs.ru

Tychi na Leoni d

I nf oTeCS

2B stroenie 1, ul. Oradnaya
Moscow

127273

Russi an Federation

Phone: +7 (495) 737-61-92
Emai | : tychi na@nfotecs.ru

Martishina, et al. Expires 17 Septenber 2025

March 2025

V., and E.
RFC 9058,

[ Page 59]



Internet-Draft Abbreviated Title March 2025

Parshin Ilia

| nf oTeCS

2B stroenie 1, ul. Oradnaya
Moscow

127273

Russi an Federati on

Phone: +7 (495) 737-61-92
Email: Parshin.llia@nfotecs.ru

Martishina, et al. Expires 17 Septenber 2025 [ Page 60]



