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Abst r act

Thi s docunent specifies the Internet Unique ID (I NU D) protocol, a
128-bit network-layer protocol designed to decouple endpoint identity
fromtopol ogical location. [INUD introduces a hierarchical

addr essi ng nodel, fixed-size header |ayout, mandatory cryptographic
source verification, and explicit support for nobility and

mul ti homi ng wi thout requiring upper-layer session re-establishnent.

INUDIis intended to address several persistent weaknesses in

cont enporary internetworking, including inadequate source

aut henticity, unsustainable routing table growth, and the operationa
conplexity of |egacy transition nechanisns. The protocol is designed
for efficient hardware forwardi ng, strong anti-spoofing guarantees,
and scal abl e inter-donai n routing behavi or
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1. Introduction

The nodern Internet continues to rely on an addressing nodel in which
endpoint identity and routing location are fused into a single val ue.
VWil e this nodel enabled the rapid growh of packet networking, it
creates structural limtations in environments that demand strong
endpoi nt authentication, efficient nobility, persistent sessions,

scal abl e nul ti hom ng, and bounded gl obal routing state.

The Internet Unique ID (INUI D) protocol addresses these issues by
separating identity fromlocation at the network layer. In INUD, a
packet carries both a stable lIdentity Prefix and a routable Locator
The identity identifies the communicating endpoint, while the | ocator
identifies the endpoint’s current topological attachnment point.

This separation allows transport sessions, access policies, and
security associations to bind to stable identities, while the
forwardi ng pl ane operates only on aggregated |ocators. As a result,
network nmobility and path changes can occur w thout breaking the

hi gher -1 ayer comruni cation state.

I NUI D additionally requires cryptographic proof of source identity at
the network edge. This design makes unaut henti cated source spoofing
substantially nore difficult and all ows access networks to enforce
identity ownership before forwarding traffic into the core
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Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] and [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter mi nol ogy

* *ldentity Prefix:* A 64-bit stable identifier assigned to an
endpoi nt, endpoint group, or del egated identity namespace.

* *locator:* A 48-bit routing value indicating the topol ogica
regi on through which traffic for an endpoint is forwarded.

* *Tag:* A 16-bit field used for attachnent-specific denultiplexing,
temporary sub-identities, or local policy handling.

* *CSV:* Cryptographic Source Verification, the validation mechani sm
by which a router confirnms that a sender is authorized to use a
cl ai ned source identity.

* *IA* ldentity Advertisenment, the local-Iink mechani smused by
endpoints to announce identity material and capabilities to an
access router.

* *Edge Router:* A router at an administrative boundary or access
dommi n that validates endpoint identity and authorizes |ocator
use.

* *Transit Router:* A router in the forwarding core that routes
packets based primarily on Locator val ues.

Desi gn CGoal s
I NUI D has the foll ow ng design goals:

1. Provide a stable network-layer identifier that is independent of
network attachnent point.

2. Constrain global routing growh by advertising only |ocator
reachability in the routing core

3. Prevent unauthenticated source address spoofing through nmandatory
source verification at the edge
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4. Support session continuity during |ocator change events such as
mobility and multi homing fail over.

5. Mintain a sinple base header suitable for line-rate forwarding
in software and hardware inpl enentati ons.

6. Permt extensibility through explicit extension headers rather
than overl oading the fixed header format.

Architecture Overvi ew

I NUI D uses a structured 128-bit endpoint representati on conposed of
two |l ogical halves. The first half is the Identity Prefix, which
remai ns stable over tinme and is cryptographically bound to an

aut horized entity. The second half is a routable suffix conposed of
a Locator and Tag.

Packets are forwarded through the core using only the Destination
Locator. The Destination Identity Prefix is retained end-to-end but
is not required for transit routing decisions. This division allows
the forwarding plane to preserve aggregation while the endpoint
identity remai ns neani ngful to hosts, access routers, policy engines,
and security systens.

I NUI D defines a nandatory edge-validation nodel. A packet entering
an INUI D adm ni strative domain froman attached endpoi nt MJST be
subj ected to Cryptographic Source Verification before the packet is
forwarded beyond the trust boundary. Transit routers are not
required to re-verify identities for each hop, though domai ns MAY
apply additional policy checks where appropriate.

Addr essi ng Model

An I NUI D address consists of the follow ng conceptual fields:

o m e e e e e e aaao o o m e e e e e e aaao o +
| Identity Prefix (64) | Locat or (48) | Tag (16)

o e e e e e e e meme oo o e e e e e e e meme oo +
The ldentity Prefix identifies the |ogical endpoint or nanespace. It

is intended to remain stabl e across novenents, renunbering events,
and access-network changes, unless replaced due to explicit
adm ni strative or cryptographic policy.

The Locator identifies a routing region and is used by forwarding

systens to deliver the packet to the correct destination domain or
attachnent point.
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The Tag provides | ocal disanbiguation. It MAY identify a tenporary

attachnent instance, service endpoint, virtual interface, or short-

i ved session-scoping construct. The Tag MJUST NOT be interpreted as
a substitute for cryptographic proof of identity ownership.

7. | NU D Base Header For nat

The I NU D base header is a fixed 40-byte structure optim zed for
alignment with conmon forwardi ng and parsing architectures.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Version| Traffic Cass | Fl ow Label
i T s T i T S S I S i (T S S S e S
| Payl oad Length | Next Header | Hop Limt

i e

Source ldentity Prefix (64)

-+ +— +—

i T o T i e S S S i S e S
Source Locator (48) | Source Tag (16)]
e b T S i i S S S S e e s S i T T i S S

Destination ldentity Prefix (64)
B i T i T S i s S S N e s o T S

Destination Locator (48) | Dest Tag (16)
e b T S i i S S S S e e s S i T T i S S

— Y — +—

I
+

I
+-
I
+-
I
+

I
+-
I
+-

7.1. Version

The Version field identifies the packet as using the |INU D protocol.
Thi s specification requests allocation of version value 9. Nodes
recei ving an unsupported version val ue MJST di scard t he packet.

7.2. Traffic dass
The Traffic Class field conveys differentiated forwarding treatnent,
congesti on behavior, or donmin-specific quality-of-service intent.

Rout ers SHOULD process this field consistently with existing
operational practice for service differentiation.
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7.3. Flow Label

The Fl ow Label identifies packets that belong to a conmmon forwarding
or treatnment flow. Senders SHOULD use a stable Flow Label for
packets that require path consistency or efficient per-flow | oad

di stribution.

7.4. Payload Length

The Payl oad Length field indicates the nunber of octets follow ng the
I NUl D base header, including all extension headers and upper-| ayer
payl oad dat a.

7.5. Next Header

The Next Header field identifies the imediately follow ng extension
header or upper-layer protocol. Unknown values MJST result in packet
discard unless a local policy explicitly defines alternative
handl i ng.

7.6. Hop Linit

The Hop Limt is decrenented by each forwardi ng node. A node that
reduces the Hop Linmt to zero MJUST discard the packet and SHOULD
generate an error indication subject to |ocal policy.

7.7. Source and Destination Fields

The Source and Destination Identity Prefix fields identify the
communi cating entities. The corresponding Locator and Tag fields
represent current topol ogical reachability and | ocal delivery
cont ext .

8. Extension Headers
I NUI D supports a chai ned extension-header nodel. Each extension
header MJUST begin with a Next Header field and a Header Length field
unl ess otherw se specified by a future standards-track extension
definition.

The foll owi ng extensi on header categories are defined for INU D
depl oynent s:
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8.1. Authentication Extension Header

The Aut henticati on Extension Header carries the proof material needed
for Cryptographic Source Verification. This header MAY include a key
identifier, certificate reference, signature value, freshness token,
replay-protection material, or a conpact proof chain.

Packets originating fromendpoint systens onto an I NU D-native
attachnent |ink MJST include this header unless exenpted by a tightly
scoped | ocal infrastructure policy.

8.2. Mbility Update Extension Header
The Mobility Update Extension Header carries authenticated | ocator
update information. It is used when an endpoi nt changes attachnent
point while retaining the sane ldentity Prefix.

8.3. Telenetry Extension Header
The Tel emetry Extensi on Header MAY carry optional domai n-defined path
or measurement metadata. Dommins that do not support such processing
MUST be able to ignore or renove this header according to policy.

8.4. Legacy Translation Context Header
The Legacy Transl ati on Context Header MAY be used by transition
gat eways when additional context is required to interoperate with
non-1 NUI D net wor ks.

9. Protocol Operations

9.1. Packet Oigination
An originating node constructs a packet by selecting the Source
Identity Prefix assigned to it, a currently valid Source Locator, and
an optional Source Tag. The node then popul ates the correspondi ng
destination fields using information obtained fromlocal policy or a
| ocat or-resol uti on mechani sm

Bef ore transm ssion, the sender or first-hop router MJST attach
aut hentication material sufficient for CSV enforcenent.

9.2. Hierarchical Routing
Transit routers MJIST forward packets using the Destination Locator

Transit routing systems MJST aggregate reachability announcenents
according to locator allocation boundari es.
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ldentity Prefix values MJUST NOT be globally propagated into the
routing core as ordinary forwardi ng prefixes except in explicitly
limted environnents. This ensures that gl obal forwarding state
scales with locator allocation rather than the nunber of endpoints.

9.3. Cryptographic Source Verification (CSV)

I NUI D edge routers MJST perform CSV on traffic received fromdirectly
attached endpoi nts or subordi nate domai ns before forwarding such
traffic into the broader network.

CSV MUST confirmat |east the follow ng properties:

1. The sender possesses authority over the claimed Source ldentity
Prefi x.

2. The proof material is bound to the packet, flow, or short-Ilived
aut hori zati on context.

3. The clainmed source is valid for the observed point of attachnent
or del egated routing relationship.

4. The proof is sufficiently fresh to prevent trivial replay
att acks.

If verification fails, the packet MJST be silently discarded.

I mpl enent ati ons SHOULD record counters and MAY generate |ocal audit
events, but they MJST avoid behavior that creates reflection or
anplification opportunities.

9.4. Neighbor D scovery and ldentity Advertisenent

I NUI D replaces traditional ARP and NDP behavior with ldentity
Advertisement (1A). Wen an endpoint joins a |local segnent, it
announces its ldentity Prefix and supporting proof naterial to the
first-hop router.

The first-hop router validates the advertisement and authorizes a
Source Locator and Source Tag for use on that segnent. |A nessages
MUST be link-local in scope unless relayed through an explicitly
defined control -pl ane nechani sm

9.5. Mbility
An endpoi nt MAY change its Locator while retaining its ldentity
Prefix. When this occurs, the endpoint or its new first-hop router

MUST generate a valid nobility update so that comunicating peers or
| ocator-resolution agents can refresh their reachability state.
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10.

10.

10.

Transport associations bound to the lIdentity Prefix SHOULD survive
| ocat or updates provided that freshness, authorization, and replay
checks succeed.

6. Miltihom ng
A single ldentity Prefix MAY be associated with multiple Locators.
This allows an endpoint or site to maintain simnultaneous reachability
through nultiple providers or attachment domai ns.
Locator sel ection MAY be based on preference, policy, perfornance,
cost, or failover considerations. Core routers remain unaware of
identity-level nultihom ng semantics and continue to forward only on
Locat or val ues.

Packet Processing Rul es
1. Host Processing
An I NUI D host receiving a packet MJST verify that the Destination
ldentity Prefix matches a locally assigned identity or a del egated
service identity. The host SHOULD al so validate that the Destination
Tag is acceptable within the local service context when tag-aware
delivery is in use
2. Router Processing

A forwardi ng node processing an | NU D packet MJST performthe
foll owi ng checks in order:

1. Verify the base header |ength and packet conpl eteness.
2. Verify that the Version field is supported.
3. Decrenent the Hop Limit for transit forwarding.

4. Parse the Next Header chain according to |local capability and
policy.

5. Performedge verification if the interface is subject to CSV
enf or cement .

6. Forward the packet based on the Destination Locator or deliver it
locally if appropriate.
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10.

11.

12.

13.

13.

3. MIU and Fragrent ation

Thi s specification does not define in-network fragnentation by
routers. Transit routers MJST NOT fragnment | NU D packets. Sources
are expected to perform suitabl e packet sizing based on path
characteristics and inpl enentation gui dance.

If a packet exceeds the outgoing path capability, a router SHOULD
generate an inpl enentati on-specific Packet Too Large indication,
subj ect to security and policy controls.

Identity-to-Locator Resolution

I NUI D requires a mechani sm by which senders obtain a currently valid
Destination Locator for a given Destination Identity Prefix. This
docunent does not nmandate a single universal resolution system but
any such nechani sm MJUST provi de authenticity, freshness, and
protection agai nst unaut horized | ocator publication

Resol uti on systens MAY be DNS-based, rendezvous-based, directory-
based, or donumi n-del egated. Regardl ess of nechanism a sender MJST
be able to validate that the returned Locator is authorized for the
requested ldentity Prefix.

Transition and Conpatibility

INUDIis expected to coexist with I1Pv4 and I Pv6 during a | ong
transition period. To support conpatibility, this specification
defines a Legacy Transl ation range at ::FFFF: 0:0/ 96

Packets entering an INUI D native network froman |IPv4-only domai n MAY
be mapped into this range by a translation gateway. Such mapped

val ues MJST be treated as conpatibility encodings rather than as
proof of native INU D identity ownership.

Gat eways MUST preserve a clear distinction between native
cryptographically bound identities and translated | egacy addresses.
| mpl enent ati ons MJUST NOT infer cryptographic identity froma |egacy-
mapped address al one.

Depl oynent Consi derati ons
1. Increnental Depl oynent
INU D is designed to support staged depl oynent. An operator MNAY
first deploy INUID inside a single adnm nistrative domain, then extend

CSV to access edges, and finally enable inter-domain | ocator exchange
and nobility support.
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13.

13.

14.

15.

2. Hardware Considerations

The fixed base header and bounded parser behavi or make I NUI D suitable

for inplementation in forwarding ASICs, NPUs, and software fast

pat hs. | nplenmentations SHOULD optim ze access to conmon identity-

verification netadata and SHOULD support cryptographic offload where

avai | abl e.

3. Policy Considerations

Qperators SHOULD define policy for identity del egati on, acceptable

cryptographic algorithns, |ocator aggregation boundaries, mobility

aut hori zation, extension-header linmts, and telenmetry visibility.
Manageabi l ity Consi derations

I mpl enent ati ons SHOULD expose operational counters and |ogs for at
| east the followi ng events:

* CSV successes and failures
* |dentity Advertisenment acceptance and rejection events
* Locator update acceptance and rejection events
* Unsupported Next Header or extension-header processing failures
* Hop Limt expiration events
* Legacy translation mappings and failures
Qperational tools SHOULD support visibility by ldentity Prefix,
Locator, interface, and policy domain, subject to privacy and
retention requirenents.

Error Handling
I mpl enent ati ons SHOULD define an error signaling mechani sm anal ogous
to existing control - message frameworks. Such a mechani sm SHOULD
support notification for Hop Limt exhaustion, unsupported header
types, validation failure diagnostics for trusted donains, and packet

size violations.

Error signaling MJUST be rate-limted and MJIST NOT create reflection,
anplification, or identity disclosure vulnerabilities.
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16.

Security Considerations

INU D is designed to inprove network-1ayer security by requiring
source identity validation at the edge. This significantly reduces
the feasibility of forged-source attacks and provi des a stronger
foundation for attribution, filtering, and trust-domain enforcenent.

However, the protocol introduces new security considerations that
i npl ement ati ons and operators MJST address:

* *Verification Cost:* Attackers nmay attenpt to exhaust edge
resources by sending | arge volumes of invalid authentication
material. |nplenmentations SHOULD use caching, batching, rate
limting, and hardware accel eration

* *Replay Attacks:* Authentication proofs MJST include freshness
protection such as tinmestanps, sequence val ues, nonces, or short-
l'ived authorization tokens.

* *Key Conpronise:* The security of an ldentity Prefix depends on
associ ated keying material. Deploynents MJST define revocation,
rotation, and recovery procedures.

* *Locator Poisoning:* ldentity-to-locator resolution systens are
security-critical and MJST protect against tanpering, stale data,
and unaut hori zed updat es.

* *Extensi on Header Abuse:* Mlicious packets nmay use excessive or
mal f or med extensi on chains to stress parser behavior
I mpl ement ati ons SHOULD enforce total extension |length and chain
depth limts.

* *Privacy Risk:* Stable identifiers can increase linkability across
net wor ks and sessions. |nplenentations SHOULD support privacy-
preserving nodes, del egated service identities, or controlled
identifier rotation where operationally appropriate.

Where digital signatures are used, Ed25519 or a cryptographically

comparable algorithmis RECOMVENDED. Algorithmagility MJST be
preserved.
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17.

18.

19.

19.

19.

Privacy Considerations
Because INU D separates identity fromlocation and allows identity
continuity across novenent events, it can introduce stronger cross-
session correlation than conventional epheneral addressing.
Depl oynments that require privacy SHOULD define policies for tenporary

identities, rotating tags, delegated service identities, and
m nim zed observability of stable identity val ues.

Tel enetry and | oggi ng systens SHOULD avoid collecting nore identity-
linked data than necessary for security and operations.

I ANA Consi derations
Thi s docunent requests the followi ng | ANA acti ons:
1. Alocate | P Version Nunber 9 for | NUD.
2. Create an "I NU D Next Header Types" registry.

3. Allocate a Next Header value for the Authentication Extension
Header .

4. Allocate a Next Header value for the Mbility Update Extension
Header .

5. Allocate a Next Header value for the Tel emetry Extension Header

6. Allocate a Next Header value for the Legacy Transl ati on Context
Header .

Future registry assignments SHOULD require Standards Action or |ESG
Appr oval

Exanpl e Depl oynent Scenari os
1. Data Center Service Mbility
A service retains the sane ldentity Prefix while mgrating between
racks or clusters. Only its Locator changes. EXxisting sessions
remain valid because upper layers bind to the stable service identity
rather than the old attachnent point.
2. Enterprise Miltihom ng
An enterprise advertises nmultiple locators for a commobn service

identity space across different upstream providers. Traffic can fai
over between providers w thout endpoint renunbering.

Expires 19 COctober 2026 [ Page 14]



I nternet-Draft I NUI D Prot ocol April 2026

19. 3. Edge Anti-Spoofing

A residential or enterprise access router validates endpoint
identities during attachnment. Conprom sed hosts may still originate
traffic, but they cannot forge arbitrary source identities outside
their del egated authorizati on donain.

20. Future Work

Future docunments are expected to define the precise wire fornat of
the Aut hentication Extension Header, standardized |ocator-resolution
procedures, nobility update nessage formats, an | NU D control - nessage
framework, and operational profiles for constrained environments and
backbone- cl ass depl oynment s.

21. Concl usion

I NUI D provides a network-1layer franework that separates stable
endpoint identity fromtopol ogical reachability while preserving
efficient routing and enabling strong edge-based source validation
By conbi ning hierarchical |ocators, cryptographic identity, and
structured extensibility, INUD offers a foundation for nore secure,
mobi | e, and scal abl e i nt er net wor ki ng.
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