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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Attesting that a file existed prior to a specific point in tinme can
be useful - for exanple - to:

* prove when an agreenent was signed, if it is disputed

* wvalidate a signature after a revocati on occurred

* prove the ownership for copyright

* grant record integrity

A Time-Stanp Token (TST) provided by a Tinme-Stanp Authority (TSA)
compliant with [RFC3161] can be based on an accurate time source
linked to Coordinated Universal Time, and can be very precise - it
can prove the existence also at the second or less. It is such a
consol i dated standard that - for exanple - the European Union legally

enforced its usage by el DAS Regul ati on [el DAS], European Standards
and Techni cal Specifications [ETSI.EN. 319.422] [ETSI.TS. 101. 861].
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In an in-deep appraisal of Time Stanping Schemes conducted in 2001 by
Masashi Une [IMES], PKI TSA was eval uated as one of the nost
desirables in termof security against alteration of a time stanp.

The integrity of the tinmestanping process that is inevitably bound to
the integrity of the TSA gave rise to other proposals like
[ ANSI . X9.95] and [ISO | EC 18014-4].

Furthermore a TSA TST can be validated for a limted tinme - usually
no longer than 20 years for technical reasons such as the TSA
certificates expiration, or for econom c reasons such as the cost of
providing the validation service by TSA

Thi s situation brought about some solutions [ETSI.TS. 102.778_4] ai ned
at mitigating the inconvenience by extending the validity of TSA
ti mest anps.

Security of a Distributed Ledger (def. in Section 2) is based on
hashes of data timestanped and wi dely published. Each tinestanp
includes the previous timestanp in its hash, formng a chain, with
each additional timestanmp reinforcing the ones before it.

The advantage of a Distributed Ledger Attestation (DLA) relies on the
resilience of the distributed systemand the overall design whose aim
is the DL perpetual survival

Based on a distributed trust schenme, a Distributed Ledger
significantly increases security as already noted by Haber and
Stornetta in 1991 [ Haber Stornetta].

In the case of a permi ssioned DL, security is provided by an
authoritative network of trust [Hyperledger], [N ST.IR 8202], while
in the case of a perm ssionless DL security is provided by the
econom c incentive for running full nodes [ Nakanoto].

On the other hand, a DLAis not yet a standard sol ution.
Furt hernmore, the bigger the network the |l ess precise the DLA because
di stributed nodes need tinme to reach consensus.

Since a DLA turns out to be a conplenentary el enent providing | ong-
termvalidity to TST - the aimof this specification is to allow an
extension of the Tine-Stanp Token for Distributed Ledger Attestations
(DLA) .
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2. Terns and definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", " SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent also refers to the following terns and definitions:
Public Key Infrastructure As defined in [RFC5280]

Trusted Third Party As defined in [ RFC3161]

Ti me- Stanpi ng Authority As defined in [RFC3161]

Ti me- Stanp Token As defined in [ RFC3161]

Time-Stanping Unit As defined in [ RFC3628]

Distributed Ledger Various definitions of blockchain and distributed
| edger technol ogy exist, and sonme of these stress different
technical features. G ven the nature and scope of this docunent
and the lack of definitional consensus we chose to use the termas
defined by UK Government Chief Scientific Adviser [UK-GCSA] "A
distributed | edger is essentially an asset database that can be
shared across a network of nultiple sites, geographies or
institutions. All participants within a network can have their
own identical copy of the ledger. Any changes to the | edger are
reflected in all copies in mnutes, or in sone cases, seconds.

The assets can be financial, |legal, physical or electronic. The
security and accuracy of the assets stored in the | edger are

mai nt ai ned cryptographically through the use of ’'keys’ and
signatures to control who can do what within the shared | edger
Entries can also be updated by one, sone or all of the
participants, according to rules agreed by the network".

Merkle Tree As defined in [Merkle], [Crosbywallach] and Section 2.1
of [ RFC6962]

Aggregation Server A server providing the aggregation of digests to
be timestanped in a Merkle Tree. Digests submitted for
aggregation are added to a list periodically conmbined into a
single Merkle Tree. Then the digest at the root of that tree is
ti mestanped on a Distributed Ledger.

Distributed Ledger Attestation A Distributed Ledger (Tinestanping)
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Attestation is a proof or a prom se of timestanping in a precise
Di stributed Ledger.

Cal endar A calendar is sinply a collection of Distributed Ledger
Attestations.

Cal endar Server A server providing renpote access to a collection of
Distributed Ledger Attestations.

3. Synbols and abbreviated terns
DL Distributed Ledger
DLA Distributed Ledger Attestation
PKI Public Key Infrastructure
TSA Time-Stanmping Authority
TST Time-Stanp Token
TSU Ti me-Stanping Unit
TTP Trusted Third Party

4. DL Attestation
A Digital Ledger can be seen as an untrusted | ogger - serving a
nunber of clients who wish to store their events in the log - kept
honest by a nunber of auditors who will challenge the | ogger to prove
its correct behaviour [CrosbyWallach].
A Merkle Tree data structure acconplishes this in a very efficient
way by aggregating nany requests and submtting periodically to the
log only the root digest of the tree. This log is built as a hash
chai n (aka bl ockchain) of small blocks of data. Consequently, the
entire chain can be shared and maintained by a | arge nunber of nodes,
becom ng a distributed system
In a permissioned DL the nunber of nodes can be small enough to
permit a quick synchronization and reach consensus concerning the

state of the chain. |In a permissionless DL the | arge nunber of nodes
i ntroduces a relevant delay in order to reach consensus.
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In the case of Bitcoin, for exanple, consensus is reached
statistically. Usually in an average el apsed tine of one hour six
new bl ocks are added to the chain. A block of data that was added
before the last six blocks, is considered to be practically
imutable. This is due to the high conputational power that would be
required to rewite the chain.

As a result of this scenario the elapsed tinme - fromthe request of
aggregation of a digest to the proof consolidated inside the DL, may
anmount to one hour or nore.

This is why we distinguish between a *prom se* of attestation and a
*proof * of attestation. Generally, an Aggregation Server provides
only a promise to tinmestanp the client’s digest in the DL. However,
when the aggregation is conpleted and the Merkle Tree root hash
recorded in a block within the chain, the prom se has not yet been
confirned.

Only after reaching consensus on that block can attestation be
consi dered as proof, and nmade avail able by the Cal endar Server.

For the sake of sinplicity, the Aggregation Server and the Cal endar
Server can be inplenmented as a unique instance. In this docunent we
will generically refer to a Cal endar Server indicating both services.

The DLA data structure is out of scope in this specification
docunent. Any Cal endar Server can define his application protoco
and data structure. For this specification the DLA is considered as
pure dat a.

5. DL Tine-Stanp bjects

The ASN.1 structure of Promi se type is as foll ows:

Prom se ::= SEQUENCE ({
version | NTEGER
cal endar For nat UTF8Stri ng,
dl Prom se DLPr om se,
signerldentifier issuerAndSerial Nunber,
seri al Nurrber | NTECER }

DLProm se ::= OCTET STRI NG

The ASN. 1 structure of Proof type is as foll ows:
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Proof ::= SEQUENCE {
versi on | NTECER,
cal endar For mat UTF8Stri ng,
dl Pr oof DLPr oof ,
signerldentifier issuerAndSerial Nunber,
seri al Nunmber | NTEGER }

DLProof ::= OCTET STRI NG

The fields of Pronise and Proof type have the foll owi ng neani ngs:

* version is the syntax version number. It MJST always be 0. The
usage is as described in Section 1.3 of [RFC5652]

* calendarFormat is the media type format of the DL attestation. It
MUST be a registered application nmedia type, in accordance with
procedures laid out in [RFC6838] - for exanple, if you wanted to
use the [ OpenTi nestanps] fornmat, the cal endar Format val ue woul d be
the string "application/vnd. opentinestanps.ots" (w thout quotes)
that is the I ANA regi stered Media Type [ OTS]

* dl Proof and dl Prom se are the proof and prom se obtained froma
Cal endar Server using as input value the value of the signature
field of the Signerinfo structure inside the digital signature of
the Ti neStanpToken, as described in Section 5.3 of [RFC5652]

* signerldentifier is an IssuerAndSeri al Nunber type that identifies
the TSU signing certificate as described in Section 10.2.4 of
[ RFC5652]

* serial Nunber is an integer assigned by the TSA to each
Ti meSt anpToken as described in Section 2.4.2 of [RFC3161]

5.1. DL Tine-Stanp Attributes

A set of proofs or a set of promi ses, generated by a Cal endar Server,
MAY be included in a TST, using an unsigned attribute of the per-
signer information

To grant backward conpatibility with any currently avail able software
the unsigned attribute MJST be conpliant with the specifications
defined in Section 5.3 of [RFC5652] for Attribute type.

Attributes including a set of prom ses and a set of proofs MJST be
unsigned attributes; they MJST NOT be signed attri butes,
authenticated attributes, unauthenticated attributes, or unprotected
attributes
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The new objects MJST have the following O Ds where id-ce identifies
the root of standard extensions as described in [ RFC5280].

The ASN. 1 structure of attributes including a set of pronises is as
fol |l ows:

id-ce-dltsProni ses OBJECT IDENTIFIER ::= { id-ce TBDl }
Prom ses SET OF Prom se

The ASN. 1 structure of attributes including a set of proofs is as

fol |l ows:
id-ce-dltsProofs OBJECT IDENTIFIER ::= { id-ce TBD2 }
Proof s SET OF Proof

Al'l the proofs and prom ses that have been returned MJST refer to the
same parent TineStanpToken issued at the tine of the request.

Note that a TSA can return a set of proofs and prom ses for the same
i nput value as it can use cal endar servers operating on different
Di stributed Ledgers.

5.1.1. Response Status

The response status code in the Ti meStanpResp MJST be conpliant with
the specifications described in Section 2.4.2 of [RFC3161] and
Section 5.2.3 of [RFC4210].

According to the TineStanp policy, when the response contains only a
subset of the expected proofs and prom ses, the status field SHOULD
contain either the value one (grantedWthMds) or the value two
(rejection).

5.2. DL Tine-Stanp Extensions

Upgrade froma set of promises to a set of proofs MAY be done
requesting a new TST including inside a non critical extension the
set of promises previously obtained in an unsigned attri bute.

When the TSA receives a request which has a non critical extension
containing a set of promises, it MAY request the Cal endar Server to
get the correspondi ng proof for each of them and MAY include the set
of proofs in the TST response, using a non critical extension of the
TSTI nfo sequence.
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To grant backward conpatibility with any currently avail able
software, request and response non critical extensions MIST be
compliant with the specifications described in Section 2.4 of

[ RFC3161] and Section 4.2 of [RFC5280].

Conform ng TSAs MJUST nmark these extensions as non-critical
The ASN. 1 structure of the proof request extension is as follows:

i d-ce-dltsProni ses OBJECT | DENTI FI ER

Prom ses SET OF Promi se
The ASN. 1 structure of the proof response extension is as foll ows:

i d-ce-dltsProofs OBJECT | DENTI FI ER

Pr oof s SET OF Proof
The proofs returned in the extensions by the TSA MUST NOT refer to
the Ti meStanpToken issued at the time of the request. Each Proof
MUST contain the explicit reference to the pointing Ti neStanpToken
with signerlidentifier (referring to the TSU certificate) and
serial Nunber (referring to the tinme stanp serial nunber), which have
been received in the Promi se structure of the proof request
ext ensi on.

5.2.1. Response Status
The response status code in the Ti meStanpResp MJST be conpliant with
the specifications described in Section 2.4.2 of [RFC3161] and
Section 5.2.3 of [RFC4210].
Conpl i ant servers SHOULD al so use the status field as foll ows:
* according to TinmeStanp policy, when the response contains only a
subset of the expected proofs, the status field SHOULD contain

either the value one (grantedWthMds) or two (rejection)

* when in the response no proof can be returned, the status field
SHOULD contain the value two (rejection)

* when all the received prom ses recogni zed by the Cal endar Server

are pending, the status field SHOULD contain the value three
(wai ting).
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5. 3. Use case

In order to clarify the use of the objects thus defined, the case of
a subscription made by two actors at different tines, using distinct
time stanps, is illustrated bel ow

5.3.1. Prom ses

Si nce each signer applies a time stanp to his signature, the
structure will be presented according to the following sinplified
schene, in which each pronise is inserted as an unsigned attribute of

the tine stanp to which it refers

signature-1
+--- tinmestanpToken
| --- signerldentifier
| --- serial Nunber-1

+--- id-ce-dltsProm ses
+--- Prom se
| --- version
| --- cal endar For mat
| --- dl Prom se
| --- signerldentifier
+--- serial Nunber-1

signature-2
+--- tinestanpToken
| --- signerldentifier
| --- serial Nunber-2

+--- id-ce-dltsProm ses
+--- Prom se
| --- version
| --- cal endar For mat
| --- dl Prom se
| --- signerldentifier
+--- serial Nunber -2

Figure 1: Figure 1

Al t hough replicating the signerldentifier and serial Nunber
informati on may seemredundant in the case of a single tinmestanp, it
can never be ruled out that a second signhature with a new tinestanp

will be added | ater.

When you al so want to obtain the proof of attestation on the DL, the
application will be able to collect the two prom ses and include them
as extensions in a new tinestanp request. The result would have the
foll owi ng structure:
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8.

+--- tinestanpToken
| --- signerldentifier
| --- serial Nunber-3

+--- id-ce-dltsProm ses
+--- Proof
| --- version
| --- cal endar For mat
| --- dl Prom se
| --- signerldentifier
+--- serial Nunber-1
+--- Proof
| --- version
| --- cal endar For mat
| --- dl Prom se
| --- signerldentifier
+--- serial Nunber -2

Figure 2: Figure 2

Fromthis exanple it is evident that the signerldentifier and
serial Nunber pair is necessary to uniquely identify the
Ti mest anpToken to which each Proof obtained refers.

It is up to the application to choose whet her the new tinmestanp,
contai ning the evidence, will be saved within the same docunent,
containing the prom ses, or stored separately.

Security Considerations

Each security consideration described in Section 4 of [RFC3161] SHALL

be eval uated designing TSA services that include DL Tine-Stanp
ext ensi ons.

When a TSA executes a request to a Cal endar Server the use of a nonce
i s RECOVMENDED because using a nonce always allows the client to
det ect replays.
Safety and reliability of the DL proofs depends on the robustness of
the hash algorithms and on the stability of the DL, i.e. how
expensive or difficult it would be for an attacker to alter the DL

I ANA Consi derations

Thi s docunent does not require any action by | ANA
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