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Abstract

Thi s docunent defines requirenments for the user discovery probl em
within the More Instant Messaging Interoperability (MM) working
group. User discovery is essential for interoperability, allow ng
message senders to |locate recipients across diverse platforns using
gl obal Il y uni que, cross-service identifiers (e.g., email addresses,
phone nunbers). The core chall enge involves reliably mapping these
identifiers to nessaging service providers and determ ning the
reachability of a recipient’s identifier across nmultiple providers.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://datatracker.ietf.org/doc/draft-interop-m m -di scovery-
requirenents/. Status information for this document rmay be found at
https://datatracker.ietf.org/doc/draft-interop-m m -di scovery-
requirenents/.

Di scussion of this docunent takes place on the mm Wrking G oup
mailing list (mailto:nmim @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/nmm/. Subscribe at
https://ww.ietf.org/mailman/listinfo/mm/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-mmnm/draft-ietf-mm-user-di scovery-reqs/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

M M user discovery enables a nessage sender to | ocate nmessagi ng
service providers on which a particular recipient can be reached.

14
14
14
14
15
15
15
15
15
16
16
17
17
17

Currently, users often need to ask contacts what service they are on

out-of-band or try nultiple services, which creates friction

Specifically, discovery hel ps a user on one nmessaging service (Alice
on Service A to find another user on a potentially different or the

sane service (Bob on Service B) wthout prior know edge of Bob’s
provider, and in a provider-neutral nanner.

Di scovery is necessary because the identifiers we conmonly have for
contacts (phone nunbers, enmil addresses, etc.) do not necessarily

tell us which messaging service they are using. Soneone with the

emai|l alice@nuail.commght use i Message, Signal, or another service
entirely. Thus, the core problemis how to take one of these cross-
service identifiers and | earn the messagi ng service provider that the

user i s using and how to comunicate with themon that service.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1. _Cross-Service ldentifier (CSI)_: A globally unique identifier
for a user across multiple services (e.g., E 164 phone nunber,
emai | address).

2. _Cross-Service ldentifier Provider (CSIP) : An entity that issues

and nanages CSIs (e.g., telecomproviders, enail providers).
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3. _Messaging Service Provider (MSP) _: An entity offering nmessaging
services to end users (e.g., \WhatsApp, Signal, iMessage).

4. _Service Specific Ildentifier (SSI) : A unique identifier for a
user within a single MSP (e.g., a TMAtter handl e) .

5. Di scovery Provider (DP)_: An entity that stores and facilitates
t he di scovery of MSPs for a given CSI. A DP may be operated by
an MSP or a third party.

6. _Verifiable Mapping_: A representation of the cryptographic
binding of a CSI and the set of MSPs where the CSI is reachabl e.

7. _Recipient_: A user who possesses a CSI that has been assigned by
a CSIP and authorizes verifiable mapping of that CSI to an MSP
set.

8. _Sender_: A user who queries a DP to discover the MSPs for a
gi ven Csl .

3. User Discovery Probl em Statenent
User discovery involves two key aspects:

1. _Authorization_: Recipients nust be able to authorize verifiable
mappi ngs between their CSIs and their chosen MSPs.

2. _Lookup_: Senders nust be able to query these mappings to
determ ne where a recipient can be reached.

To aut horize verifiable mappings, the recipient nust:

* Possess a valid, CSIP-issued CSI

* Have active accounts with each MSP to be mapped.

* Associate the CSI with each of those accounts.

Di scovered mappi ngs nmust be verifiable to ensure they are accurate.
Crucially, discovery nust prioritize user privacy, allow ng users to
control their discoverability, and it nust integrate well with end-
to-end encryption and other MM protocols.

*Note: * This document focuses on discovering _which_ MSPs a user is

on. Retrieving SSIs and cryptographi c keys can be a separate,
subsequent st ep.
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The rest of this document describes a series of requirenents for the
di scovery probl em

4. Prior Efforts

Di scovery services are far fromnew on the Internet. The whois
protocol [RFC3912], largely focused on mappi ng donmai n nanes to
associ ated services, was one of the earliest discovery services
depl oyed on the Internet. DNS SRV records, specified in [ RFC2782],
allow a simlar process - given a donmmin nane, a user can discover
avai |l abl e services, such as Vol P based on the Session Initiation
Protocol (SIP) [RFC3261] [RFC3263]. SRV records were adapted
specifically for nessaging in [ RFC3861]. However, both whois and DNS
SRV records rely on domai n nanmes as | ookup keys, making them
unsuitable for identifiers |like nobile phone nunmbers, which don’'t
have i nherent donmain associ ati ons.

ENUM [ RFC6117] addressed this limtation. It used DNS to | ook up
phone numbers by reversing the digits and adding the "el64. arpa"
suffix. This allowed del egation of portions of the namespace to
tel ecom provi ders who owned specific nunber prefixes. Wile
technically straightforward, public deploynent of ENUM was hanpered
by chall enges in establishing authority for prefixes. However,
private ENUM [ RFC6116] services have becone relatively conmon,
facilitating functions like MVS routing wthin nmessaging.

Anot her attenpt was Vi PR (Verification Involving PSTN Reachability)
[1-D. rosenberg-dispatch-vipr-overview [I|-D.petithuguenin-vipr-pvp].
ViPR utilized a peer-to-peer network based on RELOAD ( Resource
Location and Di scovery) [RFC6940] to operate between enterprises. It
addressed the authority probl em by authorizing records based on proof
of forward routability but faced the same network effects issue as
ENUM Vi PR attenpted to address incentive problens by focusing on
enterprises seeking cost savings by bypassing the phone network
Utimately, network effects chall enges (anong ot her protocol -

unrel ated issues) prevented w despread depl oynent.

Di scovery and | ookup services are now comronpl ace on the Internet but
are largely scoped within |large providers such as Facebook, Twitter,
What sApp, and ot hers.

The MM discovery service requires a solution that works across
provi ders.

5. Summary of Requirenents

This section provides a summary of the requirements for MM user
di scovery.
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| Only the recipient MIST be

| able to authorize verifiable

| mapping of the recipient’s

| CSI to an MSP set |

| A mapping MJST all ow for the

| inclusion of tags or simlar

| constructs to indicate the

| recipient’s preferences for

| using each included MSP |

| R3 | Senders MJST be able to | x | |
| | retrieve all verifiable | | |
| | mappings for a CSI | | |

| R4 | Senders MIST be able to | x | |
| | verify the authenticity of | | |

I | mappi ngs I I I

| R5 | Discovery MJST support | x | |
| | results with zero, one, or | | |
| | multiple mappings | | |

| DPs MJST NOT be able to |
| learn both the sender’s |
| identity and the recipient’s

| CSl I

| Al data exchanged in the |
| processing of a discovery |
| request MJST be encrypted in |
| transit |

| RB | DPs SHOULD be protected | | x |
| | against enuneration attacks | | |

| RO | DPs MUST provide a way to | x | |
| | renove mappi ngs | | |
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| RLO| Only the recipient or the | | x |
| | CSIP SHOULD be able to | | |
| | renove mappi ngs | | |
+- - - - - o e e e e e e o - M N +

Table 1
Reci pi ent Aut hori zation of Mappi ngs

_Rl: Only the recipient MIST be able to authorize verifiable mapping
of the recipient’s CSI to an MSP set.

Thi s requirenment prevents unauthorized mappi ng and potentia

i npersonation attacks. The integrity of mappings requires the
recipient to be the sole party to authorize mappings of the
recipient’s CSI to the designated MSP set. Allow ng any other user
besi des the recipient to authorize the creation of verifiable

mappi ngs coul d open the recipient to inpersonation attacks, where the
MSP set will include MSPs where the attacker controls the accounts.

It is expected that the recipient has active accounts with each MSP
in the set and has already |linked the CSI with each of those MSP
accounts. If a recipient includes MSPs that do not neet these
preconditions, the recipient will not be reachable on the incorrect
MSPs. While this problemcan be resolved if each MSP participates in
creating verifiable mappings to confirmthe recipient’s account

exi sts, mapping creation will be nore involved. Hence, this issue is
deferred as a post-di scovery probl emto address.

Reci pi ent Preferences in Mappi ngs

_R2: A mapping MUST allow for the inclusion of tags or simlar
constructs to indicate the recipient’s preferences for using each
i ncl uded MSP.

This requirenment allows recipients to guide how senders contact them
on different MSPs. For exanple, a preference tag may be formul ated
as cl osed or open-ended strings (e.g., "Business", "Personal",
"Basket bal | Fri ends”, "WhatsApp") or a list (e.g., "Business,

What sApp"). A recipient mght want senders to utilize a specific
"Busi ness" mappi ng for business nessaging and a different one for

ot her types of messagi ng.
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10.

This requirenment prioritizes recipient preferences because senders
al ready have flexibility in choosing their MSP (and potentially DP)
when initiating requests. Further considerations regardi ng sender
and DP preferences, as well as nore conpl ex recipient preferences,
are deened to be inplenentation issues. See Appendix B: Recipient’s
Critical User Journeys for sonme nore exanples for recipients.

Sender Retrieval of Mppings

_R3: Senders MUST be able to retrieve all verifiable mappings for a
Csl. _

Thi s requirenment ensures senders have conplete information for
reaching a recipient. Wen a sender queries for mappings established
for a given recipient’s CSI, all avail able verifiable mappings that
exi st nust be returned as a response.

Mappi ng Authenticity Verification
_R4: Senders MUST be able to verify the authenticity of mappings. _

Thi s requirenent enables senders to trust the mapping infornmation

On receipt of the mappings that exist for a recipient’s CSI, the
sender should have a neans to verify the authenticity of the nmappings
by learning that the recipient authorized that mapping. The
verification process may |l everage all or parts of the mapping content
and may involve network calls to an oracle to help with the
verification, provided the oracle query process is consistent with
Requi renment 6.

Support for Varying Mapping Results

_R5: Discovery MIST support results with zero, one, or nultiple
mappi ngs. _

Thi s requirenment covers cases where a user has no mappi ngs, has opted
out of discovery, or uses multiple MSPs. Regardless of how the
verifiable mapping structure is represented (e.g., one CSI to a set
of MSPs, or one CSI to one MSP repeated for each MSP), senders nust
be able to deternmine the following froma user discovery response for
a given CSl:

*  No mapping exists, e.g., the recipient has not created any
mappi ng.

* One or nore mappings exist, but without listed MSPs, e.g., the
reci pient has intentionally configured discovery to return no
mappi ngs.
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11.

* One mapping exists with one listed MSP
*  One mapping exists with nultiple listed MSPs.

* Miltiple mappi ngs exist, each potentially with a different nunber
of MBPs.

In situations where the recipient who authorized mappi ngs using a
CSl, such as an enmnil address, becones unreachable (e.g., due to the
user’'s death), inplenentations can rely on the MSPs included in the
mappi ng to resolve non-reachability issues outside user discovery.

Protecti ng Sender and Reci pi ent Privacy

_R6: DPs MJUST NOT be able to learn both the sender’s identity and the
recipient’s CSI. _

This requirement prevents the DP from building a conplete soci al
graph of users across MSPs. This protects user privacy by liniting
the informati on the DP can gather about rel ationships between senders
and reci pients.

User discovery | ookups inherently create a connection point (an edge)
on the social graph between the sender and the recipient. To protect
the privacy of both parties, the DP nust be prevented from | earning
this connection consisting of the sender’s identity and the
recipient’s CSI/mapping. Specifically, the DP can | earn at npbst one
of the foll ow ng:

1. ldentifying information about the sender, such as their source IP
address, username, etc.

2. The recipient’s CSI and any associ ated response mappi ngs.

Wiile the DP might be able to infer this edge or connection later if
bot h users communi cate through the same MSP, this requirenent focuses
on preventing the DP fromdirectly learning this during discovery.

To understand the inportance of this, it’s helpful to distinguish
between two types of social graphs:

* Messagi ng social graph: Reflects actual comruni cation between
users.

* Discovery social graph: Enconpasses all attenpted user discovery
| ookups, which can be significantly larger than the messagi ng
social graph, as it includes searches for users the sender nay not
ultimately contact.
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12.

13.

14.

Protecting user privacy during discovery is crucial because, w thout
it, a sender’s entire discovery social graph could be reveal ed during
bul k di scovery that requires the | ookup of all contacts on the
sender’s address book, which exposes a much broader range of

potential connections than their actual nessaging activity.

Appendi x C Protecting Sender-Reci pi ent Social G aph Edge has sone
recommendati ons for inplenmentation

In-Transit Encryption

_R7: Al data exchanged in the processing of a discovery request MJST
be encrypted in transit. _

Thi s requirenment ensures the confidentiality of discovery requests
and responses.

Protecti on Agai nst Enuneration Attacks
_R8: DPs SHOULD be protected agai nst enumeration attacks. _

This requirenment ensures there is a security defense against attacks
ai med at scraping nmapping data. Discovery providers should inplenent
mechani sns to defend agai nst | arge-scal e scrapi ng of mappings from
their database, which can be used to conpile spamtargeting lists.

One potential inplenmentation approach is to utilize tine-bound blind
signatures. This nmethod Iimts the nunber of user discovery | ookups
a sender can performwithin a given timefranme. Each | ookup request
must include a unique, unblinded signature that cannot be linked to
the sender’s identity. To facilitate rate-linting across different
server entities (e.g., DPs and MSPs), this unique signhature should be
passed al ong during communi cati on

Mappi ng Renoval
_R9: DPs MUST provide a way to renove mappi ngs. _

_R10: Only the recipient or the CSIP SHOULD be able to renove
mappi ngs_

These requirenments allow recipients to manage their discoverability
and renove outdated mappi ngs. Authorization to renove verifiable
mappi ngs for a given CSI should be limted to only the recipient who
aut hori zed the mapping or the CSIP nmanaging that CSI (for cases where
a CSl is no longer assigned to any recipient).
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15.

16.

17.

Reci pi ents can change their m nds and decide to nake a prior mapping
not di scoverable; they may want to update mappings or start all over.
Thus, a DP shoul d provide a means to renove verifiabl e mappi ngs.

Once renoved, a mapping should no | onger be returned for senders
requests.

A recipient that authorized the creation of a verifiable mapping
shoul d al so be able to authorize its renoval fromthe backend of DPs.
Simlarly, a CSIP may request the renoval of mappings for a CSI that
has becone unassi gned.

A possi bl e inplenentation approach is for verifiable napping

aut horization to include a bit that the recipient can use to indicate
if a mapping is new \Wien that bit is set, a DP may proactively de-
list any existing mapping for that CSI (after asking the user to re-
confirm. Note that the CSIP does not need to be aware of or be
involved with the de-listing of mappings with such an approach

There are ot her approaches to ensure nmappi ngs are fresh and are not

i npacted when the same CSI is transferred between two recipients.

Security Considerations

Security considerations are addressed throughout the docunent,
particularly in requirenents Rl, R4, R6, R7, and R8. These

requi renents focus on preventing unauthorized nmapping, ensuring the
authenticity of mappings, protecting user privacy, and securing data
intransit and at rest.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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Appendi x A.  Architectural Mdels

Thi s appendi x explores various architectural nodels for MM DP to
provi de an overvi ew and address practical inplementation

consi derations. The working group observed these requirenents are
simlar anbng these nodels and opted to nmaintain architectural
neutrality for the discovery protocol. However, we will outline
requirenents for the roles of DPs, how they interact with each other,
MSPs in a federated nodel, and how DPs accommodate queries from both
MSPs and users.

A.1. Centralized DP (Monolithic Service)

A globally accessible, authoritative database (potentially sharded/
replicated) stores all authenticated CSI nmappings. This nonolithic
service, inplenented across synchroni zed gl obal nodes, handl es al

CSl queries fromnessaging platforns and acts as the single source of
truth for mapping data, even if certain mappings may be restricted in
specific regions due to geopolitical considerations.

A.1.1. Advant ages

* Standardi zati on and uniformcontrol over mapping creation,
updates, and data fornats.
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* Promotes fair and unbiased CSI mappi ng di scovery.

* Single source of truth for mapping sinplifies data managenent and
ensures consi stency.

* Sharding/replication can address geographi cal distribution and
performance needs.

2. Drawbacks
* Centralization of sensitive user data raises privacy risks.
* May conflict with data |ocalization regulations.

* Single point of failure vulnerability from outages affecting the
entire system

* Potential difficulty with i mmediate gl obal updates for rapidly
changi ng mappi ngs.

Hi erarchical DPs (D scovery Resol vers)
A gl obal root Discovery Provider (DP) directs nmapping requests to
authoritative DPs based on CSI structure (e.g., country codes for
E. 164 phone nunbers) or shardi ng mechani sms. The root DP, simlar to
hi erarchical DNS, acts as a directory service, holding pointers to
authoritative DPs rather than mappings thenselves. Alternatives to
hi erarchical resolution, like the LoST protocol [RFC5222], or
di stributed hash tables (DHTs), can achieve simlar outcones.
1. Advantages

* Scalability fromdistributed | oad and mappi ng nmanagenent acr 0ss
mul tiple DPs.

* Flexibility that allows different DPs to specialize in specific
CSl ranges for regions.

* Better alignment with data | ocalization requirenents.
2. Drawbacks

* Requires coordination and nmai ntenance of hierarchy.

* Root DP failure could disrupt the entire system

* Potential delays due to additional hops in the discovery process.
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Federated DPs (Distributed Peer Service)

In a federated nodel, multiple i ndependent DPs col |l aborate to provide
CSlI mappi ng di scovery. Each DP hol ds a subset of mappings and
pointers to other DPs, with no central authority dictating napping

| ocations. Discovering all mappings for a CSI may invol ve querying
multiple DPs. DPs can exchange CSI information or recursively query
each other. The specifics of DP federation are determ ned by

busi ness agreenents, not technical requirements. A variation of this
nodel involves nessaging platfornms acting as their own DPs, managi ng
mappi ngs for their users.

1. Advantages

* Decentralization ensures there is no single point of control or
failure. The system can continue functioning even if some DPs are
unavai |l abl e.

* Mappings can be distributed according to |local regul ations.

. 2. Dr awbacks

* Discovery process may involve querying multiple DPs, increasing
net wor k | oad.

* Potential for bias as DPs may prioritize their own mappings,
| eading to uneven results.

* Requires robust nechanisns to prevent CSI inpersonation and ensure
trust between DPs.

* Pairwi se relationships in a federated DP nodel could create a
barrier to entry for smaller MSP/DPs, simlar to the trust
requirenents in the DKIM [ RFC6376] and DVARC [ RFC8616] ecosystens.

Addi ti onal Considerations on Architectural Models

.1. Tel ephone Nunber CSls

Tel ephone nunber portability is conplex due to its reliance on real -
time queries to proprietary and | egacy systenms. Overall, the

aut henti cat ed mappi ngs proposed for MM may necessitate additiona

pl atf orm neasures to assess nmappi ng freshness and ensure up-to-date
reachability responses.
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A 4.2. Bias Mtigation

Bi as occurs when a DP prioritizes mappings to its affiliated MSP

wi t hout consideration of what is best for end users. Mtigating bias
is essential to ensure fair and equitabl e discovery of authenticated

mappi ngs across different services. The working group has decided to
defer such mtigation to policies and regul ations, excluding it from
the di scovery protocol

Appendi x B. Recipient’s Critical User Journeys

Here are some Critical User Journeys (CUls) that are the nost
i mportant to di scovery recipients.

In the CUJs below, Bob is the recipient that creates verifiable
mappi ngs, and Alice is the sender or user performng discovery:

1. Sender mapping preferences: Bob only wants to be found by Alice
and ot her users on Wat sApp, not his other nmessagi ng apps.

2. Same-app preferences: Bob prefers that Alice can find himon the
sanme nessagi ng service that she is using. 1In other words, Bob
does not want cross-app discovery and nmessagi ng.

3. No-random mappi ng preferences: Bob does not want to go through
multiple apps to find a nmessage from Ali ce when di scovery returns
one of 10 mappings that Bob has established with discovery
provi ders.

4. No-duplication preferences: Bob does not want Alice's nessages to
be broadcasted to all or a subset of his apps based on the result
of discovery.

5. Per-sender preferences: Bob wants to control which app nessages
fromAice go to and do the sanme for other users (e.g., Carol’s
messages nmay go to a different app than Alice’s).

6. C osed group preferences: Bob only wants his soccer parents to
di scover and contact himon WatsApp, not his Wre app. That is,
a group of senders has the same mapping results based on Bob’'s
pr ef er ences.

7. Open-ended group preferences: Bob wants his business contacts to
di scover and reach himon Wre, not WhatsApp. That is, an open-
ended |ist of senders (i.e., including |eads) are provided with a
desi gnat ed mappi ng.
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Appendi x C. Protecting Sender-Recipient Social G aph Edge
To protect user privacy, inplenentations should consider:

1. Sender ldentity Protection: This approach focuses on concealing
the sender’s identity fromthe Discovery Provider (DP).
Techniques like IP blinding (e.g., using a Private Relay) can be
enpl oyed to achieve this, ensuring the DP only learns the
recipient’s CSl.

2. Recipient lIdentity Protection: This approach ains to hide the
recipient’s CSI fromthe DP. Methods |ike Private Information
Retrieval (PIR) or Private Set Menbership (PSM allow the sender
to performthe | ookup without revealing the recipient’s
information to the DP, effectively limting the DP s know edge to
the sender’s identity.
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