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Abstr act
Thi s docunent describes best practices for web craw ers.
Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com garyillyes/cbcp.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Automatic clients, colloquially referred to as crawl ers and bots, are
used to access web resources, including indexing for search engi nes
or, nore recently, training data for new artificial intelligence (Al)
applications. As crawing activity increases, automatic clients nust
behave appropriately and respect the constraints of the resources
they access. This includes clearly documenting how they can be
identified and how their behavior can be influenced. Therefore,
crawl er operators are asked to follow the best practices for crawing
outlined in this docunent.

For the purposes of this docunment, a crawer is an automated HTTP

[ HTTP- SEMANTI CS] client that retrieves resources across one or nore
web sites without direct human initiation of individual requests. A
crawl er discovers URIs during retrieval and schedules themfor |ater
processing. It relies on algorithmc prioritization and protocol -

| evel instructions such as the Robots Exclusion Protocol [REP] to
govern its behavior.
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To further assist website owners, it should al so be considered to
create a central registry where website owners can | ook up well -
behaved craw ers. Note that while self-declared research craw ers,

i ncluding privacy and mal ware di scovery crawl ers, and contract ual
crawl ers are wel cone to adopt these practices, due to the nature of
their relationship with sites, they may exenpt thenselves from any of
the Craw er Best Practices with a docunented rational e.

2. Recomended Best Practices

The foll owi ng best practices SHOULD be foll owed and are al ready
applied by a vast majority of large-scale crawl ers on the Internet:

1. Crawl ers MJST support and respect the Robots Excl usion Protocol.

2. Crawlers MIST be easily identifiable through their user agent
string.

3. Crawers MIST not interfere with the regular operation of a site.
4. Craw ers MJST support caching directives.

5. Crawl ers MJST expose the ranges they are crawling fromin a
st andardi zed fornmat.

6. Crawl ers MJST expose a page that explains how the crawing can be
bl ocked, whether the page is rendered, and how the crawl ed data
is used.

2.1. Crawl ers MJST respect the Robots Exclusion Protocol

Al well behaved-craw ers MIJST support the REP as defined in
Section 2.2.1 of [REP] to allow site owners to opt out fromcraw ing.

Especially if the website chooses not to use a robots.txt file as
defined by the REP, craw ers further need to respect the X-robots-tag
in the HITP header.

2.2. Crawlers MIST be easily identifiable through their user agent
string

As outlined in Section 2.2.1 of [REP] (Robots Exclusion Protocol;
REP), the HTTP request header User-Agent SHOULD clearly identify the
crawl er, usually by including a URL that hosts the cramer’s
description. For exanple:

User-Agent: Mozilla/5.0 (conpatible; ExanpleBot/0.1; +https://ww.exanple.conlbot.htmn)
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This is already a widely accepted practice anong craw er operators.
To remain conpliant, craw er operators MJST include uni que
identifiers for their crawlers in the case-insensitive User-Agent
header, such as "contains ’googlebot’ and 'https://url/..."".
Additionally, the nanme SHOULD clearly identify both the craw er owner
and its purpose as nmuch as reasonably possible.

2.3. Crawers MIST not interfere with the nornal operation of a site

Depending on a site's setup (conputing resources and software
efficiency) and its size, crawing nmay slow down the site or even
take it offline altogether. Crawl er operators MJST ensure that their
crawl ers are equi pped with back-out logic that relies on at |least the
standard signal s defined by Section 15.6 of [HITP- SEMANTI CS],
preferably al so additional heuristics such as a change in the
relative response tine of the server.

Therefore, crawl ers SHOULD | og al ready visited URLs, the nunber of
requests sent to each resource, and the respective HITP status codes
in the responses, especially if errors occur, to prevent repeatedly
crawl ing the same source. Using the sanme data, crawl ers SHOULD, on a
best effort basis, crawl the site at tinmes of the day when the site
is estimated to have fewer human visitors.

General ly, crawl ers SHOULD avoid sending nultiple requests to the
same resources at the sane tinme and SHOULD Iimt the crawing speed
to prevent server overload, if possible, following the limts
outlined in [REP]. Additionally, resources SHOULD NOT be re-craw ed
too often. ldeally, crawlers SHOULD restrict the depth of crawing
and t he nunber of requests per resource to prevent |oops.

Craw ers SHOULD NOT attenpt to bypass authentication or other access
restrictions, such as when login is required, CAPTCHAs are in use, or
content is behind a paywall, unless explicitly agreed upon with the
website owner.

Craw ers SHOULD primarily access resources using HITP GET requests,
resorting to other methods (e.g., POST, PUT) only if there is a prior
agreenment with the publisher or if the publisher’s content managenent
system automatically makes those calls through client side code
(e.g., JavaScript). GCenerally, the | oad caused by executing client
si de code should be carefully considered or even avoi ded whenever
possi bl e.

2.4. Crawl ers MJST support caching directives

[ HTTP- CACHI NG HTTP cachi ng renoves the need of repeated access from
crawmers to the sanme URL.
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2.5. Crawl ers MJST expose the I P ranges they use for crawing

To conpl enent the [REP], craw er operators SHOULD publish the IP
ranges they have allocated for crawming in [ JAFAR] format, and keep
this informati on reasonably up-to-date, according to the

speci fication.

The resource containing the I P addresses MJST be linked fromthe page
describing the craw er using the client-ranges relation. To
facilitate efficient nmachine discovery. This relation SHOULD be
provided via an HTTP Link header [HTTP-LINK] or as a <link> el enent
in the page’s HTM. netadata section (as defined in [HTM.]). For
exanpl e:

<link rel="client-ranges" href="https://exanpl e.com craw erips.json">

2.6. Crawlers MJST explain how the crawl ed data is used and how the
crawl er can be bl ocked

Craw ers MIUST be easily identifiable through their user-agent string,
and they SHOULD expl ain how the data they collect will be used. In
practice, this is usually done via the docunentation page linked in
the craw er’s user agent. Additionally, the docunentation page
SHOULD i ncl ude a contact address for the craw er owner.

The docurentati on SHOULD al so provide an exanple [REP] file to block
the craw er and a nmethod for verifying [REP] files.

If the crawl er has exenpted itself of these best practices, the
docunent ati on page SHOULD descri be the reason for that.

Al'l endpoints hosting identification, docunentation, and IP range
data nust be publicly and highly avail able, and served with m ni mal
| atency for programmatic access.

3. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

4. Security Considerations

TODO Security
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5. |1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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