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the LSP Ping echo request/reply nechani smdefined in RFC 8029. The
In-Stack MNA capabilities include the Readabl e Label Depth (RLD), the
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(MLD_NAS), and supported In-Stack network action opcodes. The Post-
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size (M.D_PSWVH), the Readabl e Label Depth including the Post-Stack
MPLS Header (RLD PSMH), and supported Post-Stack network action
opcodes. This mechanismallows the ingress Label Edge Router (LER)
to di scover MNA capabilities of each transit and egress node on the
pat h, enabling correct construction of MPLS | abel stacks contai ning
MNA network acti ons.
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1. Introduction

The MPLS Network Actions (MNA) framework [I-D.ietf-npls-nmma-fwk]
provi des a general mechani smfor encodi ng network actions and their
data in the MPLS | abel stack. Network actions are encoded in Network
Action Sub-stacks (NAS) that are placed within (1SD) or follow after
(PSD) the MPLS | abel stack. The MNA header encoding is defined in
[I-D.ietf-npls-ma-hdr]. To correctly construct MPLS | abel stacks
cont ai ni ng network actions, the ingress LER needs to know t he MNA
capabilities of each node along the path. For Post-Stack MNA, the
ingress LER additionally needs to di scover whether nodes support
Post - St ack MPLS Headers and what Post-Stack network actions they can
process, as required by Section 5.3 of [I-D.ietf-npls-nma-ps-hdr].
These capabilities include:

1. In-Stack MNA capabilities:

* The Readabl e Label Depth (RLD): the nunber of Label Stack
Entries (LSEs) a node can parse w t hout performance inpact.

* The NAS Maxi mum Label Depth (M.D _NAS): the maxi num supported
NAS size for each scope (select, HBH, |2E)

* The supported I n-Stack network action opcodes.

2. Post-Stack MNA capabilities:

lhle, et al. Expi res 18 Septenber 2026 [ Page 3]



Internet-Draft SIG March 2026

* \Whet her the node supports Post-Stack MNA processing as defined
in [I-D.ietf-npls-ma-ps-hdr],

*  The maxi mum Post - Stack MPLS Header (PSWVH) size (M.D _PSMH),
* The RLD including the PSMH (RLD _PSMH) ,
* The supported Post-Stack network action opcodes.
Thi s docunent defines new TLVs for the MPLS echo request/reply
messages [rfc8029] to query and report MNA capabilities. The
mechani sm supports both "ping" node (querying only the egress node)
and "traceroute" node (querying all nodes al ong the path).
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
1.1.1. Abbreviations

Thi s docunent nmkes use of the terns defined in
[I-Dietf-npls-ma-hdr] and in [I-D.ietf-npls-ma-fwk].

[ et et o pu g pugut o poje gy ©bujes s fu s gums e o pu s pu s poj e pj——_—— L
| Abbreviation | Nane | Description| Reference |
| NAS | Net wor k | A stack of | [rfc9789] |
| | Action | rel ated | |
| | Sub-stack |LSEs in the| |
| | | MPLS stack | |
| | | cont ai ning | |
| | | net wor k | |
| | | actions and| |
| | |ancillary | |
| | | dat a. | |
R TS S oo e e e e e e i oo oo oo +
| RLD | Readabl e | The nunber | [I-D.ietf-npls-ma-hdr] |
| | Label | of LSEs a | |
| | Dept h | node can | |
I I | par se. I I
o e e - TS R o e e e e e e e e a oo - +
| M.D_NAS | NAS | The maxi mum] This docunent |
| | Maxi mum | nunber of | |
| | Label |[LSEs in a | |
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____________________________ +
[1-D.ietf-npls-ma-ps-hdr] |
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|
I
I
I
I
............................ +
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Tabl e 1: Abbreviations.
2. Definition of MNA Capabilities

This section defines the paraneters that an LSR uses to signal its
IMNA capabilities to the ingress LER

2.1. In-Stack MNA Capabilities
2.1.1. The Readabl e Label Depth (RLD)

The Readabl e Label Depth (RLD) is the nunber of LSEs an LSR can parse
wi t hout performance inpact [I-D.ietf-npls-ma-fwk]. An LSRis
required to search the MPLS stack for NAS that have to be processed
by the LSR To that end, the network actions nust be within the RLD
of the node. For HBH scoped network actions, the ingress LER that
pushes the network actions MJST ensure that the actions are readable
at each LSR on the path, i.e., that they are placed within the RLD of
each node.

2.1.1.1. Example

An exanple for the RLD paraneter is given in Figure 1. Wth an RLD
of 5, an LSR is capable of reading labels A, B, C, D, and E but not
F. An RLD of 8 is required in this exanple to read the entire MPLS
st ack.

0 1 2 3
01234567890123456789012345678901

O e i o R i i I R S e o
| MPLS- Label = A | TC |0 TTL |
T i i I T T o s S O o o il S S S
| MPLS- Label = B | TC |0] TTL |
I i S T i i S e e S i e o
| MPLS- Label = C | TC |0] TTL |
O e i o R i i I R S e o
| MPLS- Label = D | TC |0 TTL |
T i i I T T o s S O o o il S S S
| MPLS- Label = E | TC |0] TTL |
I i S T i i S e e S i e o
| MPLS- Label = F | TC |0 TTL I
O e i o R i i I R S e o
| MPLS- Label = G | TC |0 TTL |
T i i I T T o s S O o o il S S S
| MPLS- Label = H | TC |1] TTL |
I i S T i i S e e S i e o
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Figure 1: Example MPLS stack of 8 MPLS LSEs illustrating the
concept of RLD.

2.1.2. Maxinum NAS Sizes (M.D_NAS)

This section gives a notivation for signaling maxi mum NAS si zes and
then introduces the NAS Maxi mum Label Depth (M.D_NAS).

2.1.2. 1. Mot i vati on

A NAS in the MNA header encoding is at least 2 LSEs and at nost 17
LSEs large [I-D.ietf-nmpls-ma-hdr]. At an LSR one or nore NAS,
e.g., a select-scoped and a hop-by-hop-scoped NAS, are possible.
Wth two maxi mum sized NAS, an LSR is required to reserve 34 LSEs in
hardware to be able to process network actions. This consunes
hardwar e resources that may be needed to encode ot her LSEs, e.g.,
forwarding | abels for SR-MPLS paths, or are not available in |ess
capabl e devi ces.

Many use cases in the MNA framework [1-D.ietf-npls-ma-usecases] do
not require a maxi mumsized NAS of 17 LSEs to encode network actions
and their ancillary data. Therefore, a NAS can be up to 17 LSEs but
nodes can al so support snaller maxi mum NAS. Signaling the nmaxi mum
supported NAS size to the ingress LER prevents an LSR fromreceiving
packets with a larger NAS than it supports. This way, the allocated
resources for NAS can be reduced if smaller maxi mum NAS are
supported. Mdyre resources are avail able for other purposes, and
hardware with a | ow RLD can be nade MNA-capable [IhMe25].

2.1.2.2. NAS Maxi mum Label Depth

The maxi mum supported nunber of LSEs in a NAS that an LSR can process
is referred to as NAS Maxi mum Label Depth (M.D_NAS) in this docunent.
For each scope in MNA, a separate paraneter for the M.D NAS exi sts,
call ed M.D NAS Sel ect, M.D NAS HBH, and M.D _NAS | 2E.

An LSR SHOULD signal the maxi mum supported size of a NAS for each
scope, i.e., the paranmeters M.D NAS Sel ect, M.D _NAS HBH, and
M.D_NAS | 2E. Those parameters include the Format A, B, C, and D LSEs
from[l-D.ietf-npls-ma-hdr] in a NAS.

Based on the signal ed paraneters, the ingress LER MJUST ensure the
foll owi ng when pushing the MPLS stack and NAS on a packet:

* The ingress LER MUST NOT push a sel ect-scoped NAS that is |arger

than the signal ed MLD NAS Sel ect value of the node that wll
process the sel ect-scoped NAS.
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* The ingress LER MUST NOT push an HBH scoped NAS that is |arger
than the m nimum of all signaled M.D NAS HBH val ues of all nodes

on the path.

* The ingress LER MUST NOT push an | 2E-scoped NAS that is |arger
than the signal ed MLD_NAS_| 2E val ue of the egress node.

2.1.2.3. Example

Figure 2 illustrates the different MLD NAS sizes in an MPLS stack
that are signaled by the LSR In this exanple, a sel ect-scoped NAS
has a maxi mum si ze of 4 LSEs, a hop-by-hop-scoped NAS of 7 LSEs, and
an | 2E-scoped NAS of 4 LSEs.
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Figure 2: Exanple MPLS stack illustrating the different NAS sizes.

2.1.3. Supported In-Stack Network Action Qpcodes

An LSR MJST signal the In-Stack network action opcodes it supports.
it is assunmed that this

If a network action opcode is not signal ed,

opcode i s not supported by the node.
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2.2. Post-Stack MNA Capabilities

The Post-Stack MNA solution [I-D.ietf-npls-ma-ps-hdr] allows network
actions and their ancillary data to be encoded after the bottom of
the MPLS | abel stack in a Post-Stack MPLS Header (PSMH). Section 5.3
of [I-D.ietf-npls-ma-ps-hdr] requires that each participating node
signals its Post-Stack capabilities to the encapsul ating node. This
section defines the paraneters for that purpose.

2.2.1. Post-Stack MNA Support

A node MAY support Post-Stack MNA processing. The encapsul ating node
MUST NOT add a Post-Stack MPLS Header to a packet if the

decapsul ati ng node does not support Post-Stack MNA processing
[I-D.ietf-npls-ma-ps-hdr]. Therefore, the ingress LER needs to

di scover whet her each node on the path supports Post-Stack MNA

2.2.2. Maxi mum Post-Stack MPLS Header Size (M.D_PSMH)

The PSVH LEN field in the Post-Stack MPLS Header indicates the total
| ength of the Post-Stack MPLS Header in 4-octet units, excluding the
4-byte PSVH type header [I-D.ietf-npls-ma-ps-hdr]. Hardware

i npl ementations may have limts on the nmaxi mum PSVH size they can
process. The maxi mum supported PSMH length is referred to as

M.D PSMH in this docunent, anal ogous to the scope-specific val ues of
M.D NAS for ISD. It is expressed in 4-octet units, consistent with
the PSVH LEN field encoding. An LSR SHOULD signal its M.D PSMH to
the ingress LER Based on the signal ed paraneters, the ingress LER
MUST ensure the foll ow ng:

*  The ingress LER MUST NOT add a PSMH with a PSMH LEN exceeding the
M_.D_PSMH of any node that will process that PSVH

2.2.3. Readabl e Label Depth Including Post-Stack MPLS Header (RLD _PSMH)

Section 5.3 of [I-D.ietf-npls-ma-ps-hdr] defines the "Readabl e Label
Dept h i ncludi ng Post-Stack MPLS Header" as the total depth a node can
parse, including both the MPLS | abel stack and the PSMH.  This
paraneter is referred to as RLD PSMH in this docunent and is
expressed in 4-octet units. When the RLD PSMH i s signal ed, the

i ngress LER MUST ensure that the conbined size of the MPLS | abel
stack and any PSMH i ntended for a node does not exceed that node’'s
RLD_PSIVH.

lhle, et al. Expi res 18 Septenber 2026 [ Page 10]
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2.2.4. Supported Post-Stack Network Action Opcodes

The Post-Stack network action opcode space (MNA-PS-OP) is 7 bits,
supporting 128 opcodes [I-D.ietf-npls-ma-ps-hdr]. A node MJST
signal the Post-Stack network action opcodes it supports. The Post-
St ack opcode space is separate fromthe In-Stack opcode space; a node
may support an opcode in-stack, post-stack, or both.

3. LSP Ping MNA Operation Overview
The MNA capability discovery mechani smoperates as foll ows:

1. The ingress LER sends MPLS echo request nessages containing the
MNA Capabilities Query TLV. 1In traceroute node, echo requests
are sent with increnenting TTL val ues to reach each node on the
path. In ping node, a single echo request is sent to the egress
LER.

2. Each node that receives the echo request and supports M\A
capability discovery responds with an MPLS echo reply contai ni ng
the MNA Capabilities Response TLV. The response includes sub-
TLVs corresponding to the queried capabilities.

3. The ingress LER aggregates the received responses to determ ne
pat h-wi de MNA constraints. Specifically:

* The path-wide RLD is the m ninum RLD reported by any node on
the path.

*  The path-wide M.D NAS HBH is the mi ni num MLD_NAS HBH reported
by any node.

* The M.D _NAS Select for a specific node is the value reported
by that node.

* The MLD NAS | 2E is the value reported by the egress node

* The path-w de supported opcodes for HBH scoped NAS are the
i ntersection of opcodes supported by all nodes.

The ingress LER SHOULD perform MNA capability di scovery before
pushi ng MNA-enabl ed | abel stacks onto a path. The ingress LER SHOULD
re-query capabilities when the path changes, e.g., due to I GP
reconvergence or Fast Reroute activation

lhle, et al. Expi res 18 Septenber 2026 [ Page 11]
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3.1. MNA Capabilities Query TLV

The MNA Capabilities Query TLV is carried in the MPLS Echo Request
message. Its format is as foll ows:

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| MNA Cap. Query Type (TBAl) | Length |
el i I e i it T e e e e i i T o S e e S e T R R
|  Query Flags | Reserved |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 3: MNA Capabilities Query TLV.
The fields are defined as foll ows:

* Type: Indicates the MNA Capabilities Query TLV. The value is
TBAL.

* Length: The length of the Value field in octets. For this TLV,
Length is 4 octets.

* Query Flags: An 8-bit field indicating which capabilities are
bei ng queri ed:

[ bbbl oo oo s s o s s e oo e e
| Bit | Name | Description |
[ bbb oo oo e e e e e e e e s e e s s s s e e
| O | QUERY_RLD | Query the Readabl e Label Depth |
+--- - - o e e e oo o m e e e e e e e eee— oo +
| 1 | QUERY_M.D _NAS | Query NAS Maxi mum Label Depth |
| | | ('scopes) |
+----- o e e e e oo oo m e e e e e e e e e e ao - +
| 2 | QUERY_I SD OPCODES | Query supported network action |
| | | opcodes for |SD |
+--- - - o e e e oo o m e e e e e e e eee— oo +
| 3 | QUERY_PS MNA | Query Post-Stack MNA |
| | | capabilities (support, |
| | | M.D_PSWH, RLD _PSMH, PS opcodes) |
+--m o= o e e o s o mm e e e e e e eee oo s +
| 4-7 | Reserved | MUST be set to zero on |
| | | transmit, ignored on receipt |
Fomm - - o e e e e oo oo St +

Table 2: Query Fl ags.
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* Reserved: MJIST be set to zero on transnit and MJST be ignored on
receipt.

A node that receives an MNA Capabilities Query TLV with all Query
Fl ags set to zero SHOULD respond with all available MNA capabilities.

3.2. MNA Capabilities Response TLV

The MNA Capabilities Response TLV is carried in the MPLS Echo Reply
message. Its format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| MNA Cap. Response Type (TBA2) | Length |
el i I e i it T e e e e i i T o S e e S e T R R
I I
11 Li st of Sub-TLVs 11
I
+

T T e S S T S S T st S S R S S T ol ST S YN S S
Figure 4: MNA Capabilities Response TLV.
The fields are defined as foll ows:

* Type: Indicates the MNA Capabilities Response TLV. The value is
TBA2.

* Length: The length of the Value field in octets.

The Value field consists of one or nmore sub-TLVs as defined in the
foll owi ng sections. The respondi ng node MJST include sub-TLVs
corresponding to the flags set in the Query TLV. [If no flags were
set in the query, the respondi ng node SHOULD i nclude all sub-TLVs for
which it has information.

3.2.1. RLD Sub-TLV

The RLD Sub-TLV reports the Readabl e Label Depth of the responding
node.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| RLD Sub-type (1) | Length = 4 |
el i I e i it T e e e e i i T o S e e S e T R R
| RLD Val ue | Reserved |

T S A S S S T
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Figure 5: RLD Sub- TLV.
*  Sub-type: 1 (RLD).
* Length: 4 octets.

* RLD Value: An 8-bit unsigned integer indicating the nunmber of LSEs
the node can parse wi thout performance inpact. A value of 0
i ndi cates that the node did not provide an RLD val ue.

* Reserved: MJST be set to zero on transnit and MJST be ignored on
receipt.

3.2.2. MD_NAS Sub-TLV

The MLD_NAS Sub-TLV reports the maxi num supported NAS sizes for each
scope. All three scope values are encoded in a single sub-TLV.

0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| M.D_NAS Sub-type (2) | Length = 4 |

T S e I S i i S S

| M.D NAS Select| ML(D NAS HBH | MLD NAS I2E | Reserved |

I i i i S S i St N DU DU S e
Fi gure 6: M.D_NAS Sub- TLV.

* Sub-type: 2 (M.D_NAS).

* Length: 4 octets.

* M.D_NAS Sel ect: An 8-bit unsigned integer indicating the maxi num
nunber of LSEs in a select-scoped NAS that the node can process.
Valid range: 2-17. A value of 0 indicates that sel ect-scoped NAS
are not supported. Values of 1 and 18-255 are invalid and MJST
NOT be sent; receivers MJST treat them as O.

*  MD_NAS HBH: An 8-bit unsigned integer indicating the maxi num
nunber of LSEs in an HBH scoped NAS that the node can process.
Valid range: 2-17. A value of 0 indicates that HBH scoped NAS are
not supported. Values of 1 and 18-255 are invalid and MJUST NOT be
sent; receivers MJST treat them as O.
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3.

3.

* MD_NAS | 2E: An 8-bit unsigned integer indicating the maxi num
nunber of LSEs in an |2E-scoped NAS that the node can process.
Valid range: 2-17. A value of 0 indicates that |2E-scoped NAS are
not supported. Values of 1 and 18-255 are invalid and MJST NOT be
sent; receivers MJST treat themas O.

* Reserved: MJIST be set to zero on transnit and MJST be ignored on
receipt.

2.3. Supported In-Stack Opcodes Sub-TLV

The Supported In-Stack Opcodes Sub-TLV reports the In-Stack network
action opcodes supported by the respondi ng node using a bitmap
encodi ng. The MNA opcode space is 7 bits, supporting 128 opcodes.
Each bit in the bitmap corresponds to one opcode val ue.

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Opcodes Sub-type (3) | Length = 16 |
B i s T T i i o S o T Ji I
| Supported Opcodes bitmap (bits 0-31) |
i I S i S e S S i SUE N DR S
| Supported Opcodes bitmap (bits 32-63) |
I i I S R i e S S
| Supported Opcodes bitmap (bits 64-95) |
B i s T T i i o S o T Ji I
| Supported Opcodes bitmap (bits 96-127) |
i I S i S e S S A SUE N DU S

Figure 7: Supported In-Stack Opcodes Sub-TLV.
* Sub-type: 3 (Supported | SD Opcodes).
* Length: 16 octets.
* Supported | SD Opcodes bitmap: A 128-bit bitmap where bit N
(counting frombit 0 as the npst significant bit of the first
octet) corresponds to opcode value N. If bit Nis set to 1, the

node supports opcode N. If bit Nis set to 0, the node does not
support opcode N.

2.4. Post-Stack MNA Capabilities Sub-TLV
The Post-Stack MNA Capabilities Sub-TLV reports whet her the node

supports Post-Stack MNA processing, the maxi num PSVH si ze, and the
RLD i ncl udi ng PSMH.
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3.

2.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| PS MNA Cap. Sub-type (4) | Length = 4 |
i i i T i I S i e s o o i i
| PS Fl ags | M.D_PSIVH | RLD PSWMVH | Reserved |

i s i T S e S T T il o S R S S S
Figure 8: Post-Stack MNA Capabilities Sub-TLV.

* Sub-type: 4 (Post-Stack MNA Capabilities).

* Length: 4 octets.

* PS Flags: An 8-bit field.

- Bit 0: PS SUPPORTED. If set to 1, the node supports Post- Stack
IMNA processing as defined in [I-D.ietf-nmpls-ma-ps-hdr]. If
set to 0, Post-Stack MNA is not supported and the remaining
fields in this sub-TLV SHOULD be i gnored.

- Bits 1-7: Reserved. MJST be set to zero on transmt and MJST
be ignored on receipt.

*  MD_PSVH An 8-bit unsigned integer indicating the maxi mum Post -
Stack MPLS Header length (in 4-octet units, excluding the PSWVH
type header) that the node can process. A value of 0 indicates
that the node did not provide this value. The valid range
corresponds to the 8-bit PSVMH LEN field defined in
[1-D.ietf-npls-ma-ps-hdr].

* RLD PSMH: An 8-bit unsigned integer indicating the Readabl e Label
Dept h including the Post-Stack MPLS Header, in 4-octet units. A
val ue of 0 indicates that the node did not provide this val ue.

* Reserved: MJST be set to zero on transnit and MJST be ignored on
receipt.

5. Supported Post-Stack Opcodes Sub-TLV

The Supported Post-Stack Opcodes Sub-TLV reports the Post-Stack
networ k action opcodes supported by the respondi ng node. The Post-
St ack opcode space is 7 bits (128 values), identical to the In-Stack
Opcodes Sub-TLV format in Section 3.2.3 but independent fromit. For
the Supported Post-Stack Opcodes Sub-TLV, the sub-type 5 (Supported
Post - St ack Opcodes) is used. The format is identical to Figure 7.
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4. Processing Rul es

This section defines the processing rules for querying and respondi ng
nodes.

4.1. Ingress LER (Querier)

The ingress LER constructs MPLS echo request messages containing the
MNA Capabilities Query TLV. 1In traceroute node, the ingress LER
sends echo requests with TTL values from1l to the path length. This
all ows di scovery of MNA capabilities at each hop. Traceroute node
SHOULD be used when HBH scoped network actions are planned, as the

i ngress LER needs the capabilities of every node to correctly place
NAS copi es within each node’s RLD. In ping node, a single echo
request with TTL set to 255 is sent. This is sufficient when only

| 2E- scoped network actions are planned, as only the egress node’'s
capabilities are needed. After collecting responses, the ingress LER
conmput es path-wi de constraints as described in Section 3. The

i ngress LER MUST ensure the foll owi ng when constructi ng MPLS st acks
wi th IMNA:

1. A select-scoped NAS pushed for a specific node MUST NOT exceed
that node’s M.D NAS Sel ect.

2.  An HBH- scoped NAS MUST NOT exceed the mini mum M_.D_NAS HBH acr oss
all nodes on the path.

3. An | 2E-scoped NAS MUST NOT exceed the egress node’'s M.D NAS | 2E
4. Al NAS intended for a node MIUST be within that node’s RLD.

When Post-Stack MNA is used, the ingress LER MJUST additionally
ensure:

1. The ingress LER MJUST NOT add a Post-Stack MPLS Header to a packet
i f the decapsul ati ng node does not have the PS SUPPORTED fl ag
set.

2. The PSMH LEN of any Post-Stack MPLS Header MJST NOT exceed the
MLD _PSMH of any node that will process the PSWVH

3. The conbined size of the MPLS | abel stack and any PSMH i nt ended
for a node MUST NOT exceed that node’s RLD PSVH
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4.2. Respondi ng Node

A node that supports MNA and receives an MPLS echo request containing
the MNA Capabilities Query TLV MJUST respond with an MPLS echo reply
containing the MNA Capabilities Response TLV. The respondi ng node
MUST i ncl ude sub-TLVs corresponding to the flags set in the query.

If the QUERY_RLD flag is set, the RLD Sub-TLV MJST be included. |If
the QUERY_M.D NAS flag is set, the M_.D _NAS Sub- TLV MJST be i ncl uded.
If the QUERY_I SD OPCODES flag is set, the Supported In-Stack Opcodes
Sub- TLV MJST be included. |I|f no Query Flags are set (all zero), the
respondi ng node SHOULD i nclude all avail able sub-TLVs. The reported

capabilities are those of the node as a whole. |If capabilities vary
per interface, the node SHOULD report the capabilities applicable to
the interface on which the echo request was received. |If the

QUERY_PS MNA flag is set, the Post-Stack MNA Capabilities Sub-TLV
(sub-type 4) MJST be included. |If the node supports Post-Stack MA
and the QUERY_PS MNA flag is set, the Supported Post-Stack Qpcodes
Sub- TLV (sub-type 5) MJST al so be i ncl uded.

4.3. MA-incapabl e Nodes

A node that does not support MNA will not recognize the MNA
Capabilities Query TLV. According to RFC 8029, the handling depends
on the TLV type value range. The TLV type for the MNA Capabilities
Query TLV SHOULD be assigned fromthe range that requires an error
message if the TLV is not recognized. This allows the ingress LER to
detect nodes that do not support MNA

If a node does not support MNA, but recognizes the MNA Capabilities
Query TLV, it MJST include Return Code TBA3 in the MPLS echo reply
nessage

5. Exanple
Consi der an SR-MPLS path with three LSRs: Rl, R2 (transit), and R3
(egress). The ingress LER RO wants to push an HBH scoped NAS and a
sel ect-scoped NAS for R2 along this path.

RO sends MPLS echo requests in traceroute node with all Query Fl ags
set. The responses are:
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[ bl Sl oo s el oo ooy e o s, e, U e pu e
| Node| RLD| MLD_NAS_Sel ect | M.D_NAS_HBH| MLD_NAS | 2E| PS_Suppor t ed| MLD_PSMH RLD_PSVH|
B il ooty s s s e e s el ety ety
|[RL |20 |9 | 9 | 0 (not | Yes | 16 | 36 |
I (. I | egress) I I I I
Fom e e e Fommm e e e e o Fommm e e e e o e R R +
|R2 |51 ]9 | 3 | 0 (not | Yes | 8 | 59 |
I (. I | egress) I I I I
B i s e i F--- - - - F--- - - - R I +---- - - - +---- - - - +
|R3 |35 |9 | 9 | 9 | Yes | 16 | 51 |
Fomm e e e Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo Fommmmm s Fommmmm s +

Tabl e 3: Exanple MNA Capabilities Responses.
From t hese responses, RO determ nes:
* Path-wide RLD: min(20, 51, 35) = 20 LSEs
* Path-wi de MLD NAS HBH: min(9, 3, 9) = 3 LSEs
* MD_NAS Select for R2: 9 LSEs
* MD NAS I2E: 9 LSEs (from R3)

* Post-Stack MNA is supported on all nodes (PS_SUPPORTED set at Ri,
R2, R3).

* Path-wi de MLD PSVH for HBH scoped PSMH. min(16, 8, 16) = 8 (in
4-octet units).

*  MD_PSWVH for |2E-scoped PSVH 16 (from R3).
* Path-wi de RLD PSVH min(36, 59, 51) = 36 (in 4-octet units).

RO can now construct a | abel stack ensuring that all NAS are within
each node’s RLD and do not exceed the per-scope M.D NAS constraints.
For Post-Stack MNA, RO ensures that the PSMH does not exceed the
pat h-wi de M_.D _PSMH and t hat the combi ned | abel stack and PSVH do not
exceed any node’s RLD PSMH.

6. Security Considerations

The security considerations described in [rfc8029] apply to this
docunent. The MNA capability di scovery nechani smreveal s informtion
about node capabilities, which could potentially be exploited by an
attacker to craft targeted attacks agai nst nodes with linmted MNA
support. Nodes that support MNA capability discovery SHOULD support
configuration options to enable or disable the MNA Capabilities
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7.

7.

7.

1.

2.

Query/ Response functionality. By default, MNA capability discovery
SHOULD be enabl ed only within an MNA-capabl e MPLS domain. The
security considerations from[Il-D.ietf-npls-ma-hdr] and [rfc9789]
al so apply.

I ANA Consi derations

This section requests new TLVs and sub- TLVs.

TLV Assi gnnents

I ANA is requested to assign two new TLVs fromthe "TLV' registry in
the "Ml tiprotocol Label Switching (MPLS) Label Switched Paths (LSPs)
Ping Paraneters” registry group. The TLV values SHOULD be assi gned

fromthe range that requires an error message if the TLV is not
recogni zed.

| Value | TLV Nane | Reference | Sub-TLV Registry |
| TBAL | WMNA Capabilities Query | This | No |
| | docunent | |
Fomm o - Fom e e e e a e e oo oo o e e e oo +
| TBA2 | WMNA Capabilities | This | See Table 5 |
| | Response | documnent | |
N o e e e e e a oo o m e e e oo - Fom e e e oo +

New Sub- TLV Regi stry

I ANA is requested to create a new sub-TLV registry for TLV TBA2 with
the following initial entries:
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Type | Sub-TLV Nane | Reference |
ety e ————(——————————————————————_ Ll —p—p—(————r
| Reserved | This docunent |
----- O T T
| RLD | This docunent |
----- T T T LT T T T
| M.D_NAS | This document |
----- e T T Ty
| Supported | SD Opcodes | This docunent |
----- e T Ty
| Post-Stack MNA Capabilities | This document |
----- T e
| Supported Post-Stack Opcodes | This docunent |
----- e T T Ty

Table 5: Sub-TLV Registry for TLV TBAZ2.

7.3. Return Code Assignnent

I ANA is requested to assign a new Return Code fromthe "Return Code"
registry in the "Miultiprotocol Label Switching (MPLS) Label Switched
Pat hs (LSPs) Ping Paraneters" registry group as follows.

8. Ref er ences
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[ RFC2119]

[ RFC8174]

8.2. Infornmat

Ihle, et al.

[ ool s s e

| Value | Meaning | Reference |

[ oo oo e s e s

| TBA3 | MNA not supported | This docunent |

S o e e eee o —aa - o e e e ea - +
Table 6: New return code.
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