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Abst r act

Thi s docunent specifies a new Capsul e (RFC9297) that can be used with
CONNECT- UDP ( RFC9298), CONNECT-1P (RFC9484), or other future CONNECT
ext ensions to signal throughput advice for traffic that is proxied
through an HTTP server.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ihlar-scone-nmasque-
medi abitrate/.

Di scussi on of this docunent takes place on the Standard Commruni cation
with Network El enents Working Group mailing list
(mailto:scone@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/scone/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/scone/.

Source for this draft and an issue tracker can be found at
https://github. com mrjak/draft-msque-nedi abitrate.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies an HTTP Capsul e (RFC9297) that can be used
wi th CONNECT- UDP ( RFC9298), CONNECT-IP (RFC9484), or other future
CONNECT extensions to signal throughput advice for traffic proxied
through an HTTP server.

The extension can be used with the HTTP CONNECT net hod when t he

:protocol pseudo-header is equal to "connect-udp" or "connect-ip", as
well as with future CONNECT protocols that use the Capsul e Protocol.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

I ndi cating Support for Throughput Advice Signaling

A client that wi shes to receive throughput advice capsul es can

i ndi cate support by sending a request header with the bool ean-val ued
Item Structured Field: "Throughput-Advice: ?1". The HITP proxy can
i ndi cate support by sending a response header with the same bool ean-
valued Item Structured Field: "Throughput-Advice: ?1". See

Section 3.3.6 of [RFC8941] for information about the bool ean format.

Once support has been established, a proxy MAY send THROUGHPUT ADVI CE
capsules at any time during the lifetine of the streamthat
ori gi nated the request.
THROUGHPUT _ADVI CE Capsul e Type For mat
The THROUGHPUT_ADVI CE Capsul e has the foll owing format:
THROUGHPUT _ADVI CE Capsul e {
Type (i) = OxTBD
Length (i),
Direction (8),
Rate Limt (i),
[ Average W ndow (i)]
}

The capsul e has the followi ng fields:

Direction: Indicates the traffic direction to which this throughput
advi ce applies. Valid values are:

* 0x00: Both uplink and downlink

*  0x01: Uplink (client to target)

* 0x02: Downlink (target to client)

A client MIST treat any other value as a mal forned capsul e.

Rate Limt: The maxi mum sustai nabl e throughput that the client can
expect for proxied traffic, expressed in kilobits per second.
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Average Wndow:. Indicates the duration over which the bitrate is
enforced, expressed in mlliseconds. |If this fieldis omtted the
average wi ndow i s assuned to be 67 seconds as described in

Section 5.2 of [ SCONE].

5. Relationship to the SCONE Protocol

Thi s docunent reuses the SCONE [ SCONE] conceptual nodel for

t hr oughput advi ce but scopes signaling to the HITP tunnel between a
MASQUE client and a MASQUE server. Wen the Throughput-Advi ce header
is successfully negotiated, the MASQUE server is the entity that

ori gi nat es THROUGHPUT_ADVI CE capsul es toward the client; the client
does not send capsul es unl ess specified by future extensions.

I mpl enent ati ons that negotiate Throughput-Advi ce for a MASQUE tunnel
SHOULD NOT initiate or forward SCONE packets on the outer MASQUE
connection for the purpose of conveying throughput advice.

When a MASQUE proxy observes SCONE packets that belong to an end-to-
end inner flow carried by the tunnel, the proxy MJST forward those
packets unnodi fi ed.

5.1. Interaction with QU C Aware Forwardi ng

When used in conbination with QU C Aware Forwardi ng [ QU G PROXY],

QUI C | ong- header packets are tunnelled rather than being forwarded
forwarded directly. Since SCONE packets use a dedicated QU C version
and the | ong-header format, they will be encapsul ated automatically

i nside the MASQUE tunnel.

6. Applicability

A proxy that intends to rate limt proxied traffic can notify clients
usi ng the THROUGHPUT_ADVI CE capsul e. Reasons for rate linmting
traffic through a proxy include enforcenment of access network
policies, proxy resource nanagenent and proxy service
differentiation.

If the sole purpose of the communication between a client endpoint
and a network el enent is the exchange of throughput advice, it is
RECOMVENDED to use nore |ightweight approaches than HTTP proxying,
such as [ SCONE] .
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6.1. Applicability to Proxied Applications

In most MASQUE depl oynents, the client that term nates the HTTP
tunnel is not the ultimte endpoint of the application traffic.

Thr oughput advice therefore applies to the aggregate traffic carried
by the tunnel rather than to any individual application flow.

How a MASQUE client exposes throughput advice to the applications
that use the tunnel is out of scope for this docunent.
I npl enent ati ons may, for exanple:

* Use the advice to apply back-pressure on proxied traffic;

* Forward the information through an out-of-band APl or contro
channel ; or

* Adj ust sending behavi or on behal f of the application

For CONNECT- UDP requests, the advice typically corresponds to the
t hroughput of a single proxied flow, whereas for CONNECT-IP requests
it applies to the aggregate traffic within the tunnel

7. Security Considerations

Thr oughput advi ce i nfluences application sendi ng behavi or and can
therefore affect performance and user experience. |nplenentations
MJST treat such signals as advisory information. A malicious or

m sconfigured proxy could advertise unrealistically lowrate linmts
to degrade service quality or influence path selection and traffic
distribution. Cients MAY ignore any received advice.

When QUI C-Aware Forwarding is in use, SCONE packets are encapsul ated
as QUI C | ong- header packets and therefore not visible to on-path
observers. This encapsul ation is RECOWENDED since it prevents
correl ation between throughput-advice signaling and proxied
application traffic.

8. | ANA Consi derations

8.1. Capsule types

Thi s docunent adds following entries to the "HTTP Capsul e Types"
registry
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[ ool e s gl
| Capsul e Type | Value | Specification |
B e ety sl e s
| THROUGHPUT _ADVICE | TBD | (This docunent) |
I I I I I I +

Table 1: New Capsule Type to register

2. HTTP headers

Thi s docunent adds following entry to the "Hypertext Transfer

Protocol (HTTP) Field Name Registry":
[ s el el el el oo °}
| Field Nane | Tenplate | Status | Reference | Comments |
B Sl ety e ety sty el el
| Throughput - Advi ce | | permanent | (This | |
| | | | docurment) | |
I I I R R I I R +

Table 2: HITP Field Nane to register
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