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1. Introduction

The | ETF RTCWEB wor ki ng group standardi zed JSEP ([ RFC9429]), a
mechani smused to control the setup, managenent, and teardown of a
mul ti medi a session. It also describes howto negotiate nedia fl ows
using the O fer/Answer Mddel with the Session Description Protoco
(SDP) [RFC3264] including the formats for data sent over the wire
(e.g., nedia types, codec paraneters, and encryption). WDbRTC
intentionally does not specify a signaling transport protocol at
application |evel

Whi | e WebRTC can be integrated with standard signaling protocols Iike
SIP [ RFC3261] or XMPP [ RFC6120], they are not designed to be used in
broadcasti ng/stream ng services, and there also is no sign of
adoption in that industry. RTSP [RFC7826], which is based on RTP
does not support the SDP offer/answer nodel [RFC3264] for negotiating
the characteristics of the nmedia session

There are nmany situations in which the lack of a standard protoco

for consum ng nmedia from stream ng service usi ng WbRTC has becone a

probl em

* |Interoperability between WbRTC services and products.

* Reusing player software which can be integrated easily.

* Integration with Dynam c Adaptive Stream ng over HITP (DASH) for
offering live streans via WbRTC while offering a tinme-shifted
version via DASH.

*  Playi ng WebRTC streans on devices that don’t support custom
javascript to be run (like TVs).
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Thi s docunent m mics what has been done in the WebRTC HTTP | ngest
Protocol (WHIP) [I-D.draft-ietf-w sh-whip] for ingestion and
specifies a sinple HITP-based protocol that can be used for consum ng
media froma stream ng service using WbRTC

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Overview

The WebRTC-HTTP Egress Protocol (WHEP) is designed to facilitate an
exchange of Session Description Protocol (SDP) offers and answers
usi ng HTTP POST requests. This exchange is a fundanmental step in
establishing an Interactive Connectivity Establishnent (ICE) and

Dat agram Transport Layer Security (DTLS) session between WHEP pl ayer
and the stream ng service endpoint (Media Server).

Upon successful establishnment of the | CE/ DILS session, unidirectiona
medi a data transmi ssion commences fromthe nedia server to the WHEP
player. It is inportant to note that SDP renegotiations are not
supported in WHEP, neaning that no nodifications to the "m" sections
can be made after the initial SDP offer/answer exchange via HTTP POST
is conmpleted and only ICE related informati on can be updated via HITP
PATCH requests as defined in Section 4. 4.

The WHEP pl ayer always initiates the stream ng session by sending an
SDP offer to the WHEP endpoint. The WHEP endpoi nt can then choose to
either accept the client’s offer by responding with an SDP answer, or
reject the client’s offer and counter with its own SDP offer. |If the
WHEP endpoi nt sends a counter-offer, the client nmust then respond
with an SDP answer. A VWHEP pl ayer mnust support processing both SDP
answers (when the WHEP endpoi nt accepts the client’s offer) and SDP
of fers (when the WHEP endpoi nt sends a counter-offer) in response to
the initial request.

3.1. Protocol Qperation Flow

The followi ng diagramillustrates the core operation of the WHEP
protocol for initiating and ternminating a view ng session
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Figure 1: WHEP session setup and teardown
The elements in Figure 1 are described as foll ows:
* WHEP pl ayer: This represents the WbRTC nedi a pl ayer, which
functions as a client of the WHEP protocol by receiving and

decoding the nmedia froma renmpte nmedi a server

*  WHEP endpoint: This denotes the egress server that receives the
initial WHEP request.

*  WHEP endpoint URL: Refers to the URL of the WHEP endpoi nt
responsi ble for creating the WHEP sessi on

* Media server: This is the WbRTC Medi a Server that establishes the
medi a session with the WHEP pl ayer and delivers the nedia to it.
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4.

2

*  WHEP session: Indicates the allocated HTTP resource by the WHEP
endpoi nt for an ongoi ng egress session

*  WHEP session URL: Refers to the URL of the WHEP resource all ocated
by the WHEP endpoint for a specific nmedia session. The WHEP
pl ayer can send requests to the WHEP session using this URL to
modi fy the session, such as | CE operations or term nation

The Figure 1 illustrates the comunication flow between a WHEP

pl ayer, VWHEP endpoi nt, nedia server, and WHEP session. This flow
outlines the process of setting up and tearing down a pl ayback
sessi on using the WHEP protocol, involving negotiation, |CE for

Net wor k Address Translati on (NAT) traversal, DTLS and Secure Real -
time Transport Protocol (SRTP) for security, and RTP/RTCP for nedia
transport:

Prot ocol Operation Steps

*  WHEP player: Initiates the comunication by sending an HTTP POST
with an SDP offer to the WHEP endpoi nt.

* \WHEP endpoint: Responds with either a "201 Created" nessage
contai ning an SDP answer (accepting the client’'s offer) or a "406
Not Acceptabl e" nessage contai ning an SDP counter-offer (rejecting
the client’s offer).

* WHEP player: If the WHEP endpoi nt responded with "406 Not
Accept abl e", the player sends an HTTP PATCH contai ni ng an SDP
answer to the WHEP session URL.

*  WHEP session: If applicable, responds with a "204 No Content"
message to the PATCH request.

* \WHEP pl ayer and nedia server: Establish |ICE and DILS sessions for
NAT traversal and secure communication

* RTP/RTCP Flow. Real -time Transport Protocol and Real -tine
Transport Control Protocol flows are established for nedia
transm ssion fromthe nmedia server to the WHEP pl ayer, secured by
the SRTP profile.

* WHEP pl ayer: Sends an HTTP DELETE to term nate the WHEP session

*  WHEP session: Responds with a "200 OK" to confirmthe session
term nation.

Pr ot ocol Operation
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4.1. HITP usage

Fol | owi ng [ BCP56] gui del i nes, VWHEP pl ayers MJST NOT match error codes
returned by the WHEP endpoi nts and resources to a specific error
cause indicated in this specification. WHEP players MJST be able to
handl e all applicable status codes gracefully falling back to the
generic n00 senmantics of a given status code on unknown error codes.
WHEP endpoi nts and resources could convey finer-grained error
informati on by a problem statenent json object in the response
message body of the failed request as per [RFC9457].

The WHEP endpoints and sessions are origin servers as defined in
Section 3.6. of [RFC9110] handling the requests and providing
responses for the underlying HTTP resources. Those HITP resources do
not have any representation defined in this specification, so the
WHEP endpoi nts and sessions MJST return a 2XX successful response
with no content when a CET request is received.

4.2. Playback session set up

In order to set up a stream ng session, the WHEP pl ayer MJST generate
an SDP offer according to the JSEP rules for an initial offer as in
Section 5.2.1 of [RFC9429] and perform an HTTP POST request as per
Section 9.3.3 of [RFC9110] to the configured WHEP endpoi nt URL.

The HTTP POST request MJST have a content type of "application/sdp”
and contain the SDP offer as the body. Upon receiving the HITP POST
request, the WHEP endpoi nt can choose to either accept the client’s
offer or reject it in favor of sending its ow offer

4.2.1. Server Accepts Cient Ofer

If the WHEP endpoi nt chooses to accept the client’s SDP offer, it
MUST generate an SDP answer according to the JSEP rules for an
initial answer as in Section 5.3.1 of [RFC9429] and return a "201
Created" response with a content type of "application/sdp", the SDP
answer as the body, and a Location header field pointing to the newy
created WHEP sessi on.

4.2.2. Server Sends Counter-offer

If the WHEP endpoi nt chooses to reject the client’s SDP offer, it
MJST generate its own SDP offer according to the JSEP rules for an
initial offer as in Section 5.2.1 of [RFC9429] and return a "406 Not
Accept abl e" response with a content type of "application/sdp", the
SDP counter-offer as the body, and a Location header field pointing
to the WHEP session resource that will be created upon conpletion of
the of fer/answer exchange.
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The WHEP endpoint MAY include a "valid-until" paraneter in the
Cont ent - Type header to indicate how |l ong the counter-offer remains
valid. If no "valid-until" paraneter is provided, the counter-offer
remains valid for 30 seconds fromthe tine the response was sent.
The "valid-until" paraneter value MJST be an HTTP-date as defined in
Section 5.6.7 of [RFC9110].

When t he WHEP pl ayer receives a counter-offer fromthe WHEP endpoi nt,
it MJST generate an SDP answer according to the JSEP rules for an
initial answer as in Section 5.3.1 of [RFC9429]. To send the SDP
answer, the WHEP pl ayer MJUST perform an HTTP PATCH request as per

[ RFC5789] to the WHEP session URL with content type of "application/
sdp" and the SDP answer as the body. The WHEP endpoint MJST return a
"204 No Content" response. |If the SDP is mal forned, the WHEP
endpoi nt MJST reject the HITP PATCH request with an appropriate 4XX
error response.

4.2.3. Determining Server Response Type

WHEP pl ayers can determ ne the WHEP endpoi nt’ s response type by
exam ning the HITP status code

* *"201 Created"*: The WHEP endpoint has accepted the client’s offer
and responded with an SDP answer. The WHEP sessi on has been
created and is ready for nedia transm ssion

*  *"406 Not Acceptable"*: The WHEP endpoint has rejected the
client’s offer and responded with an SDP counter-offer. The
client MJUST send an HTTP PATCH request to the WHEP session URL
with an SDP answer to conplete the session establishnent.

4.2.4. Error Conditions

If the HTTP PCST to the WHEP endpoi nt has a content type different
than "application/sdp" or the SDP is nual fornmed, the WHEP endpoi nt
MUST reject the HTTP POST request with an appropriate 4XX error
response.

4,.2.5. Media Direction Attributes

As the WHEP protocol only supports the playback use case with
uni di rectional nedia:

*  \When a WHEP pl ayer sends an SDP offer, it SHOULD use "recvonly"

attribute but MAY use the "sendrecv" attribute instead. The
"inactive" and "sendonly" attributes MJUST NOT be used.
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4.

4.

*  \When a WHEP endpoi nt sends an SDP answer (accepting client offer),
it MJUST use "sendonly" attribute in the SDP answer.

* \When a WHEP endpoi nt sends an SDP counter-offer, it SHOULD use
"sendonl y" attribute but MAY use the "sendrecv" attribute instead.
The "inactive" and "recvonly" attributes MJST NOT be used.

*  \When a WHEP pl ayer sends an SDP answer (responding to server
counter-offer), it MJST use "recvonly" attribute in the SDP
answer .

2.6. Codec Recommendati ons

WHEP pl ayers SHOULD i nclude as many supported codecs as possible in
their SDP offers and answers to maxim ze conpatibility and enabl e
dynam ¢ stream ng scenarios. This applies whether the WHEP pl ayer is
sending the initial offer or responding to a server counter-offer
with an answer.

I ncluding a conprehensive |ist of supported codecs enabl es severa
i mportant use cases:

* *Dynami c source switching*: A WHEP endpoint nmay need to change
whi ch canera or nedia source a streamis connected to, potentially
requiring different codecs for optimal quality or performance.

* *Adaptive stream ng*: The WHEP endpoint may switch between
di fferent codec configurations based on network conditions, viewer
capabilities, or content characteristics.

* *Failover scenarios*: |If the primary codec encounters issues,
havi ng alternative codecs avail able allows seam ess fall back
wi t hout requiring renegotiation.

* *Multi-resolution support*: Different codecs nay be optinmal for
different resolutions or bitrates that the WHEP endpoi nt may need
to provide.

WHEP pl ayers that restrict their codec offerings may prevent these
advanced stream ng scenarios and linmt the WHEP endpoint’s ability to
provi de optimal stream ng experiences.

2.7. Exanples

Following Figure 2 is an exanpl e where the WHEP endpoi nt accepts the
client’s offer:
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POST /whep/ endpoint HTTP/ 1.1
Host: whep. exanpl e. com
Cont ent - Type: application/sdp
Content - Lengt h: 1326

v=0

0=- 5228595038118931041 2 IN I P4 127.0.0.1

S=-

t=0 0

a=group: BUNDLE 0 1

a=ext map- al | ow nmi xed

a=i ce-options:trickle ice2

mraudi o 9 UDP/ TLS/ RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce-ufrag: zj kk

a=i ce- pwd: bP+XJMWD9aR8AI X1j dukzR6Y
a=fingerprint:sha-256 DA: 7B: 57: DC. 28: CE: 04: 4F: 31: 79: 85: C4: 31: 67: EB: 27: 58: 29: ED: 77: 2A: 0D: 2
4: AE: ED: AD: 30: BC: BD: F1: 9C: 02

a=set up: act pass

a=md: 0

a=extmap: 4 urn:ietf:paranms:rtp-hdrext:sdes: md
a=recvonly

a=rtcp- mux

a=rtcp-mux-only

a=rtpmap: 111 opus/ 48000/ 2

a=fm p: 111 m npti ne=10; usei nbandf ec=1

mevi deo 0 UDP/ TLS/ RTP/ SAVPF 96 97

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- ufrag: zj kk

a=i ce- pwd: bP+XJMVD9aR8AI X1j dukzR6Y
a=fingerprint:sha-256 DA: 7B: 57: DC: 28: CE: 04: 4F: 31: 79: 85: C4: 31: 67: EB: 27: 58: 29: ED: 77: 2A: 0D: 2
4: AE: ED: AD: 30: BC: BD: F1: 9C: 02

a=set up: act pass

a=md: 1

a=bundl e-onl y

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md
a=extmap: 10 urn:ietf: parans:rtp-hdrext:sdes:rtp-streamid
a=extmap: 11 urn:ietf:parans:rtp-hdrext:sdes:repaired-rtp-streamid
a=recvonly

a=rtcp- mux

a=rtcp-mux-only

a=rtcp-rsize

a=rtpmap: 96 VP8/ 90000

a=rtcp-fb:96 ccmfir

a=rtcp-fb: 96 nack

a=rtcp-fb: 96 nack pl

a=rtpmap: 97 rtx/ 90000

a=fm p: 97 apt =96
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HTTP/ 1.1 201 Created

ETag: "xyzzy"

Cont ent - Type: application/sdp

Cont ent - Lengt h: 1400

Location: https://whep. exanpl e. org/sessions/id

v=0

0=- 1657793490019 1 IN IP4 127.0.0.1

s=-

t=0 0

a=group: BUNDLE 0 1

a=ext map- al | ow ni xed

azice-lite

a=i ce-options:trickle ice2

mraudi 0 9 UDP/ TLS/ RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- ufrag: 526be20a538ee422

a=i ce- pwd: 2e13ddel7c1cb009202f 627f ab90cbec358d766d049c9697
a=fingerprint:sha-256 F7: EB: F3: 3E: AC: D2: EA: A7: C1: EC: 79: D9: B3: 8A: 35: DA: 70: 86: 4F: 46: D9: 2D: C
C. DO: BC: 81: 9F: 67: EF: 34: 2E: BD

a=candidate:1 1 UDP 2130706431 198.51.100.1 39132 typ host
a=set up: passi ve

a=m d: 0

a=bundl e-only

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md

a=sendonl y

a=rtcp- mux

a=rtcp-nmux-only

a=rtcp-rsize

a=rtprmap: 111 opus/ 48000/ 2

a=fm p: 111 m npti ne=10; usei nbandf ec=1

a=mnsi d: - d46f b922- d52a-4e9c- aa87- 444eadc1521b

mevi deo 0 UDP/ TLS/ RTP/ SAVPF 96 97

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- ufrag: 526be20a538ee422

a=i ce- pwd: 2e13ddel7c1cb009202f 627f ab90cbec358d766d049c9697
a=fingerprint:sha-256 F7: EB: F3: 3E: AC. D2: EA: A7: C1: EC: 79: D9: B3: 8A: 35: DA: 70: 86: 4F: 46: D9: 2D: C
C. DO: BC: 81: 9F: 67: EF: 34: 2E: BD

a=candi date:1 1 UDP 2130706431 198.51.100.1 39132 typ host
a=set up: passi ve

a=md: 1

a=bundl e-onl y

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md

a=ext map: 10 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid
a=extmap: 11 urn:ietf:parans:rtp-hdrext:sdes:repaired-rtp-streamid
a=sendonly

a=rtcp- mux

a=rtcp-mux-only
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a=rtcp-rsize

a=rtpmap: 96 VP8/ 90000

a=rtcp-fb:96 ccmfir

a=rtcp-fb: 96 nack

a=rtcp-fb: 96 nack pl

a=rtpmap: 97 rtx/ 90000

a=fnt p: 97 apt =96

a=msi d: - d46f b922- d52a- 4e9c- aa87- 444eadc1521b

Fi gure 2: Exanpl e where WHEP endpoi nt accepts client offer

Following Figure 3 is an exanpl e where the WHEP endpoi nt sends a
counter-offer:

POST /channel /teeny-tasty-crayon HITP/ 1.1
Host: whep. exanpl e. com

Cont ent - Type: application/sdp
Content - Length: 1326

v=0

0=- 5228595038118931041 2 IN IP4 127.0.0.1
S=-

t=0 0

a=group: BUNDLE 0 1

a=ext map- al | ow i xed

a=ice-options:trickle ice2

mraudi 0 9 UDP/ TLS/ RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- ufrag: zj kk

a=i ce- pwd: bP+XIJMWD9aR8Ai X1j dukzR6Y
a=fingerprint:sha-256 DA: 7B: 57: DC: 28: CE: 04: 4F: 31: 79: 85: C4: 31: 67: EB: 27: 58: 29: ED: 77: 2A: 0D: 2
4: AE: ED: AD: 30: BC: BD: F1: 9C: 02
a=set up: act pass

a=md: 0

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md
a=recvonly

a=rtcp- mux

a=rtcp-mux-only

a=rtprmap: 111 opus/ 48000/ 2

a=fmp: 111 m npti ne=10; usei nbandf ec=1

mevi deo 0 UDP/ TLS/ RTP/ SAVPF 96 97

c=IN1P4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce-ufrag: zj kk

a=i ce- pwd: bP+XJMWD9aR8AI X1j dukzR6Y
a=fingerprint:sha-256 DA: 7B: 57: DC: 28: CE: 04: 4F: 31: 79: 85: C4: 31: 67: EB: 27: 58: 29: ED: 77: 2A: 0D: 2
4: AE: ED: AD: 30: BC: BD: F1: 9C: 02
a=set up: act pass

a=md: 1

Murillo, et al. Expires 19 February 2026 [ Page 12]



I nternet-Draft whep August 2025

a=bundl e-only

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md
a=extmap: 10 urn:ietf: parans:rtp-hdrext:sdes:rtp-streamid
a=extmap: 11 urn:ietf:parans:rtp-hdrext:sdes:repaired-rtp-streamid
a=recvonly

a=rtcp- mux

a=rtcp-mux-only

a=rtcp-rsize

a=rtpmap: 96 VP8/ 90000

a=rtcp-fb:96 ccmfir

a=rtcp-fb: 96 nack

a=rtcp-fb: 96 nack pl

a=rtpmap: 97 rtx/ 90000

a=fm p: 97 apt =96

HTTP/ 1.1 406 Not Acceptable

Content - Type: application/sdp; valid-until="Wd, 09 Cct 2024 10: 00: 00 Gvur"

Cont ent - Lengt h: 3552

Location: https://whep. exanpl e. com channel /t eeny-tasty-crayon/ 3de3c94a- f cOf - 4659- bcaf - 8bd
ebf 718457

v=0
0=- 2438602337097565327 2 INIP4 127.0.0.1

t=0 0

a=nsi d-semanti c: WVS feedbackvi deonsl abel e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6
a=group: BUNDLE 0 1 2 3

mevi deo 9 RTP/ SAVPF 100 96

c=INIP4 0.0.0.0

a=rt prmap: 100 VP8/ 90000

a=rtpmap: 96 rtx/ 90000

a=fm p: 96 apt =100

a=rtcp:9 INIP4 0.0.0.0

a=extmap: 3 http://ww. webrtc. org/ experinments/rtp-hdrext/abs-send-tine
a=extmap: 4 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid

a=setup: active

a=md: 0

a=sendonl y

a=i ce- ufrag: G Yf XaM3j Hr npF

a=i ce- pwd: VQFGPhTQ / Bnad/ t kec9nilHi

a=fingerprint:sha-256 4C: C3: 25: EO: 29: 75: AF: 01: 53: 94: CD: C4: 6F: 5F: 15: 5E: E3: 1A: 10: AE: 8C: 96: 0
7:5A: 18: AC. 49: 5F: 55: 68: 6C. C5

a=candi dat e: 676201573392 1 udp 142541055 172.234.108. 130 10000 typ host generation O netw
ork-id 1

a=ssrc: 3592962548 cnane: f eedbackvi deocnane

a=ssrc: 3592962548 | abel : f eedbackvi deol abe

a=ssrc: 3592962548 nsl abel : f eedbackvi deonsl| abel

a=ssrc: 3592962548 nsi d: f eedbackvi deonsl abel feedbackvi deol abe

a=rtcp- mux

meappl i cati on 9 UDP/ DTLS/ SCTP webrt c- dat achannel

c=INIP4 0.0.0.0
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a=rtcp:9 INIP4 0.0.0.0

a=setup: active

a=md: 1

a=sendonl y

a=i ce- ufrag: G Yf XaM3j Hr npF

a=i ce- pwd: VQFGPhTQ / Bnad/ t kec9nilHi

a=fingerprint:sha-256 4C: C3: 25: EO0: 29: 75: AF: 01: 53: 94: CD: C4: 6F: 5F: 15: 5E: E3: 1A: 10: AE: 8C: 96: 0
7: 5A: 18: AC: 49: 5F: 55: 68: 6C. C5

a=candi dat e: 676201573392 1 udp 142541055 172.234.108. 130 10000 typ host generation O netw
ork-id 1

a=rtcp- mux

a=sct pmap: 5000 webrtc-dat achannel 262144

mraudi 0 9 RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtpmap: 111 opus/ 48000/ 2

a=fm p: 111 m npti ne=10; usei nbandf ec=1

a=rtcp:9 INIP4 0.0.0.0

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:ssrc-audio-|eve

a=extmap: 3 http://ww. webrtc. org/ experinments/rtp-hdrext/abs-send-tinme

a=extmap: 8 c9: parans:rtp-hdrext:info

a=setup: active

a=m d: 2

a=sendonl y

a=i ce- ufrag: G Yf XaM3j Hr npF

a=i ce- pwd: VQFGPhTQ / Bnad/ t kec9nilHi

a=fingerprint:sha-256 4C: C3: 25: EO: 29: 75: AF: 01: 53: 94: CD: C4: 6F: 5F: 15: 5E: E3: 1A: 10: AE: 8C: 96: 0
7: 5A: 18: AC: 49: 5F: 55: 68: 6C. C5

a=candi dat e: 676201573392 1 udp 142541055 172.234.108. 130 10000 typ host generation O netw
ork-id 1

a=ssrc: 2338673210 cnane: Op6nmzhWw+/ 818i W

a=ssrc: 2338673210 | abel : 2f cad988- 9bc2- 4705- b408- 9aeed41bc3d71

a=ssrc: 2338673210 nsl abel : e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6

a=ssrc: 2338673210 nsi d: e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6 2f cad988- 9bc2- 4705- b408- 9aeed
1lbc3d71

a=rtcp- mux

mevi deo 9 RTP/ SAVPF 100 96

c=IN1P4 0.0.0.0

a=rt pmap: 100 VP8/ 90000

a=rtpmap: 96 rtx/ 90000

a=fnm p: 96 apt =100

a=rtcp:9 INIP4 0.0.0.0

a=rtcp-fb: 100 goog-renb

a=rtcp-fb: 100 nack

a=rtcp-fb: 100 nack pl

a=extmap: 3 http://ww. webrtc. org/ experinments/rtp-hdrext/abs-send-tinme

a=extmap: 4 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid

a=set up: active

a=m d: 3

a=sendonly

a=i ce- ufrag: G Yf XaM3j Hr npF

a=i ce- pwd: VQFGPhTQ / Bnad/ t kec9nilHi

a=fingerprint:sha-256 4C: C3: 25: EO: 29: 75: AF: 01: 53: 94: CD: C4: 6F: 5F: 15: 5E: E3: 1A: 10: AE: 8C: 96: 0
7:5A: 18: AC: 49: 5F: 55: 68: 6C. C5

a=candi dat e: 676201573392 1 udp 142541055 172.234.108. 130 10000 typ host generation O netw
ork-id 1
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a=ssrc: 755359452 cnane: Op6nZhWw+/ 818i W

a=ssrc: 755359452 | abel : dé6bca5d1- b69d- 4d9d- 8b5d-9117707cdb81

a=ssrc: 755359452 nsl abel : e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6

a=ssrc: 755359452 nsi d: e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6 d6bca5dl- b69d- 4d9d- 8b5d-911770
7cdb81

a=ssrc: 280880788 cnane: Op6nmzhWw+/ 818i W

a=ssrc: 280880788 | abel : débca5d1- b69d- 4d9d- 8b5d-9117707cdb81

a=ssrc: 280880788 nsl abel : e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6

a=ssrc: 280880788 nsi d: e6ddf 4a9- b5ed- 4e87- 9ae3- ef 126a9164d6 d6bca5dl- b69d- 4d9d- 8b5d-911770
7cdb81

a=ssrc-group: FI D 755359452 280880788

a=rtcp- mux

PATCH / channel / t eeny-t asty-crayon/ 3de3c94a-f cOf - 4659- bcaf - 8bdebf 718457 HTTP/ 1.1
Host: whep. exanpl e. com

Cont ent - Type: application/sdp

Content - Lengt h: 2410

v=0

0=- 4541478638207698795 2 IN IP4 127.0.0.1

s=-

t=0 0

a=group: BUNDLE 0 1 2 3

a=nsi d-semantic: WS

nmevi deo 56464 RTP/ SAVPF 100 96

c=IN I P4 192.168. 167. 137

a=rtcp:9 INIP4 0.0.0.0

a=candi dat e: 170904481 1 udp 2122129151 192. 168. 167. 137 56464 typ host generation 0 networ
k-id 1 network-cost 10

a=candi dat e: 3499970512 1 udp 2122265343 fd2e: 9c8b: abe4: 2: 838: 1bbe: 9d48: 3ec 53930 typ host
generation 0 network-id 3 network-cost 10

a=candi dat e: 3061500384 1 udp 2122197247 2001: 9b1: 28f e: 9400: 88f b: 57a4: 5888: 153b 62309 typ
host generation O network-id 2 network-cost 10

a=i ce-ufrag: 37nK

a=i ce- pwd: NZH oQX6FHAI +EmA/pgoPZzC

a=i ce-options:trickle

a=fingerprint:sha-256 00:91:87: 75: OD: C7: F6: D4: 65: 4D: 9F: 1D: EF: 52: Al1: 60: 02: 8D: E7: 67: 73: 68: B
9: 78: 12: D9: FD: 3E: 09: F8: BF: 3D

a=set up: passi ve

a=m d: 0

a=extmap: 3 http://ww. webrtc. org/ experinments/rtp-hdrext/abs-send-tine

a=extmap: 4 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid

a=recvonly

a=rtcp- mux

a=rtpmap: 100 VP8/ 90000

a=rtpnmap: 96 rtx/ 90000

a=fnm p: 96 apt =100

meappl i cati on 9 UDP/ DTLS/ SCTP webrt c- dat achannel

c=INIP4 0.0.0.0

a=i ce-ufrag: 37nK

a=i ce- pwd: NZH oQX6FHAl +EmA/pgoPZzC

a=i ce-options:trickle

a=fingerprint:sha-256 00:91:87: 75: OD: C7: F6: D4: 65: 4D: 9F: 1D: EF: 52: Al: 60: 02: 8D: E7: 67: 73: 68: B
9:78: 12: D9: FD: 3E: 09: F8: BF: 3D

a=set up: passi ve
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a=md: 1

a=sct p- port: 5000

mraudi 0 9 RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- ufrag: 37nK

a=i ce- pwd: NZH oQX6FHAI +EmA/pgoPZzC

a=i ce-options:trickle

a=fingerprint:sha-256 00:91:87: 75: OD: C7: F6: D4: 65: 4D: 9F: 1D: EF: 52: Al1: 60: 02: 8D: E7: 67: 73: 68: B
9:78:12: D9: FD: 3E: 09: F8: BF: 3D

a=set up: passi ve

a=m d: 2

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:ssrc-audio-|eve

a=extmap: 3 http://ww. webrtc. org/ experinments/rtp-hdrext/abs-send-time
a=recvonly

a=rtcp- mux

a=rtprmap: 111 opus/ 48000/ 2

a=fm p: 111 m npti ne=10; usei nbandf ec=1

mevi deo 9 RTP/ SAVPF 100 96

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce-ufrag: 37nK

a=i ce- pwd: NZH oQX6FHAl +EmA/pgoPZzC

a=i ce-options:trickle

a=fingerprint:sha-256 00:91:87: 75: OD: C7: F6: D4: 65: 4D: 9F: 1D: EF: 52: Al1: 60: 02: 8D: E7: 67: 73: 68: B
9: 78: 12: D9: FD: 3E: 09: F8: BF: 3D

a=set up: passi ve

a=md: 3

a=extmap: 3 http://ww. webrtc. org/experinents/rtp-hdrext/abs-send-tine
a=extmap: 4 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid

a=recvonly

a=rtcp- mux

a=rtpmap: 100 VP8/ 90000

a=rtcp-fb: 100 goog-renb

a=rtcp-fb: 100 nack

a=rtcp-fb: 100 nack pl

a=rtpmap: 96 rtx/ 90000

a=fm p: 96 apt =100

HTTP/ 1.1 204 No Cont ent

Fi gure 3: Exanpl e where WHEP endpoi nt sends counter-offer
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4.2.8. Session Manhagenent

The WHEP endpoint COULD require a live publishing to be happening in
order to allow a WHEP pl ayers to start viewing a stream In that
case, the WHEP endpoint SHALL return a "409 Conflict" response to the
PCST request issued by the WHEP player with a "Retry-After" header

i ndi cating the nunber of seconds before sending a new request. WHEP
pl ayers MAY periodically try to connect to the WHEP session with
exponenti al backoff period with an initial value of the "Retry-After"”
header value in the "409 Conflict" response.

Once a session is setup, consent freshness as per [RFC7675] SHALL be
used to detect non-graceful disconnection by full |CE inplenentations
and DTLS teardown for session term nation by either side.

4.3. Playback session termnation

To explicitly ternminate a WHEP session, the WHEP pl ayer MJST perform
an HTTP DELETE request to the WHEP session URL returned in the
Location header field of the initial HITP POST. Upon receiving the
HTTP DELETE request, the WHEP session will be renoved and the
resources freed on the nedia server, termnating the | CE and DTLS
sessi ons.

A media server terminating a session MJST follow the procedures in
Section 5.2 of [RFC7/675] for imredi ate revocation of consent.

The WHEP endpoi nts MUST support OPTIONS requests for Cross-Origin
Resource Sharing (CORS) as defined in [FETCH . The "200 OK" response
to any OPTIONS request SHOULD include an "Accept-Post" header with a
medi a type val ue of "application/sdp" as per [WBC. REC- | dp-20150226].

4.4. | CE support

| CE [ RFCB445] is a protocol addressing the conplexities of NAT
traversal, comonly encountered in Internet comunication. NATs

hi nder direct conmunication between devices on different |oca

net wor ks, posing challenges for real-tinme applications. |CE
facilitates seam ess connectivity by enploying techni ques to di scover
and negotiate efficient comunication paths.

Trickle | CE [ RFC8838] optinizes the connectivity process by

incremental ly sharing potential communication paths, reducing
| atency, and facilitating quicker establishnent.
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I CE Restarts are crucial for maintaining connectivity in dynanic
network conditions or disruptions, allow ng devices to re-establish
communi cati on paths w thout conplete renegotiation. This ensures
mnimal latency and reliable real-time conmunication.

Trickle ICE and | CE restart support are RECOMVENDED for both WHEP
sessions and clients.

4.4.1. HITP PATCH request usage

The WHEP pl ayer MAY performtrickle ICE or ICE restarts by sending an
HTTP PATCH request as per [RFC5789] to the WHEP session URL, with a
body containing a SDP fragnment with media type "application/trickle-

i ce-sdpfrag" as specified in [ RFC8840] carrying the relevant |CE
information. |If the HITP PATCH to the WHEP session has a content
type different than "application/trickle-ice-sdpfrag" or the SDP
fragment is nmal forned, the WHEP session MJST reject the HTTP PATCH
with an appropriate 4XX error response.

If the WHEP session supports either Trickle ICE or ICE restarts, but
not both, it MJST return a "422 Unprocessable Content” error response
for the HTTP PATCH requests that are not supported as per

Section 15.5.21 of [RFC9110].

The WHEP pl ayer MAY send overl appi ng HTTP PATCH requests to one WHEP
session. Consequently, as those HTTP PATCH requests nay be received
out - of -order by the WHEP session, if WHEP session supports |ICE
restarts, it MJST generate a unique strong entity-tag identifying the
| CE session as per Section 8.8.3 of [RFC9110], being OPTI ONAL
otherwise. The initial value of the entity-tag identifying the
initial 1CE session MIST be returned in an ETag header field in the
"201 Created" response to the initial POST request to the WHEP
endpoi nt ..

WHEP pl ayers SHOULD NOT use entity-tag validati on when matching a
specific I CE session is not required, such as for exanple when
initiating a DELETE request to ternminate a session. WHEP sessions
MJUST ignore any entity-tag val ue sent by the WHEP pl ayer when | CE
session matching is not required, as in the HITP DELETE request.

M ssing or outdated ETags in the PATCH requests from WHEP pl ayers
will be answered by WHEP sessions as per Section 13.1.1 of [RFC9110]
and Section 3 of [RFC6585], with a "428 Precondition Required"
response for a mssing entity tag, and a "412 Precondition Fail ed"
response for a non-matching entity tag.
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4.4.2. Trickle I CE

Depending on the Trickle I CE support on the WHEP player, the initial
of fer by the WHEP pl ayer MAY be sent after the full ICE gathering is
complete with the full list of |ICE candidates, it MAY only contain

| ocal candi dates as per [RFC8445] or even an enpty list of candi dates
as per [RFC8863]. For the purpose of reducing setup tinmes, when
using Trickle ICE the WHEP pl ayer SHOULD send the SDP offer as soon
as possible, containing either locally gathered | CE candidates or an
enpty |ist of candi dates.

In order to sinplify the protocol, the WHEP sessi on cannot signha
additional |CE candidates to the WHEP pl ayer after the SDP answer has
been sent. The WHEP endpoint SHALL gather all the I|ICE candidates for
the medi a server before responding to the client request and the SDP
answer SHALL contain the full list of |ICE candidates of the nedia
server.

As the WHEP pl ayer needs to know the WHEP session URL associated with
the 1 CE session in order to send a PATCH request containing new | CE
candi dates, it MJST wait and buffer any gathered candi dates until the
"201 Created" HTTP response to the initial POST request is received.
In order to lower the HTTP traffic and processing tine required the
WHEP pl ayer SHOULD send a singl e aggregated HTTP PATCH request with
all the buffered | CE candi dates once the response is received.
Additionally, if I1CE restarts are supported by the WHEP session, the
WHEP pl ayer needs to know the entity-tag associated with the |ICE
session in order to send a PATCH request containing new | CE

candi dates, so it MJST also wait and buffer any gathered candi dates
until it receives the HTTP response with the new entity-tag value to
the last PATCH request performing an I CE restart.

WHEP pl ayers generating the HTTP PATCH body with the SDP fragment and
its subsequent processing by WHEP sessions MJUST follow to the

gui delines defined in Section 4.4 of [RFC38840] with the follow ng
consi derati ons:

* As per [RFC9429], only msections not marked as bundl e-only can
gather |1 CE candi dates, so given that the "max-bundl e" policy is
bei ng used, the SDP fragnent will contain only the offerer-tagged
m | ine of the bundle group.

*  The WHEP pl ayer MAY exclude | CE candi dates fromthe HTTP PATCH
body if they have already been confirmed by the WHEP session with
a successful HTTP response to a previous HITP PATCH request.

WHEP sessions and players that support Trickle | CE MJST nake use of
entity-tags and conditional requests as explained in Section 4.4.1
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When a WHEP session receives a PATCH request that adds new | CE

candi dates without perfornming an ICE restart, it MJST return a "204
No Content" response w thout a body and MJUST NOT include an ETag
header in the response. |f the WHEP sessi on does not support a

candi date transport or is not able to resolve the connection address,
it MUST silently discard the candi date and continue processing the
rest of the request nornally.

PATCH /session/id HITP/ 1.1

Host: whep. exanpl e. com

| f-Match: "xyzzy"

Content - Type: application/trickle-ice-sdpfrag
Content - Length: 576

a=group: BUNDLE 0 1

mraudi o 9 UDP/ TLS/ RTP/ SAVPF 111

a=md: 0

a=i ce- ufrag: EsAw

a=i ce- pwd: P2uYr oOUCOzxj KXaWCBui 1

a=candi dat e: 1387637174 1 udp 2122260223 192.0.2.1 61764 typ host generation 0 ufrag EsAw
network-id 1

a=candi dat e: 3471623853 1 udp 2122194687 198.51.100.2 61765 typ host generation 0 ufrag Es

Aw network-id 2

a=candi dat e: 473322822 1 tcp 1518280447 192.0.2.1 9 typ host tcptype active generation O u

frag EsAw network-id 1

a=candi dat e: 2154773085 1 tcp 1518214911 198.51.100.2 9 typ host tcptype active generation
0 ufrag EsAw network-id 2

a=end- of - candi dat es

HTTP/ 1.1 204 No Content
Figure 4: Exanple of a Trickle ICE request and response

Figure 4 shows an exanple of the Trickle |ICE procedure where the WHEP
pl ayer sends a PATCH request with updated | CE candi date information
and receives a successful response fromthe WHEP session

4.4, 3. | CE Restarts

As defined in [RFC8839], when an ICE restart occurs, a new SDP offer/
answer exchange is triggered. However, as WHEP does not support
renegotiation of non-1CE related SDP information, a WHEP pl ayer wil |
not send a new offer when an | CE restart occurs. |Instead, the WHEP
pl ayer and WHEP session will only exchange the relevant |CE
informati on via an HTTP PATCH request as defined in Section 4.4.1 and
MUST assune that the previously negotiated non-1CE rel ated SDP
information still apply after the ICE restart.

When perfornming an | CE restart, the WHEP pl ayer MJST incl ude the
updated "ice-pwd" and "ice-ufrag" in the SDP fragnent of the HITTP
PATCH request body as well as the new set of gathered |ICE candi dates
as defined in [RFC8840]. Simlar what is defined in Section 4.4.2,
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as per [RFC9429] only msections not marked as bundl e-only can gather
| CE candi dates, so given that the "max-bundle" policy is being used,
the SDP fragment will contain only the offerer-tagged mline of the
bundl e group. A WHEP pl ayer sending a PATCH request for performng

I CE restart MUST contain an "If-Match" header field with a field-

val ue "*" as per Section 13.1.1 of [RFC9110].

[ RFC8840] states that an agent MUST di scard any received requests
containing "ice-pwd" and "ice-ufrag" attributes that do not match
those of the current |ICE Negotiation Session, however, any VWHEP
session receiving an updated "ice-pwd" and "ice-ufrag" attributes
MUST consi der the request as perfornming an ICE restart instead and,
if supported, SHALL return a "200 CK" with an "application/trickle-

i ce-sdpfrag" body containing the new | CE username fragnent and
password and a new set of |CE candidates for the WHEP session. Al so,
the "200 OK" response for a successful ICE restart MJST contain the
new entity-tag corresponding to the new | CE session in an ETag
response header field and MAY contain a new set of |ICE candidates for
the medi a server.

As defined in Section 4.4.1.1.1 of [RFC8839] the set of candi dates
after an I CE restart may include sone, none, or all of the previous
candi dates for that data streamand nmay include a totally new set of
candidates. So after perform ng a successful |ICE restart, both the
VWHEP pl ayer and the WHEP session MUST repl ace the previous set of
renote candi dates with the new set exchanged in the HTTP PATCH
request and response, discarding any renote | CE candi date not present
on the new set. Both the WHEP pl ayer and the WHEP sessi on MJST
ensure that the HTTP PATCH requests and response bodi es include the
same 'ice-options,’ 'ice-pacing,’ and 'ice-lite attributes as those
used in the SDP offer or answer.

If the ICE restart request cannot be satisfied by the WHEP sessi on,
the resource MJUST return an appropriate HITP error code and MJUST NOT
term nate the session i mediately and keep the existing | CE session
The WHEP pl ayer MAY retry performng a new ICE restart or termnate
the session by issuing an HITP DELETE request instead. |n any case,
the session MJST be terminated if the | CE consent expires as a
consequence of the failed ICE restart as per Section 5.1 of

[ RFC7675] .

In case of unstable network conditions, the ICE restart HTTP PATCH
requests and responses night be received out of order. |In order to
mtigate this scenario, when the client perforns an ICE restart, it
MJUST di scard any previous | CE usernane and passwords fragnents and
i gnore any further HTTP PATCH response received froma pending HTTP
PATCH request. WHEP players MJST apply only the ICE infornmation
received in the response to the last sent request. |If there is a
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m smat ch between the I CE informati on at the WHEP pl ayer and at the
WHEP sessi on (because of an out-of-order request), the STUN requests
will contain invalid ICE information and will be dropped by the
receiving side. |If this situation is detected by the WHEP pl ayer, it
MUST send a new I CE restart request to the WHEP sessi on.

PATCH /session/id HTTP/ 1.1

Host: whep. exanpl e. com

I f-Match: "*"

Content - Type: application/trickle-ice-sdpfrag
Content-Length: 82

a=i ce-options:trickle ice2

a=group: BUNDLE 0 1

mraudi o 9 UDP/ TLS/ RTP/ SAVPF 111

a=md: 0

a=i ce- ufrag: ysXw

a=i ce- pwd: vwsLmvHAy/ e6dPP/ zAP9Go5k

a=candi dat e: 1387637174 1 udp 2122260223 192.0.2.1 61764 typ host generation 0 ufrag EsAw
network-id 1

a=candi dat e: 3471623853 1 udp 2122194687 198.51.100.2 61765 typ host generation O ufrag Es

Aw network-id 2

a=candi dat e: 473322822 1 tcp 1518280447 192.0.2.1 9 typ host tcptype active generation 0 u

frag EsAw network-id 1

a=candi dat e: 2154773085 1 tcp 1518214911 198.51.100.2 9 typ host tcptype active generation
0 ufrag EsAw network-id 2

HTTP/ 1.1 200 K

ETag: "abccd"

Content - Type: application/trickle-ice-sdpfrag
Cont ent - Lengt h: 252

a=ice-lite

a=i ce-options:trickle ice2

a=group: BUNDLE 0 1

mrFaudi o 9 UDP/ TLS/ RTP/ SAVPF 111

a=md: 0

a=i ce- ufrag: 289b31b754eaa438

a=i ce- pwd: 0b66f 472495ef Occac7bda653ab6be49eal3114472a5d10a
a=candidate:1 1 udp 2130706431 198.51.100.1 39132 typ host
a=end- of - candi dat es

Figure 5: Example of an ICE restart request and response

Figure 5 denmonstrates a Trickle I CE restart procedure exanple. The
WHEP pl ayer sends a PATCH request containing updated | CE infornmation,
including a new ufrag and password, along with newly gathered | CE
candi dates. In response, the WHEP session provides |ICE infornation
for the session after the ICE restart, including the updated ufrag
and password, as well as the previous | CE candidate.

Murillo, et al. Expires 19 February 2026 [ Page 22]



I nternet-Draft whep August 2025

4.5. WebRTC constraints

To sinplify the inplenmentation of WHEP in both players and nedi a
servers, WHEP introduces specific restrictions on WbRTC usage. The
foll owi ng subsections will explain these restrictions in detail:

4.5.1. SDP Bundl e

Both the WHEP pl ayer and the WHEP endpoi nt SHALL support [ RFC9143]
and use "nax-bundl e" policy as defined in [ RFC9429]. The WHEP pl ayer
and the nmedia server MJST support multiplexed nmedia associated with
the BUNDLE group as per Section 9 of [RFC9143]. |In addition, per

[ RFC9143] the WHEP pl ayer and nedi a server SHALL use RTP/ RTCP

mul ti pl exi ng [ RFC8858] for all bundled media. |In order to reduce the
network resources required at the media server, both the WHEP pl ayer
and WHEP endpoi nts MUST include the "rtcp-nmux-only" attribute in each
bundl ed "n¥" sections as per Section 3 of [RFC8858].

4.5.2. Single MediaStream

WHEP only supports a single Medi aStream as defined in [ RFC8830] and
therefore all "m" sections MJST contain an "nsid" attribute with the
sane val ue. The Medi aStream MJST contain at | east one

Medi aStreanTrack of any media kind and it MJST NOT have two or nore
than Medi aStreaniracks for the same nmedia (audi o or video).

4.5.3. Trickle ICE and ICE restarts

The nedi a server SHOULD support full ICE, unless it is connected to
the Internet with an I P address that is accessible by each VWHEP

pl ayer that is authorized to use it, in which case it MAY support
only ICE lite. The WHEP pl ayer MJUST inpl enment and use full |CE

Trickle ICE and ICE restarts support is OPTIONAL for both the WHEP
pl ayers and nedia servers as explained in Section 4.4.

4.6. Load bal ancing and redirections
WHEP endpoi nts and nedi a servers m ght not be col ocated on the sane

server, so it is possible to |oad balance i ncom ng requests to
different nedia servers

Murillo, et al. Expires 19 February 2026 [ Page 23]



I nternet-Draft whep August 2025

WHEP pl ayers SHALL support HITP redirections as per Section 15.4 of

[ RFC9110]. In order to avoid POST requests to be redirected as CGET
requests, status codes 301 and 302 MJUST NOT be used and the preferred
met hod for performng load balancing is via the "307 Tenporary

Redi rect" response status code as described in Section 15.4.8 of

[ RFC9110]. Redirections are not required to be supported for the
PATCH and DELETE requests.

In case of high | oad, the WHEP endpoints MAY return a "503 Service
Unavai |l abl e" response indicating that the server is currently unable
to handl e the request due to a tenporary overload or schedul ed

mai nt enance as described in Section 15.6.4 of [RFC9110], which wll
likely be alleviated after sonme delay. The WHEP endpoi nt mi ght send
a Retry-After header field indicating the mininumtime that the user
agent ought to wait before naking a follow up request as described in
Section 10.2.3 of [RFC9110].

4.7. STUN TURN server configuration

The WHEP Endpoi nt MAY return STUN TURN server configuration URLs and
credentials usable by the client in the "201 Created" response to the
HTTP PCST request to the WHEP Endpoi nt URL.

Each STUN TURN server will be returned using the "Link" header field
[ RFC8288] with a "rel" attribute value of "ice-server" as specified
in [I-D.draft-ietf-w sh-whip]

It mght be also possible to configure the STUV TURN server URLs with
|l ong-termcredentials provided by either the broadcasting service or
an external TURN provider on the WHEP pl ayer, overriding the val ues
provi ded by the WHEP Endpoi nt.

4.8. Authentication and authorization

Al'l VWHEP endpoi nts, sessions and clients MJST support HTTP

Aut hentication as per Section 11 of [RFC9110] and in order to ensure
interoperability, bearer token authentication as defined in the next
section MJST be supported by all WHEP entities. However this does
not preclude the support of additional HITP authentication schemes as
defined in Section 11.6 of [RFC9110].
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4.8.1. Bearer token authentication

WHEP endpoi nts and sessions MAY require the HTTP request to be

aut henti cated using an HTTP Aut horization header field with a Bearer
token as specified in Section 2.1 of [ RFC6750]. WHEP pl ayers MJST

i npl ement this authentication and authori zati on mechani sm and send
the HTTP Aut horization header field in all HITP requests sent to
either the WHEP endpoi nt or session except the preflight OPTIONS
requests for CORS

The nature, syntax, and semantics of the bearer token, as well as how
to distribute it to the client, is outside the scope of this

docunent. Some exanpl es of the kind of tokens that could be used
are, but are not limted to, JW tokens as per [RFC6750] and

[ RFC8725] or a shared secret stored on a database. The tokens are
typically made available to the end user al ongside the WHEP endpoi nt
URL and configured on the WHEP pl ayers.

VWHEP endpoi nts and sessions could performthe authentication and

aut hori zati on by encoding an authentication token within the URLs for
the WHEP endpoi nts or sessions instead. |In case the WHEP pl ayer is
not configured to use a bearer token, the HITP Authorization header
field MUST NOT be sent in any request.

4.9. Protocol extensions

In order to support future extensions to be defined for the WHEP
protocol, a comopn procedure for registering and announci ng the new
extensions is defined.

Pr ot ocol extensions supported by the WHEP server MJUST be adverti sed
to the WHEP pl ayer in the "201 Created" response to the initial HITP
POST request sent to the WHEP Endpoint. The WHEP Endpoi nt MJST
return one "Link" header field for each extension that it supports,
with the extension "rel" attribute value containing the extension URN
and the URL for the HTTP resource that will be available for
receiving requests related to that extension.

Prot ocol extensions are optional for both WHEP pl ayers and VWHEP
Endpoi nts and sessions. WHEP players MJST ignore any Link attribute
with an unknown "rel" attribute value and WHEP Endpoi nts and sessi ons
MUST NOT require the usage of any of the extensions.

Each protocol extension MJST register a unique "rel" attribute val ue

at | ANA starting with the prefix: "urn:ietf:parans: whep: ext" as
specified in Section 6. 2.
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For exanple, considering a potential extension of server-to-client
communi cati on using server-sent events as specified in

https://htm . spec. what wg. org/ nul ti page/ server-sent -

events. html #server-sent-events, the URL for connecting to the server-
sent event resource for the ingested streamcould be returned in the
initial HTTP "201 Created" response with a "Link" header field and a
"rel" attribute of "urn:ietf:parans: whep: ext: exanpl e: server-sent -
events" (this docunment does not specify such an extension, and uses
it only as an exanple).

In this theoretical case, the "201 Created" response to the HTTP POST
request would | ook like:

HTTP/ 1.1 201 Created
Cont ent - Type: application/sdp
Location: https://whep. exanpl e.com session/id
Li nk: <https://whep. exanpl e. com sessi on/i d/ sse>;
rel ="urn:ietf: parans: whep: ext: exanpl e: server-sent -event s"

Figure 6: Exanple of a WHEP protocol extension

Figure 6 shows an exanpl e of a WHEP protocol extension supported by
the WHEP session, as indicated in the Link header of the 201 Created
response.

5. Security Considerations
Thi s docunent specifies a new protocol on top of HITP and WebRTC,
thus, security protocols and considerations fromrelated
specifications apply to the WHEP speci fication. These include:

* \WebRTC security considerations: [RFC8826]. HITPS SHALL be used in
order to preserve the WbRTC security nodel

* Transport Layer Security (TLS): [RFC8446] and [ RFC9147].

* HITP security: Section 11 of [RFC9112] and Section 17 of
[ RFCO110] .

* URlI security: Section 7 of [RFC3986].

On top of that, the WHEP protocol exposes a thin new attack surface
specific of the REST APl nethods used within it:

* HITP POST fl oodi ng and resource exhaustion: It would be possible
for an attacker in possession of authentication credentials valid
for watching a WHEP streamto nmake multiple HTTP PCST to the WHEP
endpoint. This will force the WHEP endpoint to process the
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incom ng SDP and allocate resources for being able to setup the
DTLS/ I CE connection. Wiile the malicious client does not need to
initiate the DILS/ICE connection at all, the WHEP session w ||
have to wait for the DTLS/ICE connection tineout in order to

rel ease the associated resources. |f the connection rate is high
enough, this could |lead to resource exhaustion on the servers
handling the requests and it will not be able to process
legitimate incom ng ingests. In order to prevent this scenario,
WHEP endpoi nts SHOULD i npl ement a rate limt and aval anche contro
mechani sm for incomng initial HITP PCST requests.

* |Insecure direct object references (I DOR) on the WHEP session
|l ocations: If the URLs returned by the WHEP endpoint for the WHEP
sessions |location are easy to guess, it would be possible for an
attacker to send nultiple HITP DELETE requests and terninate all
the WHEP sessions currently running. |In order to prevent this
scenari o, WHEP endpoi nts SHOULD generate URLs with enough
randommess, using a cryptographically secure pseudorandom numnber
generator follow ng the best practices in Randommess Requirements
for Security [RFC4086], and inplenment a rate Iimt and aval anche
control mechani smfor HITP DELETE requests. The security
considerations for Universally Unique IDentifier (UU D) [RFC9562],
Section 6 are applicable for generating the WHEP sessi ons | ocation
URL.

* HITP PATCH flooding: Simlar to the HITP POST flooding, a
mal i cious client could also create a resource exhaustion by
sending multiple HITP PATCH request to the WHEP sessi on, although
the WHEP sessions can Iimt the inpact by not allocating new | CE
candi dates and reusing the existing | CE candi dates when doing | CE
restarts. In order to prevent this scenario, WHEP endpoints
SHOULD i mpl enent a rate limt and aval anche control mnechani sm for
i ncom ng HTTP PATCH requests.

6. | ANA Consi derations

This specification adds a registry for URN sub-namespaces for WHEP
pr ot ocol extensions.

6.1. Registration of WHEP URN Sub- nanespace and WHEP regi stries
I ANA is asked to add an entry to the "I ETF URN Sub- namespace for
Regi stered Protocol Parameter ldentifiers" registry and create a sub-

nanespace for the Regi stered Paraneter ldentifier as per [RFC3553]:
"urn:ietf:parans: whep".
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To manage this sub-nanmespace, | ANA is asked to create the "WbRTC
HTTP egress protocol (WHEP) URNs" and "WebRTC-HTTP egress protocol
(WHEP) extension URNs".

6.1.1. WebRTC-HTTP egress protocol (WHEP) URNs registry
The "WebRTC- HTTP egress protocol (WHEP) URNs" registry is used to
manage entries within the "urn:ietf:parans: whep" nanespace. The
registry descriptions is as foll ows:
* Registry group: WbRTC-HTTP egress protocol (WHEP)
* Registry nanme: WebRTC HTTP egress protocol (WHEP) URNs
* Specification: this docunent (RFC TBD)

* Registration procedure: Specification Required

* Field nanes: URI, description, change controller, reference and
| ANA registry reference

The registry contains a single initial val ue:

* URI: urn:ietf:parans: whep: ext

* Description: WbRTC HTTP egress protocol (WHEP) extension URNs
* Change Controller: |ETF

* Reference: this docunent (RFC TBD) Section Section 6.1.2

* |1 ANA registry reference: WbRTC HTTP egress protocol (WHEP)
extension URNs registry.

6.1.2. WebRTC-HTTP egress protocol (WHEP) extension URNs registry
The "WebRTC-HTTP egress protocol (WHEP) Extension URNs" is used to
manage entries within the "urn:ietf:paranms: whep: ext" nanmespace. The
registry descriptions is as foll ows:
* Registry group: WbRTC-HTTP egress protocol (WHEP)
* Registry name: WebRTC-HTTP egress protocol (WHEP) Extension URNs
* Specification: this docunent (RFC TBD)

* Registration procedure: Specification Required
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* Field nanes: URI, description, change controller, reference and
| ANA registry reference
6.2. URN Sub-nanespace for WHEP
WHEP endpoint utilizes URNs to identify the supported WHEP protoco
extensions on the "rel" attribute of the Link header as defined in

Section 4.9.

This section creates and registers an | ETF URN Sub- nanespace for use
in the WHEP specifications and future extensions.

6.2.1. Specification Tenpl ate
Namespace | D:
* The Nanespace | D "whep" has been assi gned.
Regi stration | nfornmation:
* Version: 1
* Date: TBD
Decl ared regi strant of the namespace:
* Registering organi zation: The Internet Engi neering Task Force.

* Designated contact: A designated expert will nonitor the WHEP
public mailing list, "wish@etf.org".

Decl aration of Syntactic Structure:

* The Nanespace Specific String (NSS) of all URNs that use the
"whep" Nanespace |ID shall have the follow ng structure:
urn:ietf:parans: whep: {type}: {nane}:{other}.

* The keywords have the foll ow ng nmeaning:

- type: The entity type. This specification only defines the
"ext" type.

- name: Arequired ASCII string that conforms to the URN syntax
requirenents (see [RFC8141]) and defines a major namespace of a
WHEP protocol extension. The value MAY al so be an industry
nane or organi zati on nane.
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- other: Any ASCI| string that conforns to the URN syntax
requirenents (see [RFC8141]) and defines the sub-nanespace
(whi ch MAY be further broken down in namespaces delimted by
col ons) as needed to uniquely identify an WHEP protoco
ext ensi on.

Rel evant Ancillary Docunentation
*  None
Identifier Uniqueness Considerations:

* The designated contact shall be responsible for review ng and
enf or ci ng uni queness.

Identifier Persistence Considerations:

*  Once a nane has been allocated, it MJST NOT be reallocated for a
di fferent purpose.

* The rules provided for assignnents of values within a sub-
nanespace MJST be constructed so that the neanings of val ues
cannot change.

* This registration nechanismis not appropriate for naming val ues
whose neani ngs may change over time.

Process of ldentifier Assignnent:

*  Nanmespace with type "ext" (e.g., "urn:ietf:parans: whep:ext") is
reserved for | ETF-approved WHEP specifications.

Process of ldentifier Resolution:
*  None specified.
Rul es for Lexical Equival ence:

* No special considerations; the rules for |exical equival ence
specified in [ RFC8141] apply.

Conf ormance with URN Synt ax:
* No special considerations.
Val i dati on Mechani sm

*  None specified.
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Scope:
* d obal
6.3. Registering WHEP Prot ocol Extensions URNs

This section defines the process for registering new WHEP protoco
extensions URNs with ANA in the "WbRTC HTTP egress protocol (WHEP)
ext ensi on URNs" registry (see Section 6.2).

A VWHEP Protocol Extension URNs is used as a value in the "rel"
attribute of the Link header as defined in Section 4.9 for the

pur pose of signaling the WHEP protocol extensions supported by the
WHEP endpoi nt s.

VWHEP Protocol Extensions URNs have an "ext" type as defined in
Section 6. 2.

6.3.1. Registration Procedure

The | ETF has created a mailing list, "wish@etf.org", which can be
used for public discussion of WHEP protocol extensions proposals
prior to registration. Use of the mailing list is strongly
encouraged. The | ESG has appoi nted a desi ghated expert as per

[ RFC8126] who will monitor the wish@etf.org mailing Iist and review
regi strations.

Regi stration of new "ext" type URNs (in the nanespace
"urn:ietf:parans: whep: ext") belonging to a WHEP Prot ocol Extension
MUST be docunented in a permanent and readily avail able public
specification, in sufficient detail so that interoperability between
i ndependent inplenentations is possible and reviewed by the

desi gnated expert as per Section 4.6 of [RFC8126]. An Standards
Track RFC is REQUI RED for the registration of new val ue data types
that nodify existing properties. An Standards Track RFC is al so
REQUI RED for registration of WHEP Protocol Extensions URNs that
modi fy WHEP Prot ocol Extensions previously docunmented in an existing
RFC.

The registration procedure begins when a conpleted registration
tenpl ate, defined in the sections below, is sent to iana@ana.org
Deci si ons nmade by the designated expert can be appealed to an
Applications and Real Tine (ART) Area Director, then to the | ESG
The normal appeal s procedure described in [BCP9] is to be foll owed.

Once the registration procedure concludes successfully, | ANA creates

or nodifies the corresponding record in the WHEP Protocol Extension
registry
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An RFC specifying one or nore new WHEP Prot ocol Extension URNs MJST
include the conpleted registration tenpl ates, which MAY be expanded
with additional information. These completed tenplates are intended
to go in the body of the docunent, not in the | ANA Consi derations
section. The RFC MJST include the syntax and senantics of any
extension-specific attributes that nay be provided in a Link header
field advertising the extension.

6.3.2. Cuidance for Designated Experts

The Desi gnated Expert (DE) is expected to ascertain the existence of
sui tabl e docunentation (a specification) as described in [ RFC8126]
and to verify that the document is pernmanently and publicly
avail abl e.

The DE is al so expected to check the clarity of purpose and use of
the requested registration.

Additionally, the DE nust verify that any request for one of these
regi strati ons has been nade available for review and comrent by
posting the request to the WDbRTC I ngest Signaling over HTTPS (w sh)
Working Goup nmailing |ist.

Speci fications should be docunented in an Internet-Draft. Lastly,
the DE nust ensure that any other request for a code point does not
conflict with work that is active in or already published by the
| ETF.

6.3.3. WHEP Protocol Extension Registration Tenplate

A VWHEP Protocol Extension URNs is defined by conpleting the follow ng
tenpl at e:

* URN:. A unique URN for the WHEP Protocol Extension.

* Reference: A formal reference to the publicly avail able
speci fication

* Description: A brief description of the function of the extension,
in a short paragraph or two

* Contact information: Contact information for the organization or
person naking the registration
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