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Abst ract

The W MSE architecture defines authentication and authorization for
software workl oads in a variety of runtine environnents, from basic
depl oynents to conplex multi-service, nmulti-cloud, nulti-tenant
systens. This docunent specifies the Workl oad Proof Token (WPT), a
mechani sm for workl oads to prove possession of the private key
associ ated with a Wrkload lIdentity Token (WT). The WPT is a signed
JWI that binds the workload’ s authentication to a specific HITP
request, providing application-Ievel proof of possession for

wor k|l oad-t o-wor kl oad comuni cation. This specification is designed
to work alongside the WT credential format defined in draft-ietf-
wi mse- wor kl oad- creds and can be conbined with other WMSE protocols
in multi-hop call chains.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
wi mse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nse-
wpt.html. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-w nmse-wpt/.

Di scussi on of this docunent takes place on the Wirkload ldentity in
Mul ti System Environnments Working Group nmailing |ist
(mailto:winse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-w nse/draft-ietf-w nmse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. I nt roduction

Thi s docunent defines the Wrkload Proof Token (WPT), a sinple,
prot ocol -i ndependent mnechani sm for proving possession of the private
key associated with a Wrkload Identity Token (WT). The WT,

defined in [I-D.ietf-w nmse-workl oad-creds], is a credential that
binds a public key to a workload identity and is designed to require
proof of possession - it nust not be used as a bearer token. The WPT

provi des that proof of possession. The WPT's prinary design goal is
sinplicity: it is a signed JW that denobnstrates control of the
private key corresponding to the public key in the WT. By requiring
this cryptographic proof, the WPT significantly reduces the risk of
credential theft and replay attacks conpared to bearer token
approaches. The WPT is protocol -agnostic by design. Wile this
specification provides detail ed gui dance for HTTP-based usage
(including the Wrkl oad- Proof - Token HTTP header field), the core WPT
format is fundanmentally a signed JWI that can be adapted to other
protocol s includi ng asynchronous nessagi ng systens, event-driven
architectures, and future transport mechani snms. The JW-based
structure allows for protocol -specific extensions through additiona
clains while maintaining core interoperability.

Key characteristics of the WPT incl ude:

Proof of Possession: Denonstrates control of the WT' s associ at ed
private key through a digital signature. Context Binding: Binds the
proof to specific message context through clains such as audi ence
(aud) and WT hash (wth). Qher tokens in the nmessage can al so be
bound (e.g., QAuth access tokens, transaction tokens) to provide

uni fied proof across different authorization contexts. Short-Lived:
Typically valid for mnutes or seconds, limting replay attack

wi ndows. Protocol Independent: Core format is not tied to any
specific transport protocol
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This specification is part of the WMSE protocol suite, which

i ncludes credential formats defined in

[1-D.ietf-w nmse-workl oad-creds] and follows the architectural
principles in[I-D.ietf-winse-arch]. The WPT provides application-

| evel proof of possession particularly suited for environments where
transport-level solutions are insufficient or where comunication
patterns span multiple protocols. This docunent defines the WPT JWI
format, its HITP usage, validation requirenents, and security

consi derations. Qut of scope are the WT credential format itself
(covered in [I-D.ietf-w nse-workl oad-creds]), policy enforcenment and
aut hori zation, credential issuance and |ifecycle nmanagenent, detail ed
bi ndi ngs for non-HTTP protocols (to be addressed in future
specifications), and alternative proof-of-possessi on nechani sns such
as HTTP Message Signhatures.

2. Workl oad Proof Token

The Workl oad Proof Token (WPT) is a JW that provides proof of
possession of the private key associated with a Wrkload Identity
Token (WT). The Wrkload Identity Token is sent in the request as
described in [I-D.ietf-w nse-workl oad-creds]. The WPT is sent in the
Wor k|l oad- Pr oof - Token header field of the request. The ABNF [ RFC5234]
syntax of the Wbrkl oad- Proof - Token header field is shown in Figure 1

bel ow.

ALPHA = 9%41-5A /| %61-7A ; A-Z /| a-z

DGAT = %30-39 ; 0-9

base64url = 1*(ALPHA / DT/ "-" [ " ")
JWI' = base64ur!l "." base64url "." base64url
WT = JIW

Fi gure 1: Workl oad- Proof - Token Header Field ABNF
A WPT MUST contain the foll ow ng:
* in the JOSE header:

- alg: Anidentifier for an appropriate JW5 asymretric digital
signature algorithm corresponding to the confirmation key in
the associated WT. The value MJUST match the al g val ue of the
jwk in the cnf claimof the WT. See
[1-D.ietf-w nse-workl oad-creds] for valid val ues and
restrictions.

- typ: the WPT is explicitly typed, as recommended in
Section 3.11 of [RFC8725], using the application/wpt+wt nedia

t ype.
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*

Canpbel

in the JW cl ai ns:

aud: The audi ence SHOULD contain the HITP target URI

(Section 7.1 of [RFC9110]) of the request to which the WPT is
attached, w thout query or fragnent parts. However, there may
be sonme nornalization, rewiting or other process that requires
the audi ence to be set to a depl oynent-specific val ue.

exp: The expiration tine of the WPT (as defined in
Section 4.1.4 of [RFC7519]). WPT lifetinmes MJIST be short,
e.g., on the order of ninutes or seconds.

jti: Aunique identifier for the WPT. The val ue MJST be
assigned such that there is a negligible probability that the
same value will be assigned to any other WPT. Such uni queness
can be acconplished by encodi ng (base64url or any other

sui tabl e encoding) 128 bits of pseudorandom dat a.

wt h: Hash of the Workload ldentity Token, defined in
[1-D.ietf-w mse-workl oad-creds]. The value is the base64url
encodi ng of the SHA-256 hash of the ASCII encoding of the WT' s
val ue.

ath: Hash of the OQAuth access token, if present in the request,
whi ch might convey end-user identity and/or authorization
context of the request. The value, as per Section 4.1 of

[ RFC9449], is the base64url encoding of the SHA-256 hash of the
ASCI | encoding of the access token’s val ue.

tth: Hash of the Txn-Token [I-D.ietf-oauth-transaction-tokens],
if present in the request, which m ght convey end-user identity
and/ or authorization context of the request. The value MJST be
the result of a base64url encoding (as defined in Section 2 of

[ RFC7515]) of the SHA-256 hash of the ASCI| encoding of the
associ ated token’ s val ue.
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- oth: Hash(es) of other token(s) in the request that convey end-
user identity and/or authorization context of the request. The
value is a JSON object with a key-value pair for each such
token. For each, in the absence of an application profile
specifying details, the key corresponds to the header field
name containing the token, and the value is the base64url
encodi ng of the SHA-256 hash of the ASCI| bytes of the header
field value with any |leading or trailing spaces renoved. The
header field nane MJUST be normalized by converting it to al
| oner case. Header fields occurring nultiple times in the
request are not supported by default. An application profile
may specify different behavior for a key, such as using a
di fferent hash algorithmor nmeans of |ocating the token in the
request.

To clarify: the ath, tth and oth clains are each mandatory if the
respective tokens are included in the request.

The rul es for using non-standard clainms in WPTs are docunented in
Section 2.3.

An exanple WPT m ght | ook |ike the foll ow ng:
=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

eyJhbCci O JFZERTQSI sl nR5¢Cl 61 ndwdCt qd3Q f Q eyJhdGgi O JDTDR3amzwuml OzZ\
i 1i ZF1 JYI | Mol Y5ZDVy TUFSR3dLWJUx MHAVA3pDM3pJ1 i wi YXVKI j oi aHROCcHVBLY 93b\
3Jr b&AhzCol eGFt cGxI LiNvbSOwWYXRol i wi ZXhwi j oxNz QLNTEWVDE2LCIqdGki O Jf X\
2J3YzRFUOMz YWN MkxUQz Et X3gi LCI3dGgi G JBYVI VZk Mz NEQ ZGky RnhRTHBp SUp KN
INnOFZaNnB84TONKkd1NnmOUl UbOxnl n0. Pl 7d9Ac YhLoEgPgbJvceML32] kBKNMLNXU- 5hZ\
Uz VTl yj 2dRJaTLFs6e5NYv5gg6Agqc V7 Nvk YOwf gMgWas Wz CA

Figure 2: Exanpl e Workl oad Proof Token (WPT)

The decoded JOSE header of the WPT fromthe exanpl e above is shown
her e:

{
"al g": "EdDSA",
"typ": "wpt+jw"
Fi gure 3: Exampl e WPT JOSE Header

The decoded JWI clains of the WPT fromthe exanpl e above are shown
her e:
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{
"ath": "CLAw f pRm\f - bdYl bYLnV9d5r MARGAKYELOWUWz C0j | ",
"aud": "https://workl oad. exanpl e. coni pat h",
"exp": 1745510016,
"fti": " bwed4ESC3acc2LTCl- _x",
"wth": "AaYUf C34D1di 2FxQpi | JJ7Sg8VZ6080Cdwsf 91 ToLg"
}

Figure 4: Exanple WPT O ai ns

An exanpl e of an HTTP request with both the WT and WPT from pri or
exanpl es is shown bel ow

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

POST /path HTTP/ 1.1

Host: wor kl oad. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer 16_mAdOG waZokU26_ 0902100

Wor kl oad- 1 dentity-Token: eyJhbGci O JFUzI 1Ni | sl mt pZCl 61 kplbnJgNSI sl nR\
5c¢Cl 61 ndpdCt qd3Q f Q eyJj bn¥i Onsi andr | j p7l nFsZyl 61 kVKRFNBI i wi Y3J2I j oi \
RWQyNTUxOSI sl nt 0eSl 61 k9LUCI sl ngi G | xQLhYdnZs Tl 9MVI Zz SXNZWHNVAK | wivDpt \
bEJXZUNI c VFWIVO1QOY5MmInl n19LCIl eHAI G E3NDULMTI 1MTAs| mi hdCl 6 MI'c ONTUW
ODkxMowi anRpl j oi eC1f MUNUTDJj Y2Ez QLNFNGN3YI 9sliwi c3Vi | j oi d2I t c2U6Ly9l \
eCGFt cGxl Lm\vbS9zcGVj aWzZpYy13b3Jr bGBhZCJ9. 6Kr aSQUxWII 9dxFQBFj 6dPYO0Vi 8\
8OkwFwWZpAl ChLeq6AbXANLLQyOp8U9UDGE BuYF3Ki Nv60KQD1ZWAZr MZQIw

Wor kI oad- Pr oof - Token: eyJhbGci O JFZERTQSI sl nR5¢Cl 61 ndwdCt qd3Q f Q eyJ\
hdGgi G JDTDR3amzwuniLQzi 1i ZFI JYI | Mol Y5ZDVy TUFSR3dLWJUx MHAVA3pDMGpJ | i wA
i YXVKI j oi aHROCHMBLY93b3Jr b&hZC51 eGFt ¢ Gxl LmNvbSOWYXRol i wi ZXhwl j oxNz Q
INTEWMVDE2LCIqdCki O Jf X2J3YzRFUOMz YWN MkxUQz Et X3gi LCI3dCGgi G JBYMI VZKM
ZNEQxZGky RnhRTHBp SUpKN1NNnOFZaNnB84 TONkd 1NmOUl UbOxnl n0. Pl 7d9Ac YhLoEgPg\
bJvcML32] KBKNMLNXU- 5hzUz VTl yj 2dRJaTLFs6e5NYv5gg6AqcV7Nvk YO gMgVasWQ
zCA

{"do stuff":"please"}
Figure 5: Exanple HTTP Request with WT and WPT

To validate the WPT in the request, the recipient MIST ensure the
fol | owi ng:

* There is exactly one Workl oad- Proof - Token header field in the
request .

*  The Workl oad- Proof - Token header field value is a single and well -
formed JWI.
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* The signature algorithmin the al g JOSE header string-equa
mat ches the alg attribute of the jwk in the cnf claimof the WT.

* The WPT signature is valid using the public key fromthe
confirmation claimof the WT.

* The typ JOSE header paraneter of the WPT conveys a nedia type of
wpt +j wt .

* The aud claimof the WPT matches the target URI, or an acceptable
alias or normalization thereof, of the HTTP request in which the
WPT was received, ignoring any query and fragnent parts.

* The exp claimis present and conveys a time that has not passed.
WPTs with an expiration tinme unreasonably far in the future SHOULD
be rejected.

* The wth claimis present and matches the hash of the token val ue
conveyed in the Wrkl oad-Identity-Token header

* |t is RECOWENDED to check that the value of the jti claimhas not
been used before in the time wi ndow in which the respective WPT
woul d be considered valid.

* |f presented in conjunction with an QAuth access token, the val ue
of the ath claimmtches the hash of that token s val ue.

* |f presented in conjunction with a Txn-Token, the value of the tth
claim matches the hash of that token's val ue.

* |f presented in conjunction with a token conveyi ng end-user
identity or authorization context, the value of the oth claim
mat ches the hash of that token’ s val ue.

* |f the oth claimis present, verify the hashes of all tokens
listed in the oth claimper the default behavior defined in
Section 2 or as specified by an application specific profile. |If
the oth claimcontains entries that are not understood by the
reci pient, the WPT MJUST be rejected. Conversely, additiona
t okens not covered by the oth claim MJST NOT be used by the
reci pient to nmake authorization decisions.
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2.1. FError Conditions

Errors may occur during the processing of the WPT. If the signature
verification fails for any reason, such as an invalid signature, an
expired validity tine window, or a nal formed data structure, an error
is returned. Typically, this will be in response to an APl call, so
an HTTP status code such as 400 (Bad Request) is appropriate. This
response could include nore details as per [RFC9457], such as an

i ndi cator that the wong key material or algorithmwas used. The use
of HTTP status code 401 is NOT RECOVMENDED for this purpose because
it requires a WWV Aut henticate with acceptable http auth nmechani sns
in the error response and an associ ated Authorization header in the
subsequent request. The use of these headers for the WT or WPT is
not conpatible with this specification

2.2. Coexistence with JWI Bearer Tokens

The WT and WPT define new HTTP headers. They can therefore be
presented al ong with existing headers used for JW bearer tokens.
This property allows for transition from nmechani snms using identity

t okens based on bearer JWs to proof of possession based WTs. A
wor kl oad may i nplenment a policy that accepts both bearer tokens and
WTs during a transition period. This policy nmay be configurable
per-caller to allow the workload to reject bearer tokens fromcallers
that support WTs. Once a deploynment fully supports WTs, then the
use of bearer tokens for identity can be disabled through policy.

I mpl enent ati ons shoul d be careful when inplenenting such a transition
strategy, since the decision which token to prefer is nade when the
caller’s identity has still not been authenticated, and needs to be
reval idated foll owi ng the authentication step

The WT can al so coexist with tokens used to establish security
context, such as transaction tokens
[I-D.ietf-oauth-transaction-tokens]. |In this case a workload s

aut hori zation policy may take into account both the sending

workl oad’ s identity and the information in the context token. For
exanple, the identity in the WT may be used to establish which API
calls can be made and information in the context token may be used to
det erm ne which specific resources can be accessed.

2.3. Including Additional d ains
The WPT contains JSON structures and therefore can be trivially
ext ended by addi ng nore cl ai ns beyond those defined in the current

specification. This, however, could result in interoperability
i ssues, which the follow ng rules are addressing.
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* To ensure interoperability in WNMSE environnments, the use of
Private claimnanes (Sec. 4.3 of [RFC7519]) is NOTI' RECOVMENDED.

* |In closed environnments, deployers MAY freely add clains to the
WPT. Such cl ains SHOULD be col lision-resistant, such as
exanpl e. coni nycl ai m

* A recipient that does not understand such clainms MJST ignore them
as per Sec. 4 of [RFC7519].

* Qutside of closed environments, new clains MJST be registered with
I ANA [| ANA. JWI. CLAI M5] before they can be used.

3. Security Considerations
3.1. Wirkload ldentity Token and Proof of Possession

The Workl oad Identity Token (WT) is bound to a secret cryptographic
key and is always presented with a proof of possession as described
in [I-D.ietf-w nse-workload-creds]. The WT is a general purpose
token that can be presented in nmultiple contexts. The WT and WPT
are only used in the application-level options, and both are not used
in MILS. The WT MJST NOT be used as a bearer token. Wile this
hel ps reduce the sensitivity of the token it is still possible that a
token and its proof of possession may be captured and replayed within
the PoP's lifetine. The following are some mitigations for the
capture and reuse of the proof of possession (PoP):

* Preventing Eavesdropping and Interception with TLS

An attacker observing or intercepting the comunication channel can
view the token and its proof of possession and attenpt to replay it
to gain an advantage. |In order to prevent this the token and proof
of possessi on MUST be sent over a secure, server authenticated TLS
connection unless a secure channel is provided by sone other

mechani sms.  Host name validation MIST be performed by the client.

* Limting Proof of Possession Lifespan

The proof of possession MJST be tine limted. A PoP should only be
valid over the time necessary for it to be successfully used for the
purpose it is needed. This will typically be on the order of

m nutes. PoPs received outside their validity tine MJST be rejected.

* Limting Proof of Possession Scope
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3.

2

In order to reduce the risk of theft and replay the PoP should have a
limted scope. For exanple, a PoP may be targeted for use with a
speci fic workl oad and even a specific transaction to reduce the

i mpact of a stolen PoP. In sone cases a workload may wi sh to reuse a
PoP for a period of tinme or have it accepted by multiple target
wor kl oads. A careful analysis is warranted to understand the inpacts
to the systemif a PoP is disclosed allowing it to be presented by an
attacker along with a captured WT.

* Replay Protection

A proof of possession includes the jti claimthat uniquely identifies
it. This claim SHOULD be used by the receiver to performbasic
replay protection, within the scope of a particular sender, against
tokens it has already seen. Depending upon the design of the system
it may be difficult to synchronize the replay cache across all token
validators. |If an attacker can sonehow influence the identity of the
validator (e.g. which cluster menber receives the nmessage) then
replay protection would not be effective.

* Binding to TLS Endpoi nt

The POP MAY be bound to a transport |ayer sender such as the client
identity of a TLS session or TLS channel binding paraneters. The
mechani sms for binding are outside the scope of this specification

*  Audi ence validation

Val i dators MJST check that the audience field of the WPT is a URl or
other value that is for their consunption. |In sonme cases when a UR
is used as the audi ence sonme information, such as the authority
portion, may be generated by an external requester who sees a
different host nanme for the service than is used internally.

Val idators MJUST NOT use untrusted information obtained fromthe
request to deternmine if the hostnanme bel ongs to an authori zed
authority. Doing so could allow attackers to trick validators into
accepting a WPT generated for a different receiver by sending a
fabricated request. The validator MJST get the information about
all owed URL authorities froma trusted source such as out- of - band
configuration. The Host of the request or an "X-Forwarded- Host"
header is an exanple of untrusted data and cannot be trusted and MJUST
NOT be used.

Workl oad ldentity Key Managenent

The Workl oad lIdentity Token is signed by a private key in possession
of the workload. This private key:
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3.

3.

4.

4.

*  MJST be kept private

* MJST be individual for each Workload Identifier (see
[I-D.ietf-wi nmse-arch])

*  MJUST NOT be used once the Wirkload Identity Token is expired
*  SHOULD be individual for each Workload Identity Token issued
* SHOULD not be reused for other purposes

3. Mddl e Boxes

In sone depl oyments the Workl oad Identity Token and Workl oad Proof
Token may pass through nmultiple systens. The conmunication between
the systens is over TLS, but the WT and WPT are available in the
clear at each internediary. While the internediary cannot nodify the
token or the information within the PoP they can attenpt to capture
and replay the token or nodify the data not protected by the PoP

It is inportant to note that the WPT does not protect major portions
of the request and response and therefore does not provide protection
froman actively malicious mddl e box. Deploynents should perform
anal ysis on their situation to deternmine if it is appropriate to
trust and allow traffic to pass through a niddl e box.

4. Privacy Considerations

The Workl oad Proof Token nay contain private information such as user
names or other identities. Care should be taken to prevent the

di sclosure of this information. The use of TLS hel ps protect the
privacy of WTs and proofs of possession

The workl oad identifier present in the WPT is typically associated
with a workload and not a specific user, however in sone depl oynents
the workl oad or the HTTP Target URI may be associated directly to a
user. \Wile these are exceptional cases a deploynent should eval uate
if the disclosure of a WPT can be used to track a user.

| ANA Consi der ati ons
1. JSON Wb Token d ai s

I ANA is requested to add the following entries to the "JSON Wb Token
Clains" registry [ ANA. JW. CLAI M5]
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F oo e s s ey e o}
| daimMNane | daimDescription | Change Controller | Reference |
[ oo b e s s ey e oo s sty e pues e o}
| tth | Transaction Token | |ETF | RFC XXX, |
| | hash | | Section 2 |
S Iy I I IR +
| wth | Workload Identity | |ETF | RFC XXX, |
| | Token hash | | Section 2 |
S o o R +
| oth | O her Tokens | 1ETF | RFC XXX, |
| | hashes | | Section 2 |
S Iy I I IR +
Table 1

4.2. Media Type Registration

I ANA is requested to register the following entries to the "Mdia
Types" registry [| ANA. MEDI A. TYPES] :

* application/wpt+jw, per Section 4.2.1.
4.2.1. application/wpt+j wt

Type name: application

Subt ype nane: wpt +j w

Required paraneters: N A

Optional parameters: NA

Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/jw" nedia type. See [RFC7519].

Security considerations: See the Security Considerations section of
RFC XXX.

Interoperability considerations: NA

Publ i shed specification: RFC XXX, Section 2.

Applications that use this nmedia type: Wrkl oads that use these
tokens to integrity-protect nmessages in the WMSE workl oad-t o-

wor kl oad pr ot ocol .

Fragrment identifier considerations: NA
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Addi tional information:

Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA

File extension(s): None

Maci ntosh file type code(s): NA

Person & email| address to contact for further information:

See the Authors’ Addresses section of RFC XXX

I nt ended usage: COVMON

Restrictions on usage: N A

Aut hor: See the Authors’ Addresses section of RFC XXX

Change controller: Internet Engineering Task Force (iesg@etf.org).
4.3. Hypertext Transfer Protocol (HTTP) Field Name Registration

I ANA is requested to register the following entries to the "Hypertext
Transfer Protocol (HTTP) Field Nanme Registry" [l ANA HTTP. FI ELDS] :

*  \Wor kl oad- Proof - Token, per Section 4.3. 1.
4.3.1. Workl oad- Proof - Token

* Field Name: Workl oad- Proof - Token

* Status: pernmanent

* Structured Type: NA

* Specification Docunent: RFC XXX, Section 2

*  Comments: see reference above for an ABNF syntax of this field
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Appendi x A.  Document Hi story

/1l RFC Editor: please renove before publication.

A l. draft-ietf-w nse-wt-01

* (Cairify treatnent of "jti" claim

* Fix Exanple WPT Clainms to match the exanpl e WPT
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Inline the ABNF for the Wrkl oad- Proof - Token Header Field in
Figure 1

Add audi ence security considerations

draft-ietf-w nmse-wpt-00

Focus on Workl oad Proof Token (WPT) only.

- Renove credential formats (WT and WCQC)

- Renove HTTP- Message-Signature profile
draft-ietf-w nmse-s2s-protocol -07

Rework the WPT's oth claim

update the nedia types.

Di scuss extensibility of WT and WPT.

Clarify error handling, specifically why not HTTP 401
Correct the code exanpl es.

Add registration request content for a winmse URl schene.
New section on key nmanagenent.

Use of the Accept-Signature header.

draft-ietf-w nmse-s2s-protocol -06

Explicit definition of the Worrkload Identity Certificate.

Definition of the validation of workload identifiers as part of

wor kl oad aut hentication. Still work in progress.

draft-ietf-w nse-s2s-protocol -05

Renoved the entire Wrkload Identity section which is now covered

in the Architecture document.
Content-Digest is mandatory with HTTP-Sig.
Sone wordi ng on extending the protocol beyond HTTP

| ANA consi der ati ons.
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A 6.

*

A 8.

draft-ietf-w nmse-s2s-protocol -04

Require cnf.jwk.alg in WT which restricts signature al gorithm of
WPT or HTTP-Sig.

Repl ay protection as a SHOULD for both WPT and HTTP-Si g.
Consolidate ternminology with the Architecture draft.
draft-ietf-w nse-s2s-protocol -03

Consi stently use "workl oad".

| mpl enent comments fromthe SPI FFE community.

Make iss claimin WT optional and add wordi ng about its relation
to key distribution.

Renove iss claimfrom WPT.

Make jti claimin WT optional.

Error handling for the application | evel nethods.
draft-ietf-w nmse-s2s-protocol -02

Coexi stence with bearer tokens.

I nprove the architecture diagram

Sonme nore ABNF.

Clarified identifiers and URIs.

Moved an aut hor to acknow edgnents.
draft-ietf-w nmse-s2s-protocol -01
Addressed multiple coments from Pieter.

Clarified WMSE identity concepts, specifically "trust domain" and
"wor kl oad identifier".

Much nore detail around mrILS, including some normative | anguage.

WT (the identity token) is now included in the WPT proof of
possessi on.
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* Added a section conparing the DPoP-inspired app-1evel security
option to the Message Signature-based alternative.
A.10. draft-ietf-w nse-s2s-protocol-00

* |nitial Ws draft, an exact copy of draft-sheffer-w nse-s2s-
pr ot ocol - 00

* Added this docunment history section
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