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Abst ract

Thi s docunent describes industry practices for providing secure
identities to workloads in container orchestration, cloud platfornmns,

and other workload platfornms. |t explains how workl oads obtain
credentials for external authentication purposes, w thout managi ng
long-lived secrets directly. It does not take into account the

standards work in progress for the WMSE architecture
[I-D.ietf-wi mse-arch] and other protocols, such as
[1-D.ietf-w nmse-s2s-protocol]
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1. Introduction

Just |ike people, the workl oads inside container orchestration
systens (e.g. Kubernetes) need identities to authenticate with other
systens, such as databases, web servers, or other workloads. The
chal l enge for workloads is to obtain a credential that can be used to
authenticate with these resources w thout managi ng secrets directly,
for instance, an QAuth 2.0 access token

The common use of the QAuth 2.0 franmework [ RFC6749] in this context
poses chal |l enges, particularly in managi ng credentials. To address
this, the industry has shifted to a federati on-based approach where
credentials of the underlying workload platformare used to
authenticate to other identity providers, which in turn, issue
credentials that grant access to resources.

Traditionally, workloads were provisioned with client credentials and
use for exanple the corresponding client credential flow

(Section 1.3.4 [RFC6749]) to retrieve an QAuth 2.0 access token

Thi s nodel presents a nunber of security and mai nt enance i ssues.
Secret materials nust be provisioned and rotated, which require
either automation to be built, or periodic nmanual effort. Secret
materials can be stolen and used by attackers to inpersonate the
wor kl oad. Qther, non QAuth 2.0 flows, such as direct APl keys or

ot her secrets, suffer fromthe same issues

I nstead of provisioning secret material to the workl oad, one solution
to this problemis to attest the workload by using its underlying
platform Many platforns provision workloads with a credential, such
as a JW token ([RFC7519]). Cryptographically signed by the
platform s issuer, this credential attests the workload and its
attributes.

Figure 1 illustrates a generic pattern that is seen across many
wor kl oad platforns, nore concrete variations are found in Section 4.

Schwenkschust er & RosonmakExpires 8 January 2026 [ Page 3]



I nternet-Draft Workl oad ldentity July 2025

o m oot o e e e e eea—ooo +
| Wor kl oad Pl atform |
| +---meee - + e o o - + |
I ||
| | Wor kI oad | <----emmema- - > Platformlssuer | |
| | | 1) push/pull | ||
| +----- N - +- -+ . + |
I || I I
I || I I
| | | N RS + |
I || I A) access I ||
| | | L LT >| Resource | |
I | | I ||
| | R ERRREEEEEE + |
R, T +

||
| | S S +
Bl) federate | | B2) access |
I R EEE LR PR >| Resource |
v I I
o e e e o + o e e - +

Figure 1: Ceneric workload identity pattern

The figure outlines the followi ng steps which are applicable in any
pattern.

* 1) Platformissues credential to workload. The way this is
achieved differs fromthe platform for instance, it can be pushed
to the workload or pulled by the workl oad.

* A) The credential can give the workload direct access to resources
within the platformor the platformitself (e.g. to perform
i nfrastructure operations)

* Bl) The workl oad uses the credential to federate to an ldentity
Provider. This step is optional and only needed when accessing
out si de resources.

* B2) The workl oad accesses resources outside of the platform and
uses the federated identity obtained in the previous step
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Accessing different outside resources may require the workload to
repeat steps Bl) and B2), federating to nmultiple Ildentity Providers.
It is also possible that step 1) needs to be repeated, for exanple in
situations where the platformissued credential is scoped to
accessing a certain resource or federating to a specific ldentity
Provi der.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Delivery Patterns

Credentials can be provisioned to the workl oad by different

mechani sms, whi ch each have their own advant ages, chall enges, and
security risks. The follow ng section highlights the pros and cons
of common solutions. Security reconmendations for these methods are
covered in Section 5.1.

3.1. Environment Vari abl es

Injecting the credentials into the environment variables allows for
simple and fast deploynents. Applications can directly access them
t hrough system | evel nechanism e.g., through the env command in
linux. Note that environment variables are static in nature in that
they cannot be changed after application initialization

3.2. Filesystem

Fil esystemdelivery allows both container secret injection and access
control. Many solutions find the main benefit in the asynchronous
provi sioning of the credentials to the workload. This allows the
wor kl oad to run independently of the credentials update, and to
access them by reading the file.

Credential rotation requires a solution to detect soon-to-expire
secrets as a rotation trigger. One practice is that the new secret
is renewed before_ the old secret is invalidated. For exanple, the
solution can choose to update the secret an hour before it is
invalidated. This gives applications time to update without
downt i ne.
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3. 3. Local APIs

This pattern relies on local APIs to comunicate between the workl oad
and the credential issuer. Sone inplenmentations rely on UNI X Domain
Sockets (e.g. SPIFFE), |oopback interfaces or link-local "nmagic
addresses" (e.g. Instance Metadata Service of cloud providers) to
provi sion credentials. Local APIs offer the capability to re-

provi sion updated credentials. Comunication between workl oad and
APl allows the workload to refresh a credential or request a
different one. This group of solutions relies on network isolation
for their security.

Local APIs allow for short-lived, narrow y-scoped credenti al s.
Persi stent connections allow the issuer to push credenti al s.

This pattern also requires client code, which introduces portability
chal | enges. The request-response paradi gm and additi onal operationa
over head adds | at ency.

4, Practices

The followi ng practices outline nore concrete exanples of platforns,
including their delivery patterns.

4.1. Kubernetes

I n Kubernetes, machine identity is inplemented through "service
accounts" [ KubernetesServi ceAccount]. Service accounts can be
explicitly created, or a default one is automatically assigned.
Servi ce accounts use JSON Wb Tokens (JW's) [RFC7519] as their
credential format, with the Kubernetes Control Plane acting as the
si gner.

Servi ce accounts serve nultiple authentication purposes within the
Kuber net es ecosystem They are used to authenticate to Kubernetes
APl s, between different workloads and to access external resources.
This latter use case is particularly relevant for the purposes of
this docunent.

To progranmatically use service accounts, workloads can

* Have the token "projected" into the file systemof the workl oad.
This is simlar to volume nounting in non-Kubernetes environnents,
and is conmonly referred to as "projected service account token"

* Use the Token Request APl [TokenRequestVl] of the control plane.

This option, however, requires an initial projected service
account token as a neans of authentication.
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Bot h options all ow workl oads to:

*

To

Speci fy a custom audi ence. Possibl e audi ences can be restricted
based on policy.

Specify a customlifetine. Maximumlifetime can be restricted by
pol i cy.

Bind the token lifetine to an object lifecycle. This allows the
token to be invalidated when the object is deleted. For exanple,
this may happen when a Kubernetes Depl oynent is renoved fromthe
server. Note that invalidation is only detected when the Token
Revi ew APl [ TokenRevi eww1] of Kubernetes is used to validate the
t oken.

val i dat e servi ce account tokens, Kubernetes all ows workl oads to:

Make use of the Token Review APl [ TokenReviewl]. This AP
i ntrospects the token, nakes sure it hasn't been invalidated and
returns the clains.

Mount the public keys used to sign the tokens into the file system
of the workload. This allows workloads to validate a token’'s
signature without calling the Token Review API.

Optionally, a JSON Wb Key Set [RFC7517] is exposed via a
webserver. This allows the Service Account Token to be validated
out side of the cluster and access to the actual Kubernetes Contro
Pl ane API .
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Figure 2: Kubernetes workload identity in practice
The steps shown in Figure 2 are:
* 1) The kubelet is tasked to schedule a Pod. Based on configuration
it requests a Service Account Token fromthe Kubernetes AP

server.

* 2) The kubelet starts the Pod and, based on the configuration of
the Pod, deliveres the token to the containers within the Pod.

Now, the Pod can use the token to

* A) Access the Kubernetes Control Plane, considering it has access
to it.

* B) Access other resources within the cluster, for instance other
Pods.
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* C) Access resources outside of the cluster

- Cl) The application within the pod uses the Service Account
Token to federate to an Identity Provider outside of the
Kubernets d uster

- C2) Using the federated identity the application within the Pod
accesses resources outside of the cluster.

As an exanple, the following JSON illustrates the clainms contained in
a Kubernetes Service Account token
{

"aud": [ # matches the requested audi ences, or the APl server’s default audi ences w
hen none are explicitly requested
"https://kubernetes.default.svc"
]

"exp": 1731613413,
"iat": 1700077413,

"iss": "https://kubernetes.default.svc", # matches the first value passed to the --
servi ce-account -i ssuer fl ag
"jti": "ea28ed49-2ell-4280-9ec5-bc3d1ld84661a", # ServiceAccount TokenJTl feature nus

t be enabled for the claimto be present
"kubernetes.io": {
"namespace": "ny-nanmespace",
"node": { # ServiceAccount TokenPodNodel nfo feature nmust be enabled for the APl se
rver to add this node reference claim
"pame": "127.0.0.1",
"uid": "58456cb0- dd00- 45ed-b797-5578f dceaced"

},
"pod": {
"name": "ny-workl oad- 69cbf b9798-j vogn",
"uid": "778a530c- b3f4-47c0-9cd5- ab018f b64f 33"
}

,erviceaccount": {
"nanme": "ny-workl oad",
"uid": "a087d5a0- eldd- 43ec-93ac-f 13d89cdl3af"

} ]
"warnafter”: 1700081020

} i)
"nbf": 1700077413,
"sub": "system servi ceaccount: ny-nanespace: ny-wor kl oad"

}

Figure 3: Exanpl e Kubernetes Service Account Token cl ai ns
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4.2. Secure Production lIdentity Framework For Everyone (SPI FFE)

The Secure Production ldentity Framework For Everyone, al so known as
SPI FFE [ SPIFFE], is a Coud Native Conputing Foundati on ( CNCF)
project that defines a "Wrkload API" to deliver nmachine identity to
wor kl oads. Workl oads can retrieve either X 509 certificates or JWSs.
How wor kl oads aut henticate on the APl is not part of the docunent.

It is common to use platform netadata fromthe operating system and
the workl oad platformfor authentication to the Wrkl oad API

SPI FFE refers to the JW-fornatted credential as a "JW-SVID' (JW -
SPI FFE Verifiable Identity Docunent).

Workl oads are required to specify at | east one audi ence when
requesting a JWI-SVID from the Wrkl oad API

For validation, SPIFFE offers:

* A set of public keys encoded in JWK format that can be used to
validate JW signhatures. In SPIFFE this is referred to as the
"JWI trust bundle".

* A validation method on the Wirkl oad APl to validate JWI-SVI Ds.

Addi tionally, many SPI FFE depl oynents choose to separately publish

the signing keys as a JWK Set on a web server to allow validation

where the Wirkload APl is not avail abl e.

The following figure illustrates how a workload can use its JW-SVID
to access a protected resource outside of SPlIFFE
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Figure 4: Workload identity in SPlIFFE
The steps shown in Figure 4 are:
* 1) The workl oad requests a JW-SVID fromthe SPI FFE Wrkl oad API .

* A) The JWI-SVID can be used to directly access resources or other
wor kl oads within the same SPI FFE Trust Donain.

* Bl) To access resource proctected by other Identity Providers the
wor kl oad uses the SPIFFE JWI-SVID to federate to the Identity
Provi der.

* B2) Once federated, the workload can access resources outside of
its trust domain.

TODO. We should tal k about native SPIFFE federation. Maybe a O
flowin the diagramor at |east sone text.

Here are exanple clains for a JW-SVID:
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{

"aud": [

"ext ernal -aut hori zati on-server"”

1,

"exp": 1729087175,

"iat": 1729086875,

"sub": "spiffe://exanple.org/ nyservice"
}

TODO. write about "iss" in JW-SVID.
4.3. Coud Providers

Workl oad in cloud platforms can have any shape or form

Hi storically, virtual machines were the nmost conmon. The

i ntroduction of containerization brought hosted contai ner environnent
or Kubernetes clusters. Containers have evolved into serverless

of ferings. Regardless of the actual workload packagi ng,
distribution, or runtine platform all these workl oads need
identities.

The bi ggest cloud providers have established the pattern of an

"I nstance Metadata Endpoint". Aside fromallow ng workl oads to
retrieve netadata about thenselves, it also allows themto receive
identity. The credential types offered can vary. JW, however, is
the one that is commobn across all of them The issued credentia
all ows proof to anyone it is being presented to, that the workload
pl atform has attested the workload and it can be consi dered

aut henti cat ed.

Wthin a cloud provider the issued credential can often directly be
used to access resources of any kind across the platform maki ng

i ntegration between the services easy and "credentialless". Wile
the termis technically msleading, froma user perspective, no
credential needs to be issued, provisioned, rotated or revoked, as
everything is handled internally by the platform

This is not true for resources outside of the platform such as on-
prem se resources, generic web servers or other cloud provider
resources. Here, the workload firsts need to federate to the Secure
Token Service (STS), which is effectively an Identity Provider, to
receive an identity of the other cloud. Using this different
identity the workoad can then access its resources.

This pattern al so applies when accessing resources in the sanme cloud
but across different security boundaries (e.g. different account or
tenant). The actual flows and inplenentations nmay vary in these
situations though.
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Figure 5: Wrkload identity in a cloud provider

The steps shown in Figure 5 are:

* 1) The workload retrieves an identity fromthe |Instance Metadata
Service or Endpoint. This endpoint exposes an well-known APl and
is available at well- known, but |ocal, |ocation

When the workl oad needs to access a resource within the cloud (e.qg.

| ocated in the sane security boundary; protected by the same issuer

as the workl oad identity):

* A) The workload directly access the protected resource with the
credential issued in Step 1.
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When t he wor kl oad needs to access a resource outside of the cloud
(e.g. different cloud; sane cloud, but different security boundary):

* B1l) The workl oad uses cloud-issued credential to federate to the
Secure Token Service of the other cloud/account.

* B2) Using the federated identity the workload can access the
resource outside, assumng the federated identity has the
necessary perm ssions.

4.4. Continuous Integration and Depl oynent Systens

Conti nuous integration and depl oynent (Cl-CD) systens allow their

pi pelines (or workflows) to receive an identity every tine they run
Buil d outputs and other artifacts are commonly upl oaded to externa
resources. Wth federation to external ldentity Providers the

pi pel i nes and tasks can access these resources.

I I
| |
[ R + R +
| | | 1) schedul e | |
| | Pipeline/Task |<------------ + Platform | |
| | (Wér ki oad) I I [
| | R RRERED v
| +----- N I —— + |
AR, T +
| |

| | e +

2) federate | | 3) access | |

| #--mmmee - >| Resour ce |

v | |

o e e e e oo + R +

I
| ldentity Provider |

Figure 6: QAuth2 Assertion Flow in a continuous integration/
depl oynent envi r onnent

The steps shown in Figure 6 are:
* 1) The Cl-CD pl atform schedul es a workl oad (pipeline or task).

Based on configuration a Wrkload Identity is made avail abl e by
the platform
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5.

5

5.

5

1.

1.

1.

1.

* 2) The workload uses the identity to federate to a ldentity
Provi der.

* 3) The workl oad uses the federated identity to access resources.
For instance, a artifact store to upload conpiled binaries, or to
downl oad libraries needed to resol ve dependencies. It is also
common to access other infrastructure as resources to make
depl oynents or changes.

Tokens of different providers |ook different, but all contain clains
carrying the basic context of the executed tasks, such as source code
managenent data (e.g. git branch), initiation and nore.

Security Considerations

Al'l security considerations in section 8 of [RFCr521] apply.
Credential Delivery

1. Environnment Variables

Leveragi ng environnent variables to provide credentials presents many
security limtations. Environnent variables have a wi de set of use
cases and are observed by many conmponents. They are often captured
for monitoring, observability, debugging and | oggi ng purposes and
sent to components outside of the workload. Access control is not
trivial and does not achieve the sanme security results as other

met hods.

Thi s approach should be limted to non-production cases where
conveni ence outwei ghs security considerations, and the provided
secrets are limted in validity or utility. For exanple, an initial
secret mght be used during the setup of the application

2. Filesystem

* 1) Access control to the mounted file should be configured to
limt reads to authorized applications. Linux supports solutions
such as DAC (uid and guid) or MAC (e.g. SELinux, AppArnor).

* 2) Mounted shared nmenory should be isolated fromother host OS
pat hs and processes. For exanple, on Linux this can be achieved
by usi ng nanmespaces

3. Local APIs

TODO Reference to attestation night be handy here
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5.2. Token typing

I ssuers SHOULD strongly type the issued tokens to workload via the
JOSE typ header and ldentity Providers accepting these tokens SHOULD
validate the value of it according to policy. See Section 3.1 of

[ RFC8725] for details on explicit typing.

| ssuers SHOULD use aut horization-grant+w as a typ val ue according
to [I-D.ietf-oauth-rfc7523bis]. For broad support JW or JOSE MAY be
used by issuers and accepted by authorization servers but it is
important to highlight that a wi de range of tokens, neant for al
sorts of purposes, use these values and woul d be accept ed.

5.3. Customclains are inportant for context

Sone platformissued credentials have customclains that are vita
for context and are required to be validated. For exanple, in a
continuous integration and depl oynment platformwhere a workload is
scheduled for a Gt repository, the branch is crucial. A "main"
branch may be protected and considered trusted to federate to
external authorization servers. But other branches may not be

all owed to access protected resources.

Aut hori zation servers that validate assertions SHOULD nake use of
these clainms. Platformissuers SHOULD all ow di fferenti ati on based on
the subject claim al one.

5.4. Token lifetinme

Tokens SHOULD NOT exceed the lifetine of the workl oads they
represent. For exanple, a workload that has an expected lifetinme of
an hour should not receive a token valid for 2 hours or nore.

For the scope of this docunent, where a platformissued credential is
used to authenticate to retrieve an access token for an externa
aut hori zation domain, a short-lived credential is recomended.

5.5. Workload lifecycle and invalidation
Pl atformissuers SHOULD i nvalidate tokens when t he workl oad stops,
pauses or ceases to exist. How these credentials are invalidated

depends on platform aut henticati on nechanisns and is not in scope of
this docunent.
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5

5

8.

6. Proof of possession

Credentials SHOULD be bound to workl oads and proof of possession
SHOULD be perforned when these credentials are used. This mtigates
token theft. This proof of possession applies to the platform
credential and the access token of the external authorization

domai ns.

7. Audi ence

For issued credentials in the formof JWSs, they MJUST be audi enced
using the aud claim Each JWI SHOULD only carry a single audi ence.
We RECOMVEND using URIs to specify audi ences. See section 3 of

[ RFC8707] for nore details and security inplications.

Sone workl oad platforns provide credentials for interacting with
their owmn APIs (e.g., Kubernetes). These credentials MJST NOT be
used beyond the platformAPI. 1In the exanple of Kubernetes: A token
used for anything el se than the Kubernetes APl itself MJST NOT carry
the Kubernetes server in the aud claim

I ANA Consi derations
Thi s docunent does not require actions by | ANA
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Appendi x A, Variations
A.1. Direct access to protected resources
Resource servers that protect resources nmay choose to trust nultiple
aut hori zation servers, including the one that issues the platform
identities. Instead of using the platformissued identity to receive
an access token of a different authorization domain, workloads can
directly use the platformissued identity to access a protected
resource.

In this case, technically, the protected resource and workl oad are
part of the sanme authorization donmain.

A.2. Custom assertion flows
Whi | e [ RFC7521] and [RFC7523] are the proposed standards for this
pattern, sonme authorization servers use [ RFC8693] or a custom APl for
the issuance of an access token based on an existing platform
identity credentials. These pattern are not reconmended and prevent
interoperability.
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