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Abst ract

The W MSE architecture defines authentication and authorization for
software workloads in a variety of runtine environments, fromthe
nmost basic ones up to conplex nmulti-service, multi-cloud, multi-
tenant depl oynents.

Thi s docunent defines the credentials that workl oads use to represent
their identity. They can be used in various protocols to

aut henti cate workl oads to each other. To use these credentials,
wor kl oads must provi de proof of possession of the associated private
key material, which is covered in other docunments. This docunent
focuses on the credentials al one, independent of the proof-of-
possessi on mechani sm

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
wi mse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nse-

wor kl oad-creds. html. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-ietf-w nse-workl oad-
creds/.

Di scussion of this document takes place on the Wrkload Identity in
Multi System Environments Working Group mailing list

(mailto:wi nse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.
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Source for this draft and an issue tracker can be found at
https://github.comietf-wy-wi nse/draft-ietf-w nmse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunment defines authentication and authorization in the context
of interaction between two workloads. This is the core conponent of
the WMSE architecture [I-D.ietf-winmse-arch]. This document focuses
on the credentials that carry workload identity and bind the key
material to the identity. The presentation of the proof of
possession of the key material is part of other documents and out of
scope for this one.

In this docunent, two credentials are defined:

*  The Workload Identity Token (WT) is a JWI that represents the
identity of a workload and binds a public key to that identity.
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* The Workload Identity Certificate (WC) is an X. 509 certificate
that represents the identity of a workl oad and binds a public key
to that identity.

The Workl oad lIdentity Token is targeted for application-|eve
protocols. The Wrkload Identity Certificate is targeted for
transport-level protocols. This does not preclude the use of the WT
in transport-level protocols or the WC in application-I|eve
protocols, but these are the primary intended uses.

The vari ous protocol bindings that use these credentials to
aut henti cate workl oads to each other are out of scope for this
docunent. At the time of witing, three such protocols are defined:

* Transport |evel authentication nutual TLS using the Wrkl oad
Identity Certificate.

* Application | evel authentication using the Wrkload Identity Token
in conjunction with a JW-based proof of possession, the Wrkl oad
Proof Token (WPT).

* Application | evel authentication using the Wrkload Identity Token
in conjunction with HTTP Message Signatures.

1.1. Use In Oher Protocols

The credentials defined in this docunment are designed to be used in
various protocols. This docunent does not define the protocols

t hensel ves, but rather the credentials that can be used within them
Addi tional protocols MAY be defined in the future that use these
credentials for workload authentication

1.2. Deploynment Architecture and Message Fl ow
I ndependent of the transport between the workl oads, we assune the

followi ng | ogical architecture (nunmbers refer to the sequence of
steps listed bel ow):

Canpbel |, et al. Expires 7 May 2026 [ Page 4]



Internet-Draft W MSE Wor kl oad Credential s Novenber 2025
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Figure 1. Sequence of QOperations

The ldentity Server provisions credentials to each of the workl oads.
At | east Workload A (and possibly both) nust be provisioned with a
credential before the call can proceed. Details of conmmunication
with the lIdentity Server are out of scope of this docunent, however
we do describe the credential received by the workl oad.

PEP is a Policy Enforcenent Point, the component that allows the
message to go through or blocks it. PDP is an optional Policy
Deci si on Point, which nmay be depl oyed in architectures where policy
managenent is centralized. Al details of policy nmanagenent and
nmessage aut horization are out of scope of this docunent.

The high-1evel message flow is as follows:

1. Workload A (and simlarly, Wrkload B) obtains a credential from
the ldentity Server. This happens periodically, e.g. once every
24 hours.

2. Atransport connection is set up. This may already include the

use of the Workload Identity Certificate with transport-I|eve
security, such as TLS
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3. Workload A prepares to call Wrkload B. This may include adding
application-level authentication information, such as the
Workl oad ldentity Token and proof of possession. Wrkload B
aut henti cates Wirkl oad A

4. Workload B authorizes the call. This policy enforcenent (Policy
Enf orcement Point, PEP) may include consulting with an externa
server (Policy Decision Point, PDP) when making this decision

5. Wirkload B returns a response to Wirkload A, which may be an
error response or a regular one.

Dependi ng on the protocol, the workload authentication nmay happen
during step (2) at the transport-level or at step (3) at the
application-Ilevel, or both.

1.3. Workload Identifiers and Authentication Granularity

The specific format of workload identifiers (see
[I-D.ietf-wimse-arch]) is set by local policy for each depl oynent,
and this choice has several inplications.

Prior to WMSE, nmany use cases did not allow for fully granul ar

aut hentication in containerized runtine platfornms. For instance,
with mutual TLS, there’'s often no clear way to map the request’s
external access reference (e.g., Kubernetes Ingress path, service
name, or host header) to the SubjectAl tNane value in the server
certificate. This neans that the client could only verify if the
server certificate is valid within a trust domain, not if it's tied
to a specific workl oad.

To enabl e mutual and granul ar authenticati on between workl oads, two
things nmust be in place:

* Each wor kl oad nust know its own identifier

* There needs to be an explicit mapping fromthe external handle
used to access a workl oad (such as an Ingress path or service DNS
nane) to its workload identifier

Once these conditions are nmet, the nmethods described in this docunent
can be used for the caller and callee to mutually authenticate.

I mpl enent ati ons MJST al |l ow for defining this mappi ng between the
wor kl oad’ s access path and the workload identifier (e.g., through
cal | back functions). Deploynents SHOULD use these features to
establish a consistent set of identifiers within their environnent.
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2

3.

Conventions and Definitions
Al terminology in this docunment follows [I-D.ietf-w nse-arch]

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Application Level Wrkload-to-Wrkload Authentication

As noted in the Introduction, for many depl oynents conmuni cati on
bet ween wor kl oads cannot use end-to-end transport security such as
TLS. For these depl oynent styles, this docunment proposes a
credential that can be used at the application |evel

1. The Workload Identity Token

The Workl oad lIdentity Token (WT) is a JW5 [ RFC7515] signed JWI

[ RFC7519] that represents the identity of a workload. It is issued
by the Identity Server and binds a public key to the workl oad
identity. See Section 6.3 for security considerations.

A WT MIST contain the follow ng content, except where noted:
* in the JOSE header

- alg: Anidentifier for a JW5 asymetric digital signature
algorithm (registered algorithmidentifiers are listed in the
I ANA JOSE Al gorithnms registry [I ANA. JOSE. ALGS]). The val ue
none MJST NOT be used.

- typ: the WT is explicitly typed, as recomended in
Section 3.11 of [RFC8725], using the wit+w nedia type.

* in the JW clains:

- iss: The issuer of the token, which is the lIdentity Server,
represented by a URI. The iss claimis RECOVWENDED but
optional, see Section 3.1.3 for nore.

- sub: The subject of the token, which is the identity of the
wor kl oad, represented by a URI. See [I-D.ietf-wi nse-arch] for
details of the Workload Identifier. And see Section 1.3 for
security inplications of these identifiers.
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- exp: The expiration tinme of the token (as defined in
Section 4.1.4 of [RFC7519]). WTs should be refreshed
regularly, e.g. on the order of hours.

- Jti: Aunique identifier for the token. This claimis
OPTIONAL. The jti claimis frequently useful for auditing
i ssuance of individual WTs or to revoke them but some token
generation environments do not support it.

- cnf: Aconfirmation claimreferencing the public key of the
wor k| oad.

0 jwk: Wthin the cnf claim a jwk key MJST be present that
contains the public key of the workl oad as defined in
Section 3.2 of [RFC7/800]. The workl oad MJST prove
possession of the corresponding private key when presenting
the WT to another party. As such, it MJUST NOT be used as a
bearer token and is not intended for use in the
Aut hori zati on header

+ alg: Wthin the jwk object, an alg field MIST be present.
Al l owed values are listed in the | ANA "JSON Wb Si gnature
and Encryption Al gorithnms" registry established by
[ RFC7518]. The presented proof MJST be produced with the
al gorithmspecified in this field. The value none MJST
NOT be used. Algorithms used in combination with
symretric keys MJST NOT be used. Also encryption
al gorithms MUST NOT be used as this would require
addi tional key distribution outside of the WT. To
pronote interoperability, the ES256 signing al gorithm
MJUST be supported by general purpose inplenentations of
this docunent.

As noted in [I-D.ietf-winse-arch], a workload identifier is a UR
with a trust domain conponent. The runtinme environment often

determ nes which URI schenme is used, e.g. if SPIFFE is used to

aut henti cate workloads, it nandates "spiffe" URIs. However for those
depl oynents where this is not the case, this docunment (Section 7.3)
defines the "wi nmse" URI schenme which can be used by any depl oynent
that inplenments this protocol

An exanple WT mght |ook |ike this:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

eyJhbCGci O JFUzI 1Ni | sl mt pZCl 61 kplbmJgNSI sl nR5¢Cl 61 ndpdCt qd3Q f Q eyJj b\
nYi Onsi andr | j p71 nFsZyl 61 kVKRFNBI i wi Y3J2I j oi RAMQyNTUxGCSI sl nt OeSl 61 K9LW
Cl sl ngi G | xQLhYdnZs Tl 9MVI Zz SXNZWHNVAK | wivDpt bEdXZUNI c VFWIVO1QOY5MmI NI \
n19LCJI eHAI G E3NDULMTI 1MTAs| m hdCl 6 MTcONTUMODKkX MOwi anRpl j oi eC1f MUNUT\
DJj Y2EzQLNFNGN3YI 9sliwi c3Vi |l joi d2l t c2U6Ly9l eGFt cGxl Ln\vbS9zcGVj aWZpY\
y13b3Jr b&AhZCJ9. 6Kr aSQUxWII 9dxFBFj 6dPYOVi 88CkwFwZpAl ChLeq6AbXAnLLQg\
Op8UIUDGe BuYF3Ki Nv60KQD1ZWAZr MZQIw

Figure 2: An exanple Workload Identity Token (WT)
The decoded JOSE header of the WT fromthe exanpl e above is shown

her e:

"al g": "ES256",
"kid": "June 5",
Iltypll: Ilv\n't+jv\ﬁll
Figure 3: Exanple WT JOSE Header

The decoded JWI clains of the WT fromthe exanpl e above are shown

her e:
{
"enf": |
" owk"
"al g": "EdDSA",
"crv": "EdJ25519",
"kty": "OKP",
"x"r "LICKXvT I N_LWVsI sYXsWvB03Jm GWeCHqQVUouCF92bg"
}
}

"exp": 1745512510,

"iat": 1745508910,

"jti": "x-_1CTL2cca3CSE4cwb_| ",

" "wi mse: // exanpl e. com speci fi c- wor kl oad"

sub":

Figure 4: Exanple WT C ai ns
The clainms indicate that the exanple WT:

* is valid until Thu Apr 24 2025 16:35:10 GMI (represented as
NunericDate Section 2 of [RFC7519] val ue 1745512510).
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* jdentifies the workload to which the token was issued as
wi nmse: / / exanpl e. com speci fi c- wor kl oad.

* has a unique identifier of x-_ 1CTL2cca3CSE4cwb | .

* binds the public key represented by the jwk confirnmation nmethod to
the wor kl oad wi nmse: // exanpl e. com speci fi c-workl oad.

* requires the proof to be produced with the EdDSA signature
al gorithm

For elucidative purposes only, the workload s key, including the
private part, is shown below in JW [RFC7517] format:

"kty": "OKP",

“crv": "Ed25519",

"x"r "1ICXXvE I N_LWsI sYXsUWvB03Jnl GAeCHqQVYUouCF92bg",
"d": "sdLX8yCYKqgo_XvGBLn- ZWeKT7l | YeeQogeCaXVxb5kY"

}
Figure 5: Exanple Wrkl oad’ s Key

The afore-exanpled WT is signed with the private key of the Identity
Server. The public key(s) of the Identity Server need to be known to
all workloads in order to verify the signature of the WT. The
ldentity Server’s public key fromthis exanple is shown below in JWK
[ RFC7517] format:

{

"kty": "EC',

"kid": "June 5",

"crv': "P-256",

"x": "kXgnA2Op7hgd4zRvowOi Fcc_hDxUxhoj xOFVG E2gks”,
y": "n__VndPMR021- 59UAsOb9qDTFT- EZt T6XxSNs_xFskLo"

Figure 6: Exanple ldentity Server Key
3.1.1. The WT HITP Header

A WT is conveyed in an HTTP header field nanmed Wrkl oad-1dentity-
Token.

ABNF [ RFC5234] for the value of Wrkl oad-1dentity-Token header field
is provided in Figure 7:
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ALPHA = 9%41-5A / %61-7A ; A-Z | a-z

DGAT = %30-39 ; 0-9

base64url = 1*(ALPHA / DGAT /[ "-" [ "_")
JWI' = base64ur!l "." base64url "." base64url
WT = JW

Figure 7: Workl oad-1dentity-Token Header Field ABNF

The following shows the WT fromFigure 2 in an exanple of a
Wor kl oad- 1 dentity-Token header fi el d:

============= NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

Wor kl oad- 1 dentity- Token: eyJhbGci O JFUzI 1Ni | sl mt pZCl 61 kplbnJgNSI sl nR\
5c¢Cl 61 ndpdCt qd3Q f Q eyJj bn¥i Onsi andr | j p7l nFszZyl 61 kVKRFNBI i wi Y3J2I j oi \
RWQyNTUxCOSI sl nt 0eSI 61 k9LUCI sl ngi O | xQLhYdnZs Tl 9M/I Zz SXNZWHNVAK | wivDpt \
bEdXZUNI c VFWIVO1QOY5MmInl n19LCIl eHAI G E3NDULMTI 1MTAs| mi hdCl 6 MI'c ONTUW
ODkxMCowi anRpl j oi eCLf MUNUTDJj Y2Ez QLNFNGN3YI 9sliwi c3Vi | j oi d2] t c2U6Ly9l \
eGFt cGxl Lm\vbS9zc Gvj aWZpYy13b3Jr bGOhZCJ9. 6Kr aSQUXWII 9dx FQBFj 6dPY0OVi 8\
8CkwFWZpAl ChLeq6AbXANLLQyOp8U9UDGE BuYF3Ki Nv60KQD1ZWAZr MZQIw

Figure 8: An exanple Workl oad lIdentity Token HTTP Header Field

Note that per [RFC9110], header field names are case insensitive;
t hus, Workl oad-1dentity-Token, workl oad-identity-token, WORKLOAD-
| DENTI TY-TOKEN, etc., are all valid and equival ent header field
nanes. However, case is significant in the header field val ue.

3. 1.

I ncluding Additional d ains

The WT contains JSON structures and therefore can be trivially
ext ended by addi ng nore cl ai ns beyond those defined in the current
specification. This, however, could result in interoperability

i ssues, which the follow ng rules are addressing.

*

To ensure interoperability in WMSE environnents, the use of
Private claimnanes (Sec. 4.3 of [RFC7519]) is NOT RECOMVENDED.

In closed environnments, deployers MAY freely add clainms to the
WT. Such clainms SHOULD be collision-resistant, such as
exanpl e. com mycl ai m

A recipient that does not understand such clainms MJST ignore them
as per Sec. 4 of [RFC7519].

Qut si de of closed environnents, new clainms MJIST be registered with
I ANA [ | ANA. JWI. CLAI MS] before they can be used.
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3.1.3. A note on iss claimand key distribution

It is RECOVWENDED that the WT carries an iss claim This
specification itself does not nake use of a potential iss claimbut
al so carries the trust donmain in the workload identifier (see
[I-D.ietf-winse-arch] for a definition of the identifier and rel ated
rules). Inplenmentations MAY include the iss claimin the formof a
https URL to facilitate key distribution via nmechanisns |ike the
jwks_uri from [ RFC8414] but alternative key distribution nethods may
make use of the trust domain included in the workl oad identifier
which is carried in the nandatory sub claim

3.2. FError Conditions

Errors may occur during the processing of the WT. If the WT
validation fails for any reason, such as an invalid signhature, an
expired validity tine wi ndow, or a nal formed data structure, an error
is returned. Typically, this will be in response to an APl call, so
an HTTP status code such as 400 (Bad Request) is appropriate. This
response could include nore details as per [RFC9457], such as an

i ndi cator that the wong key material or algorithmwas used. The use
of HTTP status code 401 is NOT RECOVMENDED for this purpose because
it requires a WWV Aut henticate with acceptable http auth nmechani sns
in the error response and an associ ated Authorization header in the
subsequent request. The use of these headers for the WT is not
compatible with this specification

3.3. Coexistence with JWI Bearer Tokens

The WT defines new HTTP headers. It can therefore be presented
along with existing headers used for JWI bearer tokens. This
property allows for transition from nechani sns using identity tokens
based on bearer JWs to proof of possession based WTs. A workl oad
may i nplenment a policy that accepts both bearer tokens and WTs
during a transition period. This policy may be configurabl e per-
caller to allow the workload to reject bearer tokens fromcallers
that support WTs. Once a deploynent fully supports WTs, then the
use of bearer tokens for identity can be disabled through policy.

I mpl enent ati ons shoul d be careful when inplenenting such a transition
strategy, since the decision which token to prefer is nade when the
caller’s identity has still not been authenticated, and needs to be
reval idated foll owi ng the authentication step

The WT can al so coexist with tokens used to establish security
context, such as transaction tokens
[I-D.ietf-oauth-transaction-tokens]. |In this case a workload's
aut hori zation policy may take into account both the sending

workl oad’ s identity and the information in the context token. For
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exanple, the identity in the WT may be used to establish which API
calls can be made and information in the context token may be used to
det erm ne which specific resources can be accessed.

4. Transport Level Workl oad-to-Wrkl oad Aut hentication

As noted in the introduction, for many depl oynents, transport-I|eve
protection of application traffic is ideal

4.1. The Workload Identity Certificate

The Workl oad Identity Certificate is an X. 509 certificate. The
wor kl oad identity MJST be encoded in a SubjectAlt Name extension of
type URI. There MJST be only one Subject Al tNanme extension of type
URI in a Wrkload Identity Certificate. |If the workload will act as
a TLS server for clients that do not understand workl oad identities
it is RECOWENDED that the Workload Identity Certificate contain a
Subj ect Al t Nane of type DNSNane with the appropriate DNS nanmes for the
server. The certificate MAY contain Subject Alt Name extensions of

ot her types.

4.2. dient Authorization Using the Wrkload ldentity

The server application retrieves the workload identifier fromthe
client certificate subjectAltName. The identifier is used in

aut hori zation, accounting and auditing. For exanple, the ful
wor kl oad identifier may be matched agai nst ACLs to authorize actions
requested by the peer and the identifier nmay be included in |og
nmessages to associate actions to the client workload for audit
purposes. A deploynment rmay specify other authorization policies
based on the specific details of how the workload identifier is
constructed. The path portion of the workload identifier MJST al ways
be considered in the scope of the trust domain. See Section 1.3 on
additional security inplications of workload identifiers.

5. Inplenentation Status

/1l Note to RFC Editor: please renove this section, as well as the

/1l reference to RFC 7942, before publication. This section records
the status of known inplenentations of the protocol defined by this
specification at the tinme of posting of this Internet-Draft, and is
based on a proposal described in [ RFC7942]. The description of

i mpl ementations in this section is intended to assist the IETF in its
deci sion processes in progressing drafts to RFCs. Please note that
the listing of any individual inplenmentation here does not inply
endorsenment by the IETF. Furthernore, no effort has been spent to
verify the information presented here that was supplied by | ETF
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contributors. This is not intended as, and nust not be construed to
be, a catalog of available inplenmentations or their features.
Readers are advised to note that other inplenentations may exist.
According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplemented protocols nore nmature.
It is up to the individual working groups to use this information as
they see fit".

SPI FFE ( St andar d)

* (Organi zation: CNCF

* Maturity:

- Wrkload lIdentity Certificate: fully conpatible with the
X509- SVID and wi dely used.

- Wirkload ldentity Token: beta
* Coverage: Workload ldentity Certificate, WT

* Contact: SPIFFE sig-spec comunity
(https://github. com spiffe/spiffe/treel/ main/comrunity/sig-spec)

Def akt o Security
* Organization: Defakto Security (prior SPIRL)
* Maturity:
- Workload ldentity Certificate: production
- Wrkload lIdentity Token: al pha
* Coverage: Wirkload ldentity Certificate, WT
* Contact: arndt @efakto.security
Tel eport - Machine & Wirrkload Identity
* (Organization: Tel eport
* Maturity:

- Wrkload lIdentity Certificate: production
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- Wirkload ldentity Token: research
* Coverage: Workload ldentity Certificate
* Contact: noah@otel eport.com
6. Security Considerations
6.1. Workload ldentity

The Workl oad Identifier is scoped within an issuer and therefore any
sub- conponents (path portion of Identifier) are only unique within a
trust domain defined by the issuer. Using a Wrkload Identifier

wi t hout taking into account the trust domain could all ow one domain
to issue tokens to spoof identities in another domain. Additionally,
the trust domamin nust be tied to an authorized issuer cryptographic
trust anchor through sonme nechani sm such as a JWKS or X 509
certificate chain. The association of an issuer, trust domain and a
cryptographi c trust anchor MJUST be comruni cated securely out of band.

6.2. Workload ldentity Token and Proof of Possession

The Workl oad Identity Token (WT) is bound to a secret cryptographic
key and is always presented with a proof of possession as described
in Section 3.1. The WT is a general purpose token that can be
presented in multiple contexts. The WT and its PoP are only used in
the application-level options, and both are not used in MILS. The
WT MJST NOT be used as a bearer token. Wiile this hel ps reduce the
sensitivity of the token it is still possible that a token and its
proof of possession nay be captured and replayed within the PoP' s
lifetime. The following are sone nmitigations for the capture and
reuse of the proof of possession (PoP)

* Preventing Eavesdropping and Interception with TLS

An attacker observing or intercepting the comunication channel can
view the token and its proof of possession and attenpt to replay it
to gain an advantage. |In order to prevent this the token and proof
of possession MJUST be sent over a secure, server authenticated TLS
connection unless a secure channel is provided by sone other

mechani sns.

* Limting Proof of Possession Lifespan
The proof of possession MIST be tinme limted. A PoP should only be
valid over the time necessary for it to be successfully used for the

purpose it is needed. This will typically be on the order of
m nutes. PoPs received outside their validity time MJST be rejected.
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6

* Limting Proof of Possession Scope

In order to reduce the risk of theft and replay the PoP should have a
limted scope. For exanple, a PoP may be targeted for use with a
speci fic workl oad and even a specific transaction to reduce the

i npact of a stolen PoP. |In sone cases a workload nay wish to reuse a
PoP for a period of time or have it accepted by multiple target
wor kl oads. A careful analysis is warranted to understand the inpacts
to the systemif a PoP is disclosed allowing it to be presented by an
attacker along with a captured WT.

* Replay Protection

Proof of possession nmechanisns should include replay protection to
prevent reuse of a captured PoP. Wthout it an attacker can replay a
captured PoP within its validity period.

* Binding to TLS Endpoi nt

The POP MAY be bound to a transport |ayer sender such as the client
identity of a TLS session or TLS channel binding paraneters. The
mechani sns for binding are outside the scope of this specification
Workl oad ldentity Key Managenent

Both the Workload Identity Token and the Workl oad ldentity
Certificate carry a public key. The corresponding private key:

*  MJST be kept private

* MJST be individual for each Workload Identifier (see
[I-D.ietf-w nmse-arch])

* MJST NOT be used once the credential is expired

*  SHOULD be re-generated for each new Wrkl oad Identity Token or
Certificate.

4, M ddl e Boxes

In sone depl oynents the Workload I dentity Token and proof of
possession nmay pass through nultiple systenms. The comunication

bet ween the systens is over TLS, but the token and PoP are avail able
in the clear at each intermediary. Wile the internediary cannot
modi fy the token or the information within the PoP they can attenpt
to capture and replay the token or nodify the data not protected by
t he PoP.
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7
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Mtigations listed in Section 3 can be used to provi de some
protection from m ddl e boxes.

Depl oynents shoul d performanalysis on their situation to determ ne
if it is appropriate to trust and allow traffic to pass through a
m ddl e box.
5. Privacy Considerations

W Ts and the proofs of possession may contain private infornmation
such as user names or other identities. Care should be taken to
prevent the disclosure of this information. The use of TLS hel ps
protect the privacy of WTs and proofs of possession

WTs and certificates with workload identifiers are typically
associated with a workl oad and not a specific user, however in sone
depl oynents the workl oad may be associated directly to a user. Wile
these are exceptional cases a depl oynent should evaluate if the
disclosure of WTs or certificates can be used to track a user

I ANA Consi derati ons
1. Media Type Registration

I ANA is requested to register the following entries to the "Mdia
Types" registry [IANA. MEDI A TYPES] :

* application/wit+jw, per Section 7.1.1
1.1. application/wt+w

Type name: application

Subtype nanme: wit+jw

Required paraneters: N A

Optional parameters: N A

Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/jw" nedia type. See [RFC7519].

Security considerations: See the Security Considerations section of
RFC XXX

Interoperability considerations: NA

Publ i shed specification: RFC XXX, Section 3.1
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Applications that use this nedia type: ldentity servers that vend
Workl oad ldentity Tokens, and Workl oads that use these tokens to
aut henticate to each other.

Fragrment identifier considerations: NA

Addi tional information:

Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA

File extension(s): None

Maci ntosh file type code(s): NA

Person & emai| address to contact for further information:

See the Authors’ Addresses section of RFC XXX

I nt ended usage: COVMON

Restrictions on usage: N A

Aut hor: See the Authors’ Addresses section of RFC XXX

Change controller: Internet Engineering Task Force (iesg@etf.org).

7.2. Hypertext Transfer Protocol (HTTP) Field Nane Registration

I ANA is requested to register the following entries to the "Hypertext
Transfer Protocol (HTTP) Field Nanme Registry" [l ANA HTTP. FI ELDS] :

*  Workl oad-1dentity-Token, per Section 7.2.1.
7.2.1. Workl oad-1dentity-Token

* Field Nane: Workload-1dentity-Token

* Status: pernmanent

* Structured Type: NA

* Specification Docunent: RFC XXX, Section 3.1.1

*  Comments: see reference above for an ABNF syntax of this field
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7. 3.

URI Schene Regi stration

I ANA is requested to register the "wi nse" schene to the "URl Schenes”
registry [I ANA URI . SCHEVES] :

*

8.

8. 1.

Scheme nane: w nse
Status: permanent

Applications/protocols that use this schene nane: the W MSE
wor k|l oad-t o-wor kl oad aut hentication protocol.

Contact: |ETF Chair chair@etf.org (mailto:chair@etf.org)
Change controller: IESGiesg@etf.org (muilto:iesg@etf.org)

Ref erences: Section 3 of this docunent (RFC XXX).
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Appendi x A, Document Hi story

/1l RFC Editor: please renove before publication.
A l. draft-ietf-w nse-workl oad-creds-00
*  Remove WPT, HTTP-Sig and rutual TLS sections, which are going to
be covered by individual docunments. This includes re-phrasing of
various sections to focus on the credentials only.
A 2. draft-ietf-w nse-s2s-protocol-07
* Rework the WPT's oth claim
* update the nedia types.
* Discuss extensibility of WT and WPT.
* Carify error handling, specifically why not HTTP 401.

* Correct the code exanpl es.

* Add registration request content for a winmse URl schene.
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New section on key managemnent.

Use of the Accept-Signature header.

draft-ietf-w nse-s2s-protocol -06

Explicit definition of the Wrkload Identity Certificate.

Definition of the validation of workload identifiers as part of
wor kl oad aut hentication. Still work in progress.

draft-ietf-w nse-s2s-protocol -05

Renoved the entire Wrkload Identity section which is now covered
in the Architecture docunent.

Content-Digest is mandatory with HTTP-Sig.

Sone wordi ng on extending the protocol beyond HTTP.
I ANA consi derati ons.

draft-ietf-w nse-s2s-protocol -04

Require cnf.jwk.alg in WT which restricts signature al gorithm of
WPT or HTTP-Si g.

Repl ay protection as a SHOULD for both WPT and HTTP-Si g.
Consolidate ternminology with the Architecture draft.
draft-ietf-w nmse-s2s-protocol -03

Consi stently use "workl oad".

I mpl ement conmments fromthe SPI FFE community.

Make iss claimin WT optional and add wordi ng about its relation
to key distribution.

Rermove iss claimfrom WPT.
Make jti claimin WT optional.

Error handling for the application | evel methods.
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A 7.

*

A 8.

draft-ietf-w nmse-s2s-protocol -02

Coexi stence with bearer tokens.

I nprove the architecture diagram

Sonme nore ABNF.

Clarified identifiers and URIs.

Moved an aut hor to acknow edgnents.
draft-ietf-w nmse-s2s-protocol -01
Addressed multiple coments from Pieter.

Clarified WMSE identity concepts, specifically "trust domain"
"wor kl oad identifier".

Much nore detail around nifLS, including sone normative | anguag

WT (the identity token) is now included in the WPT proof of
possessi on.

Added a section conparing the DPoP-inspired app-level security
option to the Message Signature-based alternative.

draft-ietf-w nse-s2s-protocol -00

Initial WG draft, an exact copy of draft-sheffer-w nmse-s2s-
pr ot ocol - 00

Added this docunment history section
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