Workl oad ldentity in Milti System Environments B. Canpbel |

I nternet-Draft Ping Identity
I ntended status: Standards Track J. Sal owey
Expires: 5 January 2026 Cyber Ark
A. Schwenkschust er

SPI RL

Y. Sheffer

Intuit

4 July 2025

W MSE Wor kl oad to Wor kl oad Aut henticati on
draft-ietf-w nmse-s2s-protocol -06

Abstract

The W MSE architecture defines authentication and authorization for
software workloads in a variety of runtine environnments, fromthe
nmost basic ones up to conplex nmulti-service, multi-cloud, multi-
tenant depl oynents. This document defines the sinplest, atom c unit
of this architecture: the protocol between two workl oads that need to
verify each other’s identity in order to comruni cate securely. The
scope of this protocol is a single HITP request-and-response pair.
To address the needs of different setups, we propose two protocols,
one at the application |l evel and one that nakes use of trusted TLS
transport. These two protocols are conpatible, in the sense that a
single call chain can have sonme calls use one protocol and sone use
the other. W rkload A can call Wrkload B with mutual TLS

aut hentication, while the next call fromWrkload B to Wrkload C
woul d be authenticated at the application |evel
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1. Introduction

Thi s docunent defines authentication and authorization in the context
of interaction between two workloads. This is the core conponent of
the WMSE architecture [I-D.ietf-winmse-arch]. For sinmplicity, this
docunent focuses on HITP-based services, and the workl oad-t o-wor kl oad
call consists of a single HITP request and its response. W define
the credentials that both workl oads shoul d possess and how they are
used to protect the HTTP exchange.

There are multiple deploynment styles in use today, and they result in

different security properties. W propose to address them
differently.
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* Many use cases have various niddl eboxes inserted between pairs of
wor kl oads, resulting in a transport layer that is not end-to-end
encrypted. We propose to address these use cases by protecting
the HTTP nessages at the application |evel (Section 3).

* The other commonly depl oyed architecture has a nutual - TLS
connecti on between each pair of workloads. This setup can be
addressed by a sinpler solution (Section 4).

It is an explicit goal of this protocol that a workl oad depl oynent
can include both architectures across a nmulti-chain call. |n other
words, Workload A can call Wrkload B with nmutual TLS protection
while the next call to Wrkload Cis protected at the application

| evel

For application-level protection we currently propose two alternative
solutions, one inspired by DPoP [ RFC9449] in Section 3.2 and one
which is a profile of HITP Message Signatures [RFC9421] in

Section 3.3. The design team believes that we need to pick one of
these two alternatives for standardization, once we have understood
their pros and cons.

1.1. Extending This Protocol to O her Use Cases

The protocol defined here is narrowy scoped, targeting only HTTP-
based request/response services. To secure workl oads conmmuni cating
over other transports, new protocol bindings will need to be defined.
We note though that this protocol is designed to allow sone | evel of
reuse. |In particular, we expect that the Wrkload Identity Token
(WT) construct will be reusable in other settings. The Wrkl oad
Proof Token (WPT) nmay be adaptable with sonme changes to different
envi ronment s.

1.2. Deploynment Architecture and Message Fl ow
Regardl ess of the transport between the workl oads, we assune the

followi ng | ogical architecture (nunmbers refer to the sequence of
steps listed bel ow):

Canpbel |, et al. Expires 5 January 2026 [ Page 4]



I nternet-Draft W MSE Wor kl oad to Workl oad July 2025
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Figure 1. Sequence of QOperations

The ldentity Server provisions credentials to each of the workl oads.
At | east Workload A (and possibly both) nust be provisioned with a
credential before the call can proceed. Details of conmmunication
with the lIdentity Server are out of scope of this docunent, however
we do describe the credential received by the workl oad.

PEP is a Policy Enforcenent Point, the conmponent that allows the cal
to go through or blocks it. PDP is an optional Policy Decision

Poi nt, which may be deployed in architectures where policy managenent
is centralized. Al details of policy managenment and nessage

aut hori zation are out of scope of this docunent.

The high-1evel message flow is as follows:

1. A transport connection is set up. |In the case of nutual TLS,
this includes authentication of both workloads to one another
In the case of application-level security, the TLS connection is
typically one-way authenticated, and workl oad-1|eve
aut henti cati on does not yet take place.

2. Wirrkload A (and simlarly, Wrkload B) obtains a credential from

the ldentity Server. This happens periodically, e.g. once every
24 hours.
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3. Wirkload A makes an HTTP call into Wirkload B. This is a regular
HTTP request, with the additional protection nmechani sns defined

bel ow.

4. In the case of application-level security, Wrkload B
aut henti cates Workl oad A (when using mutual TLS, this happened in
step 1). In either case, Wrkload B decides whether to authorize
the call. 1In certain architectures, Wrkload B may need to

consult with an external server when making this decision

5. Wrkload B returns a response to Wrkload A which may be an
error response or a regular one.

1.3. Wrkload Identifiers and Authentication Granularity

The specific format of workload identifiers (see
[I-D.ietf-winmse-arch]) is set by local policy for each depl oynent,
and this choice has several inplications.

Prior to WMSE, many use cases did not allow for fully granul ar

aut hentication in containerized runtime platfornms. For instance,
with nutual TLS, there’'s often no clear way to map the request’s
external access reference (e.g., Kubernetes Ingress path, service
nane, or host header) to the SubjectAl tNane value in the server
certificate. This means that the client could only verify if the
server certificate is valid within a trust domain, not if it’s tied
to a specific workl oad.

To enabl e nutual and granul ar authentication between workl oads, two
t hi ngs nust be in place:

* Each wor kl oad nust know its own identifier.

* There needs to be an explicit mapping fromthe external handle
used to access a workl oad (such as an Ingress path or service DNS
nane) to its workload identifier.

Once these conditions are net, the nethods described in this docunent
can be used for the caller and callee to mutually authenticate.

I mpl enent ati ons MJUST al l ow for defining this mappi ng between the
wor kl oad’ s access path and the workl oad identifier (e.g., through
cal | back functions). Deploynments SHOULD use these features to
establish a consistent set of identifiers within their environnent.
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2

3.

Conventions and Definitions
Al terminology in this docunment follows [I-D.ietf-w nse-arch]

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Application Level Wrkload To Workl oad Aut henti cation

As noted in the Introduction, for many depl oynents conmuni cati on
bet ween wor kl oads cannot use end-to-end TLS. For these depl oynent
styles, this docunent proposes application-Ilevel protections.

The current version of the document includes two alternatives, both
using the newy introduced Wrkload lIdentity Token (Section 3.1).

The first alternative (Section 3.2) is inspired by the QAuth DPoP
specification. The second (Section 3.3) is based on the HITP Message
Signatures RFC. We present both alternatives and expect the working
group to select one of themas this docunent progresses towards |ETF
consensus. A conparison of the two alternatives is attenpted in
Section 3.4.

1. The Workload lIdentity Token

The Workl oad lIdentity Token (WT) is a JWs [ RFC7515] signed JWI

[ RFC7519] that represents the identity of a workload. It is issued
by the Identity Server and binds a public key to the workl oad
identity. A WT MIST contain the follow ng claims, except where
not ed:

* in the JOSE header

- alg: Anidentifier for a JW5 asymetric digital signature
algorithm (registered algorithmidentifiers are listed in the
| ANA JOSE Al gorithns registry [I ANA JOSE. ALGS]). The val ue
none MJST NOT be used.

- typ: the WT is explicitly typed, as recommended in
Section 3.11 of [RFC8725], using the wi nse-id+wt nedia type.

* in the JW clains:
- iss: The issuer of the token, which is the Identity Server,

represented by a URI. The iss claimis RECOVWENDED but
optional, see Section 3.1.2 for nore.
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- sub: The subject of the token, which is the identity of the
wor kl oad, represented by a URI. See [I-D.ietf-wi nse-arch] for
details of the Workload Identifier. And see Section 1.3 for
security inplications of these identifiers.

- exp: The expiration time of the token (as defined in
Section 4.1.4 of [RFC7519]). WTs should be refreshed
regularly, e.g. on the order of hours.

- Jti: Aunique identifier for the token. This claimis
OPTIONAL. The jti claimis frequently useful for auditing
i ssuance of individual WTs or to revoke them but sonme token
generation environnents do not support it.

- cnf: Aconfirmation claimreferencing the public key of the
wor kI oad.

0 jwk: Wthin the cnf claim a jwk key MJUST be present that
contains the public key of the workload as defined in
Section 3.2 of [RFC7/800]. The workl oad MJST prove
possession of the corresponding private key when presenting
the WT to another party, which can be acconplished by using
it in conjunction with one of the nmethods in Section 3.2 or
Section 3.3. As such, it MJST NOT be used as a bearer token
and is not intended for use in the Authorization header.

+ alg: Wthin the jwk object, an alg field MIST be present.
Al l owed values are listed in the | ANA "JSON Wb Si gnature
and Encryption Al gorithnms" registry established by
[ RFC7518]. The presented proof (WPT or http-sig) MJIST be
produced with the algorithmspecified in this field. The
val ue none MJUST NOT be used. Algorithms used in
combi nation with symmetric keys MJST NOT be used. Also
encryption algorithns MJUST NOT be used as this would
require additional key distribution outside of the WT.
To pronote interoperability, the ES256 signing al gorithm
MJUST be supported by general purpose inplenentations of
this docunent.

An exanple WT mght |ook |like this:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

eyJhbGeci O JFUzI INi | sl nt pZCl 61 kplbmJgNSI sl nR5cCl 61 ndpbXNl LW kK2p3dCJ9\
. eyJj bmyi Onsi andr | j p7l nFsZyl 61 KVKRFNBI i wi Y3J2| j oi RAQyNTUXOSI s| nt 0eSI \
61 kK9LUCI sl ngi O | xQLhYdnZs Tl 9M/l Zz SXNZWHNVdk | wivDpt bEdXZUNI ¢ VFWIV® 1 QOYA
5MmInl n19LCII eHAI G E3NDULMTI 1MTAs| m hdCl 6 MTcONTUWODkx MOwi anRpl j oi YnT
yYTdi NWmODU3M2EOMAFKY] R YnmYzY2ZhVDFI MTUI LCIzdW i G J3aWlzZTovL2VAYWL\
wbGUuY29t LANWZVWNpZni j LXdvent sb2Fkl n0. xpODXCUhZ2zk- 1- WBVEgbqWhBX6_QJ1 \
| 7vtj ahgwd St MOCRN6J 61 s6f 5ne- Pi 5- Xk6Fnmv44k48Nzul qVDVIbAw

Figure 2: An exanple Workload Identity Token (WT)

The decoded JOSE header of the WT fromthe exanpl e above is shown
her e:

{
"al g": "ES256",

"kid": "June 5",
"typ": "wnmse-id+jw"
Figure 3: Exanple WT JOSE Header

The decoded JWI clains of the WT fromthe exanpl e above are shown

her e:
{
"enf": |
" owk"
"al g": "EdDSA",
"crv": "EdJ25519",
"kty": "OKP",
"x"r "LICKXvT I N_LWVsI sYXsWvB03Jm GWeCHqQVUouCF92bg"
}
}

"exp": 1745512510,

"iat": 1745508910,

"jti": "bd2a7b5bf8573a4ladb4cbf 3cfallel5",

" "wi mse: // exanpl e. com speci fi c- wor kl oad"

sub":

Figure 4: Exanple WT C ai ns
The clainms indicate that the exanple WT:

* was issued by an ldentity Server known as wi nse://exanpl e. com
trusted-central -authority.
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* is valid until My 15, 2024 3:28:45 PM GMI-06: 00 (represented as
NunericDate Section 2 of [RFC7519] value 1717612470).

* jdentifies the workload to which the token was issued as
wi nmse: / / exanpl e. com speci fi c-wor kl oad.

* has a unique identifier of x-_1CTL2cca3CSE4cwb__.

* binds the public key represented by the jwk confirmation method to
the workl oad wi nse: // exanpl e. com speci fi c-workl oad.

* requires the proof to be produced with the EdDSA signature
al gorithm

For elucidative purposes only, the workload s key, including the
private part, is shown below in JW [RFC7517] format:

{
" kt yll : " O(PII ,
"crv': "Ed25519",
"X " 1OXXvE I N_LWWsI sYXsUvB03Jm GWeCHqQVUouCF92bg" ,
"d": "sdLX8yCYKgqo_XvGBLn- ZWeKT7I | YeeQogeCaXVxb5kY"

}
Figure 5: Exanpl e Workl oad’ s Key

The afore-exanpled WT is signed with the private key of the Identity
Server. The public key(s) of the lIdentity Server need to be known to
all workloads in order to verify the signature of the WT. The
Identity Server’s public key fromthis exanple is shown bel ow in JWK
[ RFC7517] format:

{
"kty": "EC',
"kid": "June 5",
"crv': "P-256",
"x": "Dy47KDeYao6kCOhxSraJdeldi zj VxHj j o- 9Nsnr MgLyvQo",
"y": "bj 3s7bncoSYURzAzF0j By0JOnnP5- 5E11vx5QoYEFgk"

Figure 6: Exanple ldentity Server Key
3.1.1. The WT HTTP Header

A WT is conveyed in an HITP header field named Workl oad-ldentity-
Token.
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ABNF [ RFC5234] for the value of Wrkload-Identity-Token header field
is provided in Figure 7:

ALPHA = %41-5A /| %61-7A ; A-Z /| a-z
DAT = %30-39 ; 0-9

base64url = 1*(ALPHA/ DIGT / "-" [ " ")
JWI = base64url "." base64url "." base64url
WT = JIW

Figure 7: Wrkl oad-1dentity-Token Header Field ABNF

The following shows the WT fromFigure 2 in an exanple of a
Wor kl oad- 1 denti ty- Token header fi el d:

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

Wor kl oad- 1 dentity-Token: eyJhbGci O JFUzI 1IN | sl mt pZCl 61 kplbnJgNSI sl nR\
5¢cCl 61 ndpbXNl LW kK2p3dCJ9. eyJj bmyi Onsi andr | j p71 nFsZyl 61 KVKRFNBI i wi Y3\
J21j oi RMQyNTUXCSI sl nt 0eSI 61 k9LUCI sl ngi O | x@LhYdniZs Tl 9MVI Zz SXNZWHNVdk\
I WMDpt bEdXZUNI c VFWIVO1QQY5MmInl n19LCJI eHAI G E3NDULMII 1MTAs| m hdCl 6 M\
CONTUWODKkxMOW anRpl j oi YmQy YTdi NWmODU3M2EOMAFKY] R YmYz Y2ZhNDFI MTUI LC\
JzdWi G J3aWlzZTovL2VAYWLwbGUUY29t L3INWZVWNpZmi j LXdvent sb2Fkl n0. x pODXCQ\
UhZz2zk- 1- WBVEgbqWhBX6_QJ1 | 7vt j ahgwd St MOCRN6J6i s6f 5ne- Pi 5- Xk6Fniv44k48\
Nzul gVDVIbAwW

Figure 8: An exanple Wrkload lIdentity Token HTTP Header Field

Note that per [RFC9110], header field names are case insensitive;
t hus, Workl oad-1dentity-Token, workload-identity-token, WORKLOAD
| DENTI TY-TOKEN, etc., are all valid and equival ent header field
nanes. However, case is significant in the header field val ue.

3.1.2. A note on iss claimand key distribution

It is RECOWENDED that the WT carries an iss claim This
specification itself does not nake use of a potential iss claimbut
al so carries the trust domain in the workload identifier (see
[I-D.ietf-winmse-arch] for a definition of the identifier and rel ated
rules). Inplenmentations MAY include the iss claimin the formof a
https URL to facilitate key distribution via mechanisns |ike the
jwks _uri from [RFC8414] but alternative key distribution nethods nmay
make use of the trust domain included in the workload identifier
which is carried in the nandatory sub claim
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3.2. Option 1: DPoP-Inspired Authentication

This option, inspired by the QAuth DPoP specification [ RFC9449], uses
a DPoP-1ike mechanismto authenticate the calling workload in the
context of the request. The Workload Identity Token (Section 3.1) is
sent in the request as described in Section 3.1.1. An additiona

JWI, the Workl oad Proof Token (WPT), is signed by the private key
corresponding to the public key in the WT. The WPT is sent in the
Wor k|l oad- Pr oof - Token header field of the request. The ABNF syntax of
t he Wor kl oad- Proof - Token header field is:

WPT = JWI
Fi gure 9: Workl oad- Proof - Token Header Field ABNF
where the JWI projection is defined in Figure 7.
A WPT MUST contain the foll ow ng:
* in the JOSE header:

- alg: Anidentifier for an appropriate JW5 asymetric digita
signature algorithmcorresponding to the confirmation key in
the associated WT. The value MJST natch the alg val ue of the
jwk in the cnf claimof the WT. See Section 3.1 for valid
val ues and restrictions.

- typ: the WPT is explicitly typed, as recommended in
Section 3.11 of [RFC8725], using the application/w nse-
proof +jwt nedia type

* in the JW clains:

- aud: The audi ence SHOULD contain the HTTP target UR
(Section 7.1 of [RFC9110]) of the request to which the WPT is
attached, w thout query or fragnent parts. However, there may
be some normalization, rewiting or other process that requires
the audience to be set to a depl oynent-specific value. See
al so Section 1.3 for nore details.

- exp: The expiration tine of the WT (as defined in
Section 4.1.4 of [RFC7519]). WPT lifetinmes MJIST be short,
e.g., on the order of minutes or seconds.

- jti: Anidentifier for the token. The value MJST be uni que, at
| east within the scope of the sender
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- wth: Hash of the Wrkload Identity Token, defined in
Section 3.1. The value is the base64url encoding of the
SHA- 256 hash of the ASCI1 encoding of the token' s val ue.

- ath: Hash of the QAuth access token, if present in the request,
whi ch might convey end-user identity and authorization context
of the request. The value, as per Section 4.1 of [RFC9449], is
the base64url encodi ng of the SHA-256 hash of the ASCI I
encodi ng of the access token’ s val ue.

- tth: Hash of the Txn-Token [I-D.ietf-oauth-transaction-tokens],
if present in the request, which m ght convey end-user identity
and aut hori zation context of the request. The value MJST be
the result of a base64url encoding (as defined in Section 2 of
[ RFC7515]) of the SHA-256 hash of the ASCI| encoding of the
associ ated token' s val ue.

- oth: Hash of any other token in the request that m ght convey
end-user identity and authorization context of the request, if
such a token exists. The value MIJST be the result of a
base64url encoding (as defined in Section 2 of [RFC7515]) of
the SHA-256 hash of the ASCI| encoding of the associated
token’s value. (Note: this is less than ideal but seens we
need sonething like this for extensibility.)

To clarify: the ath, tth and oth clainms are each mandatory if the
respective token is included in the request.

An exanpl e WPT mi ght |ook |ike the foll ow ng:
====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

eyJhbCci O JFZERTQSI sl nR5¢Cl 61 ndpbXN LXByb29nK2p3dCJ9. eyJhdGgi O JDTDR\
3anZzwunilQzi 1i ZFI JYI | Mol Y5ZDVy TUFSR3dLWJUx MHAVA3pDMEpJl i wi YXVKI j oi aHR\
OcHVBLY93b3Jr b&AhZC5I eGFt cGxl LniNvbSOwWYXRol i wi ZXhwi j oxNz QLNTASM EwLCI\
qdcki O JI Mzl 5Ym 4Nj K2YWEOYW/] YTAOODg2ZG@BNMJ3O0A yNi | sl nd0aCl 61 nJvN3h\
GT1INHX2pZeG1LW2Z3ZXFr NVgxc2M2TDBz Q2o3NVdLVDkxZ014eFUi f Q 0SegRTr BxuQN\
550y WRK5PNnPEZLhgRy 0Va7BpxBw a64E3nmap15dbDo9Ar RcJ8MAZ4QZ829CCppf nuall \
ei 1bBQ

Fi gure 10: Exanpl e Workl oad Proof Token (WPT)

The decoded JOSE header of the WPT fromthe exanpl e above is shown
her e:
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{
"al g": "EdDSA",

"typ": "w nmse-proof+ w"

Fi gure 11: Exanple WPT JOSE Header

The decoded JWI clains of the WPT fromthe exanpl e above are shown
her e:

{
"ath": "CL4wW f pRmNf - bdYl bYLnV9d5r MARGAKYELOWUMz COj |

"aud": "https://workl oad. exanpl e. coni pat h",

"exp": 1740755048,

"jti": "0c740386caldcad37delb5f 9delb0705",

"wth": "aAOW oFJK7qV7zYhcnez RLKOXVCH d2x6c4sOQLVE9OY"

}
Fi gure 12: Exanple WPT C ains

An exanpl e of an HITP request with both the WT and WPT from pri or
exanpl es is shown bel ow

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

POST /path HTTP/ 1.1

Host: wor kl oad. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer 16 _nmAdOG waZokU26 0902100

Wor kl oad- | denti ty-Token: eyJhbGeci G JFUzI INi | sl nt pZCl 61 kplbniJgNSI sl nR\
5c¢Cl 61 ndpbXN LW kK2p3dCJ9. eyJj bn¥i Onsi andr | j p71 m\ydi | 61 kVkM ULMTki LC\
JrdHki O JPS1AI LCJ4l j oi cl p3VUEWHII azRBWES5MY2VI | 2bUhl WDNAVUOt SUds ck\
11VKNRa@®)4VSJ9f Swi ZXhwl j oxNz QMNz UAMz AL CIpYXQ G E3NDASNTQBNDgs! mpOaS\
I 61 ) Rmyzc3ZmN Zj USMAY zYm zM21l 2Nz JI YWYy MDRmYWYOI i wi ¢3Vi | j 0i d21 t c2UBLy\
9l eGFt cGxl Lm\vbS9zcGVj aWZpYy13b3Jr b&®hZzCJ9. j - W F3buf TweVZnt Phl zvST\
Pwf 37- 4wf azJZARIJHYMS_ol BSnKEgqwgTZpl X_LoWI cy KOVBE7Fa0CM/wW2g

Wor kl oad- Proof - Token: eyJhbGci G JFZERTQSI sl nR5¢Cl 61 ndpb XNl LXByb29nkK2\
p3dCJ9. eyJhdCGgi G JDTDR3anZwUmlQzZi 1i ZFl JYI | Mol Y5ZDVy TUFSR3d LWJUx MHd Vd\
3pDMJI i wi YXVKI j oi aHROCHVBLY93b3Jr b&hZC51 eGFt cGxl LmMNvbSOwYXRol i wi 2\
Xhwl j oxNz QvM\Nz ULMDQALCIqdGki O | wYzcOMDMVANTMNNMAR) YWQz N2RI MAY 1Z) | KZTFi M
DcwNSI s| nd0aCl 61 nFBMFdf b0ZKSzdx V] d6Whj bXpSMUt PWFZDSGok Mhg2Yz Rz T1FMd\
kUsMFki f Q WORZqi eXeD- Ugdt bYf 8ZNkf 2_6_6b_kJ Sf kODQdq3_QDSSGOhVbRAR3qQo\
Qu0Szi hi GBHCsGns| f 04WIvnH5AQ

{"do stuff":"please"}

Fi gure 13: Exanple HTTP Request with WT and WPT

Canpbel |, et al. Expires 5 January 2026 [ Page 14]



I nternet-Draft W MSE Wor kl oad to Workl oad July 2025

To validate the WPT in the request, the recipient MIST ensure the
fol | owi ng:

*

There is exactly one Workl oad- Proof - Token header field in the
request.

The Wor kl oad- Proof - Token header field value is a single and well -
formed JWI.

The signature algorithmin the alg JOSE header string-equa
mat ches the alg attribute of the jwk in the cnf claimof the WT.

The WPT signature is valid using the public key fromthe
confirmation claimof the WT.

The typ JOSE header paraneter of the WPT conveys a nedia type of
Wi mse- proof +j wt.

The aud claimof the WPT matches the target URI, or an acceptable
alias or normalization thereof, of the HITP request in which the
WPT was received, ignoring any query and fragnent parts. See also
Section 1.3 for inplenmentation advice on this verification check

The exp claimis present and conveys a tine that has not passed.
WPTs with an expiration time unreasonably far in the future SHOULD
be rejected.

The wth claimis present and matches the hash of the token val ue
conveyed in the Wikl oad-1dentity-Token header.

It is RECOWENDED to check that the value of the jti claimhas not
been used before in the time w ndow in which the respective WPT
woul d be considered valid.

If presented in conjunction with an QAuth access token, the val ue
of the ath claimnmatches the hash of that token' s val ue.

If presented in conjunction with a Txn-Token, the value of the tth
clai m matches the hash of that token s val ue.

If presented in conjunction with a token conveyi ng end- user
identity or authorization context, the value of the oth claim
mat ches the hash of that token’s val ue.
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3.3. Option 2: Authentication Based on HTTP Message Si gnhatures
This option uses the Wrkload Identity Token (Section 3.1) to sign
the request and optionally, the response. This section defines a
profile of the Message Signatures specification [ RFC9421].

The request is signed as per [RFC9421]. The follow ng derived
components MJST be signed:

*  @ret hod
*  @equest-target

In addition, the follow ng request headers MJST be signed when they
exi st:

*  Content-Type

* Content-Di gest

* Authorization

* Txn-Token [I-D.ietf-oauth-transaction-tokens]

*  Workl oad- I dentity- Token

If the response is signed, the foll ow ng conponents MJST be signed:
*  @tatus

*  @ret hod; req

*  @equest-target;req

* Content-Type if it exists

* Content-Digest if it exists

*  Wbrkl oad-1dentity-Token

To ensure the nessage is fully integrity-protected, if the request or
response includes a nessage body, the sender MJST include (and the
recei ver MJST verify) a Content-Di gest header

For both requests and responses, the foll owi ng signature parameters
MJUST be i ncl uded:

* created
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* expires - expiration MIST be short, e.g. on the order of mnutes.
The WMSE architecture will provide separate mechani snms in support
of long-lived conmpute processes.

* nonce

* tag - the value for inplenmentations of this specification is
wi nse- wor kl oad-t o- wor kl oad

The foll owi ng signature paranmeters in the Signature-I|nput header MJST
NOT be used:

* Kkeyid - The signing key is sent along with the nessage in the WT.
Additionally specifying the key identity woul d add confusion

* alg - The signature algorithmis specified in the jwk section of
the cnf claimin the WT. See Section 3.1 and Sec. 3.3.7 of
[ RFC9421] for details.

It is RECOVWENDED to include only one signature with the HITP

message. If multiple ones are included, then the signature | abe
included in both the Signature-Ilnput and Signature headers SHOULD be
Wi nse.

A sender MJST ensure that each nonce it generates is unique, at |east
anong nessages sent to the same recipient. To detect nessage
replays, a recipient SHOULD reject a nmessage (request or response) if
a nonce generated by a certain peer is seen nore than once.

Following is a non-nornmative exanple of a signed request and a signed
response, where the caller is using the keys specified in Figure 5

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

GET /gi nre-ice-creanPflavor=vanilla HTTP/ 1.1

Host: exanpl e. com

Si gnature: w nse=: K4df GhguF5f 1L4DKBSp5XeFXosLG 8Y9f i UX06r L/ wdOF+x3z T\
WrsvKW YOBloFZaQt mRFHr u+YLj dkqa2W CQ==:

Signature-Ilnput: w nmse=("@ret hod" "@equest-target"” "workload-identi\
ty-token");created=1718291357; expi r es=1718291657; nonce="abcd1111";t a\
g="wi nse- wor kl oad-t o- wor kl oad"

Wor kl oad- 1 denti ty- Token: aGvhzZGvyCg. VGhpcyBpcyBub3QyYSByZWFs| HRva2Vu\
Lgo. c2] nbnF0dXJI Cg

Figure 14: Signed Request

Assumi ng that the workl oad being called has the foll owi ng keypair:
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"kty":"OKP",

"crv":"EJ25519",

"x": " Cf aY1XX- aHIpenRP8ATNBYd bcKA treqOf wKri | wyg",
"d": " fycSKS- i HZ6 TC1BNWNG6CEOSs OBP3- 4KgR- egqxNpnyhws"

}
Figure 15: Callee Private Key

A signed response woul d be:
=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

HTTP/ 1.1 404 Not Found
Connection: cl ose
Cont ent - Di gest: sha-256=: 47DEQpj 8HBSa+/ TI mMM5JCeuQeRknmbNVpIWZG3hSuFU

Content - Type: text/plain

Si gnature: w nmse=: NM M3xhl 6nBPI 8nKVf pnH5qFCGcEf uFxi CnsB5PJhG UHT/ 5J4\
612 EZwRw3V4k U4gGJ nO+ ER8 RC4 DIVR HKVOYDQ==:

Signature-lnput: w nmse=("@tatus" "workload-identity-token" "content\
-type" "content-digest" "@method";req "@equest-target";req);created\
=1718295368; expi res=1718295670; nonce="abcd2222"; t ag="w nse- wor kl oad-\
t o- wor kl oad"

Wor kl oad- | denti ty-Token: aGvhZGvyCg. VGhpcyBhaWindCBvbnisl HRvby4K. c21\
nbrFOdXJI Cg

No i ce cream today.
Figure 16: Signed Response
3.4. Conparing the DPoP Inspired Option with Message Signatures

The two workl oad protection options have different strengths and
weaknesses regardi ng i npl enentation conplexity, extensibility, and
security. Here is a summary of the mmin differences between
Section 3.2 and Section 3. 3.

* The DPoP-inspired solution is | ess HITP-specific, making it easier
to adapt for other protocols beyond HTTP. This flexibility is
particul arly val uabl e for asynchronous conmuni cation scenari os,
such as event-driven systens.

* Message Signatures, on the other hand, benefit from an existing
HTTP-specific RFC with sonme established inplenentations. This
exi sting groundwork means that this option could be sinpler to
depl oy, to the extent such inplenentations are avail able and
easily integrated.
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3.

3.

* Gven that the WT (Wrkload Identity Token) is a type of JWI, the
DPoP-i nspired approach that al so uses JW is | ess conpl ex and
technol ogy-i ntensi ve than Message Signatures. In contrast,
Message Signatures introduce an additional |ayer of technol ogy,
potentially increasing the conplexity of the overall system

* Message Signatures offer superior integrity protection,
particularly by mtigating message nodification by m ddl eboxes.
See al so Section 5. 3.

* A key advantage of Message Signatures is that they support
response signing. This opens up the possibility for future
deci si ons about whether to nake response signing mandatory,
allowing for flexibility in the specification and/or in specific
depl oynent scenari os.

* |In general, Message Signatures provide greater flexibility
conpared to the DPoP-inspired approach. Future versions of this
draft (and subsequent inplenentations) can deci de whet her specific
aspects of nessage signing, such as coverage of particular fields,
shoul d be mandatory or optional. Covering nore fields wll
constrain the proof so it cannot be easily reused in another
context, which is often a security inprovenent. The DPoP inspired
approach coul d be designed to include extensibility to sign other
fields, but this would make it closer to trying to reinvent
Message Signatures.

5. Error Conditions

Errors may occur during the processing of the nessage signature or
WPT. If the signature verification fails for any reason, such as an
invalid signature, an expired validity tinme w ndow, or a malformed
data structure, an error is returned. Typically, this will be in
response to an APl call, so an HITP status code such as 400 (Bad
Request) is appropriate. This response could include nore details as
per [ RFC9457], such as an indicator that the wong key material or

al gorithm was used.

6. Coexistence with JWI Bearer Tokens

The WT and WPT define new HTTP headers. They can therefore be
presented al ong with existing headers used for JW bearer tokens.
This property allows for transition from mechani sms using identity

t okens based on bearer JWs to proof of possession based WTs. A
wor kl oad may inplenment a policy that accepts both bearer tokens and
WTs during a transition period. This policy may be configurable
per-caller to allow the workload to reject bearer tokens fromcallers
that support WTs. Once a deploynent fully supports WTs, then the
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use of bearer tokens for identity can be disabled through policy.

I mpl enent ati ons shoul d be careful when inplenenting such a transition
strategy, since the decision which token to prefer is nmade when the
caller’s identity has still not been authenticated, and needs to be
reval i dated followi ng the authentication step

The WT can al so coexist with tokens used to establish security
context, such as transaction tokens
[I-D.ietf-oauth-transaction-tokens]. |In this case a workload s

aut hori zation policy may take into account both the sending

workl oad’s identity and the information in the context token. For
exanple, the identity in the WT may be used to establish which API
calls can be made and information in the context token may be used to
det erm ne which specific resources can be accessed.

4. Using Mutual TLS for Workl oad To Workl oad Aut hentication

As noted in the introduction, for nmany depl oynents, transport-I|eve
protection of application traffic using TLS is i deal

4.1. The Workload Identity Certificate

The Workload lIdentity Certificate is an X. 509 certificate. The
wor kl oad identity MJST be encoded in a Subject Alt Name extension of
type URI. There MJST be only one Subject A tNanme extension of type
URI in a workload certificate. |If the workload will act as a TLS
server for clients that do not understand workload identities it is
RECOMVENDED t hat the workl oad certificate contain a Subject Al tNane of
type DNSNarme with the appropriate DNS names for the server. The
certificate MAY contain Subject Al t Name extensions of other types.

4.2. Workload ldentity Certificate Validation

Wor kl oad certificates may be used to authenticate both the server and
client side of the connections. Wen validating a workload
certificate, the relying party MJST use the trust anchors configured
for the trust domain in the workload identity to validate the peer’s
certificate. QOher PKIX [RFC5280] path validation rules apply.

W MSE clients and servers MJST validate that the trust domain portion
of the workload certificate nmatches the expected trust domain for the
ot her side of the connection

Servers wishing to use the workload certificate for authorizing the
client MIUST require client certificate authentication in the TLS
handshake. O her nethods of post handshake authentication are not
specified by this docunent.
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W MSE server certificates SHOULD have the id-kp-serverAut h extended
key usage [RFC5280] field set and WNMSE client certificates SHOULD
have the id-kp-clientAuth extended key usage field set. A
certificate that is used for both client and server connections may
have both fields set. This specification does not nake any other
requi renents beyond [ RFC5280] on the contents of workl oad
certificates or on the certification authorities that issue workload
certificates.

4.2.1. Server Nane Validation

If the WMSE client uses a hostname to connect to the server and the
server certificate contain a DNS SAN the client MJST perform standard
host name validation (Section 6.3 of [RFC9525]) unless it is
configured with the informati on necessary to validate the peer’s
wor kl oad identity. |If the client did not perform standard host nane
validation then the WMSE client SHOULD further use the workl oad
identifier to validate the server. The host portion of the workl oad
identifier is NOT treated as a host nane as specified in section 6.4
of [RFC9525] but rather as a trust domain. The server identity is
encoded in the path portion of the workload identifier in a

depl oynent specific way. Validating the workload identity could be a
sinmple match on the trust domain and path portions of the identifier
or validation may be based on the specific details on how the
identifier is constructed. The path portion of the WNMSE identifier
MUST al ways be considered in the scope of the trust domain. |n nost
cases it is preferable to validate the entire workl oad identifier,
see Section 1.3 for additional inplenmentation advice.

4.3. dient Authorization Using the Wrkload ldentity

The server application retrieves the workload identifier fromthe
client certificate subjectA tNanme, which in turn is obtained fromthe
TLS layer. The identifier is used in authorization, accounting and
auditing. For exanple, the full workload identifier nay be matched
agai nst ACLs to authorize actions requested by the peer and the
identifier may be included in | og nmessages to associate actions to
the client workload for audit purposes. A deploynment may specify

ot her authorization policies based on the specific details of how the
wor kl oad identifier is constructed. The path portion of the workl oad
identifier MJUST al ways be considered in the scope of the trust

domain. See Section 1.3 on additional security inplications of
wor kl oad identifiers

5. Security Considerations
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5.1. Wbrkload ldentity

The Workl oad lIdentifier is scoped within an issuer and therefore any
sub- conponents (path portion of Identifier) are only unique within a
trust donmain defined by the issuer. Using a Wrkload Identifier

wi t hout taking into account the trust donmain could all ow one donain
to issue tokens to spoof identities in another domain. Additionally,
the trust domain must be tied to an authorized issuer cryptographic
trust anchor through some nechani sm such as a JVKS or X. 509
certificate chain. The association of an issuer, trust donmain and a
cryptographi c trust anchor MJUST be comruni cated securely out of band.

5.2. Wirkload ldentity Token and Proof of Possession

The Workl oad Identity Token (WT) is bound to a secret cryptographic
key and is always presented with a proof of possession as described
in Section 3.1. The WT is a general purpose token that can be
presented in multiple contexts. The WT and its PoP are only used in
the application-level options, and both are not used in MILS. The
WT MJST NOT be used as a bearer token. Wiile this hel ps reduce the
sensitivity of the token it is still possible that a token and its
proof of possession nay be captured and replayed within the PoP' s
lifetime. The following are sone mtigations for the capture and
reuse of the proof of possession (PoP)

* Preventing Eavesdropping and Interception with TLS

An attacker observing or intercepting the comunication channel can
view the token and its proof of possession and attenpt to replay it
to gain an advantage. |n order to prevent this the token and proof
of possessi on MUST be sent over a secure, server authenticated TLS
connection unless a secure channel is provided by some other

mechani sms.  Host nane validation according to Section 4.2.1 MIST be
performed. The WT itself is not usable w thout a proof of
possessi on.

* Limting Proof of Possession Lifespan

The proof of possession MIST be tinme limted. A PoP should only be
valid over the time necessary for it to be successfully used for the
purpose it is needed. This will typically be on the order of

m nutes. PoPs received outside their validity time MJST be rejected.
* Limting Proof of Possession Scope

In order to reduce the risk of theft and replay the PoP should have a

limted scope. For exanple, a PoP may be targeted for use with a
speci fic workl oad and even a specific transaction to reduce the
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i npact of a stolen PoP. |In sone cases a workload nmay wi sh to reuse a
PoP for a period of time or have it accepted by multiple target
wor kl oads. A careful analysis is warranted to understand the inpacts
to the systemif a PoP is disclosed allowing it to be presented by an
attacker along with a captured WT.

* Replay Protection

A proof of possession includes the jti claimthat MJST uni quely
identify it, within the scope of a particular sender. This claim
SHOULD be used by the receiver to performbasic replay protection
agai nst tokens it has already seen. Depending upon the design of the
systemit may be difficult to synchronize the replay cache across al
token validators. |If an attacker can sonehow i nfluence the identity
of the validator (e.g. which cluster nmenber receives the nmessage)
then replay protection would not be effective.

* Binding to TLS Endpoi nt

The POP MAY be bound to a transport |ayer sender such as the client
identity of a TLS session or TLS channel binding paraneters. The
mechani sns for binding are outside the scope of this specification

5.3. M ddl e Boxes

In sone depl oyments the Workl oad Identity Token and proof of
possession may pass through nultiple systems. The comunication

bet ween the systens is over TLS, but the token and PoP are avail able
in the clear at each internmediary. Wile the internediary cannot

modi fy the token or the information within the PoP they can attenpt
to capture and replay the token or nodify the data not protected by
the PoP. Mtigations listed in the previous section can be used to
provi de sone protection from m ddl e boxes. Depl oynments shoul d
performanalysis on their situation to determne if it is appropriate
to trust and allowtraffic to pass through a niddl e box.

5.4. Privacy Considerations

W Ts and the proofs of possession may contain private information
such as user names or other identities. Care should be taken to
prevent the disclosure of this information. The use of TLS hel ps
protect the privacy of WTs and proofs of possession

WTs and certificates with workload identifiers are typically
associated with a workl oad and not a specific user, however in some
depl oynents the workl oad may be associated directly to a user. Wile
these are exceptional cases a depl oynent should evaluate if the

di scl osure of WTs or certificates can be used to track a user
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| ANA Consi der ati ons
1. JSON Wb Token C ai ns

I ANA is requested to add the following entries to the "JSON Wb Token
Clainms" registry [ ANA JWI. CLAI MS] :

| CdaimMNane | daimDescription | Change Controller | Reference |
[ ety s s s sty e sy e p—p—_— L
| tth | Transaction Token | |ESG | RFC XXX, |
| | hash | | Section 3.2 |
R o e e e oo R R +
| wth | Workload ldentity | |ESG | RFC XXX, |
| | Token hash | | Section 3.2 |
R o e e e e oo o e e e e oo S +
| oth | O her Token hash | |ESG | RFC XXX, |
I I | | Section 3.2 |
T o e e e oo o e e e oo R +
Table 1
6.2. Media Type Registration
I ANA is requested to register the following entries to the "Mdia

6.

Canpbel |,

Types" registry [IANA. MEDI A TYPES] :

* application/w nse-id+jw, per Section 6.2.1.

* application/w nse-proof+w, per Section 6.2.2.

2.1. application/w nse-id+jwt
Type name: application

Subt ype nanme: wi nse-id+ w
Requi red paraneters: N A

Optional paraneters: NA
Encodi ng consi derati ons:

those specified for the "application/jw" nedia type.

Encodi ng consi derations are identical to
See [ RFC7519].

Security considerations:
RFC XXX.

See the Security Considerations section of

Interoperability considerations: NA
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Publ i shed specification: RFC XXX, Section 3.1.

Applications that use this nedia type: ldentity servers that vend
Wor kl oad ldentity Tokens, and Workl oads that use these tokens to
aut henticate to each other.

Fragrment identifier

Additional informati

consi derations: NA

on:

Deprecated alias names for this type: NA

Magi ¢ nunber (s):

File extension(s):

N A

None

Maci ntosh file type code(s): NA

Person & emi l
See the Authors’

I nt ended usage:

address to contact for further information:
Addr esses section of RFC XXX

COMVON

Restrictions on usage: NA

Aut hor :

See the Authors’ Addresses section of RFC XXX

Change controller: |

nternet Engi neering Task Force (iesg@etf.org).

6.2.2. application/w nmse-proof +j wt

Type name: application

Subt ype nane: wi nse- proof +j wt

Requi red paraneters:

Opti onal parameters:

N A

N A

Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/jw" nedia type. See [RFC7519].

Security considerations: See the Security Considerations section of
RFC XXX.

Interoperability considerations: NA

Canpbel |,
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6. 3.

6.

3.

Publ i shed specification: RFC XXX, Section 3.2.

Applications that use this nedia type: Wrkloads that use these
tokens to integrity-protect nessages in the WMSE workl oad-t o-
wor kl oad protocol .

Fragrment identifier considerations: NA

Addi tional information:

Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA

File extension(s): None

Maci ntosh file type code(s): NA

Person & enmil address to contact for further infornation:

See the Authors’ Addresses section of RFC XXX

I nt ended usage: COVMON

Restrictions on usage: NA

Aut hor: See the Authors’ Addresses section of RFC XXX

Change controller: Internet Engineering Task Force (iesg@etf.org).
Hypertext Transfer Protocol (HTTP) Field Name Registration

I ANA is requested to register the following entries to the "Hypertext
Transfer Protocol (HTTP) Field Name Registry” [|ANA HTTP. FI ELDS] :

*  Workl oad-1dentity-Token, per Section 6.3.1.
*  \Wbr kl oad- Proof - Token, per Section 6.3.2.
1. Workload-ldentity-Token

* Field Nane: Workl oad-1dentity-Token

* Status: permanent

* Structured Type: NA

* Specification Docurment: RFC XXX, Section 3.1.1
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* Conments: see reference above for an ABNF syntax of this field

6.3.2. Workl oad- Proof - Token

*  Field Nane: Wbrkl oad- Proof - Token

* Status:

per manent

* Structured Type: NA

* Specification Docunent: RFC XXX, Section 3.2

* Conments: see reference above for an ABNF syntax of this field
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Appendi x A, Document Hi story

/1l RFC Editor: please renove before publication.

A1l

*

draft-ietf-w nse-s2s-protocol -06
Explicit definition of the Wrkload Identity Certificate.

Definition of the validation of workload identifiers as part of
wor kl oad aut hentication. Still work in progress.

draft-ietf-w nmse-s2s-protocol -05

Renoved the entire Wrkload Identity section which is now covered
in the Architecture docunent.

Content-Digest is nandatory w th HTTP-Si g.
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*

Sone wordi ng on extending the protocol beyond HTTP.
I ANA consi derati ons.
draft-ietf-w nse-s2s-protocol -04

Require cnf.jwk.alg in WT which restricts signature al gorithm of
WPT or HTTP-Si g.

Repl ay protection as a SHOULD for both WPT and HTTP-Si g.
Consolidate ternminology with the Architecture draft.
draft-ietf-w nmse-s2s-protocol -03

Consi stently use "workl oad".

I mpl ement conmments fromthe SPI FFE community.

Make iss claimin WT optional and add wordi ng about its relation
to key distribution.

Renove iss claimfrom WPT.

Make jti claimin WT optional.

Error handling for the application | evel methods.
draft-ietf-w nse-s2s-protocol -02

Coexi stence with bearer tokens.

I mprove the architecture diagram

Some nore ABNF.

Clarified identifiers and URI s.

Moved an aut hor to acknow edgnents.
draft-ietf-w nse-s2s-protocol -01
Addressed multiple coments from Pieter.

Clarified WMSE identity concepts, specifically "trust domain" and
"wor Kkl oad identifier".

Much nmore detail around nTLS, including some normative | anguage.
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* WT (the identity token) is now included in the WPT proof of
possessi on.

* Added a section conparing the DPoP-inspired app-level security
option to the Message Signature-based alternative.

A 7. draft-ietf-w nse-s2s-protocol-00

* Initial Ws draft, an exact copy of draft-sheffer-w nmse-s2s-
pr ot ocol - 00

* Added this docunent history section
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