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Abst ract

The W MSE architecture defines authentication and authorization for
software workloads in a variety of runtine environments, fromthe
nmost basic ones to conmplex multi-service, multi-cloud, multi-tenant
depl oynents. This docunent profiles a workload authentication based
on X. 509 workload identity certificates using nutual TLS (niLS).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-

wi mse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nmsenutual -
tls.htm. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-w nmse-nutual -tls/.

Di scussi on of this docunent takes place on the Workload ldentity in
Mul ti System Environnments Working Group nailing |ist
(mailto:winmse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-w nse/draft-ietf-w nse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent defines authentication and authorization in the context
of interaction between two workloads. This is the core conponent of
the WMSE architecture [I-D.ietf-winse-arch]. This docunent focuses
on using X 509 workload identity certificates

[1-D.ietf-w nse-workload-creds] to authenticate the communication

bet ween wor kl oads using TLS

The use of TLS for authentication is widely deployed, however it may
not be applicable to all environnments. For exanple, sonme depl oynents
may | ack the PKI infrastructure necessary to nmanage certificates or

i nter-service comunication consists of multiple separate TLS hops.
For these cases, other options based on Wrkload Identity Tokens
(WT) [I-D.ietf-w nse-workl oad-creds] nmay be nore appropriate since
they are not based on X 509 certificates and are communi cated at the
application layer rather than the transport |ayer

1.1. Deploynent Architecture and Message Fl ow
Refer to Sec. 1.2 of [I-D.ietf-w nse-workl oad-creds] for the
depl oynent architecture which is common to all three protection
options, including the one described here.

1.2. Wrkload Identity Certificates
Workl oad identity certificates are X. 509 certificates that carry
wor kl oad identifiers as described in section 4.1 of
[1-D.ietf-w nmse-workl oad-creds]

2. Conventions and Definitions
Al terminology in this docunment follows [I-D.ietf-w nse-arch]
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Using Mutual TLS for Workl oad-to-Wrkload Authentication

As noted in the introduction, for many depl oynents, transport-I|eve
protection of application traffic using TLS is i deal
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3.1. The Workload Identity Certificate

Workl oad identity certificates are X. 509 certificates that carry
wor kl oad identifiers as described in section 4.1 of
[1-D.ietf-w nmse-workl oad-creds]

3.2. Wirkload ldentity Certificate Validation

Workl oad ldentity Certificates may be used to authenticate both the
server and client side of the connections. Wen validating a

Workl oad ldentity Certificate, the relying party MJST use the trust
anchors configured for the trust domain in the workload identity to
validate the peer’'s certificate. Oher PKIX [ RFC5280] path
validation rules apply. Wrkloads acting as TLS clients and servers
MJST validate that the trust domain portion of the Wrkload Identity
Certificate matches the expected trust domain for the other side of
t he connecti on.

Servers wishing to use the Wrkload ldentity Certificate for
authorizing the client MJST require client certificate authentication
in the TLS handshake. O her methods of post handshake authentication
are not specified by this docunent.

Workl oad ldentity Certificates used by TLS servers SHOULD have the

i d-kp-server Auth extended key usage [ RFC5280] field set and Wrkl oad
ldentity Certificates used by TLS clients SHOULD have the id-kp-
client Auth extended key usage field set. A certificate that is used
for both client and server connections may have both fields set.

Thi s specification does not nmake any other requirenents beyond

[ RFC5280] on the contents of Workload lIdentity Certificates or on the
certification authorities that issue workload certificates.

3.2.1. Server Nane Validation

If the WMSE client uses a hostname to connect to the server and the
server certificate contain a DNS SAN the client MJST perform standard
host name validation (Section 6.3 of [RFC9525]) unless it is
configured with the additional information necessary to perform
alternate validation of the peer’s workload identity. |If the client
did not perform standard host nane validation then the WMSE client
SHOULD further use the workload identifier to validate the server
The host portion of the workload identifier is NOT treated as a host
nane as specified in section 6.4 of [RFC9525] but rather as a trust
domai n. The server identity is encoded in the path portion of the
wor kl oad identifier in a deploynent specific way. Validating the
wor kl oad identity could be a sinple match on the trust domain and
path portions of the identifier or validation nmay be based on the
specific details on how the identifier is constructed. The path
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portion of the WMSE identifier MJST al ways be considered in the
scope of the trust domain. |In nobst cases it is preferable to
validate the entire workload identifier, see section 1.3 of
[1-D.ietf-w nmse-workl oad-creds] for additional inplenentation advice.

3.3. dient Authorization Using the Wrkload ldentity

The server application retrieves the workload identifier fromthe
client certificate subjectA tNanme, which in turn is obtained fromthe
TLS layer. The identifier is used in authorization, accounting and
auditing. For exanple, the full workload identifier nay be matched
agai nst ACLs to authorize actions requested by the peer and the
identifier may be included in | og nmessages to associate actions to
the client workload for audit purposes. A deploynment may specify

ot her authorization policies based on the specific details of how the
wor kl oad identifier is constructed. The path portion of the workl oad
identifier MJUST al ways be considered in the scope of the trust

domain. See section 1.3 of [I-D.ietf-w nse-workl oad-creds] on
additional security inplications of workload identifiers.

4. |1 ANA Consi derations
Thi s docunent does not include any | ANA consi derations.
5. Security Considerations

Thi s docunent relies on the security properties of TLS [TLS], PKIX
pat h validation [RFC5280], and workload identity certificate
validation as described in Section 4.1 of

[1-D.ietf-w mse-workl oad-creds]. |Inplenentations MJST validate the
peer certificate chain, the applicable extended key usage, and the
wor kl oad identifier according to the rules in this docunent before
using the authenticated identity for authorization decisions.

Workl oad identifiers are neaningful only within the scope of their
trust domain. Authorization policies MUST NOT eval uate only the path
or other sub-components of a workload identifier wthout also
considering the trust domain and the trust anchor used to validate
the certificate. Failure to bind the workload identifier to the
expected trust domain and configured trust anchor can allow one trust
domai n to inpersonate workl oads from anot her donai n.
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Server authentication can be based on either conventional DNS name
validation or workload identity validation, depending on depl oynent
configuration. |[If DNS name validation is not performed, the client
MUST be configured with sufficient information to deternine the
expected workload identity of the server. Accepting any certificate
i ssued by a trusted workload CA without validating that it represents
the intended server workload would allow m s-issued or otherw se
valid certificates for other workl oads to be used for inpersonation

Client authentication is based on the workload identity certificate
presented by the TLS client. A server performng nfLS authentication
MUST validate the client certificate chain, the associated trust
domain, and the workl oad identifier before using that identity for
aut hori zation, accounting, or auditing. Accepting any valid client
certificate froma trusted CA without checking whether the

aut henticated workload is authorized for the requested action can

al | ow uni nt ended workl oads to gain access.

Workl oad identity certificates are often issued to dynam ¢ or short-
I'ived workl oads. Depl oynments SHOULD use certificate lifetines that
are appropriate for the workl oad environnent and SHOULD provi de
tinmely revocation or replacenent nechani sns when workl oad identity,
aut horization, or runtinme state changes. Long-lived certificates

i ncrease the inpact of private key conpronise and stal e authorization
deci si ons.

Private keys associated with workload identity certificates MJST be
prot ected agai nst di scl osure and unaut horized use. 1In particular,
depl oynents MUST NOT share private keys across unrel ated workl oad

i nstances. \Were possible, private keys SHOULD be generated and held
in the workload runtime environnent or a dedicated key protection
mechani sm rather than distributed over the network.

Thi s docunent specifies authentication at the TLS layer. |If
application traffic traverses internediaries, gateways, service
meshes, or other m ddl eboxes that terminate and re-establish TLS, the
application endpoint mght not be directly authenticated to the peer
wor kl oad. I n such deployments, authorization decisions need to
account for where TLS is term nated and whet her the authenticated
certificate represents the peer workl oad, an internedi ary, or another
del egated entity. Were end-to-end workl oad aut hentication context
is required across such boundaries, deploynents SHOULD use an
application-layer WNMSE protection nechanismin addition to TLS-I|ayer
server authentication.

Client certificate authentication exposes the client workl oad

identity to the TLS server during the handshake. Deploynents shoul d
consi der whet her disclosure of workload identifiers to servers,
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intermediaries, or logs is acceptable for their threat nodel.
Workl oad identifiers included in certificates and audit records
shoul d avoi d enbeddi ng unnecessary sensitive information.

Aut hori zati on deci si ons based on workload identity need to be nmade
using the authenticated identity obtained fromthe validated
certificate, not from unauthenticated application-layer netadata such
as HTTP headers. Application-layer identity assertions can be useful
for 1 ogging or context, but they MJUST NOT override the identity
established by mutual TLS unl ess protected and authorized by anot her
mechani sm
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Appendi x A, Docunent Hi story

/1l RFC Editor: please renove before publication.
A l. draft-ietf-w nse-mutual-tls-01

* Added security considerations
A 2. draft-ietf-w nmse-nutual-tls-00

* |nitial version, extracted fromthe draft-ietf-w nse-s2s-
protocol -07 S2s draft with mniml edits.

* added security consideration for Server Nane Validation
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