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Abst ract

The W MSE architecture defines authentication and authorization for
software workloads in a variety of runtine environments, fromthe
nmost basic ones to conmplex multi-service, multi-cloud, multi-tenant
depl oynents. This docunent profiles a workload authentication based
on X. 509 workload identity certificates using nutual TLS (niLS).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-

wi mse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nmsenutual -
tls.htm. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-w nmse-nutual -tls/.

Di scussi on of this docunent takes place on the Workload ldentity in
Mul ti System Environnments Working Group nailing |ist
(mailto:winmse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-w nse/draft-ietf-w nse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines authentication and authorization in the context
of interaction between two workloads. This is the core conponent of
the WMSE architecture [I-D.ietf-winse-arch]. This docunent focuses
on using X 509 workload identity certificates

[1-D.ietf-w nse-workload-creds] to authenticate the communication

bet ween wor kl oads using TLS

The use of TLS for authentication is widely deployed, however it may
not be applicable to all environnments. For exanple, sonme depl oynents
may | ack the PKI infrastructure necessary to nmanage certificates or

i nter-service comunication consists of multiple separate TLS hops.
For these cases, other options based on Wrkload Identity Tokens
(WT) [I-D.ietf-w nse-workl oad-creds] nmay be nore appropriate since
they are not based on X 509 certificates and are communi cated at the
application layer rather than the transport |ayer

1.1. Deploynent Architecture and Message Fl ow
Refer to Sec. 1.2 of [I-D.ietf-w nse-workl oad-creds] for the
depl oynent architecture which is common to all three protection
options, including the one described here.

1.2. Wrkload Identity Certificates
Workl oad identity certificates are X. 509 certificates that carry
wor kl oad identifiers as described in section 4.1 of
[1-D.ietf-w nmse-workl oad-creds]

2. Conventions and Definitions
Al terminology in this docunment follows [I-D.ietf-w nse-arch]
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Using Mutual TLS for Workl oad-to-Wrkload Authentication

As noted in the introduction, for many depl oynents, transport-I|eve
protection of application traffic using TLS is i deal
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3.1. The Workload Identity Certificate

Workl oad identity certificates are X. 509 certificates that carry
wor kl oad identifiers as described in section 4.1 of
[1-D.ietf-w nmse-workl oad-creds]

3.2. Wirkload ldentity Certificate Validation

Workl oad ldentity Certificates may be used to authenticate both the
server and client side of the connections. Wen validating a

Workl oad ldentity Certificate, the relying party MJST use the trust
anchors configured for the trust domain in the workload identity to
validate the peer’'s certificate. Oher PKIX [ RFC5280] path
validation rules apply. Wrkloads acting as TLS clients and servers
MJST validate that the trust domain portion of the Wrkload Identity
Certificate matches the expected trust domain for the other side of
t he connecti on.

Servers wishing to use the Wrkload ldentity Certificate for
authorizing the client MJST require client certificate authentication
in the TLS handshake. O her methods of post handshake authentication
are not specified by this docunent.

Workl oad ldentity Certificates used by TLS servers SHOULD have the

i d-kp-server Auth extended key usage [ RFC5280] field set and Wrkl oad
ldentity Certificates used by TLS clients SHOULD have the id-kp-
client Auth extended key usage field set. A certificate that is used
for both client and server connections may have both fields set.

Thi s specification does not nmake any other requirenents beyond

[ RFC5280] on the contents of Workload lIdentity Certificates or on the
certification authorities that issue workload certificates.

3.2.1. Server Nane Validation

If the WMSE client uses a hostname to connect to the server and the
server certificate contain a DNS SAN the client MJST perform standard
host name validation (Section 6.3 of [RFC9525]) unless it is
configured with the additional information necessary to perform
alternate validation of the peer’s workload identity. |If the client
did not perform standard host nane validation then the WMSE client
SHOULD further use the workload identifier to validate the server
The host portion of the workload identifier is NOT treated as a host
nane as specified in section 6.4 of [RFC9525] but rather as a trust
domai n. The server identity is encoded in the path portion of the
wor kl oad identifier in a deploynent specific way. Validating the
wor kl oad identity could be a sinple match on the trust domain and
path portions of the identifier or validation nmay be based on the
specific details on how the identifier is constructed. The path
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portion of the WMSE identifier MJST al ways be considered in the
scope of the trust domain. |In nobst cases it is preferable to
validate the entire workload identifier, see section 1.3 of
[1-D.ietf-w nmse-workl oad-creds] for additional inplenentation advice.

3.3. dient Authorization Using the Wrkload ldentity

6

j

The server application retrieves the workload identifier fromthe
client certificate subjectA tNanme, which in turn is obtained fromthe
TLS layer. The identifier is used in authorization, accounting and
auditing. For exanple, the full workload identifier nay be matched
agai nst ACLs to authorize actions requested by the peer and the
identifier may be included in | og nmessages to associate actions to
the client workload for audit purposes. A deploynment may specify

ot her authorization policies based on the specific details of how the
wor kl oad identifier is constructed. The path portion of the workl oad
identifier MJUST al ways be considered in the scope of the trust

domain. See section 1.3 of [I-D.ietf-w nse-workl oad-creds] on
additional security inplications of workload identifiers.

I ANA Consi derati ons
Thi s docunent does not include any | ANA consi derations.
Security Considerations
ToDo: perhaps sone discussion of certificate lifetimes and their
i nplications, various server nanme validation choices, inplications of
m ddl e boxes, etc.
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Appendi x A, Document Hi story

/1l RFC Editor: please renove before publication.
A l. draft-ietf-winse-nutual-tls-00

* |nitial version, extracted fromthe draft-ietf-w nse-s2s-
protocol -07 S2s draft with mniml edits.

* added security consideration for Server Nane Validation
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