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Abst ract

Thi s docunent defines a canonical identifier for workloads, referred
to as the Wrkload Identifier. A Wrkload Identifier is a URl that
uniquely identifies a workload within the context of a specific trust
domain. This identifier can be enbedded in digital credentials,
including X 509 certificates and security tokens, to support

aut henti cation, authorization, and policy enforcenment across diverse
systens. The Workl oad ldentifier format ensures interoperability,
facilitates secure identity federation, and enabl es consi stent
identity semanti cs.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
winse.github.io/draft-ietf-winse-identifier/draft-ietf-w nse-
identifier.htm. Status information for this docunent nmay be found
at https://datatracker.ietf.org/doc/draft-ietf-wi nse-identifier/.

Di scussion of this docunent takes place on the Wirkload ldentity in
Multi System Environments mailing list (mailto:wi nse@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/w nse/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-wi nse/draft-ietf-w nmse-identifier.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

I'n nmodern distributed systenms, workl oads such as services,
applications, or containerised tasks require cryptographically
verifiable identities to support secure conmunication, access
control, and auditability. As systens scale across trust donmins,
adm ni strative boundaries, and heterogeneous platforms, the need for
a consistent and interoperable identifier format becones critical

Thi s docunent defines the Workload Identifier, a URI-based [ URI]
identifier intended to uniquely represent a workload within the
context of an issuing authority. The identifier is designed to be
stable, globally unique within a given trust domain, and suitable for
use in digital credentials such as X. 509 certificates , JSON VWb
Tokens (JW's, [JW]), and other security artifacts.

The Workload lIdentifier format is sinple yet expressive. It enables
organi sations to define trust boundaries, delegate identity
managenment, and reason about workl oads in a uniformway across
servi ce meshes, cloud environnments, and on-prem ses infrastructure.
This specification is intended to be generic and reusabl e beyond the
context of any single systemor architecture, including but not
limted to the Wirkload ldentity in Milti-System Environnents (W NMSE)
architecture [ ARCH

The primary goals of this specification are:
* To define the syntax and senantics of a Wrkload ldentifier

* To establish requirenments for issuers and consuners of such
i dentifiers.

* To pronote interoperability across different identity systens and
domai ns.

Thi s docunent does not prescribe howidentifiers are issued or
verified. Instead, it focuses on the identifier’ s format, uniqueness
guarantees, and its relationship to trust domai ns.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Rosomakho & Sal owey Expires 2 July 2026 [ Page 3]



Internet-Draft Wor kl oad I dentifier Decenber 2025

3. Termi nol ogy
The following terns are used throughout this docunent:

Wor kl oad: An i ndependently addressabl e and executabl e software
entity. This may include m croservices, containers, virtua
machi nes, serverless functions, or simlar conponents that
initiate or receive network comuni cations.

Workl oad ldentifier: A URI-based identifier that uniquely represents
a workload within a specific trust domain. It is intended to be
included in security credentials and interpreted within the scope
of an issuing authority.

Trust Domain: A security boundary defined and controlled by a single
adm nistrative authority. A trust domain establishes its own
rules for identity issuance, validation, and policy enforcenent.

Issuer: An entity responsible for assigning and validating Wrkl oad
I dentifiers.

Consuner: An entity that evaluates, verifies or uses a Wrkl oad
Identifier, typically as part of authentication or authorisation
decisions. This includes relying parties, verifiers, and policy
enf orcenent points.

4. Workload ldentifier Specification

A Workload Identifier is a URI [URI] that uniquely identifies a
wor kl oad. It encodes both the trust donmain and a workl oad-specific
pat h, enabling unanbi guous identification of workloads across

adm ni strative and organi sati onal boundari es.

The identifier is designed to be stable and suitable for inclusion in
digital credentials such as X 509 certificates and security tokens.
This section defines the format, structure, and associated
requirenents for Workload ldentifiers

4. 1. URI Requirements
A Workload Identifier MIST be an absolute URI, as defined in
Section 4.3 of [URI]. 1In addition the URI MJUST include a non-enpty

authority conponent that identifies the trust domain within which the
identifier is scoped.
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The scherme and schene-specific syntax are not defined by this
specification. The URI format allows different schemes (e.g., spiffe
as defined in [ SPIFFE-1D], wi nse) dependi ng on depl oynent
requirenents. Exanple identifiers

spi ffe://incubation.exanpl e.org/ ns/experimnmental /anal ytics/ingest
wi mse: //trust. corp. exanpl e. com wor kl oad/ af 3e86¢cb- 7013-4e33-b717- 11c4edd25679

A Workload Identifier URI MJUST NOT contain a query conponent, a
fragnment conponent, user information, or a port conponent.

I mpl enent ati ons that generate, parse, or otherw se process Wrkl oad
Identifiers MJUST support identifiers with a total length of at |east
2048 bytes. Workload Identifiers SHOULD NOT exceed 2048 bytes in

| engt h.

I ndi vi dual Workl oad Identifier schemes MAY define additional syntax
or processing requirenments, provided they do not conflict with the
requirenents defined in this docunent.

(Note that the winse schene is used as an exanple and is not defined
in this docunent).

4.2. Schene Specific Portion

The format and semantics scheme specific part of the URI that follows
the identity is determ ned by the issuer in the trust domain. What
the identity refers to is also determned by the issuer. For exanple
a workload identity may refer to a specific instance of a running

pi ece of software or it nmay refer just to a specific software version
running in a particular environnent, or it nmay refer to the role that
the software perforns within the system The schene specific part of
the URI may just be an opaque unique identifier used to | ook up the
additional identity information in another system Sonme exanpl es of
these concepts are given bel ow

*  QOpaque identifier
spiffe://prod.trust.domai n/ 89a6ec51-f877-44c0-9501-b213597f 2d1d
* Application role
spiffe://prod.trust.domai n/ ns/ prod-01/sa/foo-service

* Specific instance of application role

spi ffe://prod.trust.donai n/ ns/ prod-01/sa/foo-servicel/iid-1f814646-87b5-4e26-bb55-1d13cacc
dd8sd
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* Specific code for an application role

spiffe://prod.trust.domain/foo-service/ sha256/ c4dbb1a06030e142cb0ed4be61421967618289a19c0
€c7760bdd745ac67779ca7

O her concepts may be defined within the trust domai n dependi ng on
what is inmportant in the systemand what information is avail abl e
when the identity is issued. A trust domain should define the scheme
specific portion of the URI to neet their auditing and authorization
needs.

4.3. Trust Domai n Associ ati on

The authority conmponent of the URI defines the trust domain which is
responsi bl e for issuing, validating, and nmanagi ng Wr kl oad
Identifiers within its scope. The trust domain SHOULD be a fully
qual i fi ed domai n nane bel onging to the organi zation defining the
trust domain to help provide uniqueness for the trust domain
identifier. Wile IP addresses are allowed as host names in the UR
encodi ng rul es, they MJUST NOT be used to represent trust domains
except in the case where they are needed for conpatibility with

| egacy nami ng schenes.

Workl oad ldentifiers are interpreted in the context of the trust
domain that issued the credential. Ildentifiers with identical path
components but different trust domains represent different workl oads.

Issuers within a trust domai n MJST ensure uni queness of all Wbrkl oad
Identifiers they assign.

4.4. Stability and Uni queness

Wirkl oad ldentifiers are intended to be stable over time. An
identifier assigned to a specific workload shoul d not be reassigned
to a different workload unless explicitly intended by the policies of
the trust donain.

Workl oad ldentifiers are globally unique when the trust domain is
globally unique. This is typically achieved by using a fully
qual i fied domain nane (FQDN) under organi sational control

For exanple, the following contains identifiers of two distinct
gl obal Il y uni que Workl oad Identifiers

spi ffe://dev. exanpl e. com ns/ def aul t/ dat abase/ backend
spi ffe://prod. exanpl e. com ns/ def aul t/ dat abase/ backend
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4.5. Workload ldentifier Scope

A Workload Identifier Scope is a specification of a namespace under
which a Wirkl oad ldentifier is nmeaningful for a given use case. A
scope consists of the URI schene and trust donmain conmponents of a
Wor kl oad Identifier, onmitting the path conponent.

Wor kl oad ldentifier Scopes serve as hints about the set of
identifiers an entity may present in a particular protocol instance
or usage context wi thout revealing specific identifier

Exanpl es of Workload ldentifier Scopes:

spiffe://prod.trust.domain
wi nmse: //trust. corp. exanpl e. com

5. Usage in Credentials and Tokens

Wor kl oad I dentifiers are designed to be enbedded in cryptographic
credentials and security tokens that are used to assert the identity
of workl oads during authentication, authorisation, and auditing.
Representati on of workload identifier in commonly used formats is
defined in [ WMSE- CREDENTI ALS] .

6. Security Considerations

The Workl oad lIdentifier is intended to be used as a stable,
verifiable identity for workloads. |Its use in cryptographic
credentials neans it nmust be protected agai nst spoofing, anmbiguity,
and nmisinterpretation. This section outlines security considerations
for issuers, consumers, and system desi gners.

6.1. URl Parsing and Processing Considerations

Workl oad ldentifiers are encoded as URIs and therefore rely on
correct and secure URI parsing. Inplenentations MJST apply a
st andar ds- conpl i ant URI parser

Incorrect URI parsing can result in msinterpretation of identifier
conponents, security policy bypass, or inconsistent trust donain
eval uati on across inplenentations.

I mpl enent ati ons MJUST enforce the URI requirenents defined in this
docunent, including the absence of query, fragment, user information,
and port conponents. Failure to validate these constraints may all ow
identifiers to carry unintended or anbi guous semantics.
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| mpl enent ati ons MUST al so take care to handl e Workload Identifiers of
the maxi mum supported | ength wi thout causing excessive nenory

al | ocati on, resource exhaustion, or denial-of-service conditions.
Parsers SHOULD i npose reasonable internal Iimts and reject
identifiers that exceed inplenentation-defined constraints,
consistent with the Iength requirenents in this docunent.

6.2. ldentifier Authenticity

Workl oad ldentifiers MIUST only be considered valid when presented in
a credential or token that has been cryptographically verified. An
identifier received outside such a context, such as a pl ai ntext
string in a request, MJST NOT be treated as authenti cat ed.

Consuners MJST verify the signature, issuer, and validity of the
credential or token before considering Workload Identifier as
aut henti cat ed.

6.3. Trust Donmin Validation

Consumers MJST validate that the trust domain in the Wrkload
Identifier matches an expected or explicitly trusted domain. Failure
to do so may allow identifiers fromunauthorised domains to be
accepted as legitinmate.

Where appropriate, consuners should rmaintain an allowist of trusted
domai ns or trusted issuing authorities.

6.4. ldentifier Reuse and Col lision

| ssuers SHOULD ensure that Wrkload Identifiers are not reused across
di fferent workl oads unl ess such reuse is intentional and well-scoped.
Reassi gnnent of identifiers to unrelated entities can result in
privilege escalation or confusion in audit trails.

Consuners SHOULD assune that identifiers are permanent within their
domai n of interpretation and treat unexpected reuse with suspicion

6.5. Informati on D scl osure

Because Workl oad lIdentifiers may encode topol ogi cal or senantic
informati on, they may inadvertently reveal deploynent details.

I ssuers and system designers should take care not to expose sensitive
nam ng conventions in externally visible identifiers.

Where possible, identifier paths SHOULD be mnimally descriptive and

avoi d exposing internal inplenentation details unless necessary for
i nt eroperation.
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6.6. WIldcard and Prefix Matching

Consumers SHOULD NOT interpret Wrkload Identifiers using wildcard or
prefix matching unless explicitly specified by policy. For exanple,
treating all identifiers under prefix of spiffe://exanple.org/ns/db/
as equivalent may lead to incorrect authorisation.

7. 1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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