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Abst ract

The W MSE architecture defines authentication and authorization for
software workloads in a variety of runtine environments, fromthe
nmost basic ones to conmplex multi-service, multi-cloud, multi-tenant
depl oynents. This docunent defines one of the nechanisns to provide
wor kl oad aut hentication, using HTTP Signatures. Wile only
applicable to HTTP traffic, the protocol provides end-to-end
protection of requests (and optionally, responses), even when service
traffic is not end-to-end encrypted, that is, when TLS proxi es and

| oad bal ancers are used. Authentication is based on the Wrkl oad
Identity Token (WT).

About This Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
wi nmse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nse-s2s-
protocol.htm . Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-w nmse-http-signature/.

Di scussion of this docunent takes place on the Wirkload ldentity in
Mul ti System Environnments Working Group nmailing list
(mailto:winse@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-w nse/draft-ietf-w nse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Thi s docunent defines authentication and authorization in the context
of interaction between two workloads. This is the core conponent of
the WMSE architecture [I-D.ietf-winmse-arch]. This document focuses
on HTTP-based services, and the workl oad-to-workl oad call consists of
a single HITP request and its response.

One option to protect such traffic is through Muitual TLS, and this
usage is defined in [I-D.ietf-w nmse-nutual-tls]. Many depl oynents
prefer application-|evel approaches, whether for lack of CA
infrastructure or because inter-service comunication consists of
mul tiple separate TLS hops. This docunent defines one of the two
W MSE appr oaches for application-level protection

We define a profile of the HITP Signatures protocol [RFC9421] to
protect the service traffic. Service authentication uses the

Workl oad ldentity Token (WT) defined in

[1-D.ietf-w mse-workl oad-creds], and the signature uses the private
key associated with the WT and thus proves possession of that key.

As noted, the WMSE working group is specifying two alternatives for
application-level protection, both using the newy introduced

Workl oad ldentity Token [I-D.ietf-w nse-workl oad-creds]. The first
alternative [I-D.ietf-winse-wpt] is inspired by the QAuth DPoP
specification. The second is based on the HITP Message Signatures
RFC, and this is the one defined in this docunent. Appendix B

i ncludes a comparison of the two alternatives.

1.1. Deploynment Architecture and Message Fl ow
Refer to Sec. 1.2 of [I-D.ietf-w nmse-workl oad-creds] for the

depl oynent architecture which is conmon to all three protection
options, including the one described here.
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2.

Conventions and Definitions

Al terminology in this docunment follows [I-D.ietf-w nse-arch].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

The Protocol: Authentication Based on HTTP Message Signatures

This protocol uses the Wrkload Identity Token

[1-D.ietf-w mse-workl oad-creds] and the private key associated with
its public key, to sign the request and optionally, the response.
Formally, this is a profile of the Message Signatures specification
[ RFC9421] .

The request is signed as per [RFC9421]. The follow ng derived
components MJST be signed:

*  @ret hod
*  @equest-target

In addition, the follow ng request headers MJST be signed when they
exi st:

*  Content-Type

* Content-Di gest

* Aut horization

* Txn-Token [I-D.ietf-oauth-transaction-tokens]

*  Workl oad- I dentity- Token

If the response is signed, the foll ow ng conponents MJST be signed:
*  @tatus

*  @ret hod; req

*  @equest-target;req

* Content-Type if it exists
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* Content-Digest if it exists

*  Wbrkl oad-1dentity-Token

To ensure the nessage is fully integrity-protected, if the request or
response includes a nessage body, the sender MJST include (and the
recei ver MIUST verify) a Content-Di gest header

For both requests and responses, the foll owi ng signature parameters
MJUST be i ncl uded:

* created

* expires - expiration MIST be short, e.g. on the order of mnutes.
The WMSE architecture will provide separate mechani snms in support
of long-lived conmpute processes.

* nonce

* tag - the value for inplenmentations of this specification is
wi mse- wor kl oad- t o- wor kl oad

The foll owi ng signature paranmeters in the Signature-I|nput header MJST
NOT be used:

* Kkeyid - The signing key is sent along with the nessage in the WT.
Additionally specifying the key identity woul d add confusion

* alg - The signature algorithmis specified in the jwk section of
the cnf claimin the WT. See [I-D.ietf-w nse-workl oad-creds] and
Sec. 3.3.7 of [RFC9421] for details.

It is RECOWENDED to include only one signature with the HITP

message. If multiple ones are included, then the signature | abe
included in both the Signature-Ilnput and Signature headers SHOULD be
W nse.

A sender MJST ensure that each nonce it generates is unique, at |east
anong nessages sent to the sanme recipient. To detect nessage
replays, a recipient SHOULD reject a nessage (request or response) if
a nonce generated by a certain peer is seen nore than once.

I mpl ementors need to be aware that the WT is extracted fromthe
message before the nmessage sighature is validated. Recipients of

si gned HTTP nessages MJST validate the signature and content of the
WT before validating the HTTP nessage signhature. They MJST ensure
that the nmessage is not processed further before it has been fully
val i dat ed.
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Either client or server MAY send an Accept-Signature header, but is
not required to do so. Wen this header is sent, it MJST include the
header conponents |isted above.

3.1. Error Conditions

Errors may occur during the processing of the nmessage signature. |If
the signature verification fails for any reason, such as an invalid
signature, an expired validity time window, or a malfornmed data
structure, an error is returned. Typically, this will be in response
to an APl call. An HITP status code such as 400 (Bad Request) is
appropriate. The response could include nore details as per

[ RFC9457], such as an indicator that the wong key material or

al gorithm was used. The use of HITP status code 401 is NOT
RECOMVENDED f or this purpose because it requires a WWVAut henticate
with acceptable http auth nechanisns in the error response and an
associ ated Authorization header in the subsequent request. The use
of these headers for the WT is not conpatible with this

speci fication.

3.2. Exanpl e Requests and Responses

Following is a non-nornmative exanple of a signed request and a signed
response.

The call er uses this keypair:

{

"al g": "EdJDSA",

"crv": "Ed25519",

d"r " IMHQzs Qrwx Hf aj 5d4f QI80DNGh5SIY1CcOD24t uo2ws”,

"kid": "svc-a-key",

"kty": "OKP",

"x": "zKORKAGBI FB3- dkDIGskbnhw 57VXCHa- | E9XW/d- Gt M'
}

Figure 1: Caller Private Key

The caller uses its keypair and generates the foll owing HITP request:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

GET /gi mre-ice-creanflavor=vanilla HITP/ 1.1

Host: exanpl e. com

Si gnature: w nse=: b1kQ7vFYUShd9QS820j r PAy2hAgi | gSED20bXX] wHEXxsnXHFOr \
b2J8Cel dbt SupQUsez8l OgQvoYGPaVWKu76Cg==:

Signature-lnput: w nmse=("@ret hod" "@equest-target" "workload-identi\
ty-token");created=1761859807; expi r es=1761860107; nonce="abcd1111";t a\
g="wi nse- wor kl oad-t o- wor kl oad”

Wor kl oad- 1 dentity-Token: eyJhbGci O JFZERTQSI sl nt pZCl 61 m zc3VI ci 1r ZXk\
i LCJ0eXAi O J3aXQ andOl n0. eyJj bn¥i Onsi andr | j p7l nFsZyl 61 KVKRFNBI i wi Y3J\
21 j oi RMQyYNTUxCSI sl mt pZCl 61 nN2Yy1hLW | €SI sl nt 0eSI 61 kK9LUCI sl ngi O J6S09\
Sa0E2aUZCMy1kaORKRz Zr Ynbody01N1ZYTOhhLU FOVhXVmMQt R3RNI n19LCJI eHAI § E\
3N E4Nj AxMDcs| ml hdCl 6MTc2MTglOTgwiNywi aXNzl j oi aHROCHMBLY 9l eGFt cGxl L\
vbS9pc3N1ZXl i LCIqdGki G J3aXQ MIc2MrglOTgwiNz MONTQ@BODAWMC! s| nNLYi | 61 nd\
pbXN O 8vZXhhbXBsZS5j b20vc3Zj Q5J9. Kx XGBK2YWhy8XT1t B9Z9sZscn2f b4OHDNz\
2S8mP8f GKOnwey K4l vOwRqOBhnAXW Ez WIVIRHpVQO8_82t _| BA

Figure 2: Signed Request

Assum ng that the workl oad being called has the foll owi ng keypair:

{
"al g" . "EdJDSA",

"crv": "EdJ25519",

"d": "ulDH EPbCxpzi 1LLIH sLGZ6_ 4] vKsUgFHRNYCOo5Mk 8",
"kid": "svc-b-key",

"kty": "OKP",

"x": "8zj 0S94HAaaQOkKPht sOUdot ht STj ZDX7j YC5zdLsX4"

Figure 3: Callee Private Key

A signed response woul d be:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

HTTP/ 1.1 404 Not Found
Connection: cl ose
Cont ent - Di gest: sha-256=: 47DEQpj 8HBSa+/ TI mMM5JCeuQeRknmbNVpIWZG3hSuFW

Content - Type: text/plain

Signature: w nmse=: cQ Wbdhft D/ gYu22pMUxvdgHPxo71 j CaTQ4UxZ5nvXq6Y] 7M/\
avAWBsGJj XNl PXwgvBc1vyOwt Ov S6(Q6zdVDQ==:

Si gnature-1lnput: wi nmse=("@tatus" "workload-identity-token" "content\
-type" "content-digest" "@method";req " @equest-target";req);created\
=1761859807; expi res=1761860109; nonce="abcd2222"; t ag="w nse- wor kl oad-\
t o- wor kl oad"

Wor kl oad- 1 dentity- Token: eyJhbGci O JFZERTQSI sl mt pZCl 61 m zc3VI ci 1r ZXk\
i LCJ0eXAi G J3aXQ andOl n0. eyJj bn¥i Onsi andr | j p71 nFsZyl 61 KVKRFNBI i wi Y3J\
21 j oif RAMQyNTUXOSI sl nt pZCl 61 nN2Yy1i LW | eSI sl nt 0eSI 61 k9LUCI sl ngi O | 4eno\
wUz kOSEFhYVEWa0t QaHRz MVkb3RodFNUal pEVDdgWUMLenRVE1g01 n19LCJI eHAI G E\
3N E4ANj AxMDks| m hdCl 6MTc2Mrg1OTgwOswi aXNzl j oi aHROCHVBLY 9l eGRt cGxI L\
vbS9pc3N1zXl i LCIqdGki G J3aXQ} Mrc2Mrg1OTgwiNz MONTcw AWMCI sI nNLYi | 61 nd\
pbXN O 8vZXhhbXBsZS5j b20vc3Zj Q J9. 1710zR2hYWKuVwBeJDx965agbLf _V802Ac\
SKi yay qGQVAEZNy Rnilwr SvDm6Ha6EJWB- 1r hFOCLOR- us SUYt AQ

No i ce cream today.
Figure 4: Signed Response
4. Security Considerations

This section includes security considerations that are specific to
the HTTP Signature protocol defined here. Refer to

/1 Security Considerations section of [I-D.ietf-w nse-workl oad- cr eds]
for nmore generic security considerations associated with the workl oad
identity and its WT representation

4.1. Workload ldentity Token and Proof of Possession

The Workl oad Identity Token (WT) is bound to a secret cryptographic
key and is always presented with a proof of possession as described
in [I-D.ietf-w nse-workload-creds]. The WT is a general purpose
token that can be presented in nmultiple contexts. The WT and its
PoP are only used in the application-level options, and both are not
used in MILS. The WT MJUST NOT be used as a bearer token. Wile
this hel ps reduce the sensitivity of the token it is still possible
that a token and its proof of possession may be captured and repl ayed
within the PoP' s lifetine.
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The HTTP Signature profile presented here binds the proof of
possession to the critical parts of the HITP request (and potentially
response), including the Request URI and the nessage body. This
elimnates nost of the risk associated with active attackers on a

m ddl ebox.

In addition, the following nmitigations should be used:
* Preventing Eavesdropping and Interception with TLS

An attacker observing or intercepting the comunication channel can
view the token and its proof of possession and attenpt to replay it
to gain an advantage. |In order to prevent this the token and proof
of possessi on MUST be sent over a secure, server authenticated TLS
connection unl ess a secure channel is provided by some other

mechani sns. Hostnane validation according to Section 6.3 of

[ RFC9525] MUST be performed by the client.

* Limting Signature Lifespan

The signature |ifespan MIUST be limted by using a tight expires
val ue, taking into account potential clock skew and processing
| at ency, but usually within m nutes of the nessage sending tine.
Signatures received outside their validity tinme MJST be rejected.

* Replay Protection

A signed nmessage includes the jti claimthat MJST uniquely identify
it, within the scope of a particular sender. This claimSHOULD be
used by the receiver to performbasic replay protection against
messages it has already seen. Depending upon the design of the
systemit may be difficult to synchronize the replay cache across al
messages validators. |[If an attacker can sonehow influence the
identity of the validator (e.g. which cluster nenber receives the
message) then replay protection would not be effective.

4. 2. M ddl e Boxes

In sone depl oynments the Workl oad Identity Token and proof of
possession (signature) may pass through multiple systens. The
conmuni cati on between the systens is over TLS, but the WT and
signature are available in the clear at each internediary. Wile the
i ntermedi ary cannot nodify the token or the information within the
signature they can attenpt to capture and replay the the message or
nmodi fy unsigned information, such as proprietary HITP headers that
may remmi n unsi gned.
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Mtigations listed in the protocol provide a reasonable |evel of
security in these situations, in particular if responses are signed
in addition to requests.

4.3. Privacy Considerations

W Ts and the signhatures nay contain private information such as user
nanes or other identities. Care nust be taken to prevent disclosure
of this information. The use of TLS hel ps protect the privacy of

W Ts and proofs of possession.

WTs are typically associated with a workload and not a specific
user, however in some depl oynents the workl oad may be associ at ed
directly to a user. While these are exceptional cases a depl oynent
shoul d evaluate if the disclosure of WTs or signatures can be used
to track a user.

5. | ANA Consi derati ons

Thi s docunent does not include any | ANA considerations.
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Appendi x A.  Document Hi story

/1l RFC Editor: please renpve before publication.
A 1. draft-ietf-w nse-http-signature-00

* |Initial version, extracted fromthe -07 draft with mniml edits.
A. 2. draft-ietf-w nse-s2s-protocol-07

* Rework the WPT's oth claim

* update the nedia types.

* Discuss extensibility of WT and WPT.

* Carify error handling, specifically why not HTTP 401.

* Correct the code exanpl es.

* Add registration request content for a winse URl schene.
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New section on key managemnent.

Use of the Accept-Signature header.

draft-ietf-w nse-s2s-protocol -06

Explicit definition of the Wrkload Identity Certificate.

Definition of the validation of workload identifiers as part of
wor kl oad aut hentication. Still work in progress.

draft-ietf-w nse-s2s-protocol -05

Renoved the entire Wrkload Identity section which is now covered
in the Architecture docunent.

Content-Digest is mandatory with HTTP-Sig.

Sone wordi ng on extending the protocol beyond HTTP.
I ANA consi derati ons.

draft-ietf-w nse-s2s-protocol -04

Require cnf.jwk.alg in WT which restricts signature al gorithm of
WPT or HTTP-Si g.

Repl ay protection as a SHOULD for both WPT and HTTP-Si g.
Consolidate ternminology with the Architecture draft.
draft-ietf-w nmse-s2s-protocol -03

Consi stently use "workl oad".

I mpl ement conmments fromthe SPI FFE community.

Make iss claimin WT optional and add wordi ng about its relation
to key distribution.

Rermove iss claimfrom WPT.
Make jti claimin WT optional.

Error handling for the application | evel methods.
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A 7.

*

A 8.

draft-ietf-w nmse-s2s-protocol -02

Coexi stence with bearer tokens.

I nprove the architecture diagram

Sonme nore ABNF.

Clarified identifiers and URIs.

Moved an aut hor to acknow edgnents.
draft-ietf-w nmse-s2s-protocol -01
Addressed multiple coments from Pieter.

Clarified WMSE identity concepts, specifically "trust domain" and
"wor kl oad identifier".

Much nore detail around mrILS, including some normative | anguage.

WT (the identity token) is now included in the WPT proof of
possessi on.

Added a section conparing the DPoP-inspired app-level security
option to the Message Signature-based alternative.

draft-ietf-w nse-s2s-protocol -00

Initial WG draft, an exact copy of draft-sheffer-w nmse-s2s-
pr ot ocol - 00

Added this docunment history section

Appendi x B. Conparing the DPoP Inspired Option with Message Signatures

The two workl oad protection options have different strengths and
weaknesses regardi ng i npl enentation conmplexity, extensibility, and
security. Here is a summary of the main differences between
[I-D.ietf-wi nmse-wpt] and Section 3.

*

The DPoP-inspired solution is | ess HITP-specific, making it easier
to adapt for other protocols beyond HTTP. This flexibility is
particul arly val uabl e for asynchronous conmuni cati on scenari os,
such as event-driven systens.
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* Message Signatures, on the other hand, benefit froman existing
HTTP-specific RFC with some established inplenentations. This
exi sting groundwork means that this option could be sinpler to
depl oy, to the extent such inplenentations are avail able and
easily integrated.

* Gven that the WT (Wrkload Identity Token) is a type of JWI, the
DPoP-i nspired approach that al so uses JW is | ess conpl ex and
technol ogy-i ntensi ve than Message Signatures. In contrast,
Message Signatures introduce an additional |ayer of technol ogy,
potentially increasing the conplexity of the overall system

* Message Signatures offer superior integrity protection,
particularly by mtigating message nodification by m ddl eboxes.
See al so Section 4.2.

* A key advantage of Message Signatures is that they support
response signing. This opens up the possibility for future
deci si ons about whether to nake response signi ng mandatory,
allowing for flexibility in the specification and/or in specific
depl oynent scenari os.

* |In general, Message Signatures provide greater flexibility
conpared to the DPoP-inspired approach. Future versions of this
draft (and subsequent inplenentations) can deci de whet her specific
aspects of nessage signing, such as coverage of particular fields,
shoul d be mandatory or optional. Covering nore fields wll
constrain the proof so it cannot be easily reused in another
context, which is often a security inprovenent. The DPoP inspired
approach coul d be designed to include extensibility to sign other
fields, but this would make it closer to trying to reinvent
Message Signatures.
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