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Abst ract

The increasing preval ence of cloud conputing and mcro service
architectures has led to the rise of conplex software functions being
built and depl oyed as workl oads, where a workload is defined as a
runni ng i nstance of software executing for a specific purpose. This
docunent di scusses an architecture for designing and standardi zi ng
protocol s and payl oads for conveying workload identity and security
context information.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Wirkload ldentity in
Mul ti System Environnments Working Group nmailing |ist

(wi nse@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/w nse/.

Source for this draft and an issue tracker can be found at
https://github. com jsal owey/w nse- ar ch.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The increasing preval ence of cloud conputing and micro service
architectures has led to the rise of conplex software functions being
built and depl oyed as systens conposed of workl oads, where a workl oad
is defined as a running instance of software executing for a specific
pur pose.

Wor kl oads need to be provisioned with an identity when they are
started. Oten, additional information needs to be provided, such as
trust anchors and security context details. Wrkloads nake use of
identity information and additional context information to perform
aut hentication and authorization. Wrkload identity credentials are
used to authenticate conmuni cations between workl oads.

This architecture considers two ways to express identity information
X. 509 certificates often used in the TLS | ayer and JSON Wb Tokens
(JWI's) used at the application layer. The applicability of given
token format depends on application and security context and will be
explored in | ater sections.

Once the workload is started and has obtained identity information,
it can start performing its functions. Once the workload is invoked
it may require interaction with other workl oads. An exanple of such
interaction is shown in [I-D.ietf-oauth-transaction-tokens] where an
external | y-faci ng endpoint is invoked using conventiona

aut hori zati on nechani sm such as an QAuth 2.0 access token. The
interaction with other workload may require the security context
associated with the authorization to be passed along the call chain.

In the rest of the docunent we describe term nol ogy and use cases,
di scuss details of the architecture, and discuss threats.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the follow ng terns:
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*  Wor kl oad

A workload is a running instance of software executing for a specific
purpose. Workload typically interacts with other parts of a |arger
system A workl oad may exist for a very short duration of tine
(fraction of a second) and run for a specific purpose such as to
provide a response to an APl request. Oher kinds of workloads nmay
execute for a very long duration, such as nmonths or years. Exanples
i ncl ude dat abase services and machi ne | earning training jobs.

* Security Context

A security context provides information needed for a workload to
performits function. This information is often used for

aut hori zation, accounting and auditing purposes and often contains

i nformati on about the request being nmade. Sone exanpl es include user
information, software and hardware information or information about
what processing has al ready happened for the request. Different

pi eces of context information may originate fromdifferent sources

* ldentity Proxy

Identity proxy is an internediary that can inspect, replace or
augrment workload identity and security context information. Identity
proxy can be a capability of a transparent network service, such as a
security gateway, or it can be inplemented in a service performnng
explicit connection processing, such as an ingress gateway or a
Content Delivery Network (CDN) service. ldentity proxy MAY introduce
addi tional context based on source identifier, comunication
properties and adm nistrative policy. This context MAY be

conmuni cated as a transaction token
[1-D.ietf-oauth-transaction-tokens].

* Renpte Attestation

The term"attestation", as defined in [ RFC9683], refers to the
process of generating and eval uating renote attestation Evi dence.
[ RFC9334] describes Evidence and the different conmunication
patterns.

* Workload ldentity Credentia
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3.

3.

3.

A credential that contains a workload identifier used for service to
service authentication. The credential is bound to a cryptographic
key and requires that the presenter provide proof of possession of
the secret key material. Exanples of this credential include

Workl oad ldentity Certificates and the Wrkl oad Identity Token
defined in [I-D.ietf-w nse-s2s-protocol]. Deploynments may al so
depl oy bearer tokens as workload identity credentials to interoperate
with | egacy systems that do not support credentials bound to keys.

*  Trust Donmin

A trust domain is a |logical grouping of systens that share a comon
set of security controls and policies. As described in

[I-D.ietf-w nmse-s2s-protocol], trust domains should be identified by
a fully qualified domain nane associated with the organi zation
defining the trust donmin.

Architecture
1. Workload ldentity Concepts

Workl oad identity construct consists of three basic building bl ocks:
trust domain, workload identifier and identity credentials. These
conponents are sufficient for establishing authentication,

aut hori zati on and accounting processes. More conpl ex workl oad
identity constructs can be created fromthese basic buil ding bl ocks.

1.1. Trust Domain

A trust domain is a |logical grouping of systens that share a common
set of security controls and policies. Wrkload certificates and
tokens are issued under the authority of a trust domain. Trust
domai ns SHOULD be identified by a fully qualified domai n nane
associated with the organi zation defining the trust domain. The FQDN
format of a trust donmmin hel ps to ensure gl obal uniqueness of the
trust domain identifier. A trust domain nmaps to one or nore trust
anchors for validating X 509 certificates and a nmechanismto securely
obtain a JW Set [RFC7517] for validating WMSE WT tokens. This
mappi ng MJST be obtai ned through a secure nmechani smthat ensures the
authenticity and integrity of the mapping is fresh and not

conprom sed. This secure nmechanismis out of scope for this
docunent .

A single organi zation may define multiple trust domains for different
pur poses such as different departnents or environnents. Each trust
domai n nmust have a unique domain identifier. Wrkload identifiers
are scoped within a trust domain. If two identifiers differ only by
trust domain they still refer to two different entities.
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3.1.2. Wirkload ldentifier

The W MSE architecture defines a workl oad identifier as a UR

[ RFC3986]. This URI is used in the subject fields in the
certificates and tokens defined |later in this docunent. The URI MJST
meet the criteria for the URI type of Subject Alternative Name
defined in Section 4.2.1.6 of [RFC5280].

The nane MUST NOT be a relative URI, and it MJST follow the UR
syntax and encoding rul es specified in [RFC3986]. The nanme MJST
i nclude both a schene and a schene-specific-part.

In addition the URI MJST include an authority that identifies the
trust domain within which the identifier is scoped. The trust domain
SHOULD be a fully qualified domai n name bel onging to the organization
defining the trust domain to help provide uni queness for the trust
domain identifier. The scheme and schene specific part are not
defined by this specification. An exanple of an identifier format
that confornms to this definition is SPIFFE I D

(https://github. conm spiffel/spiffel/blob/min/standards/SPlI FFE-ID. nd) .

Wil e I P addresses are all owed as host nanmes in the URl encoding

rul es, they MUST NOT be used to represent trust donmi ns except in the
case where they are needed for conpatibility with | egacy nam ng
schenes.

A workload identifier only has a nmeaning within the scope of a
specific issuer. Two identities of the sane val ue signed by
different issuers may or nmay not refer to the sane workload. In
order to avoid collisions identity URIs SHOULD specify, in the URI's
"authority" field, the trust domain associated with an issuer that is
sel ected froma gl obal name space such as host domains. However, the
validator of an identity credential MJST nmake sure that they are
using the correct issuer credential to verify the identity credentia
and that the issuer is trusted to issue tokens for the defined trust
domai n.

3.1.3. Wrkload Identity Credentials
An agent provisions the identity credentials to the workload. These

credentials are represented in formof JW tokens and/or X 509
certificates.
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JWI' bearer tokens are presented to another party as a proof of
identity. They are signed to prevent forgery, however since these
credentials are often not bound to other information it is possible
that they could be stolen and reused el sewhere. To nmitigate these

ri sks and nake the token nore generally useful the WMSE architecture
defines a workload identity credential that binds a JW to a

crypt ographi c key.

Both workl oad identity certificate and workl oad identity token (WT)
credentials consist of two parts:

* a certificate or WT is a signhed data structure that contains a
public key and identity information

* a correspondi ng private key
The workl oad identity certificate or WT is presented during
aut henti cation, however the private key is kept secret and only used
in cryptographic conputation to prove that the presenter has access
to the private key corresponding to the public key.

3.2. Wrkload ldentity System Scenari os

3.2.1. Basic Wrkload lIdentity Scenario
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Figure 1: Basic exanple workl oad application system

The above di agram presents a basi c workl oad application system The
| arge box represents a trust domain wthin which the workl oad
application is hosted. Wthin this exanple there are three
wor kl oads, a gateway service, that accepts external clients and a CA
credential service that issues workload identity credentials for the
trust domain. External to the workl oad application systemthere is
an application client that calls APIs on workl oads.

Here is a brief summary of each conponent

*  Trust Domain

The | arge box represents a trust domain of the application that is
conposed of several workloads. A trust domain may have a nore

complex internal structure with nore workloads, nmultiple gateways,
internal infrastructure, and other services.
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*  Wor kl oad

Three wor kl oads are shown. Each workload is an instance of running
software executing for a specific purpose. Wrkloads obtain their
identity credentials froma Credentials Service (1) and use themto
aut henticate to other workloads and systems in the process of sending
and receiving requests to and from external systems or other interna
wor Kkl oads.

*  Gteway Service

A gateway service typically acts as an internedi ary between the
internal application trust domain and external systenms. It typically
consists of multiple resilient instances. The gateway is responsible
for ensuring appropriate isolation between external and interna
domamins. It also routes incom ng requests to the correct workl oad.
The gateway MAY also inplenent identity proxy functionality including
aut henti cation, token exchange, and token transformation.

* CA/Credential Service

In this diagramthe token/ Credential service is a service responsible
for issuing workload identities to workloads in the sanme trust
domai n. The credentials are often X 509 based or JW based.

Hi gh | evel flows within the diagram
* (1) Workload Identity Credential Distribution

Wor kl oads typically retrieve their workload identity credentials
early in their lifecycle froma credentials service associated with
their trust domain. The protocol interaction for obtaining
credentials varies with deploynent and is not detail ed here.

* (2) Application client Requests

Clients send APl requests to the application. |In the exanple above,
the gateway routes the request to the correct workload. |In addition,
the gateway may assist in authenticating the incom ng request and
provide information resulting fromthe authentication to the target
wor kl oad. The authentication exchange is not covered in detail in
this exanple. The client request is typically made over HTTPS, but
other protocols may be used in sone systens. The gateway usually
term nates the TLS session so it has visibility into the request in
order to route it correctly.

* (3) APl request to workload 1
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The gateway is configured to forward requests to the correct

wor kl oad. The gateway often nodifies the request to include specific
aut henti cation informati on about the application client and to renove
any information that should not be forwarded internally. The gateway
aut henticates the workl oad before forwardi ng the request. This

aut hentication usually uses TLS. The target workl oad may

aut henticate the gateway using TLS or sone other nmeans. As part of
servicing the request the workload nust nake a request to another
workl oad in the system In this scenario the workload is naking a
request to workload 3 over HTTPS. W rkload 1 may be able to
authenticate the identity of workload 3 through the TLS protocol to
ensure it is making a request of the right party. Wrkload 3 wll

aut henticate workload 1 using its workload identity credentials. |If
the Workload Identity Credentials are workload identity certificates
then this can happen through TLS client authentication (nutual TLS)

Al ternatively, the workl oads can use a JW based aut hentication
mechani smto authenticate on another. Wirkload three can use the
authenticated identity of workload 1 to determ ne which APIs workl oad
1 is authorized 2 and to associated the authenticated identity with

| ogs and other audit information

* (4) APl request to workload 2

Simlarly to the previous flow, the gateway nay determine that for
another APl call, the application client’s request needs to be
handl ed by workl oad 2. The case behaves the sane as the previous

fl ow except that the gateway nmay need to authenticate workload 2
before forwarding traffic toit. Wrkload 3 will then authorize and
audit the request based on the authenticated identity of workload 2
Workl oad 2 and workload 1 may be authorized to use different APIs on
wor kl oad 3. If workload 1 or 2 nmakes an APl request that it is not
aut hori zed for, then workload 3 will reject the request.

3.2.2. Context and workload ldentity
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Figure 2: Context exanple workl oad application system

In many cases the application systemuses other security context

i nformati on about the request during authorization and auditing. The
following is a basic scenario that illustrates the propagati on of
security context in the workl oad system Sone of the conponents and
i nteracti ons have been renoved fromthe previous scenario for

simplicity.

* Context Service This scenario adds a context service conponent

which is responsible for creating security context based on

aut hentication and other cal cul ations. Context can be represented
in many ways; it can be a plaintext data structure, a signed data
structure such as a JWI or a pointer used to | ookup the context as
a data structure stored sonmewhere else. |In one compn exanpl e,
creating the context may involve a token exchange converting an
QAuth 2.0 access token into a different token format, such as a
transaction token, that is understood by internal services.
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3.

2

3.

(1) Initial Authentication In the initial authentication the
gateway service obtains credentials it can use with the gateway
service. This authentication may involve several steps and may be
performed by an external entity such as an identity provider. The
aut hentication process will result in a credential that the
gateway service can evaluate. For exanple, the credential could
be an QAuth Access token. |If the client already has an access
token that it can use to authenticate to the gateway, such as an
X. 509 certificate, then it may skip this step

(2) Application dient Request The application client nakes a
request to the gateway over HTTPS. The client may be
authenticated to the gateway through TLS client authentication
(rmutual TLS) or through a credential such as an access token
obtained in step 1.

(3) Establishing the request context The gateway service requests
a security context token (c) froma token service. This process
may entail sending an access token (a) along with other
information to a token exchange endpoint to obtain the context
token, which contains information about the entity accessing the
system This context is typically only relevant to the interna
systemand is not returned to the client. The gateway may use
alternative nechanisns to get the internal security context
information (c).

(4) Forwardi ng Request to Workl oad The gateway forwards the
request along with the context infornmation (c) to the appropriate
wor kl oad. A bearer token, such as an access token (a), is not
usually forwarded as it is only neant for external access. The
wor kl oad uses information in the context token in applying

aut hori zation policy to the application client’s request. If the
wor kIl oad does not receive a context token, then it will deny
requests that rely on information fromthe token

(5) Making Additional Wrkload Oigi nated Requests The wor kl oad
may need to nake requests of other workloads. Wen nmaking these
requests, the workload includes the context information so

Workl oad 2 can authorize and audit the request. Wrkload 2 may
have a policy requiring Workload 1 to authenticate its service
identity and provide valid context information (c) to access
certain APIs.

Cr oss- Domai n Conmuni cati on
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Figure 3: External request workload application system

In many applications workl oads must nake requests of infrastructure
or external services that operate as a different trust domain. Steps
5-7 of Figure 3 involve a generic cross domain pattern as descri bed
in[l-D.draft-ietf-oauth-identity-chaining]. This document refers to
a token service which perforns a simlar functions with respect to
token i ssuance as the authorization service in
[I-D.draft-ietf-oauth-identity-chaining]. The scenario shows sone
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new conponents descri bed bel ow. Conmponents and interactions from
previ ous scenarios are still relevant to this exanple, but are
omtted for sinplicity.

*

Token Service - the token service is responsible for exchanging
information that is internal to the system such as service
identity and/or security context information for a token that can
be presented to an external token service in another trust domain
to gain access to infrastructure or an external service.

Ext ernal Token Service - the external token service is part of
anot her trust domain. Workloads in the originating trust domain
contact this service to get an access token to authenticate to
external services.

Infrastructure Service - this service is often part of the
application, but it is nmanaged by an infrastructure provider and
may require different information to access it.

External Service - this service is distinct fromthe application
and hosted in a separate trust domain. This trust domain often
has different access requirenents that workloads in the interna
trust domain.

Sone exanple interactions in this scenario:

*

(1) The application client is making requests with authentication
information as in the other scenarios

(2) The gateway forwards the request to the appropriate workl oad
with the security context information

(3) The workl oad needs to access an infrastructure service and,
because it is managed by the same organi zation, it authenticates
to the service directly using its workl oad credenti al s.

(4) Workload 1 contacts Wirkload 2 to performan operation. This
request is acconpani ed by a security context as in the other
scenari os.

(5) Workload 2 determines it needs to comunicate with an externa
service. |In order to gain access to this service it nust first
obtain a token/credential (t) that it can use externally. It
authenticates to the token service using its workload identity
credential (c) and provides security context information. The
token service determ nes what type of externally usable token to
i ssue to the workl oad for use with the external token service.
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* (6) Workload 2 uses this new token/credential (t) to request an
access token (a) for the external service fromthe token service.

* (7)) Workload 2 uses the access token (a) to access the externa
service in the other trust domain.

There can be variations on cross domain workflows. For example, in
step 3 the workl oad was able to use its Wrkload ldentity Credentials
to directly access an infrastructure service. It also may be

possi ble for an workl oad to request an access token for an externa
service using its Wirkload Identity Credentials directly with an
external token service.

3.3. Woirkload ldentity Use Cases
3.3.1. Bootstrapping Wrkload lIdentifiers and Credentials

A workl oad needs to obtain its identifier and associ ated credentials
early inits lifecycle. 1t also needs to |learn what trust donmain it
bel ongs to. The identifier, trust domain and credentials forns the
basis fromwhich further credentials, attributes, identifiers and
security context are derived

Identifier and credential bootstrapping often utilizes attribute

i nformati on provisioned through mechani snms specific to hosting

pl atforns and orchestration services. This initial bootstrapping
information is used to issue specific credentials for a workl oad.
This process nmay use attestation to ensure the workl oad receives the
correct identity credentials. An exanple of a bootstrappi ng process
fol | ows.

Figure 4 provides an exanple of software |layering at a host running
wor kl oads. During startup, workloads bootstrap their identifiers and
credentials with the help of an agent. The agent may be associ ated
with one or nore workloads to hel p ensure that workl oads are
provisioned with the correct identifiers and credentials. The agent
provi des attestation evidence and other relevant information to a
server. The server validates this information and provi des the agent
with identifiers and credentials for the workloads it is associated
with. The server can use a variety of internal and external neans to
val i date the request against policy. After obtaining credentials
fromthe server, the agent passes themto the workl oad.
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Figure 4: Host Software Layering in a Workload Identity Architecture.

How t he workl oad obtains its identity credentials and interacts with
the agent is subject to different inplenentations. Some common
mechani sms for obtaining this initial identity include:

*

File System- in this nmechanismthe identity credential is
provi sioned to the workload via the fil esystem

Local APl - the identity credential is provided through an API,
such as a |l ocal domain socket (for exanple SPIFFE or QEMJ guest
agent) or network APl (for exanple O oud Provider Mtadata
Server).

Envi ronment Variables - identity credential nay also be injected
i nt o workl oads using operating system environment vari abl es.
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3.3.2. Service Authentication

One of the nost basic use cases for workload identity is

aut henti cation of one workload to another, such as in the case where
one service is making a request to another service as part of a

| arger, nore conplex application. Follow ng authentication, the
identity of the peer can be used to enforce fine-grained

aut hori zation policies as described in Section 3.3.3 and generate
audit trails as described in Section 3.3.4.

Aut henti cation nmechani snms are used to establish the identity of the
peer workl oad before secure conmmruni cati on can proceed.

Wor kl oads often obtain their credentials w thout relying on pre-

provi sioned | ong-lived secrets. Instead, short-lived credentials are
est abl i shed t hrough mechani sns provided by the infrastructure that

all ow a workload to prove it is running in a given environnent.
Conmon delivery patterns are described in Section 3 of

[1-D.ietf-w mse-workl oad-identity-practices].

Once credentials are issued, they are conveyed to peers using conmon
security protocols. Typical nechanisns include:

* Mitual TLS authentication using X 509 certificate for both client
and server as described in Section 4 of
[1-D.ietf-w nmse-s2s-protocol]

* Application | evel authentication using cryptographic credentials
passed within HTTP nessage as described in Section 3 of
[1-D.ietf-w nmse-s2s-protocol]

These aut hentication mechani sms establish a cryptographically
verifiable identity for the communicating party, which can then be
used for further policy enforcenent.

Figure 5 illustrates the comunication between different workl oads.
Two aspects are inportant to highlight: First, there is a need to
consider the interaction with workl oads that are external to the
trust domain (sonetinmes called cross-domain). Second, the

i nteracti on does not only occur between workloads that directly
interact with each other but instead nmay al so take place across

i ntermedi ate workl oads (in an end-to-end style).

Sal owey, et al. Expires 4 April 2026 [ Page 17]



Internet-Draft W MSE Architecture Cct ober 2025

Fom e +
| Wor kl oad |

| (external) |

I " I

oo - S +

I
I

Fo-em- - Fom e Trust Boundary--------------- +
I I I
I I I
I e + Hop-by- +----------- + Hop-by- +----------- +
N | Hop | | Hop | | ]
| | Workload | Security | Workload | Security | Workload | |
| | <Hemmmmm oo +> <Hemmmmm oo +> | |
|| I I I I ||
(. I I I I ||
| O<----- L e L +---->0 | |
I R + E2E AR + E2E AR +

I I
I I
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmo - +

Fi gure 5: Wbrkl oad-t o- Workl oad Commruni cati on
3.3.3. Service Authorization

Once authentication has successfully established the identity of a
peer workl oad, authorization nechani sns determ ne whet her the
authenticated identity is permtted to performthe requested action
on the target workl oad.

Aut hori zation specified by WMSE is context-aware. It relies on
attributes carried in the security context, which may originate from
upstream systens such as gateways or identity proxies. This context
may be derived fromend-user attributes, trust donain policies, or
depl oynent - specific nmetadata (e.g., environnent, service role,
wor kl oad i nstance).

Aut hori zation deci sions typically include:
* Validating the integrity and provenance of the security context.

* Ensuring the authenticated identity has the correct role and
attributes to access the requested APl or resource.

* Applying fine-grained policy rules, which may include path,

met hod, action type, and contextual constraints (e.g., geographic
| ocation, time of day).
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Aut hori zation checks may al so i ncorporate del egati on and

i mpersonati on semantics, as described in Section 3.3.7, where
upstream wor kl oads are authorized to act on behal f of end-users or
other services, within the scope of their issued credentials and

policy.

A key architectural consideration is where authorization is

eval uated. For nost workl oad-to-workload interactions (e.g., REST
APl's, gRPC, or pub/sub flows), authorization is performed by the
callee, ensuring that the target workload enforces its own access
policies. But in sone scenarios, such as database access or
operations on conpl ex back-end systens, authorization decisions may
be too fine-grained or application-specific to be enforced by the
subj ect of the operation. In these cases, authorization MAY be
performed by the caller, provided that the caller has sufficient
context and policy information to nmake a correct decision

3.3.4. Audit Trails

Auditability is a critical requirenent in systens that rely on

wor kl oad identities and security context. Each authenticated request

MUST | eave a verifiable and inspectable trace regardl ess of

aut henti cati on and authorization deci sion.

Audit trails are typically generated at multiple points:

* Gateway Services: Log incomng client requests and their
authenticated identities, including access tokens or client
certificates used.

*  Workl oads: Log authenticated peer identities, security context
attributes, requested resources, and authorization outcones.

* |dentity and Token Services: Log issuance and validation events
for workload identity credentials and context tokens.

Audit records may incl ude:

* Timestanp of the request

* Source workload identifier
* Target workload identifier
* Aut hentication method used

* Decision outcone (authorized/ denied)
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* Security context clains
* Del egation/inpersonation netadata (if present)

To avoid inadvertent disclosure of sensitive information, workloads
and services generating audit | ogs MJUST NOT | og secrets such as
bearer tokens, private keys, or passwords. |f logging of credential-
rel ated data is necessary for diagnostic or policy purposes, these
val ues MJUST be redacted, hashed, or otherw se sanitised to prevent

m suse.

W MSE systens SHOULD ensure audit |ogs are tanper-evident and
securely stored. Logs may be forwarded to centralized security

i nformati on and event managenent (SIEM systens to enabl e compliance,
threat detection, and incident response.

3.3.5. Security Context Establishment and Propagation

In a typical system of workl oads additional information is needed in
order for the workload to performits function. For exanple, it is
common for a workload to require information about a user or other
entity that originated the request. Oher types of information may

i nclude information about the hardware or software that the workl oad
is running or information about what processing and validation has

al ready been done to the request. This type of information is part
of the security context that the workl oad uses during authorization,
accounting and auditing. This context is propagated and possibly
augnment ed from workl oad to workl oad using tokens. The context may be
associated with a specific source or target workload by binding it to
a specific workload identifier. This may indicate that the context
originated froma specific workload, or that only a specific workl oad
may nmake use of the context. A workload nmay al so use a worKkl oad
identity credential to bind a context to one or nore transaction so
the receiver can verify which workload initiated the transaction and
the context that was intended for the transaction

3.3.6. Service Authorization

After authentication of the peer, a workload can perform

aut hori zation by verifying that the authenticated identity has the
appropri ate perm ssions to access the requested resources and perform
required actions. This process involves evaluating the security
context described previously. The workl oad validates the security
context, and checks the validity of perm ssions against its security
policies to ensure that only authorized actions are all owed.
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3.3.7. Delegation and | npersonation

VWhen source wor kl oads send aut henticated requests to destination
wor kl oads, those destination workloads may rely on upstream
dependencies to fulfill such requests. Such access patterns are
increasingly common in a microservices architecture. Wile X 509
certificates can be used for point-to-point authentication, such
services relying on upstream m croservices for answers, nmay use
del egati on and/or inpersonation semantics as described in RFC 8693
QAuth 2.0 Access Token Exchange.

W MSE credentials constrain the subjects and actors identified in

del egati on and i npersonation tokens to be bound by a trust donain,
and to follow their issuing authorities’” trust configurations.

Upst ream wor kl oads shoul d consider the security context of del egation
and/ or i nmpersonation tokens within and across trust domains, when
arriving at authorization decisions.

3.3.8. Asynchronous and Batch Requests

Sour ce wor kl oads may send aut henti cated asynchronous and batch
requests to destination workloads. A destination workload nay need
to fulfill such requests with requests to authorized upstream
protected resources and workl oads, after the source workl oad
credentials have expired. Credentials identifying the origina
source workl oad as subject nmay need to be obtained fromthe
credential issuing authority w th appropriatel y-dowscoped context
needed access to upstream workl oads. These credentials shoul d
identify the workload as the actor in the actor chain, but nay al so
identify other principals that the action is taken on behalf. To
mtigate risks associated with long-duration credentials, these
credentials should be bound to the Wrkload Identity Credential such
as a workload identity certificate or Wrkload Identity Token (WT)
of the acting service perform ng asynchronous conputation on the
source workl oad’ s behal f.

3.3.9. Cross-boundary Workl oad Identity
As wor kl oads often need to conmuni cate across trust boundaries, extra
care needs to be taken when it comes to identity conmunication to

ensure scalability and privacy. (TODO align with OQAuth cross donain
identity and authorization)
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3.3.9.1. Egress ldentity Generalization

A wor kl oad communi cating with a service or another workload | ocated
outside the trust boundary may need to provide nodified identity
information. The detailed identity of an internal workload
originating the communication is relevant inside the trust boundary
but could be excessive for the outside world and expose potentially
sensitive internal topol ogy information

For exanple, in a mcroservices architecture, an internal service may
use workl oad-specific identities that include fine-grained details
such as instance nanes or deploynent-specific attributes. Wen
interacting with external systens, exposing such details may

i nadvertently provide attackers with insights into the interna

depl oynent structure, scaling strategies, security policies,

technol ogies in use, or failover nechanisns, potentially giving them
a tactical advantage. |n such cases, an identity proxy at the trust
boundary can generalize the Wrkload lIdentity by replacing the
specific mcroservice instance nane with the nanme of the overal
service. This allows external parties to recognize the service while
abstracting internal deploynent details.

A security gateway inplenenting Identity Proxy functionality at the
edge of a trust boundary can validate identity information of the
wor kl oad, perform context-specific authorization of the transaction,
and repl ace workl oad-specific identity with a generalized one for a
gi ven trust domain. This approach ensures that externa
conmuni cati ons adhere to security and privacy requirenents while

mai ntai ning interoperability across trust boundari es.

3.3.9.2. Inbound Gateway ldentity Validation

I nbound security gateway is a comon design pattern for service
protection. This functionality is often found in CDN services, AP
gat eways, | oad bal ancers, Wb Application Firewalls (WAFs) and ot her
security solutions. Wrkload identity verification of inbound
requests should be perforned as a part of these security services.
After validation of workload identity, the gateway may either |eave
it unnodified or replace it with its own identity to be validated by
the destinati on.
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3.3.10. Al and M-Based Internedi ari es

Emer gi ng agentic Al systens and ot her M.-based internediaries

i ntroduce new considerations for workload identity and security
context propagation. These systens often act as autononbus agents
that performtasks on behal f of an upstream principal (such as a user
or service) and then invoke downstream workl oads as part of nulti-
step wor kfl ows.

From W MBE perspective, Al intermediaries are a special case of

del egat ed wor kl oads (see Section 3.3.7). They inherit the upstream
principal’s security context and are expected to operate strictly
within the constraints of that del egation. Wen invoking downstream
wor kl oads, the agent SHOULD propagate the upstream security context,
unless it has been explicitly authorized to translate or reduce its
scope.

In sone cases, Al systens nay generate requests that are not
attributable to a specific upstreamprincipal. Such autononous
actions MJST be clearly distinguished from del egated ones, for
exanpl e by using separate workload identities or token scopes.
Because Al intermediaries nay chain requests across nultiple
services, there is an elevated risk of privilege escalation if
security context is propagated beyond the intended trust donain.
Mechani sns such as cryptographi c bindi ng of del egation tokens or
attestation of intermediary behavior can help mtigate these risks.

A further consideration arises when Al agents interact with other Al
agents. In these cases, each agent nmay act both as a del egated
wor kl oad and as a del egator, creating nmulti-hop del egati on chains.

To avoid anbiguity, each hop in the chain MJIST explicitly scope and
re-bind the security context so that downstream services can reliably
eval uat e provenance and authorization boundaries. Wthout such
controls, there is arisk that a chain of Al-to-Al interactions could
unintentionally extend authority far beyond what was originally

gr ant ed.

B S + o e e e e oo o + o e e e e oo o + o e e e e oo o +
| User / +------- > Al Agent oo > Al Agent oo > Workl oad |
| Service | | (Agent A) | | (Agent B) | | Downstream |
S + Fom e o - + Fom e o - + Fom e o - +

I I I I
| Initial | Delegated / Scoped | Delegated / Scoped
| Security Context | Security context | Security context

|

Figure 6: Al agent conmunication
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4. Security Considerations
4.1. Traffic Interception

Wor kl oads communicating with applications nay face different threats
to traffic interception in different deploynments. |n many

depl oynents security controls are deployed for interna

communi cations at |lower layers to reduce the risk of traffic
observation and nodification for network communi cations. Wen a
security layer, such as TLS, is deployed in these environnments. TLS
may be terminated in various places, including the workload itself,
and in various mddl eware devices, such as |oad bal ancers, gateways,
proxies, and firewalls. Therefore, protection is provided only

bet ween each adjacent pair of TLS endpoints. There are no guarantees
of confidentiality, integrity and correct identity passthrough in

t hose m ddl ewar e devi ces and services.

4.2. Information Disclosure

observation and interception of network traffic is not the only neans
of disclosure in these systems. Oher vectors of information |eakage
is through disclosure in log files and other observability and

troubl eshooti ng nechani sns. For exanple, an application may |og the
contents of HITP headers containing JW bearer tokens, user nanes,
emai | addresses and other sensitive information. The information in
these logs may be made available to other systens with | ess stringent
access controls, which may result in this information falling into an
attackers hands. This creates privacy risks and potential surface
for reconnai ssance attacks.

4.3. Credential Theft

VWhen the information disclosed to an attacker is a credential, the
attacker nay be able to use that credential to escalate their
privilege, attack another systemvia |lateral novenent within the
organi zation or to inpersonate a workload. Bearer credentials are
particularly vul nerabl e to disclosure since they are comruni cated

bet ween systems and nmay be reveal ed i n conmuni cation channel s or
application logs. Credentials bound to a cryptographic key are
typically less vul nerabl e because the key is not disclosed in the

aut henti cation process. However, care nust still be taken to prevent
di scl osure during key nanagenent operations.
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4. 4. Workl oad Conprom se

6.

6.

Even the nost well-designed and i npl emented workl oads may contain
security flaws that allow an attacker to gain limted or ful
conprom se. For exanple, a server side request forgery nay result in
the ability for an attacker to force the workload to nake requests of
other parts of a system even though the rest of the workl oad
functionality may be unaffected. An attacker with this advantage may
be able to utilize privileges of the comprom sed workload to attack
other parts of the system Therefore it is inportant that

conmmuni cati ng workl oads apply the principle of least privilege
through security controls such as authorization.
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Changes since draft -05
* Update to gateway service definition and diagram

* alignment of cross-donmain scenario with OAUTH cross-donain
chai ni ng
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* added audit section
* added Al use case
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