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Abst ract

WebTransport [OVERVIEW is a protocol framework that enables
application clients constrained by the Web security nodel to
conmuni cate with a renote application server using a secure

mul ti pl exed transport. This docunent describes a WebTransport
protocol that is based on HTTP/3 [HTTP3] and provi des support for
uni directional streans, bidirectional streans, and datagrans, all
mul ti pl exed within the sane HITP/ 3 connecti on.
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1. Introduction

HTTP/ 3 [HTTP3] is a protocol defined on top of QU C [ RFC9000] that
can nultiplex HTTP requests over a QU C connection. This docunent
defines a mechani smfor nultiplexing non-HITP data with HITP/3 in a
manner that conforms with the WebTransport protocol requirenents and
semantics [OVERVIEW . Using the mechani sm described here, nultiple
WebTransport instances, or sessions, can be multipl exed

simul taneously with regular HTTP traffic on the sane HTTP/ 3
connecti on.

1.1. Term nol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here
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Thi s docunent follows terninology defined in Section 1.2 of
[OVERVIEW. Note that this document distinguishes between a
WebTransport server and an HITP/ 3 server. An HITP/3 server is the
server that term nates HTTP/ 3 connections; a WbTransport server is
an application that accepts WebTransport sessions, which can be
accessed via an HTTP/ 3 server. An application client is user or

devel oper - provi ded code, often untrusted, that utilizes the interface
of fered by the WebTransport client to comrunicate with an application
server. The application server uses the interface offered by the
WebTransport server to accept incom ng WbTransport sessions.

Overvi ew
1. QU C WbTransport, and HTTP/ 3

QUIC version 1 [ RFC9000] is a secure transport protocol with flow
control and congestion control. QUIC supports application data
exchange via streans; reliable and ordered byte streans that can be
mul ti pl exed. Stream independence can nitigate head-of-Iine bl ocking.
VWhile QUIC provides streams as a transport service, it is
unopi ni onat ed about their usage. The applicability of streams is
descri bed by section 4 of [RFC9308].

HTTP is an application-layer protocol, defined by "HTTP Semantics"
[ RFC9110]. HTTP/3 is the application mapping for QU C, defined in
[ RFC9114]. It describes how QU C streans are used to carry contro
data or HTTP request and response nessage sequences in the form of
franmes and describes details of stream and connection |lifecycle
managenent. HITP/3 offers two features in addition to HTTP
Semantics: QPACK header conpression [ RFC9208] and Server Push
Section 4.6 of [RFCO114].

WebTr ansport session establishment involves interacting at the HITP
|layer with a resource. For Wb user agents and ot her WebTransport
clients, this interaction is inportant for security reasons,
especially to ensure that the resource is willing to use
WebTransport.

Al t hough WebTransport requires HITP for its handshake, when HTTP/3 is
in use, HITP is not used for anything else related to an established
session. Instead, QUIC streans begin with a sequence of header bytes
that links themto the established session. The renainder of the
streamis the body, which carries the payl oad supplied by the
application using WebTransport. This process is sinilar to
WebSockets over HTTP/1.1 [ORIG@ N], where access to the underlying
byte streamis enabled after both sides have conpleted an initia
handshake.
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The layering of QU C, HITP/ 3, and WebTransport is shown in Figure 1.
Once a WbTransport session is established, applications have nearly
direct access to QUIC

| WebTr ansport |
i HTTP Semanti cs i i
| and | |
| Session Setup | Nearly direct |
y - T TTTTsEE s s EEE S ] |
| HTTP/ 3 | I
! !

Figure 1. WbTransport Layering
2.1.1. Mnimzing I nmplementation Conpl exity

WebTransport has mininmal interaction with HITP and HTTP/3. dients
and servers can constrain their use of features to only those
required to conplete a WebTransport handshake:

* CGenerating/parsing the request nethod, host, path, protocol,
optional Oigin header field, and perhaps some extra header
fields.

* Cenerating/parsing the response status code and possibly sone
extra header fields.

A WbTransport endpoint, whether a client or a server, can likely
perform several of its HITP-level requirenents using bytestring
conpari sons.

Whi |l e HTTP/ 3 encodes HTTP nessages using QPACK, this conplexity can
be minimzed. Wen receiving, a WbTransport endpoi nt can disable
dynani ¢ deconpression entirely but nust always support static
deconpressi on and Huff man decodi ng. When sendi ng, endpoints can opt
to never use dynam c conpression, static conpression, or Huffman
encodi ng.

2.2. Protocol Overview
WebTransport servers in general are identified by a pair of authority

val ue and path value (defined in [RFC3986] Sections 3.2 and 3.3
correspondi ngly).
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When an HTTP/ 3 connection is established, both the client and the
server send a SETTI NGS_WI_MAX SESSI ONS setting to indicate support
for WebTransport over HITP/3. This process also negotiates the use
of additional HTTP/ 3 extensions to enable both endpoints to open
WebTr ansport streans.

WebTransport sessions are initiated inside a given HITP/3 connection
by the client, who sends an extended CONNECT request [RFC9220]. |If
the server accepts the request, a WebTransport session is
established. The resulting streamwi |l be further referred to as a
_CONNECT stream, and its stream|ID is used to uniquely identify a
gi ven WebTransport session within the connection. The ID of the
CONNECT streamthat established a given WebTransport session will be
further referred to as a _Session ID_.

After the session is established, the endpoints can exchange data
usi ng the foll owi ng nechani sns:

* Aclient can create a bidirectional streamand transfer its
ownership to WebTransport by providing a special signal in the
first bytes.

* A server can create a bidirectional streamand transfer its
ownership to WebTransport by providing a special signal in the
first bytes.

* Both client and server can create a unidirectional streamusing a
special streamtype

* Both client and server can send datagrans using HTTP Dat agr ans
[ HTTP- DATAGRAM .

A WbTransport session is term nated when the CONNECT streamt hat
created it is closed.

3. Session Establishnent
3.1. Establishing a WbTransport - Capabl e HTTP/ 3 Connecti on

A WebTransport - Capabl e HTTP/ 3 connection requires the client and
server to both signal support for WbTransport over HTTP/ 3 using a
setting.

Thi s docunent defines a SETTINGS WI_MAX SESSI ONS setting for

i ndi cating the nunber of WebTransport sessions a connection supports.
The default value for the SETTINGS WI_MAX SESSI ONS setting is "0",
meani ng that the endpoint is not willing to receive any WbTransport
sessions. Both clients and servers supporting WbTransport over
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HTTP/ 3 MUST send the SETTI NGS_ WI_MAX SESSI ONS setting with a val ue
greater than "0". dients MJUST NOT attenpt to establish WebTransport
sessions until they have received the setting indicating WbTransport
support fromthe server.

WebTransport over HTTP/ 3 uses extended CONNECT in HTTP/ 3 as descri bed
in [ RFC9220], which defines the SETTI NGS_ENABLE_CONNECT_PROTOCCL
setting. Cdients also signal support for WbTransport by using the
"webt ransport"” upgrade token in extended CONNECT requests when

est abl i shing sessions (see Section 9.1).

WebTransport over HTTP/ 3 requires support for HTTP/ 3 datagrans and
the Capsule Protocol, and both the client and the server indicate
support for HITP/ 3 datagrans by sending a SETTI NGS_H3_DATAGRAM
setting value set to 1 in their SETTINGS frame (see Section 2.1.1 of
[ HTTP- DATAGRAM ) .

WebTransport over HTTP/ 3 al so requires support for QU C datagrans.
To indicate support, both the client and the server send a

max_dat agram frame_si ze transport paraneter with a value greater than
0 (see Section 3 of [QU C DATAGRAM ).

WebTransport over HTTP/ 3 relies on the RESET _STREAM AT frane defined
i n [ RESET- STREAM AT]. To indicate support, both the client and the
server enable the extension by sending an enpty reset_stream at
transport paraneter as described in Section 3 of [RESET- STREAM AT].
In summary, servers supporting WbTransport over HITP/ 3 send:

* A SETTINGS WI_MAX_SESSI ONS setting with a value greater than "0"
* A SETTI NGS_ENABLE_CONNECT_PROTOCOL setting with a value of "1"

* A SETTI NGS_H3 DATACGRAM setting with a value of 1

* A max_datagram frame_size transport parameter with a value greater
than O

* An enpty reset_streamat transport paraneter

Clients supporting WbTransport over HITP/ 3 send:

* A SETTI NGS_WI_MAX_SESSI ONS setting with a value greater than "0O"
* A SETTI NGS_H3_DATACRAM setting with a value of 1

* A max_datagram franme_si ze transport paraneter with a val ue greater
than 0
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* An enpty reset_streamat transport parameter

Servers should note that CONNECT requests to establish new
WebTransport sessions, in addition to other nessages, can arrive
before the client’s SETTINGS are received (see Section 4.6). If the
server receives SETTINGS that do not have correct values for every
required setting, or transport paraneters that do not have correct
val ues for every required transport paranmeter, the server MJST treat
all established and newly inconm ng WebTransport sessions as

mal formed, as described in Section 4.1.2 of [HITP3].

A client MJUST NOT establish WebTransport sessions if the server’'s
SETTI NGS do not have correct values for every required setting or if
the server’s transport paraneters do not have correct values for
every required transport paraneter

[[RFC editor: please renove the foll owi ng paragraph before
publication.]]

For draft versions of WebTransport only, the server MJUST NOT process
any incom ng WebTransport requests until the client settings have
been received, as the client m ght be using a version of the
WebTransport extension that is different fromthe one used by the
server.

3.2. Creating a New Session

As WebTransport sessions are established over HITP/ 3, they are
identified using the https URI schenme (Section 4.2.2 of [HITP]).

In order to create a new WbTransport session, a WbTransport client
sends an HITP extended CONNECT request. 1In this request:

* The :protocol pseudo-header field([RFC8441]) MJIST be set to
webt r ansport .

* The :schenme field MUST be https.

* Both the :authority and the :path value MJST be set; these fields
identify the desired WebTransport server resource

* |f the WebTransport session is coning froma browser client, an
Origin header [ RFC6454] MJST be provided within the request.
O herwi se, the header is OPTI ONAL.

Upon receiving an extended CONNECT request with a :protocol field set

to webtransport, the HTTP/ 3 server can check if it has a WbTransport
server associated with the specified :authority and :path values. |If
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it does not, it SHOULD reply with status code 404 (Section 15.5.5 of
[HTTP]). When the request contains the Oigin header, the
WebTransport server MJST verify the Origin header to ensure that the
specified origin is allowed to access the server in question. |If the
verification fails, the WebTransport server SHOULD reply with status
code 403 (Section 15.5.4 of [HTTP]). |If all checks pass, the
WebTransport server MAY accept the session by replying with a 2xx
series status code, as defined in Section 15.3 of [HITP].

Fromthe client’s perspective, a WbTransport session is established
when the client receives a 2xx response. Fromthe server’s
perspective, a session is established once it sends a 2xx response.

The server may reply with a 3xx response, indicating a redirection
(Section 15.4 of [HITP]). The WebTransport client MJST NOT
automatically follow such redirects, as it potentially could have
al ready sent data for the WebTransport session in question; it NMAY
notify the application client about the redirect.

Clients cannot initiate WebTransport in O-RTT packets, as the CONNECT
met hod is not considered safe (see Section 10.9 of [HITP3]).

However, WebTransport-rel ated SETTINGS paraneters may be retained
fromthe previous session as described in Section 7.2.4.2 of [HTTP3].
If the server accepts 0-RTT, the server MJST NOT reduce the limt of
maxi mum open WebTransport sessions, or other initial flow contro

val ues, fromthe val ues negoti ated during the previ ous session; such
change woul d be deened inconpatible, and MIST result in a

H3_SETTI NGS_ERROR connection error

The webtransport HTTP Upgrade Token uses the Capsul e Protocol as
defined in [ HTTP- DATAGCRAM . The Capsul e Protocol is negotiated when
the server sends a 2xx response. The capsul e-protocol header field
Section 3.4 of [HITP-DATAGRAM is not required by WebTransport and
can safely be ignored by WebTransport endpoi nts.

3.3. Application Protocol Negotiation
WebTransport over HITP/ 3 offers a protocol negotiati on nechani sm
simlar to TLS Application-Layer Protocol Negotiation Extension

(ALPN) [RFC7301]; the intent is to sinplify porting existing
protocols that use QU C and rely on this functionality.
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The client MAY include a W-Avail abl e-Protocol s header field in the
CONNECT request. The W- Avail abl e-Protocols field enunerates the
possi bl e protocols in preference order, with the nost preferred
protocol listed first. |If the server receives such a header, it MAY
include a WI-Protocol field in a successful (2xx) response. |If it
does, the server MJST include a single choice fromthe client’s I|ist
inthat field. Servers MAY reject the request if the client did not
i nclude a suitable protocol

Bot h WI- Avai | abl e- Prot ocol s and WI- Protocol are Structured Fields

[ FIELDS]. WI-Avail able-Protocols is a List. W-Protocol is defined
as an Item In both cases, the only valid value type is a String.
Any val ue type other than String MJST be treated as an error that
causes the entire field to be ignored. No semantics are defined for
paraneters on either field;, paranmeters MJST be ignored

The value in the WI-Protocol response header field MJST be one of the
values listed in WI-Avail abl e-Protocol s of the request. O herw se,
the WI-Protocol field MJUST be ignored.

The semantics of individual values used in W-Avail abl e- Prot ocol s and
WI- Prot ocol are determ ned by the WebTransport resource in question
and are not required to be registered in IANA's "ALPN Protocol |Ds"
registry

3. 4. Prioritization

WebTransport sessions are initiated using extended CONNECT. Wile
Section 11 of [RFC9218] describes how extensible priorities can be
applied to data sent on a CONNECT stream WbTransport extends the
types of data that are exchanged in relation to the request and
response, which requires additional considerations.

WebTr ansport CONNECT requests and responses MAY contain the Priority
header field (Section 5 of [RFC9218]); clients MAY reprioritize by
sendi ng PRI ORI TY_UPDATE frames (Section 7 of [RFC9218]). In
extension to [RFC9218], it is RECOMMENDED that clients and servers
apply the scheduling gui dance in both Section 9 of [RFC9218] and
Section 10 of [RFC9218] for all data that they send in the encl osing
WebTr ansport session, including Capsul es, WbTransport streans and
datagrans. WebTransport does not provide any priority signaling
mechani smfor streans and datagrans within a WebTransport session
such mechani sms can be defined by application protocols using
WebTransport. It is RECOMVENDED t hat such mechani sms only affect
scheduling within a session and not scheduling of other data on the
sanme HTTP/ 3 connecti on.
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The client/server priority nerging guidance in Section 8 of [RFC9218]
al so applies to WbTransport sessions. For exanple, a client that
receives a response Priority header field could alter its view of a
WebTransport session priority and alter the scheduling of outgoing
data as a result.

Endpoi nts that prioritize WebTransport sessions need to consi der how
they interact with other sessions or requests on the sane HITP/ 3
connecti on.

4. WebTransport Features

WebTransport over HTTP/ 3 provides the follow ng features described in
[OVERVI EW: wunidirectional streams, bidirectional streans, and
datagrams, all of which can be initiated by either endpoint.

Prot ocol s designed for use with WebTransport over HITP/3 are
constrained to these features. The Capsule Protocol is an

i npl erent ation detail of WebTransport over HTTP/3 and is not a

WebTr ansport feature.

Session IDs are used to demultiplex streans and dat agrans bel ongi ng
to different WebTransport sessions. On the wire, session IDs are
encoded using the QU C variable length integer schene described in
[ RFC9000] .

The client MAY optim stically open unidirectional and bidirectiona
streans, as well as send datagrans, on a session for which it has
sent the CONNECT request, even if it has not yet received the
server’'s response to the request. On the server side, opening
streans and sendi ng datagrans is possible as soon as the CONNECT
request has been received.

If at any point a session IDis received that cannot be a valid ID
for aclient-initiated bidirectional stream the recipient MJST cl ose
the connection with an H3 | D ERROR error code.

4.1. Transport Properties
The WebTransport framework [ OVERVI EW defines a set of optiona
transport properties that clients can use to determ ne the presence
of features which might allow additional optimzations beyond the
comon set of properties available via all WebTransport protocols.

Bel ow are details about support in WbTransport over HTTP/3 for the
properties defined by the WebTransport framework.

Unreliable Delivery: WbTransport over HTTP/3 supports unreliable
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delivery. Resetting a streamresults in |lost streamdata no
| onger being retransmtted. WebTransport over HITP/3 al so
supports datagranms, which are not retransmtted.

Pool ing: WbTransport over HTTP/ 3 provides optional support for
pooling. Endpoints can use the SETTI NGS WI_MAX SESSI ONS setting
to indicate if pooling is supported on a particular HITP/ 3
connection (Section 3.1).

4.2. Unidirectional streans

WebTransport endpoints can initiate unidirectional streanms. The
HTTP/ 3 uni directional streamtype SHALL be 0x54. The body of the
stream SHALL be the streamtype, followed by the session I D, encoded
as a variable-length integer, followed by the user-specified stream
data (Figure 2).

Uni directional Stream {
Stream Type (i) = 0x54,
Session ID (i),
User-Specified StreamData (..)

Figure 2: Unidirectional WebTransport stream format
4.3. Bidirectional Streans

Al client-initiated bidirectional streans are reserved by HTTP/ 3 as
request streans, which are a sequence of HITP/3 franes with a variety
of rules (see Sections 4.1 and 6.1 of [HTTP3]).

WebTransport extends HTTP/3 to allow clients to declare and to use
alternative request streamrules. Once a client receives settings

i ndi cati ng WebTransport support (Section 3.1), it MJST send a speci al
signal value, encoded as a variable-length integer, as the first
byt es of each bidirectional WebTransport streamit initiates to

i ndi cate how the remrai ni ng bytes on the stream are used.

WebTransport extends HTTP/ 3 by defining rules for all server-
initiated bidirectional streans. Once a server receives an incom ng
CONNECT request establishing a WebTransport session (Section 3.1), it
can open a bidirectional streamfor use with that session and MJST
send a special signal value, encoded as a variable-length integer, as
the first bytes of the streamin order to indicate how the remaining
bytes on the stream are used.
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Clients and servers use the signal value 0x41l to open a bidirectiona
WebTransport stream Following this is the associated session ID
encoded as a variable-length integer; the rest of the streamis the
application payl oad of the WebTransport stream (Figure 3).

Bi di rectional Stream {
Signal Value (i) = 0x41
Session ID (i),

Stream Body (..)

Figure 3: Bidirectional WebTransport stream fornat

Thi s docunent reserves the special signal value 0x41 as a W_STREAM
frame type. While it is registered as an HITP/3 franme type to avoid
collisions, WI_STREAM | acks I ength and is not a proper HTTP/ 3 franeg;
it is an extension of HITP/ 3 frame syntax that MJST be supported by
any peer negotiating WebTransport. Endpoints that inplenment this
extension are al so subject to additional frame handling requirenents.
Endpoi nts MUST NOT send WI_STREAM as a frane type on HITP/3 streans
other than the very first bytes of a request stream Receiving this
frame type in any other circunstances MJST be treated as a connection
error of type H3_FRAME ERROR

4.4. Resetting Data Streans

A WbTransport endpoint may send a RESET_STREAM or a STOP_SENDI NG
frame for a WebTransport data stream Those signals are propagated
by the WebTransport inplenentation to the application

A WebTransport application MIUST provide an error code for those
operations. Since WbTransport shares the error code space with
HTTP/ 3, WebTransport application errors for streans are linmted to an
unsi gned 32-bit integer, assum ng val ues between 0x00000000 and
oxffffffff. \WebTransport inplenentations MJST renmap those error
codes into the error range reserved for W _APPLI CATI ON_ERROR, where
0x00000000 corresponds to 0x52e4a40f a8db, and Oxffffffff corresponds
to 0x52e5ac983162. Note that there are codepoints inside that range
of form"O0Ox1f * N + Ox21" that are reserved by Section 8.1 of
[HTTP3]; those have to be ski pped when nmapping the error codes (i.e.,
the two HTTP/ 3 error codepoints adjacent to a reserved codepoi nt
would map to two adjacent WebTransport application error codepoints).
An exanpl e pseudocode can be seen in Figure 4.
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first = 0x52e4a40f a8db
| ast = 0x52e5ac983162

def webtransport code to http code(n):
return first + n + floor(n / Oxle)

def http_code_to_webtransport_code(h):
assert(first <= h <= | ast)
assert((h - 0x21) % Ox1f !'= 0)
shifted = h - first
return shifted - floor(shifted / Ox1f)

Fi gure 4: Pseudocode for converting between WebTransport
application errors and HTTP/ 3 error codes

WebTransport data streans are associated with sessions through a
header at the beginning of the stream resetting a stream night
result in that data being discarded when using a RESET_STREAM frane.
To prevent this, WebTransport inplenentati ons MJST use the
RESET_STREAM AT frame [ RESET- STREAM AT] with a Reliable Size set to
at least the size of the WebTransport header when resetting a
WebTransport data stream This ensures reliable delivery of the ID
field associating the data streamwith a WebTransport session

WebTransport endpoints MJST forward the error code for a stream
associated with a known session to the application that owns that
session; simlarly, internmediaries MJST reset such streans with a
correspondi ng error code when receiving a reset fromtheir peer.

4.5. Datagrans

Dat agrams can be sent using HTTP Datagrams. The WebTransport

dat agram payl oad is sent unnodified in the "HITP Dat agr am Payl oad"
field of an HTTP Datagram (Section 2.1 of [HITP- DATAGRAM ). Note
that the payload field directly follows the Quarter Stream ID field,
which is at the start of the QU C DATAGRAM frane payl oad and refers
to the CONNECT streamthat established the WebTransport session

4.6. Buffering Incom ng Streans and Dat agrans

In WebTransport over HITP/ 3, the client MJST wait for receipt of the
server’'s SETTINGS franme before establishing any WbTransport sessions
by sendi ng CONNECT requests using the WbTransport upgrade token (see
Section 3.1). This ensures that the client will always know what
versi ons of WebTransport can be used on a given HITP/3 connection
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Clients can, however, send a SETTINGS frane, multiple WebTransport
CONNECT requests, WebTransport data streans, and WebTransport
datagranms all within a single flight. As those can arrive out of
order, a WebTransport server could be put into a situation where it
receives a streamor a datagram w thout a correspondi ng session.
Simlarly, a client may receive a server-initiated streamor a

dat agram bef ore recei ving the CONNECT response headers fromthe
server.

To handl e this case, WebTransport endpoi nts SHOULD buffer streans and
datagrans until they can be associated with an established session.
To avoi d resource exhaustion, endpoints MIUST linmt the nunber of
buffered streams and datagrans. Wen the nunber of buffered streans
i s exceeded, a stream SHALL be cl osed by sending a RESET_STREAM and/
or STOP_SENDI NG with the WI_BUFFERED STREAM REJECTED error code.

When the nunber of buffered datagrans is exceeded, a datagram SHALL
be dropped. It is up to an inplenentation to choose what stream or
datagramto di scard.

4. 7. Interaction with the HTTP/ 3 GOAVAY frane

HTTP/ 3 defines a graceful shutdown nechani sm (Section 5.2 of [HTTP3])
that allows a peer to send a GOAWAY frane indicating that it will no
| onger accept any new i ncom ng requests or pushes.

A client receiving GOAVWAY cannot initiate CONNECT requests for new
WebTr ansport sessions on that HTTP/3 connection; it nust open a new
HTTP/ 3 connection to initiate new WebTransport sessions with the sane
peer.

An HTTP/ 3 GOAWAY frame is also a signal to applications to initiate
shutdown for all WebTransport sessions. To shut down a single
WebTransport session, either endpoint can send a WI_DRAI N_SESSI ON
(0Ox78ae) capsul e.

WI_DRAI N_SESSI ON Capsul e {
Type (i) = WI_DRAI N_SESSI ON,
Length (i) =0

}

Figure 5: W_DRAI N _SESSI ON Capsul e For mat

After sending or receiving either a WI_DRAI N_SESSI ON capsul e or a
HTTP/ 3 GOAWAY frame, an endpoint MAY continue using the session and
MAY open new WebTransport streans. The signal is intended for the
application using WbTransport, which is expected to attenpt to
gracefully term nate the session as soon as possible.
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The WI_DRAI N_SESSI ON capsul e is useful when an end-to-end

WebTr ansport session passes through an internmediary. For exanple,
when the backend shuts down, it sends a GOAVAY to the intermediary.
The internediary can convert this signal to a WI_DRAI N _SESSI ON
capsul e on the client-facing session, wthout inpacting other
requests or sessions carried on that connection

4.8. Use of Keying Material Exporters

WebTransport over HTTP/ 3 supports the use of TLS keying materia
exporters Section 7.5 of [RFC8446]. Since the underlying QU C
connection may be shared by multiple WbTransport sessions,
WebTransport defines a mechanismfor deriving a TLS exporter that
separates keying material for different sessions. |f the application
requests an exporter for a given WebTransport session with a
specified | abel and context, the resulting exporter SHALL be a TLS
exporter as defined in Section 7.5 of [RFC8446] with the |abel set to
"EXPORTER- &b Tr ansport” and the context set to the serialization of
the "WebTransport Exporter Context" struct as defined bel ow

WebTransport Exporter Context {
WebTr ansport Session |ID (64),
WebTransport Application-Supplied Exporter Label Length (8),
WebTransport Application-Supplied Exporter Label (8..),
WebTransport Application-Supplied Exporter Context Length (8),
WebTransport Application-Supplied Exporter Context (..)

Figure 6: WebTransport Exporter Context struct

A TLS exporter APl night pernmit the context field to be omtted. In
this case, as with TLS 1.3, the WebTransport Application-Supplied
Exporter Context becones zero-length if omtted.

5. Flow Control

FIl ow control governs the anount of resources that can be consunmed or
data that can be sent. \When using WebTransport over HITP/ 3,
endpoints can limt the nunber of sessions that a peer can create on
a single HITP/ 3 connection and the nunber of streans that a peer can
create within a session. Endpoints can also limt the anpbunt of data
that can be consunmed by each session and by each streamwithin a
sessi on.
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WebTransport over HTTP/ 3 provides a connection-level limt that
governs the nunber of sessions that can be created on an HITP/ 3
connection (see Section 5.2). It also provides session-level lints

that govern the nunber of streanms that can be created in a session
and limt the amobunt of data that can be exchanged across all streans
in each session (see Section 5.3).

The underlying QU C connection provides connection and stream | eve
flow control. The QUIC connection data limt defines the tota
anmount of data that can be sent across all WbTransport sessions and
ot her non-WebTransport streanms. A QUIC streanis data linit controls
the ambunt of data that can be sent on that stream WbTransport or
ot herwi se (see Section 4 of [RFC9000]).

5.1. Negotiating the Use of Fl ow Control

A WebTransport endpoint that allows a WebTransport session to share
an underlying transport connection with other WebTransport sessions
MUST enabl e flow control. This prevents an application from
consum ng excessi ve resources on a single session and starving
traffic for other sessions (see Section 8).

Fl ow control is enabled when both endpoints declare their intent to
use flow control, even if SETTINGS WI_MAX SESSIONS is sent with a
val ue of "1". Endpoints declare their intent to use flow control by
taking any of the follow ng actions:

* Sending SETTINGS WI_MAX SESSIONS with a value greater than "1".

* Sending SETTINGS_ W _I NI TI AL_MAX_STREAMS_UNI wi th any val ue ot her
than "0".

* Sending SETTINGS WI_I NI TI AL_MAX _STREAMS BI DI with any val ue ot her
than "0".

* Sending SETTINGS_ W _I NI TI AL_MAX_DATA wi th any val ue other than

n OII i
If both endpoints take at |east one of these actions, flow control is
enabled, and the Iimts described in the entirety of Section 5 apply.

The inclusion of the flow control SETTINGS in these criteria all ows
endpoints to agree to explicitly enable flow control, even if only a
singl e WebTransport session i s supported.
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If flow control is not enabled, clients MJST NOT attenpt to establish
nmore than one simultaneous WbTransport session. A server that

recei ves nore than one session on an underlying transport connection
when flow control is not enabled MIST reset the excessi ve CONNECT
streans with a H3 REQUEST REJECTED status (see Section 5.2).

Al so, if flow control is not enabled, an endpoint MJST ignore receipt
of any flow control capsules (see Section 5.6), since the peer m ght
not have received SETTINGS at the time they were sent or packets

m ght have been reordered.

5.2. Linmting the Number of Sinultaneous Sessions

Thi s docunent defines a SETTINGS WI_MAX SESSI ONS setting that allows
the server to Iimt the nmaxi mum nunber of concurrent WebTransport
sessions on a single HTTP/ 3 connection. The client MJUST NOT open
nmore sinultaneous sessions than indicated in the server SETTINGS
paraneter. The server MJST NOT cl ose the connection if the client
opens sessions exceeding this limt, as the client and the server do
not have a consistent view of how many sessions are open due to the
asynchronous nature of the protocol; instead, it MJST reset all of
the CONNECT streans it is not willing to process with the

H3_REQUEST REJECTED status defined in Section 8.1 of [HITP3].

5.3. Limting the Nunber of Streans Wthin a Session

The WI_MAX _STREAMS capsul e (Section 5.6.2) establishes a limt on the
nunber of streans within a WbTransport session. Like the QUC
MAX_STREAMS frane (Section 19.11 of [ RFC9000]), this capsule has two
types that provide separate limts for unidirectional and
bidirectional streans that a peer initiates.

Not e that the CONNECT stream for the session is not included in
either the bidirectional or the unidirectional streamlimts; the
nunber of CONNECT streans a client can open is limted by the
SETTI NGS_WI_MAX_SESSI ONS setting and QU C flow control’s stream
limts.

The session-level streamlimt applies in addition to the QU C
MAX_STREAMS frane, which provides a connection-level streamlimt.
New streans can only be created within the session if both the
stream and the connection-level Iimt permt, see Section 4.6 of
[ RFCO000] for details on how QU C streamlimits are applied

Unli ke the the QU C MAX_STREAMS frame, there is no simple

rel ati onship between the value in this franme and streamIDs in QU C
STREAM frames. This especially applies if there are other users of
streans on the connection.
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The WI_STREAMS_BLOCKED capsul e (Section 5.6.3) can be sent to
i ndi cate that an endpoint was unable to create a streamdue to the
session-level streamlimt.

Note that enforcing this limt requires reliable resets for stream
headers so that both endpoints can agree on the nunber of streans
that are open.

5. 4. Data Limts

The WI_MAX DATA capsule (Section 5.6.4) establishes a linmt on the
amount of data that can be sent within a WbTransport session. This
limt counts all data that is sent on streans of the correspondi ng
type, excluding the stream header (see Section 4.2 and Section 4.3).
The stream header is excluded fromthis limt so that this [imt does
not prevent the sending of information that is essential in |linking
new streans to a specific WebTransport session.

For streans that were reset, inplenenting WI_MAX DATA requires that
the QU C stack provide the WebTransport inplenentation with

i nformati on about the final size of streans; see Section 4.5 of

[ RFC9000]. This guarantees that both endpoints agree on how nuch
WebTransport session flow control credit was consuned by the sender
on that stream

The WI_DATA BLOCKED capsul e (Section 5.6.5) can be sent to indicate
that an endpoint was unable to send data due to a limt set by the
WI_MAX_DATA capsul e.

Because WebTransport over HITP/ 3 uses a native QU C stream for each
WebTransport stream per-streamdata |limts are provided by QU C
natively (see Section 4.1 of [RFCO000]). The WI_MAX _STREAM DATA and
WI_STREAM DATA BLOCKED capsul es (Part XX of
[I-D.ietf-webtrans-http2]) are not used and so are prohibited.

Endpoi nts MUST treat recei pt of a WI_MAX STREAM DATA or a
WI_STREAM DATA BLOCKED capsul e as a session error.

5.5. Fl ow Control SETTI NGS

Initial flowcontrol Iimts can be exchanged via HTTP/ 3 SETTI NGS
(Section 9.2) by providing non-zero val ues for

* \WI_MAX_STREAMS via SETTINGS_WI_I NI TI AL_MAX_STREAMS_UNI and
SETTI NGS_WI_| NI TI AL_MAX_STREAMS_BI DI

* WI_MAX_DATA via SETTINGS_WI_I NI TI AL_MAX_DATA
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5.6. Flow Control Capsul es

WebTr ansport over HITP/ 3 uses several capsules for flow control, and
all of these capsul es define special internediary handling as
described in Section 3.2 of [HTTP-DATAGRAM . These capsul es,
referred to as the "flow control capsul es", are WI_MAX_DATA,
WI_MAX_STREAMS, WI_DATA BLOCKED, and WI_STREAMS_BLOCKED.

5.6.1. Fl ow Control and Internediaries

Because flow control in WbTransport is hop-by-hop and does not
provi de an end-to-end signal, internediaries MJST consune fl ow
control signals and express their own flow control limts to the next
hop. The internediary can send these signals via HITP/3 fl ow contro
messages, HITP/ 2 fl ow control nessages, or as WebTransport fl ow
control capsules, where appropriate. Internediaries are responsible
for storing any data for which they advertise flow control credit if
that data cannot be inmediately forwarded to the next hop

In practice, an internediary that translates flow control signals
between sinmi|ar WebTransport protocols, such as between two HITP/ 3
connections, can often sinply reexpress the same limts received on
one connection directly on the other connection

An internediary that does not want to be responsible for storing data
that cannot be inmediately sent on its translated connection can
ensure that it does not advertise a higher flow control limt on one
connection than the corresponding linmt on the translated connection

5.6.2. W _MAX STREAMS Capsul e

An HTTP capsul e [ HTTP- DATAGRAM cal | ed WI_MAX_STREAMS i s introduced
to informthe peer of the cumnul ative nunber of streanms of a given
type it is permtted to open. A W_MAX STREAMS capsule with a type
of 0x190B4D3F applies to bidirectional streans, and a WI_MAX STREAMS
capsule with a type of 0x190B4D40 applies to unidirectional streans.

Note that, because Maximum Streams is a cunul ative val ue representing
the total allowed nunber of streans, including previously closed
streans, endpoints repeatedly send new WI_MAX STREAMS capsul es with

i ncreasi ng Maxi num Streans val ues as streans are opened.

WI_MAX_STREAMS Capsul e {
Type (i) = 0x190B4D3F..0x190B4D40,
Length (i),
Maxi mum Streans (i),

}
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Fi gure 7: W _MAX_STREAMS Capsul e For mat
WI_MAX_STREAMS capsul es contain the follow ng field:

Maxi mum Streams: A count of the cunul ative nunber of streans of the
correspondi ng type that can be opened over the lifetine of the
session. This value cannot exceed 2760, as it is not possible to
encode stream | Ds |arger than 2762-1.

An endpoi nt MJST NOT open nore streans than permtted by the current
stream|limt set by its peer. For instance, a server that receives a
unidirectional streamlimt of 3 is permtted to open streans 3, 7,
and 11, but not stream 15.

Note that this limt includes streans that have been cl osed as well
as those that are open.

Unlike in QU C where MAX_STREAMS frames can be delivered in any
order, WI_MAX STREAMS capsul es are sent on the WbTransport session’s
connect streamand are delivered in order. |f an endpoint receives a
WI_MAX_STREAMS capsule with a Maxi num Streanms val ue | ess than a
previously received value, it MJST close the WbTransport session by
resetting the connect streamw th the WI_FLOW CONTROL_ERROR error
code.

The WI_MAX STREAMS capsul e defines special internediary handling, as
described in Section 3.2 of [HITP-DATAGRAM . Internediaries MJST
consune WI_MAX STREAMS capsul es for flow control purposes and MJST
generate and send appropriate flow control signals for their limts.

Initial values for these linmits MAY be comruni cated by sendi ng non-
zero values for SETTINGS WI_|I NI TI AL_MAX STREAMS _UNI and
SETTI NGS_WI_I NI TI AL_MAX_STREAVMS_BI DI .

5.6.3. W _STREAMS BLOCKED Capsul e

A sender SHOULD send a WI_STREAMS BLOCKED capsul e (type=0x190B4D43 or
0x190B4D44) when it wi shes to open a streambut is unable to do so
due to the maximumstreamlimt set by its peer. A

WI_STREAMS BLOCKED capsul e of type 0x190B4D43 is used to indicate
reaching the bidirectional streamlinit, and a STREAMS BLOCKED

capsul e of type 0x190B4D44 is used to indicate reaching the
unidirectional streamlimt.

A WI_STREAMS BLOCKED capsul e does not open the stream but inforns

the peer that a new stream was needed and the streamlimt prevented
the creation of the stream
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WI_STREAMS_BLOCKED Capsul e {
Type (i) = 0x190B4D43..0x190B4D44,
Length (i),
Maxi mum Streans (i),

Fi gure 8: W _STREAMS_BLOCKED Capsul e For mat
WI_STREAMS_BLOCKED capsul es contain the following field:

Maxi mum Streans: A variable-length integer indicating the maxi nrum
nunber of streans allowed at the tine the capsule was sent. This
val ue cannot exceed 2760, as it is not possible to encode stream
I Ds | arger than 2762-1.

The WI_STREAMS BLOCKED capsul e defines special internediary handling,
as described in Section 3.2 of [HITP-DATAGRAM . Internediaries MJST
consume WI_STREAMS BLOCKED capsul es for flow control purposes and
MUST generate and send appropriate flow control signals for their
limts.

5.6.4. \W_MAX_DATA Capsul e

An HTTP capsul e [ HTTP- DATAGRAM cal | ed WI_MAX_DATA (type=0x190B4D3D)
is introduced to informthe peer of the maxi num anount of data that
can be sent on the WebTransport session as a whol e.

This limt counts all data that is sent on streans of the
correspondi ng type, excluding the stream header (see Section 4.2 and
Section 4.3). For streams that were reset, inplenmenting WI_MAX_DATA
requires that the QUI C stack provide the WebTransport inpl enentation
with information about the final size of streans (see Section 4.5 of
[ RFC9000]).

WI_MAX_DATA Capsul e {
Type (i) = 0x190B4D3D
Length (i),
Maxi mum Data (i),
Figure 9: WI_MAX DATA Capsul e For nmat
WI_MAX_DATA capsul es contain the follow ng field:
Maxi mum Data: A variable-length integer indicating the maxi num

amount of data that can be sent on the entire session, in units of
byt es.
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Al data sent in WI_STREAM capsul es counts toward this limt. The
sum of the lengths of Stream Data fields in WI_STREAM capsul es MJUST
NOT exceed the val ue advertised by a receiver.

Unlike in QU C, where MAX DATA franes can be delivered in any order,
WI_MAX_DATA capsul es are sent on the WebTransport session’s connect
stream and are delivered in order. |f an endpoint receives a
WI_MAX_DATA capsul e with a Maxi mum Data val ue | ess than a previously
received value, it MIST cl ose the WebTransport session by resetting
the connect streamwith the WI_FLOW CONTROL_ERROR error code.

The WI_MAX_DATA capsul e defines special internediary handling, as
described in Section 3.2 of [HTTP-DATAGRAM . Internediaries MJST
consume WI_MAX_DATA capsul es for flow control purposes and MJST
generate and send appropriate flow control signals for their limts
(see Section 5.6.1).

The initial value for this limt MAY be comuni cated by sending a
non-zero value for SETTI NGS_WI_|I NI TI AL_MAX_ DATA.

5.6.5. W _DATA BLOCKED Capsul e

A sender SHOULD send a WI_DATA BLOCKED capsul e (type=0x190B4D41) when
it wishes to send data but is unable to do so due to WebTransport
session-level flow control. W _DATA BLOCKED capsul es can be used as
input to tuning of flow control algorithmns.

WI_DATA _BLOCKED Capsul e {
Type (i) = 0x190B4D41,
Length (i),

Maxi mum Data (i),

}

Fi gure 10: WI_DATA BLOCKED Capsul e For mat
WI_DATA BLOCKED capsul es contain the follow ng field:

Maxi mum Data: A variable-length integer indicating the session-I|evel
limt at which bl ocking occurred.

The WI_DATA BLOCKED capsul e defines special internmediary handling, as
described in Section 3.2 of [HTTP-DATAGRAM . Internediaries MJST
consume WI_DATA BLOCKED capsul es for flow control purposes and MJST
generate and send appropriate flow control signals for their limts
(see Section 5.6.1).
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6

Session Term nation

A WbTransport session over HITP/3 is considered term nated when
either of the followi ng conditions is net:

* the CONNECT streamis closed, either cleanly or abruptly, on
ei ther side; or

* a WI_CLOSE_SESSI ON capsul e is either sent or received.

Upon | earning that the session has been terninated, the endpoint MJST
reset the send side and abort reading on the receive side of al

uni di rectional and bidirectional streans associated with the session
(see Section 2.4 of [RFC9000]) using the WI_SESSI ON_GONE error code;
it MUST NOT send any new datagrans or open any new streans.

To termnate a session with a detailed error nessage, an application
MAY provi de such a nmessage for the WebTransport endpoint to send in
an HTTP capsul e [ HTTP- DATAGRAM of type WI_CLOSE_SESSI ON (0x2843).
The format of the capsule SHALL be as foll ows:

WI_CLOSE_SESSI ON Capsul e {
Type (i) = W_CLOSE_SESSI ON
Length (i),
Application Error Code (32),
Application Error Message (..8192),

}
Figure 11: WI_CLOSE_SESSI ON Capsul e For mat

WI_CLOSE_SESSI ON has the follow ng fields:

Application Error Code: A 32-bit error code provided by the
application closing the session.

Application Error Message: A UTF-8 encoded error nessage string
provi ded by the application closing the session. The nessage
takes up the remai nder of the capsule, and its | ength MJST NOT
exceed 1024 bytes.

Note that the Application Error Code field does not nmirror the Error
Code field in QU C s CONNECTI ON_CLOSE frame (Section 19.19 of

[ RFC9000]) because WebTransport application errors use a subset of
the HTTP/3 Error Code space and need to fit within those bounds, see
Section 4. 4.
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An endpoint that sends a WI_CLOSE_SESSI ON capsul e MUST i mredi atel y
send a FIN on the CONNECT Stream The endpoi nt MAY al so send a
STOP_SENDING with error code WI_SESSION GONE to indicate it is no

| onger reading fromthe CONNECT stream The recipient MJST either
close or reset the streamin response. |If any additional stream data
is received on the CONNECT stream after receiving a WI_CLOSE_SESSI ON
capsul e, the stream MJST be reset with code H3_MESSAGE ERROR

Cleanly termnating a CONNECT stream w thout a WI_CLOSE_SESSI ON
capsul e SHALL be semantically equivalent to terminating it with a
WI_CLOSE_SESSI ON capsul e that has an error code of 0 and an enpty
error string.

In sone scenarios, an endpoint mght want to send a WI_CLCSE_SESSI ON
with detailed close information and then imredi ately cl ose the
underlying QU C connection. |f the endpoint were to do both of those
si mul taneously, the peer could potentially receive the

CONNECTI ON_CLCSE before receiving the WI_CLOSE_SESSI ON, t hus never
receiving the application error data contained in the latter. To
avoid this, the endpoint SHOULD wait until all CONNECT streans have
been cl osed by the peer before sending the CONNECTI ON CLOSE; this
gives WI_CLOSE_SESSI ON properties simlar to that of the QU C
CONNECTI ON_CLCSE nechani sm as a best-effort mechani sm of delivering
appl i cation cl ose netadat a.

7. Considerations for Future Versions

Future versions of WebTransport that change the syntax of the CONNECT
requests used to establish WbTransport sessions will need to nodify
the upgrade token used to identify WebTransport, allow ng servers to
of fer nultiple versions sinultaneously (see Section 9.1).

Servers that support future inconpatible versions of WebTransport
signal that support by changi ng the codepoint used for the

SETTI NGS WI_MAX_ SESSI ONS setting (see Section 9.2). dients can
sel ect the associ ated upgrade token, if applicable, to use when
establishing a new session, ensuring that servers will always know
the syntax in use for every inconing request.

Changes to future streamformats require changes to the

Unidirectional Streamtype (see Section 4.2) and Bidirectional Stream
signal value (see Section 4.3) to allow recipients of incom ng franes
to determ ne the WebTransport version, and corresponding wire format,
used for the session associated with that stream
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7.1. Negotiating the Draft Version
[[RFC editor: please renove this section before publication.]]

The wire format aspects of the protocol are negotiated by changing
the codepoint used for the SETTI NGS WI_MAX SESSI ONS setting. Because
of that, any WebTransport endpoint MJUST wait for the peer’s SETTI NGS
franme before sending or processing any WebTransport traffic. Wen
mul tiple versions are supported by both of the peers, the nost recent
versi on supported by both is sel ected.

8. Security Considerations

WebTransport over HITP/ 3 satisfies all of the security requirenents
i nposed by [ OVERVI EW on WebTransport protocols, thus providing a
secure franmework for client-server comunication in cases when the
application is potentially untrusted.

WebTransport over HTTP/ 3 requires explicit opt-in through the use of
an HTTP/ 3 setting; this avoids potential protocol confusion attacks
by ensuring the HITP/3 server explicitly supports it. It also
requires the use of the Origin header for browser traffic, providing
the server with the ability to deny access to Wb-based applications
that do not originate froma trusted origin.

Just like HTTP traffic going over HTTP/ 3, WbTransport pools traffic
to different origins within a single connection. Different origins
inply different trust dommi ns, nmeaning that the inplenentations have
to treat each transport as potentially hostile towards others on the
same connection. One potential attack is a resource exhaustion
attack: since all of the WebTransport sessions share both congestion
control and flow control context, a single application aggressively
usi ng up those resources can cause other sessions to stall. A

WebTr ansport endpoi nt MJST i npl enent flow control nechanisns if it
all ows a WebTransport session to share the transport connection wth
ot her WebTransport sessions. WbTransport endpoints SHOULD i npl enent
a fairness scheme that ensures that each session that shares a
transport connection gets a reasonable share of controlled resources;
this applies both to sending data and to openi ng new streans.

An application could attenpt to exhaust resources by opening too nany

WebTransport sessions at once. |In cases when the application is
untrusted, the WebTransport client SHOULD linit the nunber of
out going sessions it wll open.
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9. | ANA Consi derations

9.1. Upgrade Token Registration
The following entry is added to the "Hypertext Transfer Protoco
(HTTP) Upgrade Token Registry" registry established by Section 16.7
of [HITP].

The "webtransport™ |abel identifies HITP/3 used as a protocol for
WebTr ansport :

Val ue: webtransport

Description: WebTransport over HITP/ 3

Ref erence: This docunent and [I-D.ietf-webtrans-http2]
9.2. HTTP/3 SETTINGS Paraneter Registration

The following entry is added to the "HTTP/3 Settings" registry
est abli shed by [HTTP3]:

The SETTI NGS WI_MAX SESSI ONS setting indicates that the specified
HTTP/ 3 endpoint is WebTransport-capabl e and the nunber of concurrent
sessions it is willing to receive. The default value for the

SETTI NGS_ WI_MAX_SESSI ONS setting is "0", neaning that the endpoint is
not willing to receive any WbTransport sessions.

Setting Name: WI_MAX SESSI ONS

Val ue: 0x14e9cd29

Default: O

Speci fication: This docunent

The SETTINGS WI_|I NI TI AL_MAX_STREAMS UNI setting indicates the initial
value for the unidirectional nax streamlimt, otherw se comunicated
by the WI_MAX _STREAMS capsul e (see Section 5.6.2). The default val ue
for the SETTINGS WI_I NI TI AL_MAX_STREAMS_UNI setting is "0",

i ndi cating that the endpoint needs to send WI_MAX STREAMS capsul es on
each individual WebTransport session before its peer is allowed to
create any unidirectional streanms within that session.

Note that this limt applies to all WbTransport sessions that use
the HTTP/ 3 connection on which this SETTING is sent.

Setting Nanme: SETTINGS_WI_I NI TI AL_MAX_STREAMS_UNI
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Val ue: 0x2b64

Default: O

Speci fication: This docunent

The SETTINGS WI_|I NI TI AL_MAX_STREAMS BI DI setting indicates the
initial value for the bidirectional max streamlimt, otherw se
communi cated by the WI_MAX _STREAMS capsul e (see Section 5.6.2). The
default value for the SETTINGS WI_|I NI TI AL_MAX STREAMS BI DI setting is
"0", indicating that the endpoint needs to send WI_MAX STREAMS
capsul es on each individual WebTransport session before its peer is
all owed to create any bidirectional streams within that session

Note that this limt applies to all WbTransport sessions that use
the HTTP/ 3 connection on which this SETTING is sent.

Setting Nanme: SETTINGS W _I NI TI AL_MAX_STREAMS_BI DI

Val ue: 0x2b65

Default: O

Speci fication: This docunent

The SETTINGS W _I NI TI AL_MAX _DATA setting indicates the initial value
for the session data limt, otherw se conmmuni cated by the WI_MAX DATA
capsul e (see Section 5.6.4). The default value for the

SETTI NGS_ WI_I NI TI AL_MAX _DATA setting is "0", indicating that the
endpoi nt needs to send a WI_MAX DATA capsul e within each session
before its peer is allowed to send any stream data within that

sessi on.

Note that this limt applies to all WbTransport sessions that use
the HTTP/ 3 connection on which this SETTING is sent.

Setting Nanme: SETTINGS W _I NI TI AL_MAX_DATA
Val ue: 0x2b61
Default: O
Speci fication: This docunent
9.3. Frane Type Registration

The following entry is added to the "HTTP/ 3 Franme Type" registry
established by [HTTP3]:
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The WI_STREAM frane is reserved for the purpose of avoiding collision
with WebTransport HTTP/ 3 extensions:

Code: 0x41

Frame Type: W _STREAM

Speci fication: This docunent
9.4. Stream Type Registration

The following entry is added to the "HTTP/ 3 Stream Type" registry
established by [HITP3]:

The "WebTransport stream type allows unidirectional streans to be
used by WebTransport:

Code: 0x54
Stream Type: WebTransport stream
Speci fication: This docunent
Sender: Both

9.5. HITP/3 Error Code Registration

The following entries are added to the "HTTP/ 3 Error Code" registry
established by [HTTP3]:

Nanme: W _BUFFERED STREAM REJECTED
Val ue:  0x3994bd84

Description: WbTransport data streamrejected due to | ack of
associ at ed sessi on.

Speci fication: This docunent.

Name: WI_SESSI ON_GONE

Val ue: 0x170d7b68

Description: WbTransport data stream aborted because the associ ated
WebTransport session has been closed. Also used to indicate that

the endpoint is no longer reading fromthe CONNECT stream

Speci fication: This docunent.
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Name: WI_FLOW CONTROL_ERROR
Val ue:  0x045d4487

Description: WbTransport session aborted because a flow contro
error was encount ered.

Speci fication: This docunent.
In addition, the follow ng range of entries is registered:
Nanme: WI_APPLI CATI ON_ERRCR

Val ue: 0x52e4a40f a8db to 0x52e5ac983162 inclusive, with the
exception of the codepoints of formOx1f * N + 0x21

Description: WbTransport application error codes.
Speci fication: This docunent.
9.6. Capsule Types

The following entries are added to the "HTTP Capsul e Types" registry
est abl i shed by [ HTTP- DATAGRAM :

The WI_CLOSE_SESSI ON capsul e.

Val ue: 0x2843

Capsul e Type: W _CLCSE_SESSI ON

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Wbrking G oup webtransport@etf.org
(rmai |l to: webtransport@etf.org)

Not es: None

The WI_DRAI N_SESSI ON capsul e.

Val ue: 0Ox78ae

Capsul e Type: W _DRAI N_SESSI ON

Status: provisional (when this docunent is approved this will becone
per manent)

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working G oup webtransport@etf.org
(rmai |l to: webtransport@etf.org)

Not es: None
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The WI_MAX _STREAMS capsul e:

Val ue: 0x190B4D3F. . 0x190B4D40

Capsul e Type: W _MAX STREAMB

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working G oup webtransport@etf.org
(rmai |l to: webtransport @etf. org)

Not es: None

The WI_STREAMS BLOCKED capsul e:

Val ue: 0x190B4D43. . 0x190B4D44

Capsul e Type: W _STREAVS BLOCKED

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working G oup webtransport@etf.org
(rmai |l to: webtransport @etf. org)

Not es: None

The WI_MAX DATA capsul e:

Val ue: 0x190B4D3D

Capsul e Type: W_MAX DATA

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport W rking G oup webtransport@etf.org
(rmai |l to: webtransport @etf. org)

Not es: None

The WI_DATA BLOCKED capsul e:

Val ue: 0x190B4D41

Capsul e Type: W _DATA BLOCKED

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working Group webtransport@etf.org
(rmai |l to: webtransport @etf.org)

Not es: None
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(Section 3.
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Negoti ati on HTTP Header Fields

ng HTTP header fields are used for negotiating a protocol
3. These are added to the "HTTP Field Name" registry

established in Section 18.4 of [HITP]:

The W- Avai

Fi el d Nane:

| abl e- Protocol s fi el d:

WI'- Avai | abl e-Prot ocol s

Status: permanent

Struct ured
Ref er ence:
Comrent s:
The WI- Pr ot

Fi el d Nane:

Type: List
Section 3.3
None

ocol field:

WI'- Pr ot ocol

Status: permanent

Structured
Ref er ence:
Comrent s:

Type: Item
Section 3.3
None
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Appendi x A.  Changel og
A.1. Changes between draft versions 02 and 07

The foll owi ng changes nake the draft-02 and draft-07 versions of this
protocol inconpatibl e:

* draft-07 requires SETTI NGS_WEBTRANSPORT MAX_ SESSI ONS (#86) and
uses it for version negotiation (#129)
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* draft-07 explicitly requires SETTI NGS_ENABLE CONNECT_PROTOCCL to
be enabl ed (#93)

* draft-07 explicitly requires SETTINGS H3 DATAGRAM t o be enabl ed
(#106)

* draft-07 only all ows WEBTRANSPORT_STREAM at the begi nning of the
stream

The foll owi ng changes that are present in draft-07 can be al so
i mpl emented by a draft-02 inplenmentation safely:

* Expanding streamreset error code space from8 to 32 bits (#115)
*  WEBTRANSPORT_SESSI ON_GONE error code (#75)
* Handling for HTTP GOAWAY (#76)
*  DRAI N_VEBTRANSPORT_SESSI ON capsul e (#79)
* Disallowing following redirects automatically (#113)
I ndex

SwW

SETTI NGS_ WI_I NI TI AL_MAX DATA Section 5.1, Paragraph 3.4.1;
Section 5.5, Paragraph 2.2.1; Section 5.6.4, Paragraph 9;
Section 9.2, Paragraph 10; Section 9.2, Paragraph 12.2.1

SETTI NGS_WI_I NI TI AL_MAX_STREAMS_BI DI Section 5.1, Paragraph
3.3.1; Section 5.5, Paragraph 2.1.1; Section 5.6.2,

Par agraph 10; Section 9.2, Paragraph 7; Section 9.2,
Paragraph 9.2.1

SETTI NGS_WI_| NI TI AL_MAX_STREAMS_UNI  Section 5.1, Paragraph
3.2.1; Section 5.5, Paragraph 2.1.1; Section 5.6.2,

Par agraph 10; Section 9.2, Paragraph 4; Section 9.2,
Par agraph 6.2.1

WI_DATA BLOCKED Section 5.4, Paragraph 3; Section 5.6,
Par agraph 1; Section 5.6.5, Paragraph 1; Section 5.6.5,
Par agraph 3; Section 5.6.5, Paragraph 5; Section 9.6,
Par agraph 13.4.1
WI_MAX DATA Section 5.4, Paragraph 1; Section 5.4, Paragraph
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2; Section 5.4, Paragraph 3; Section 5.5, Paragraph 2.2.1;
Section 5.6, Paragraph 1; Section 5.6.4, Paragraph 1;
Section 5.6.4, Paragraph 2; Section 5.6.4, Paragraph
Section 5.6.4, Paragraph 7; Section 5.6.4, Paragraph
Section 9.2, Paragraph 10; Section 9.6, Paragraph 11.

W_MAX STREAMS Section 5.3, Paragraph 1; Section 5.5,
Paragraph 2.1.1; Section 5.6, Paragraph 1; Section 5.6.
Par agraph 1; Section 5.6.2, Paragraph 2; Section 5.6.2,
Par agraph 4; Section 5.6.2, Paragraph 8; Section 5.6.2
Par agraph 9; Section 9.2, Paragraph 4; Section 9.2,
Par agraph 7; Section 9.6, Paragraph 7.4.1

WI_STREAMS_BLOCKED Section 5.3, Paragraph 5; Section 5.
Paragraph 1; Section 5.6.3, Paragraph 1; Section 5.6.
Par agraph 2; Section 5.6.3, Paragraph 4; Section 5.6.
Par agraph 6; Section 9.6, Paragraph 9.4.1
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