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Abst ract

WebTransport defines a set of |owlevel conmunications features
designed for client-server interactions that are initiated by Wb
clients. This docunent describes a protocol that can provide nmany of
the capabilities of WbTransport over HTTP/2. This protocol enables
the use of WebTransport when a UDP-based protocol is not avail abl e.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
webtrans. github.io/draft-ietf-webtrans-http2/#go.draft-ietf-webtrans-
http2.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-webtrans-http2/.

Di scussi on of this docunent takes place on the WebTransport Wrki ng
Goup mailing list (mailto:webtransport@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/webtransport/. Subscribe
at https://ww.ietf.org/ milman/listinfo/webtransport/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-webtrans/draft-ietf-webtrans-http2

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

WebTransport [ OVERVIEW is designed to provide generic comunication
capabilities to Wb clients that use HTTP/3 [HTTP3]. The HTTP/ 3
WebTransport protocol [WEBTRANSPORT-H3] allows Wb clients to use
QU C [QUC] features such as streams or datagramnms [ DATAGRAM .
However, there are sone environnents where QU C cannot be depl oyed.

Thi s docunent defines a protocol that provides all of the core
functions of WebTransport using HTTP semantics. This includes
uni directional streans, bidirectional streans, and datagrans.

By relying only on generic HITP semantics, this protocol mght allow
depl oynent using any HTTP version. However, this docunment only
defines negotiation for HITP/2 [HTTP2] as the current npbst common
TCP- based fall back to HTTP/ 3.
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1.1. Termi nol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent follows term nology defined in Section 1.2 of
[OVERVIEW. Note that this docunment distinguishes between a
WebTransport server and an HTTP/ 2 server. An HITP/2 server is the
server that terminates HTTP/ 2 connections; a WbTransport server is
an application that accepts WebTransport sessions, which can be
accessed using HTITP/2 and this protocol

2. Protocol Overview

WebTransport servers are identified by an HTTPS URI as defined in
Section 4.2.2 of [HTTP].

VWhen an HTTP/ 2 connection is established, the server sends a

SETTI NGS WI_MAX SESSI ONS setting with a value greater than "0" to
indicate that it supports WebTransport over HTTP/2. The value of the
setting is the nunber of concurrent sessions the server is willing to
receive. Note that the client does not need to send any value to

i ndi cate support for WebTransport; clients indicate support for
WebTransport by using the "webtransport” upgrade token in CONNECT
requests establishing WbTransport sessions (see Section 11.1).

Aclient initiates a WebTransport sessi on by sendi ng an extended
CONNECT request [RFC8441]. |If the server accepts the request, a
WebTransport session is established. The streamthat carries the
CONNECT request is used to exchange bidirectional data for the
session. This streamw |l be referred to as a _CONNECT stream. The
stream | D of a CONNECT stream which will be referred to as a
_Session ID, is used to uniquely identify a given WbTransport
session within the connection. WbTransport using HITP/ 2 uses
ext ended CONNECT with the webtransport HTTP Upgrade Token
(Section 11.1). This Upgrade Token uses the Capsul e Protocol as
defined in [ HTTP- DATAGRAM .

After the session is established, endpoints exchange WebTransport
messages using the Capsule Protocol on the bidirectional CONNECT
stream the "data stream as defined in Section 3.1 of

[ HTTP- DATAGRAM .
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Wthin this stream _WebTransport streams_ and _WebTransport
datagrams_ are multiplexed. |In HITP/2, WebTransport capsules are
carried in HITP/ 2 DATA frames. Miltiple independent WebTransport
sessions can share a connection if the HTTP version supports that, as
HTTP/ 2 does.

WebTransport capsules closely mirror a subset of QU C frames and
provi de the essential WebTransport features. Wthin a WebTransport
session, endpoints can create and use bidirectional or unidirectional
streans with no additional round trips using the WI_STREAM capsul e.

Stream creation and data fl ow on streans uses fl ow control nechanisns
nodel ed on those in QUC  Flow control is nanaged using the

WebTr ansport capsul es: WI_MAX_DATA, W _MAX_STREAM DATA,
WI_MAX_STREAMS, WI_DATA BLOCKED, WI_STREAM DATA BLOCKED, and
WI_STREAMS BLOCKED. Flow control for the CONNECT stream as a whol e,
as provided by the HTTP version in use, applies in addition to any
WebTr ansport - sessi on-1evel flow control.

WebTransport streams can be aborted using a WI_RESET_STREAM capsul e
and a receiver can request that a sender stop sending with a
WI_STOP_SENDI NG capsul e.

A WebTransport session is term nated when the CONNECT stream t hat
created it is closed. This inplicitly closes all WbTransport
streans that were multiplexed over that CONNECT stream

3. Session Establishment and Term nation
A WebTransport session is a comruni cati on context between a client
and server [OVERVIEW. This section describes how sessions begin and
end.

3.1. Establishing a WbTransport- Capabl e HTTP/ 2 Connecti on
In order to indicate potential support for WbTransport, the server
MUST send the SETTI NGS_ENABLE_CONNECT_PROTOCOL setting with a val ue
of "1" in its SETTINGS frame. The client MJUST NOT send a
WebTransport request until it has received the setting indicating
ext ended CONNECT support fromthe server.

3.2. Creating a New Session

As WbTransport sessions are established over HITP, they are
identified using the https URI schenme (Section 4.2.2 of [HITP]).
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In order to create a new WbTransport session, a client can send an
HTTP CONNECT request. The :protocol pseudo-header field ([ RFC8441])
MJST be set to webtransport (Section 11.1). The :schene field MJST
be https. Both the :authority and the :path value MJUST be set; those
fields indicate the desired WebTransport server. In a Wb context,
the request MJST include an Oigin header field [ORIA N that
includes the origin of the site that requested the creation of the
sessi on.

Upon receiving an extended CONNECT request with a :protocol field set
to webtransport, the HTTP server checks if the identified resource
supports WebTransport sessions. |f the resource does not, the server
SHOULD reply with status code 406 (Section 15.5.7 of [HTTP]). If it
does, it MAY accept the session by replying with a 2xx series status
code, as defined in Section 15.3 of [HITP]. The WebTransport server
MUST verify the Origin header to ensure that the specified originis
all oned to access the server in question

A WbTransport session is established when the server sends a 2xx
response. A server generates that response fromthe request header,
not fromthe contents of the request. To enable clients to resend
data when attenpting to re-establish a session that was rejected by a
server, a server MJST NOT process any capsules on the request stream
unless it accepts the WebTransport session

A client MAY optimistically send any WebTransport capsul es associ at ed
with a CONNECT request, without waiting for a response, to the extent
all owed by flow control. This can reduce |latency for data sent by a
client at the start of a WebTransport session. For exanple, a client
m ght choose to send datagrans or flow control updates before

recei ving any response fromthe server.

3.3. Application Protocol Negotiation

WebTransport over HTTP/ 2 offers a subprotocol negotiation nechani sm
simlar to TLS Application-Layer Protocol Negotiation Extension
(ALPN) [RFC7301]; the intent is to sinplify porting pre-existing
protocols that rely on this type of functionality.

The user agent MAY include a W-Avail abl e-Protocols header field in
the CONNECT request. The W- Avail abl e-Protocol s enunerates the

possi bl e protocols in preference order. |If the server receives such
a header, it MAY include a WI-Protocol field in a successful (2xx)
response. |If it does, the server MJST include a single choice from

the client’s list in that field. Servers MAY reject the request if
the client did not include a suitable protocol
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Bot h WI- Avai | abl e- Protocol s and WI-Protocol are defined in
Section 3.4 of [ VWEBTRANSPORT- H3].

3.4. Session Ternmination and Error Handling

A WebTransport session over HTTP/2 is term nated when either endpoint
cl oses the stream associated with the CONNECT request that initiated
the session.

Prior to closing the stream associated with the CONNECT request,

ei ther endpoint can send a WI_CLOSE_SESSI ON capsul e with an
application error code and nessage to convey additional infornation
about the reasons for the closure of the session.

Session errors result in the termnation of a session. Errors can be
reported using the WI_CLOSE_SESSI ON capsul e, which includes an error
code and an optional explanatory nessage.

An endpoint can termnminate a session wthout sending a
WI_CLOSE_SESSI ON capsul e by closing the HITP/ 2 stream

An HTTP/ 2 streamthat is reset term nates the session w thout
provi ding an application-level signal, though there will be an HTTP/ 2
error code.

Thi s docunent reserves the followi ng HTTP/2 error codes for use with
reporting WebTransport errors:

VEBTRANSPORT _ERROR (OxTBD): This generic error can be used for
errors that do not have nore specific error codes

VWEBTRANSPORT _STREAM STATE ERROR (0xTBD): A streamrel ated capsul e
identified a streamthat was in an invalid state.

Prior to terminating a streamwith an error, a WI_CLOSE_SESSI ON
capsule with an application-specified error code MAY be sent.

Session errors do not necessarily result in any change of HITP/ 2
connection state, except that an endpoint m ght choose to term nate a
connection in response to streamerrors; see Section 5.4 of [HITP2].

4. Fl ow Control
Fl ow control governs the anpbunt of resources that can be consuned or
data that can be sent. WebTransport over HITP/2 allows a server to

limt the nunber of sessions that a client can create on a single
connection; see Section 4.1
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For data, there are five applicable levels of flow control for data
that is sent or received using WebTransport over HITP/ 2:

1. TCP flow control.

2. HTTP/ 2 connection flow control, which governs the total anmount of
data in DATA frames for all HITP/2 streans.

3. HITP/2 streamflow control, which [imts the data on a single
HTTP/ 2 stream For a WebTransport session, this includes all
capsul es, including those that are exenpt from WebTransport
session-level flow control.

4. \WebTransport session-level flow control, which Iimts the total
anount of stream data that can be sent or received on streans
within the WebTransport session. Note that this does not Iimt
other types of capsules within a WebTransport session, such as
control nessages or datagrans.

5. WebTransport streamflow control, which [imts data on individual
streans within a session.

TCP and HTTP/ 2 define the first three |l evels of flow control. This
docunent defines the final two.

4.1. Limting the Nunmber of Simultaneous Sessions

HTTP/ 2 defines a SETTI NGS_MAX CONCURRENT STREAMS par anet er

Section 6.5.2 of [HITP2] that allows the server to limt the maxi num
nunber of concurrent streans on a single HITP/ 2 session, which al so
limts the nunmber of WebTransport sessions on that connection.
Servers that wish to limt the rate of incom ng WbTransport sessions
on any particular HITP/2 session have nultiple mechani sns:

*  The REFUSED STREAM error code defined in Section 8.7 of [HITPZ2]
indicates to the receiving HTTP/ 2 stack that the request was not
processed in any way.

* HITP status code 429 indicates that the request was rejected due

torate limting [ RFC6585]. Unlike the previous nethod, this
signal is directly propagated to the application.
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Linmiting the Nunmber of Streans Wthin a Session

The WI_MAX_STREAMS capsul e (Section 5.6.1 of [ VWEBTRANSPORT-H3])
al | ows each endpoint to limt the nunber of streans its peer is
permitted to open as part of a WebTransport session. There is a
separate limt for bidirectional streans and for unidirectiona
streans. Note that, unlike WebTransport over HITP/ 3

[ WEBTRANSPORT- H3], because the entire WbTransport session is
contained within HITP/2 DATA franes on a single HITP/2 stream this
limt is the only mechanismfor an endpoint to limt the nunber of
WebTransport streans that its peer can open on a session

Initial Flow Control Limts

To allow stream data to be exchanged in the same flight as the

ext ended CONNECT request that establishes a WebTransport session,
initial flowcontrol limts can be exchanged via HITP/ 2 SETTI NGS
(Section 4.3.1). Initial values for the flow control limts can al so
be exchanged via the WebTransport-1nit header field on the extended
CONNECT request (Section 4.3.2).

The Iimts comunicated via HITP/2 SETTINGS apply to all WebTransport
sessions opened on that HTTP/2 connection. Limts comrmunicated via
the WebTransport-1nit header field apply only to the WebTransport
session established by the extended CONNECT request carrying that
field.

If both the SETTINGS and the header field are present when a
WebTransport session is established, the endpoint MJUST use the
greater of the two values for each corresponding initial flow contro
val ue. Endpoints sending the SETTINGS and al so including the header
field SHOULD ensure that the header field values are greater than or
equal to the values provided in the SETTI NGS.

.1. Flow Control SETTI NGS

Initial flowcontrol Iimts can be exchanged via HTTP/ 2 SETTI NGS
(Section 11.2) by providing non-zero val ues for

*  WI_MAX_DATA via SETTINGS_WI_I NI TI AL_MAX_DATA

* WI_MAX_STREAM DATA via SETTI NGS W_I NI TI AL_MAX_STREAM DATA UNI,
SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA BI DI _LOCAL, and
SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA BI DI _REMOTE

*  WI_MAX_STREAMS via SETTI NGS_W_I NI TI AL_MAX_STREAMS_UNI and
SETTI NGS_WI_I NI TI AL_MAX_STREAVS_BI DI

ndell, et al. Expi res 3 Septenber 2026 [ Page 9]
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WebTransport SETTINGS can be updated during the lifetime of the
HTTP/ 2 connection. Updated val ues take effect for new sessions once
they have been acknow edged by the peer, as described in

Section 6.5.3 of [HITP2]. The initial flow control limts for a new
session are deternined by the nost recently acknow edged SETTI NGS
values at the tine the session is created. Sessions that are already
established are not affected by changes to these SETTINGS, and their
limts can only be updated using the corresponding flow contro

capsul es.

4.3.2. Flow Control Header Field

The WebTransport-Init HTTP header field can be used to communicate
the initial values of the flow control w ndows, simlar to how QU C
uses transport paraneters. The WebTransport-lnit is a Dictionary
Structured Field (Section 3.2 of [RFC8941]). |If the WbTransport-
Init field cannot be parsed correctly or does not have the correct
type, the endpoint MJST reject the CONNECT request with a 4xx status
code. The follow ng keys are defined for the WebTransport-1Init
header fi el d:

u: The initial flow control limt for unidirectional streans opened
by the recipient of this header field. MJST be an Integer

bl: The initial flow control limt for the bidirectional streans
opened by the sender of this header field. MJST be an I|nteger.

br: The initial flowcontrol limt for the bidirectional streans
opened by the recipient of this header field. MJST be an Integer

If any of these keys are present but contain invalid values, the
endpoi nt MUST reject the CONNECT request with a 4xx status code.
Unknown keys and paraneters in the dictionary MJST be ignored.

4.4. Flow Control and Internediaries

WebTransport over HTTP/ 2 uses several capsules for flow control, and
all of these capsul es define special internmediary handling as
described in Section 3.2 of [HITP-DATAGRAM . These capsul es,
referred to as the "fl ow control capsul es" are WI_MAX DATA,
WI_MAX_STREAM DATA, WI_MAX_STREAMS, WI_DATA BLOCKED
WI_STREAM DATA BLOCKED, and WI_STREAMS BLOCKED.
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An endpoint MJST NOT wait for a WI_DATA BLOCKED
WI_STREAM DATA BLOCKED, or WI_STREAMS_BLOCKED capsul e before sending
a WI_MAX DATA, WI_MAX _STREAM DATA, or WI_MAX STREAMS capsul e; doi ng
so could result in the sender being blocked for at least an entire
round trip. Endpoints SHOULD send flow control credit as they
consune data or close streans (simlar to the mechanismused in QU C
see Section 4.2 of [RFC9000]).

Because flow control in WebTransport is hop-by-hop and does not
provide an end-to-end signal, internediaries MJST consune fl ow
control signals and express their own flow control limts to the next
hop. The intermediary can send these signals via HTTP/3 flow contro
messages, HITP/ 2 flow control nessages, or as WebTransport fl ow
control capsules, where appropriate. Internediaries are responsible
for storing any data for which they advertise flow control credit if
that data cannot be immediately forwarded to the next hop

In practice, an internediary that translates flow control signals
bet ween sinilar WebTransport protocols, such as between two HITP/ 2
connections, can often sinply reexpress the same limts received on
one connection directly on the other connection

An internediary that does not want to be responsible for storing data
that cannot be immediately sent on its translated connection woul d
ensure that it does not advertise a higher flow control limt on one
connection than the corresponding limt on the translated connection

5. WebTransport Features

WebTransport over TCP-based HTTP semantics provides the foll ow ng
features described in [OVERVIEW : unidirectional streans,
bi directional streanms, and datagrams, initiated by either endpoint.

WebTransport streanms and datagrans that belong to different
WebTransport sessions are identified by the CONNECT stream on which
they are transmtted, with one WebTransport sessi on consum ng one
CONNECT stream

5.1. Transport Properties

The WebTransport framework [ OVERVI EW defines a set of optiona
transport properties that clients can use to determ ne the presence
of features which might allow additional optimzations beyond the
common set of properties available via all WbTransport protocols.

Because WebTransport over TCP-based HTTP senmantics relies on the

underlying protocols to provide in order and reliable delivery, there
are sone notable differences fromthe way in which QU C handl es
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5

2

application data. For exanple, endpoints send streamdata in order
As there is no ordering nechani smavail able for the receiver to
reassenbl e i ncom ng data, receivers assune that all data arriving in
WI_STREAM capsul es is contiguous and in order

Bel ow are details about support in WbTransport over HTTP/2 for the
properties defined by the WebTransport framework.

Unreliable Delivery: WbTransport over HITP/2 does not support
unreliable delivery, as HTTP/2 retransmits any |ost data. This
means that any datagrans sent via WebTransport over HITP/2 will be
retransmtted regardl ess of the preference of the application
The receiver is pernmitted to drop them however, if it is unable
to buffer them

Pool ing: WbTransport over HTTP/2 provides support for pooling.
Every WebTransport session is an i ndependent HTTP/2 stream and
does not conpete with other pooled WbTransport sessions for per-
stream resour ces

Stream | ndependence: WebTransport over HTTP/ 2 does not support
stream i ndependence, as HTTP/ 2 inherently has head-of-Iine
bl ocki ng.

Connection Mbility: WbTransport over HTTP/ 2 does not support
connection nmobility, unless an underlying transport protocol that
supports nultipath or mgration, such as MPTCP [ MPTCP], is used
underneath HTTP/2 and TLS. Wthout such support, WebTransport
over HTTP/ 2 connections cannot survive network transitions.

WebTransport Streans

WebTransport streans have identifiers and states that mrror the
identifiers ((Section 2.1 of [RFCO000])) and states (Section 3 of

[ RFC9000]) of QUIC streanms as closely as possible to aid in ease of
i mpl ement ati on.

WebTransport streans are identified by a numeric value, or stream D
Stream I Ds are only neaningful within the WebTransport session in
which they were created. They share the sanme semantics as QU C
streamIDs, with client initiated streans having even-nunbered stream
I Ds and server-initiated streans having odd- nunbered stream I Ds.
Similarly, they can be bidirectional or unidirectional, indicated by
the second | east significant bit of the streamID
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Because WebTransport does not provide an acknow edgenent nechani sm
for WebTransport capsules, it relies on the underlying transport’s in
order delivery to informstreamstate transitions. Werever QU C
relies on receiving an ack for a packet to transition between stream
states, WebTransport perforns that transition i mediately.

5.3. Use of Keying Material Exporters

WebTransport over HITP/ 2 supports the use of TLS keying materia
exporters Section 7.5 of [TLS]. Since the underlying HITP/ 2
connection could be shared by nultiple WbTransport sessions,
WebTransport defines a mechanismfor deriving a TLS exporter that
separates keying material for different sessions. |f the application
requests an exporter for a given WbTransport session with a
specified | abel and context, the resulting exporter SHALL be a TLS
exporter as defined in Section 7.5 of [TLS] with the | abel set to
"EXPORTER- WebTransport" and the context set to the serialization of
the "WebTransport Exporter Context" struct as defined bel ow

WebTransport Exporter Context {
WebTr ansport Session ID (64),
WebTransport Application-Supplied Exporter Label Length (8),
WebTransport Application-Supplied Exporter Label (8..),
WebTransport Application-Supplied Exporter Context Length (8),
WebTransport Application-Supplied Exporter Context (..)

Figure 1: WebTransport Exporter Context struct
A TLS exporter APl nmight pernit the context field to be omtted. |In
this case, as with TLS 1.3, the WebTransport Application-Supplied
Exporter Context becones zero-length if omtted
6. WebTransport Capsul es
WebTransport capsules mrror their QU C frame counterparts as closely
as possible to enabl e nmaxi mal reuse of any applicable QU C

i nfrastructure by inpl enentors.

WebTr ansport capsul es use the Capsul e Protocol defined in Section 3.2
of [ HTTP- DATAGRAM .
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6.1. PADDI NG Capsul e

A PADDI NG capsul e is an HITP capsul e [ HTTP- DATAGRAM of

t ype=0x190B4D38 and has no senmantic value. PADDI NG capsul es can be
used to introduce additional data between other HTTP datagrans and

can al so be used to provide protection against traffic analysis or

for other reasons.

Note that, when used with WebTransport over HTTP/ 2, the PADDI NG
capsul e exists alongside the ability to pad HTTP/ 2 frames

(Section 10.7 of [RFC9113]). HITP/ 2 padding is hop-by-hop and can be
nmodi fied by internmediaries, while the PADDI NG capsul e traverses
intermedi aries. The PADDI NG capsul e cannot be smaller than its own
header, which means that the mnimum size of the capsule is two
bytes: one byte for the Type and one byte to encode "0" for the
Lengt h.

PADDI NG Capsul e {
Type (i) = 0x190B4D38,
Length (i),
Padding (..),

Fi gure 2: PADDI NG Capsul e For mat

The Padding field MJST be set to an all-zero sequence of bytes of any
Il ength as specified by the Length field. A receiver is not obligated
to verify paddi ng but MAY treat non-zero padding as a streamerror
(Section 3.4).

6.2. \WI_RESET_STREAM Capsul e

A WI_RESET_STREAM capsul e is an HITP capsul e [ HTTP- DATAGRAM of
t ype=0x190B4D39 and al |l ows either endpoint to abruptly term nate the
sendi ng part of a WebTransport stream

After sending a WI_RESET_STREAM capsul e, an endpoi nt ceases

transm ssi on of WI_STREAM capsul es on the identified stream A
recei ver of a WI_RESET_STREAM capsul e can di scard any data in excess
of the Reliable Size indicated, even if that data was already

recei ved.
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The WI_RESET_STREAM capsul e foll ows the design of the QU C
RESET_STREAM AT frame [ PARTI AL- RESET]. Consequently, it includes a
Reliable Size field. A W _RESET_STREAM capsul e MJST be sent after
WI_STREAM capsul es that include an anmobunt of data equal to or in
excess of the value in the Reliable Size field. A receiver MJST
treat the receipt of a WI_ RESET STREAMwith a Reliable Size smaller
than the nunber of bytes it has received on the streamas a session
error.

WI_RESET_STREAM Capsul e {
Type (i) = 0x190B4D39,
Length (i),
Stream I D (i),
Application Protocol Error Code (i),
Rel i abl e Size (i),

Fi gure 3: WI_RESET_STREAM Capsul e For mat
The WI_RESET_STREAM capsul e defines the follow ng fields:

Stream I D: A variable-length integer encoding of the WebTransport
stream | D of the stream being term nated.

Application Protocol Error Code: A variable-length integer
containing the application protocol error code that indicates why
the streamis being closed. WbTransport application error codes
are constrained to an unsigned 32-bit range defined in Section 4.4
of [ WEBTRANSPORT-H3]. This value MJST NOT exceed Oxffffffff,
val ues larger than this MJUST be treated as a session error of type
WEBTRANSPORT_ERRCR.

Reliabl e Size: A variable-length integer indicating the amunt of
data that needs to be delivered to the application even though the
streamis reset.

Unli ke the equivalent QU C frame, this capsule does not include a
Final Size field. |In-order delivery of WI_STREAM capsul es ensures
that the amount of session-level flow control consumed by a streamis
al ways known by both endpoints.

A WI_RESET_STREAM capsul e MUST NOT be sent after a streamis closed
or reset. While QU C permits redundant RESET_STREAM framnes, the
ordering guarantee in HITP/ 2 makes this unnecessary. A streamerror
(Section 3.4) of type WEBTRANSPORT_STREAM STATE_ERROR MUST be sent if
a WI_RESET_STREAM capsule is received for a streamthat is not in a
valid state.
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6.3. W _STOP_SENDI NG Capsul e

An HTTP capsul e [ HTTP- DATAGRAM cal | ed WI_STOP_SENDI NG
(type=0x190B4D3A) is introduced to communicate that incoming data is
bei ng di scarded on recei pt per application request. W _STOP_SENDI NG
requests that a peer cease transmi ssion on a WebTransport stream

WI_STOP_SENDI NG Capsul e {
Type (i) = 0x190B4D3A,
Length (i),
Stream I D (i),
Application Protocol Error Code (i),

Figure 4: W_STOP_SENDI NG Capsul e For mat
The WI_STOP_SENDI NG capsul e defines the followi ng fields:

Stream I D: A variable-length integer carrying the WebTransport
stream | D of the stream bei ng ignored.

Application Protocol Error Code: A variable-length integer
containing the application-specified reason the sender is ignoring
the stream WebTransport application error codes are constrained
to an unsigned 32-bit range defined in Section 4.4 of
[ WEBTRANSPORT- H3]. This val ue MJUST NOT exceed Oxffffffff, wval ues
| arger than this MIST be treated as a session error of type
VWEBTRANSPORT _ERROR.

As defined in Section 3.5 of [RFCO000], the recipient of a
WI_STOP_SENDI NG capsul e sends a WI_RESET_STREAM capsul e i n response,
including the sanme error code, if the streamis the "Ready" or "Send"
state.

A WI_STOP_SENDI NG capsul e MJUST NOT be sent nultiple tinmes for the
same stream Wiile QUIC permts redundant STOP_SENDI NG franes, the
ordering guarantee in HITP/ 2 makes this unnecessary. A streamerror
(Section 3.4) of type WEBTRANSPORT_ STREAM STATE ERROR MUST be sent if
a second WI_STOP_SENDI NG capsul e is received.

6.4. W _STREAM Capsul e

WI_STREAM capsul es inplicitly create a WebTransport stream and carry
st ream dat a.
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The Type field in the WI_STREAM capsul e is either 0x190B4D3B or
0x190B4D3C. The least significant bit in the capsule type is the FIN
bit (0x01), indicating when set that the capsule marks the end of the
streamin one direction. Streamdata consists of any nunber of
0x190B4D3B capsul es foll owed by a term nal 0x190B4D3C capsul e.

WI_STREAM Capsul e {
Type (i) = 0x190B4D3B. . 0x190B4D3C,
Length (i),
Stream I D (i),
Stream Data (..),
}

Figure 5: W_STREAM Capsul e For nat
WI_STREAM capsul es contain the follow ng fields:

Stream I D: The stream|ID for the stream The second | east
significant bit of the Stream|D indicates whether the streamis
bidirectional or unidirectional, as described in Section 5. 2.

Stream Data: Zero or nore bytes of data for the stream Enpty
WI_STREAM capsul es MUST NOT be used unl ess they open or close a
stream an endpoint MAY treat an enpty W_STREAM capsul e t hat
neither starts nor ends a streamas a session error.

A WI_STREAM capsul e MUST NOT be sent after a streamis closed or
reset. Wiile QU C pernmits redundant STREAM frames, the ordering
guarantee in HTTP/ 2 nmakes this unnecessary. A streamerror

(Section 3.4) of type WEBTRANSPORT_ STREAM STATE_ERROR MJST be sent if
a WI_STREAM capsul e is received for a streamthat is not in a valid
st at e.

6.5. \WI_MAX_DATA Capsul e

An HTTP capsul e [ HTTP- DATAGRAM cal | ed WI_MAX_DATA (type=0x190B4D3D)
(Section 5.4.3 of [WEBTRANSPORT-H3]) is used to informthe peer of

t he maxi num anount of data that can be sent on the WebTransport
session as a whol e.

WI_MAX_DATA Capsul e {
Type (i) = 0x190B4D3D,
Length (i),

Maxi mum Data (i),

}

Fi gure 6: WI_MAX DATA Capsul e For mat
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WI_MAX_DATA capsul es contain the follow ng field:

Maxi mum Data: A variable-length integer indicating the maxi num
amount of data that can be sent on the entire connection, in units
of bytes.

Al data sent in WI_STREAM capsul es counts toward this limt. The
sum of the lengths of Stream Data fields in WI_STREAM capsul es MJUST
NOT exceed the value advertised by a receiver. |f an endpoint
receives an incomng WI_STREAM capsule with Stream Data i n excess of
this limt, it MJST close the WebTransport session with a
VEBTRANSPORT _FLOW CONTRCOL_ERROR session error.

If an endpoint receives a WI_MAX DATA capsule with a Maxi num Dat a
val ue less than a previously received value, it MJST cl ose the
WebTransport session with a WEBTRANSPORT FLOW CONTROL_ERRCR sessi on
error.

The WI_MAX_DATA capsul e defines special internediary handling, as
described in Section 3.2 of [HTTP-DATAGRAM . Internediaries MJST
consume WI_MAX_DATA capsul es for flow control purposes and MJST
generate and send appropriate flow control signals for their limts;
see Section 4.4.

The initial value for this limt MAY be comuni cated by sending a
non-zero value for SETTINGS W' _|I NI TI AL_MAX_DATA.

6.6. \WI_MAX_STREAM DATA Capsul e

An HTTP capsul e [ HTTP- DATAGRAM cal | ed WI_MAX_STREAM DATA
(type=0x190B4D3E) is introduced to informa peer of the maxi num
anount of data that can be sent on a WebTransport stream

WI_VAX_STREAM DATA Capsul e {
Type (i) = 0x190B4D3E,
Length (i),

Stream I D (i),
Maxi mum Stream Data (i),

}
Figure 7: W_MAX _STREAM DATA Capsul e For nmat

WI_MAX_STREAM DATA capsul es contain the follow ng fields:

Stream I D: The stream I D of the affected WebTransport stream
encoded as a variabl e-length integer.

Maxi mum Stream Data: A variable-length integer indicating the
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maxi nrum anmount of data that can be sent on the identified stream
in units of bytes.

Al'l data sent in WI_STREAM capsul es for the identified stream counts
toward this limt. The sumof the Iengths of StreamData fields in
WI_STREAM capsul es on the identified stream MJST NOT exceed the val ue
advertised by a receiver. |f an endpoint receives an incom ng
WI_STREAM capsule with Stream Data in excess of this limt, it MJST

cl ose the WebTransport session with a VWEBTRANSPORT FLOW CONTROL_ERROR
session error.

I f an endpoint receives a WI_MAX STREAM DATA capsul e with a Maxi mum
Stream Data val ue I ess than a previously received value, it MJST

cl ose the WebTransport session with a VWEBTRANSPORT FLOW CONTROL_ERROR
session error.

The WI_MAX_ STREAM DATA capsul e defines special internediary handling,
as described in Section 3.2 of [HITP-DATAGRAM . Internediaries MJST
consume WI_MAX_STREAM DATA capsul es for flow control purposes and
MJUST generate and send appropriate flow control signals for their
limts; see Section 4.4.

Initial values for this limt for unidirectional and bidirectional
streans MAY be conmuni cated by sendi ng non-zero val ues for

SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA UNI,

SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA BI DI _LOCAL, and

SETTI NGS_WI_|I NI TI AL_MAX_STREAM DATA BI DI _REMOTE respecti vely.

A WI_MAX STREAM DATA capsul e MUST NOT be sent after a sender requests
that a streambe closed with WI_STOP_SENDI NG  Wiile QU C pernits
redundant MAX_STREAM DATA franes, the ordering guarantee in HITP/ 2
makes this unnecessary. A streamerror (Section 3.4) of type
WEBTRANSPORT _STREAM STATE_ERROR MUST be sent if a WI_MAX_STREAM DATA
capsule is received after a WI_STOP_SENDI NG capsul e for the sane
stream

6.7. W_MAX_STREAMS Capsul e

An HTTP capsul e [ HTTP- DATAGRAM cal | ed WI_MAX_STREAMS i s defined by
Section 5.6.1 of [ VWEBTRANSPORT-H3] to informthe peer of the

cunmul ati ve nunber of streans of a given type it is permtted to open.
A WI_MAX STREAMS capsule with a type of 0x190B4D3F applies to
bidirectional streanms, and a WI_MAX STREAMS capsule with a type of
0x190B4D40 applies to unidirectional streans.
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Note that, because Maxi mum Streans is a cunul ative val ue representing
the total allowed nunber of streans, including previously closed
streans, endpoints repeatedly send new WI_MAX_STREAMS capsul es with

i ncreasi ng Maxi num Streans val ues as streans are opened.

WI_MAX_STREAMS Capsul e {
Type (i) = 0x190B4D3F. . 0x190B4D40,
Length (i),
Maxi mum Streans (i),

}
Figure 8. W_MAX STREAMS Capsul e For nat

WI_MAX_STREAMS capsul es contain the follow ng field:

Maxi mum Streanms: A count of the cunul ative nunber of streans of the
correspondi ng type that can be opened over the lifetine of the
connection. This value cannot exceed 2760, as it is not possible
to encode stream | Ds |arger than 2762-1

An endpoi nt MJUST NOT open nore streanms than permtted by the current
streamlimt set by its peer. For instance, a server that receives a
unidirectional streamlimt of 3 is pernmitted to open streans 3, 7,
and 11, but not stream 15.

Note that this limt includes streans that have been cl osed as well
as those that are open.

I f an endpoint receives an incom ng streamthat woul d exceed the
advertised Maxi mum Streans val ue, it MJST cl ose the WebTransport
session with a WEBTRANSPORT_FLOW CONTROL_ERROR session error

Note that, like QU C stream | Ds, WebTransport stream | Ds cannot be
ski pped. Opening a streamwith a given IDinplicitly opens al
streans of the sane type and direction with |lower stream|Ds. Even
t hough WebTransport over HTTP/2 uses an ordered transport, an
application can create a streamwi thout imedi ately sending data on
it. A higher-nunbered stream m ght have data witten to it first,
causing it to appear at the peer before any data is sent on | ower-
nunbered streans. For exanple, if the client’s bidirectional stream
limt is 3 and the server opens stream|ID 15 (the fourth server-
initiated bidirectional stream), this inplicitly counts stream|Ds 3,
7, 11, and 15 against the limt, which would violate the limt of 3.
An endpoint that receives such a stream woul d cl ose the WebTransport
session with a WEBTRANSPORT FLOW CONTROL_ERRCR error
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I f an endpoint receives a WI_MAX_STREAMS capsul e with a Maxi num
Streanms value less than a previously received value, it MJST cl ose
the WebTransport session with a VWEBTRANSPORT FLOW CONTROL_ERROR
session error.

The WI_MAX STREAMS capsul e defines special internediary handling, as
described in Section 3.2 of [HTTP-DATAGRAM . Internediaries MJST
consume WI_MAX_STREAMS capsul es for flow control purposes and MJST
generate and send appropriate flow control signals for their limts.

Initial values for these linmts MAY be comruni cated by sendi ng non-
zero values for SETTINGS WI_I NI TI AL_MAX STREAMS UNI and
SETTI NGS_WI_| NI TI AL_MAX_STREAMS_BI DI .

6.8. W _DATA BLOCKED Capsul e

A sender SHOULD send a WI_DATA BLOCKED capsul e (type=0x190B4D41)
(Section 5.6.4 of [WEBTRANSPORT-H3]) when it wi shes to send data but
is unable to do so due to WebTransport session-level flow control. A
sender is not required to send WI_DATA BLOCKED capsul es, however
WI_DATA BLOCKED capsul es can be used as input to tuning of flow
control algorithms and for debuggi ng purposes.

WI_DATA BLOCKED Capsul e {
Type (i) = 0x190B4D41,
Length (i),

Maxi mum Data (i),

}

Fi gure 9: WI_DATA BLOCKED Capsul e For mat
WI_DATA BLOCKED capsul es contain the follow ng field:

Maxi mum Data: A variable-length integer indicating the session-I|evel
limt at which bl ocking occurred.

The WI_DATA BLOCKED capsul e defines special internediary handling, as
described in Section 3.2 of [HTTP-DATAGRAM . Internediaries MJST
consume WI_DATA BLOCKED capsul es for flow control purposes and MJST
generate and send appropriate flow control signals for their limts;
see Section 4.4.
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6.9. \WI_STREAM DATA BLOCKED Capsul e

A sender SHOULD send a WI_STREAM DATA BLOCKED capsul e
(type=0x190B4D42) when it wi shes to send data but is unable to do so
due to stream ! evel flow control. A sender is not required to send
WI_STREAM DATA BLOCKED capsul es, however WI_STREAM DATA BLOCKED
capsul es can be used as input to tuning of flow control algorithns
and for debuggi ng purposes.

This capsul e is anal ogous to WI_DATA BLOCKED (Section 6.8), but for
stream |l evel data limts instead of session-level data limts.

WI_STREAM DATA BLOCKED Capsul e {
Type (i) = 0x190B4D42,
Length (i),
Stream I D (i),
Maxi mum Stream Data (i),

Figure 10: WI_STREAM DATA BLOCKED Capsul e For mat
WI_STREAM DATA BLOCKED capsul es contain the follow ng fields:

Stream I D: A variable-length integer indicating the WebTransport
streamthat is blocked due to flow control.

Maxi mum Stream Data: A variable-length integer indicating the offset
of the stream at which the bl ocki ng occurred.

The WI_STREAM DATA BLOCKED capsul e defines special intermediary

handl i ng, as described in Section 3.2 of [HITP- DATAGRAM .

I nternediari es MUST consume WI_STREAM DATA BLOCKED capsul es for flow
control purposes and MJST generate and send appropriate flow control
signals for their limts; see Section 4. 4.

A WI_STREAM DATA BLOCKED capsul e MJUST NOT be sent after a streamis
closed or reset. VWhile QU C pernits redundant STREAM DATA_ BLOCKED
franmes, the ordering guarantee in HTTP/2 makes this unnecessary. A
streamerror (Section 3.4) of type WEBTRANSPORT_ STREAM STATE ERROR
MUST be sent if a WI_STREAM DATA BLOCKED capsule is received for a
streamthat is not in a valid state.
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6.10. \W_STREAVS_BLOCKED Capsul e

A sender SHOULD send a WI_STREAMS BLOCKED capsul e (type=0x190B4D43 or
0x190B4D44) (Section 5.4.2 of [ WEBTRANSPORT-H3]) when it w shes to
open a streambut is unable to do so due to the nmaxi mum stream|limt
set by its peer. A W_STREAMS BLOCKED capsul e of type 0x190B4D43 is
used to indicate reaching the bidirectional streamlinit, and a
WI_STREAMS _BLOCKED capsul e of type 0x190B4D44 is used to indicate
reaching the unidirectional streamlimt.

A WI_STREAMS BLOCKED capsul e does not open the stream but inforns
the peer that a new stream was needed and the streamlint prevented
the creation of the stream A sender is not required to send
WI_STREAMS BLOCKED capsul es, however W_STREAMS BLOCKED capsul es can
be used as input to tuning of flow control algorithnms and for
debuggi ng pur poses.

WI_STREAMS_BLOCKED Capsul e {
Type (i) = 0x190B4D43..0x190B4D44,
Length (i),
Maxi mum Streans (i),

Figure 11: W_STREAMS BLOCKED Capsul e For mat
WI_STREAMS _BLOCKED capsul es contain the following field:

Maxi mum Streans: A variable-length integer indicating the maxi nrum
nunber of streans allowed at the tine the capsule was sent. This
val ue cannot exceed 2760, as it is not possible to encode stream
I Ds |arger than 2762-1.

The WI_STREAMS_BLOCKED capsul e defines special intermediary handling,
as described in Section 3.2 of [HITP-DATAGRAM . Internediaries MJST
consune WI_STREAMS BLOCKED capsul es for flow control purposes and
MUST generate and send appropriate flow control signals for their
limts.

6.11. DATAGRAM Capsul e

WebTransport over HTTP/ 2 uses the DATAGRAM capsul e defined in
Section 3.5 of [HTTP-DATAGRAM to carry datagramtraffic.

DATAGRAM Capsul e {

Type (i) = 0x00,

Length (i),

HTTP Dat agram Payl oad (..),
}
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Fi gure 12: DATAGRAM Capsul e For nat

When used in WebTransport over HTITP/ 2, DATAGRAM capsul es contain the
following fields:

HTTP Dat agram Payl oad: The content of the datagramto be delivered.

The data in DATAGRAM capsules is not subject to flow control. The
recei ver MAY discard this data if it does not have sufficient space
to buffer it.

An intermediary could forward the data in a DATAGRAM capsul e over
anot her protocol, such as WebTransport over HITP/3. In QUC, a

dat agram frame can span at nost one packet. Because of that, the
appl i cations have to know the maxi mum si ze of the datagramthey can
send. However, when proxying the datagrans, the hop-by-hop MIUs can
vary.

Section 3.5 of [HITP-DATAGRAM i ndicates that internediaries that
forward DATAGRAM capsul es where QUI C dat agranms [ DATAGRAM are
avail abl e forward the contents of the capsule as native QU C
datagrans, rather than as HTTP datagrans in a DATAGRAM capsul e.
Simlarly, when forwardi ng DATAGRAM capsul es used as part of a
WebTransport over HTTP/ 2 session on a WebTransport session that
natively supports QUI C datagranms, such as WebTransport over HITP/ 3
[ WEBTRANSPORT- H3], intermediaries follow the requirenents in

[ WEBTRANSPORT- H3] to use native QU C dat agr ans.

6.12. W _CLOSE_SESSI ON Capsul e

WebTransport over HTTP/ 2 uses the WI_CLOSE_SESSI ON capsul e defined in
Section 5 of [WEBTRANSPORT-H3] to termnate a WebTransport session
with an application error code and message.

WebTransport sessions can be terninated by optionally sending a
WI_CLOSE_SESSI ON capsul e and then by closing the HTTP/ 2 stream
associ ated with the session (see Section 3.4).

WI_CLOSE_SESSI ON Capsul e {
Type (i) = WI_CLOSE_SESSI ON,
Length (i),
Application Error Code (32),
Application Error Message (..8192),

}
Figure 13: WI_CLOSE_SESSI ON Capsul e For mat
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When used in WebTransport over HTTP/ 2, WI_CLOSE_SESSI ON capsul es
contain the following fields:

Application Error Code: A 32-bit error code provided by the
application closing the connection.

Application Error Message: A UTF-8 encoded error nessage string
provi ded by the application closing the connection. The nessage
takes up the remai nder of the capsule, and its | ength MJUST NOT
exceed 1024 bytes.

An endpoint that sends a WI_CLOSE _SESSI ON capsul e MUST then hal f -

cl ose the stream by sending an HITP/2 frane with the END STREAM f| ag
set (Section 5.1 of [HTTP2]). The recipient MIST cl ose the stream
upon recei pt of the capsule by replying with an HTTP/2 frame with the
END STREAM flag set; note that it does not need to send a
WI_CLOSE_SESSI ON capsul e i n response.

Cleanly terminating a WebTransport session without a WI_CLOSE_SESSI ON
capsule is semantically equivalent to terminating it with a
WI_CLOSE_SESSI ON capsul e that has an error code of 0 and an enpty
error string.

6.13. W _DRAIN SESSI ON Capsul e

HTTP/ 2 uses GOAVWAY frames (Section 6.8 of [HITP2]) to allow an
endpoint to gracefully stop accepting new streans while still
finishing processing of previously established streans.

WebTransport over HTTP/ 2 uses the WI_DRAIN SESSI ON capsul e defined in
Section 4.6 of [WEBTRANSPORT-H3] to gracefully shut down a
WebTr ansport sessi on.

WI_DRAI N_SESSI ON Capsul e {
Type (i) = WI_DRAI N_SESSI ON,
Length (i) =0

Figure 14: WI_DRAI N_SESSI ON Capsul e For mat

After sending or receiving either a WI_DRAI N_SESSI ON capsul e or
HTTP/ 2 GOAWAY franme, an endpoint MAY continue using the session and
MAY open new WebTransport streams. The signal is intended for the
appl i cation using WebTransport, which is expected to attenpt to
gracefully term nate the session as soon as possible.
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6.14. Capsule Ordering and Reliability

The use of an ordered and reliable transport neans that a receiver
does not need to tolerate capsules that arrive out of order. This
differs fromQUIC in that a receiver is required to treat the arriva
of out of order frames rather than being tol erant.

For an intermediary that forwards from an strongly-ordered transport
(l'i ke [VEBTRANSPORT-H3]) to a reliable transport (like this
protocol), it is necessary to maintain state for streans. A sinple
forwarding internediary that directly transl ates one type of protoco
unit into another wi thout understanding the underlying state m ght
cause a receiver to abort the session.

For instance, after a RESET_STREAM frane is forwarded, an
i ntermedi ary cannot forward a RESET _STREAM frane as a WI_RESET_STREAM
capsule or a STREAM frame as a WI_STREAM capsul e wi t hout error

7. Requirenents on TLS Usage

Because TLS keying material exporters are only secure for

aut henti cati on when they are uniquely bound to the TLS session
[ RFC7627], WebTransport requires either one of the follow ng
condi tions:

* The TLS version in use is greater than or equal to 1.3 [TLS].

* The TLS version in use is 1.2, and the extended master secret
ext ensi on [ RFC7627] has been negoti at ed.

Clients MJST NOT send WebTransport over HTTP/ 2 requests on
connections that do not neet one of the two conditions above. If a
server receives a WebTransport over HITP/ 2 request on a connection
that neets neither, the server MJST treat the request as mal forned,
as specified in Section 8.1.1 of [HTTP2].

8. Examples
An exanpl e of negotiating a WebTransport Stream on an HTTP/ 2
connection follows. This exanple is intended to closely follow the

exanple in Section 5.1 of [RFC8441] to help illustrate the
di fferences defined in this docunent.
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[[ Fromddient ]] [[ From Server ]]
SETTI NGS

SETTI NGS
SETTI NGS_ENABLE_CONNECT_PROTOCOL = 1

HEADERS + END HEADERS
Stream | D =3
:met hod = CONNECT

:protocol = webtransport
:schene = https
cpath =/

rauthority = server. exanpl e. com
origin: server.exanpl e.com

HEADERS + END HEADERS
Stream | D = 3
status = 200

WI'_STREAM
StreamID = 0
WebTransport Data

WI_STREAM + FI N
StreamID =0
WebTr ansport Data

WI_STREAM + FI N
StreamID =0
WebTr ansport Data

An exanpl e of the server initiating a WebTransport Stream fol | ows.

The only difference here is the endpoint that sends the first
WI_STREAM capsul e.
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[l

Fromdient ]] [[ From Server ]]

SETTI NGS

SETTI NGS
SETTI NGS_ENABLE_CONNECT_PROTOCOL = 1

HEADERS + END HEADERS
Stream | D =3
:met hod = CONNECT

:protocol = webtransport
:schene = https
cpath =/

rauthority = server. exanpl e. com
origin: server.exanple.com

HEADERS + END HEADERS
StreamID = 3
status = 200

WI'_STREAM
StreamID =1
WebTr ansport Data

WI_STREAM + FI N
StreamID =1
WebTr ansport Data

9

10.

WI_STREAM + FI N
StreamID =1
WebTransport Data

Consi derations for Future Versions

Future versions of WebTransport that change the syntax of the CONNECT
requests used to establish WbTransport sessions will need to nodify
the upgrade token used to identify WbTransport, allow ng servers to
of fer nultiple versions sinultaneously (Section 9.1 of

[ WVEBTRANSPORT- H3] ) .

Security Considerations

WebTransport over HTTP/ 2 satisfies all of the security requirenents
i nposed by [ OVERVI EW on WebTransport protocols, thus providing a
secure framework for client-server conmunication in cases when the
client is potentially untrusted.
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11.

WebTransport over HITP/ 2 requires explicit opt-in through the use of
HTTP SETTI NGS; this avoids potential protocol confusion attacks by
ensuring the HITP/ 2 server explicitly supports it. It also requires
the use of the Origin header, providing the server with the ability
to deny access to Wb-based clients that do not originate froma
trusted origin.

Just like HTTP traffic going over HITP/ 2, WebTransport pools traffic
to different origins within a single connection. Different origins
inply different trust donmmi ns, nmeaning that the inplenentations have
to treat each transport as potentially hostile towards others on the
same connection. One potential attack is a resource exhaustion
attack: since all of the transports share both congestion control and
flow control context, a single client aggressively using up those
resources can cause other transports to stall. The user agent thus
SHOULD i npl enent a fairness schenme that ensures that each transport
wi thin connection gets a reasonable share of controlled resources;
this applies both to sending data and to opening new streans.

An application could attenpt to exhaust resources by opening too nany
WebTr ansport sessions at once. |In cases when the application is
untrusted, a WebTransport client SHOULD linmit the nunber of outgoing
sessions it wll open.

Note that the security considerations of HTTP/2 [HTTP2] apply to
WebTransport over HTTP/ 2. In particular, the denial-of-service
considerations in Section 10.5 of [HITP2] are relevant. WbTransport
extends HTTP/2 with additional features that have legitinate uses but
can becone a burden when they are used unnecessarily or to excess.

Once a WbTransport session is established on an HITP/2 stream there
are new i nteraction nodes that permt either endpoint to send
WebTransport streans and datagrans to its peer. This is particularly
novel for clients, which previously had limted exposure to
unsolicited server-initiated traffic beyond server push (see

Section 8.4 of [HTTP2]). An endpoint that does not nonitor use of
these features exposes itself to a risk of denial-of-service attack

I mpl enent ati ons track the use of WebTransport features, such as the
nunber of incom ng streans and datagrans, and set limts on their use
as described in Section 4. An endpoint MAY treat activity that is
suspicious as a streamerror or choose to close the connection

| ANA Consi der ati ons

Thi s docunent registers an upgrade token (Section 11.1), new HITP/2
settings (Section 11.2), HITP/2 error codes (Section 11.3), new
capsul es (Section 11.4), and the WbTransport-Init header field
(Section 11.5).
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11.

11.

1. Upgrade Token Registration

The following entry is added to the "Hypertext Transfer Protocol
(HTTP) Upgrade Token Registry" registry established by Section 16.7
of [HTTP].

The "webtransport” | abel identifies HITP/2 used as a protocol for
WebTr ansport :

Val ue: webtransport

Description: WbTransport over HITP/ 2

Ref erence: This docunent

2. HTTP/ 2 SETTINGS Paraneter Registration

The following entries are added to the "HTTP/ 2 Settings" registry
established by [HITP2]:

The SETTINGS_ W _|I NI TI AL_MAX_DATA paraneter indicates the initial
value for the session data limt, otherw se communicated by the
WI_MAX _DATA capsul e (Section 6.5). The default value for the
SETTI NGS_WI_| NI TI AL_MAX_DATA paraneter is "0", indicating that the
endpoi nt needs to send a WI_MAX DATA capsul e within each session
before its peer is allowed to send any stream data within that
sessi on.

Note that this limt applies to all WbTransport sessions that use
the HTTP/ 2 connection on which this SETTING is sent.

Setting Nane: SETTINGS_WI_I NI TI AL_MAX_DATA
Code: 0x2b61

Initial Value: O

Speci fication: This docunent

The SETTINGS WI_| NI TI AL_MAX _STREAM DATA UNI paraneter indicates the
initial value for the streamdata |lint for incom ng unidirectional
streans, otherw se comuni cated by the WI_MAX STREAM DATA capsul e
(Section 6.6). The default value for the

SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA UNI parameter is "0", indicating
that the endpoint needs to send WI_MAX_STREAM DATA capsul es for each
streamw t hin each individual WebTransport session before its peer is
all oned to send any stream data on those streans.
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Note that this limt applies to all WbTransport streans on al
sessions that use the HTTP/ 2 connection on which this SETTING is
sent.

Setting Nane: SETTINGS WI_I NI TI AL_MAX_STREAM DATA UNI
Code: 0x2b62

Initial Value: O

Speci fication: This docunent

The SETTI NGS_WI_I NI TI AL_MAX_STREAM DATA BI DI _LOCAL par anet er
indicates the initial value for the streamdata limt for incomn ng
data on bidirectional streans initiated by the sender of this
setting, otherwi se comunicated by the WI_MAX STREAM DATA capsul e
(Section 6.6). The default value for the

SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA BI DI _LOCAL parameter is "0",

i ndi cating that the endpoint needs to send WI_MAX_STREAM DATA
capsul es for each streamwi thin each individual WebTransport session
before its peer is allowed to send any stream data on those streans.

Note that this limt applies to all WbTransport streans on all
sessions that use the HTTP/ 2 connection on which this SETTING i s
sent.

Setting Name: SETTINGS WI_|I NI TI AL_MAX_STREAM DATA BI DI _LOCAL
Code: 0x2b63

Initial Value: O

Speci fication: This docunent

The SETTI NGS_WI_| NI TI AL_MAX_STREAM DATA BI DI _REMOTE par anet er
indicates the initial value for the streamdata linmt for incomnng
data on bidirectional streans initiated by the receiver of this
setting, otherw se comunicated by the WI_MAX STREAM DATA capsul e
(Section 6.6). The default value for the

SETTI NGS_WI_I NI TI AL_MAX_STREAM DATA BI DI _REMOTE paraneter is "0",

i ndi cating that the endpoint needs to send WI_MAX _STREAM DATA
capsul es for each streamwi thin each individual WbTransport session
before its peer is allowed to send any stream data on those streans.

Note that this limt applies to all WbTransport streans on all

sessions that use the HTTP/ 2 connection on which this SETTING is
sent.
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Setting Name: SETTINGS_WI_I NI TI AL_MAX_STREAM DATA BI DI _REMOTE
Code: 0x2b66

Initial Value: O

Speci fication: This docunent

The SETTINGS_ WI_I NI TI AL_MAX_STREAMS_UNI paraneter indicates the
initial value for the unidirectional max streamlinmt, otherw se
conmmuni cated by the WI_MAX STREAMS capsul e (Section 6.7). The
default value for the SETTINGS WI_| NI TI AL_MAX STREAMS UNI par anet er
is "0", indicating that the endpoint needs to send W_MAX_STREAMS
capsul es on each individual WebTransport session before its peer is
all owed to create any unidirectional streanms within that session.

Note that this limt applies to all WbTransport sessions that use
the HTTP/ 2 connection on which this SETTING is sent.

Setting Name: SETTINGS WI_I NI TI AL_MAX_STREAMS_UNI

Code: 0x2b64

Initial Value: O

Speci fication: This docunent

The SETTINGS WI_| NI TI AL_MAX STREAMS BI DI paraneter indicates the
initial value for the bidirectional max streamlinit, otherw se
conmmuni cated by the WI_MAX STREAMS capsul e (Section 6.7). The
default value for the SETTINGS_W_I N TI AL_MAX_STREAMS_BI DI par anet er
is "0", indicating that the endpoint needs to send WI_MAX_STREAMS
capsul es on each individual WebTransport session before its peer is
all owed to create any bidirectional streans within that session.

Note that this limt applies to all WbTransport sessions that use
the HTTP/ 2 connection on which this SETTING is sent.

Setting Name: SETTINGS_WI_I NI TI AL_MAX_STREANMS_BI DI
Code: 0x2b65
Initial Value: O

Speci fication: This docunent
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11.

11.

3. HITP/ 2 Error Code Registration

The following entries are added to the "HITP/2 Error Code" registry
established by [HTTP2]:

For WVEBTRANSPORT _ERROR:

Code: 0xTBD

Name: WEBTRANSPORT_ERROR

Description: General WebTransport error detected
Ref erence: Section 3.4

For VEBTRANSPORT_STREAM STATE_ERRCR:

Code: OxTBD

Name: WEBTRANSPCORT_STREAM STATE_ERROR
Description: Unexpected WebTransport streamrel ated capsul e recei ved
Ref erence: Section 3.4

For WEBTRANSPORT FLOW CONTROL_ERROR:

Code: OxTBD

Name: WEBTRANSPORT FLOW CONTROL_ERROR
Description: A flow control error occurred
Reference: Section 3.4

4. Capsul e Types

The following entries are added to the "HITP Capsul e Types" registry
est abl i shed by [ HTTP- DATAGRAM :

The PADDI NG capsul e.

Val ue: 0x190B4D38

Capsul e Type: PADDI NG

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Wrking G oup webtransport@etf.org
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(rmailto: webtransport @etf. org)
Notes: None

The WI_RESET_STREAM capsul e.

Val ue: 0x190B4D39

Capsul e Type: W _RESET_STREAM

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working G oup webtransport@etf.org
(rmai |l to: webtransport @etf.org)

Not es:  None

The WI_STOP_SENDI NG capsul e.

Val ue: 0x190B4D3A

Capsul e Type: W_STOP_SENDI NG

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working G oup webtransport@etf.org
(rmai |l to: webtransport@etf.org)

Not es: None

The WI_STREAM capsul e.

Val ue: 0x190B4D3B. . 0x190B4D3C

Capsul e Type: W _STREAM

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Wbrking G oup webtransport@etf.org
(rmai |l to: webtransport@etf.org)

Not es: None

The WI_MAX_STREAM DATA capsul e.

Val ue: 0x190B4D3E

Capsul e Type: W _MAX_STREAM DATA

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: WebTransport Working G oup webtransport@etf.org
(rmai |l to: webtransport @etf.org)

Not es:  None
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11.

12.

12.

5. HITP Header Field Nane

IANA will register the following entry in the "Hypertext Transfer
Protocol (HTTP) Field Name Registry" nmmintained at

https://ww. i ana. org/ assi gnnents/ http-fields

(https://ww. iana. org/assignnents/http-fields):

Field Nanme: WebTransport-lnit
Structured Type: Dictionary
Status: permanent
Ref erence: This docunent
Comments: None
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Appendi x A Use with Other HTTP Versions

VWil e this docurment defines WebTransport negotiation and session
establishnent in terms of HITP/ 2, the capsul e-based nmechani snms
descri bed here rely on generic HTTP senantics and the Capsul e

Pr ot ocol [HTTP- DATAGRAM, and can generally be used over any HTTP
versi on that supports these features.
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The primary HTTP-version-specific aspects of this protocol are the
use of Extended CONNECT for session establishment and the use of HITP
SETTINGS for exchanging initial flow control limts (Section 4.3.1).

Ext ended CONNECT is defined for HITP/2 in [ RFC8441] and for HTTP/3 in
[ RFC9220]. O her HTTP versions that support Extended CONNECT can use
the "webtransport" upgrade token (Section 11.1) to establish capsul e-
based WbTransport sessions.

The flow control SETTINGS defined in this docunent use the sane
codepoi nts across HITP versions, but their behavior differs. HITP/2
all ows SETTINGS to be updated during the lifetinme of a connection
wi t h acknow edgnent - based synchroni zati on, while HTTP/3 SETTINGS are
sent only once and are fixed for the connection lifetime. The
WebTransport-Init header field (Section 4.3.2) can be used to provide
per-session initial flow control limts regardl ess of HITP version.

When a version-specific WbTransport protocol exists for a given HTTP
versi on, endpoints SHOULD prefer it over the capsul e-based protoco
defined here. For exanple, WebTransport over HITP/ 3

[ WEBTRANSPORT- H3] provi des stream i ndependence and unreliable

dat agram del i very by using native QU C streans and dat agrans, which
are not avail abl e when using the capsul e-based protocol over a single
HTTP/ 3 stream
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