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Abst ract

Thi s docunent serves as a prinmer for technical professionals involved
in the processing (which includes collecting, using, disclosure, and
erasure) of personal data, including not only basic identifiers |ike
nane, age, and address, but also sensitive data contained in
conmuni cati ons, including bionmetrics obtained from audi o and vi deo
recordings. It outlines key concepts in data privacy and
communi cati ons privacy, addressing the ethical and | ega

consi derations surroundi ng the collection, processing, sharing,
access, retention, and disclosure of individuals’ data. The docunent
covers fundanmental privacy principles, defines inportant roles in
data processing, and explains individuals’ rights regarding their
personal information. 1t also discusses the scope of protected
personal information, including sensitive data categories, and

expl ores techniques |ike data aggregation and anonym zation. Wile
referencing existing | ETF work on privacy in Internet comrunications,
this draft extends beyond to address individuals’ data privacy in
relation to organizations handling such data. The goal is to provide
a conprehensive overview of privacy considerations, aligning with
fair information practices and current regulatory frameworks, to
gui de professionals in inplementing privacy-respecting data
managenment practices.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
vcon.github.io/draft-ietf-vcon-privacy-priner/draft-ietf-vcon-
privacy-prinmer.htm . Status information for this docunent nmay be
found at https://datatracker.ietf.org/doc/draft-ietf-vcon-privacy-
prinmer/.

Di scussion of this docunent takes place on the Virtualized
Conversations Wrking Goup nailing list (mailto:vcon@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/vcon/.
Subscribe at https://ww.ietf.org/mailman/listinfo/vcon/.
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Source for this draft and an issue tracker can be found at
https://github.comietf-wy-vcon/draft-ietf-vcon-privacy-primer.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The denocrati zation of technology has led to a surge of new entrants
in the growing narket of personal data nmanagenent. These entrants,
driven by various notives ranging fromcomrerce and regulation to
fraud prevention and charitabl e causes, are increasingly engagi ng

wi th conversational data across network boundaries. The vCon
(Virtual Conversation) represents a significant step forward in this
| andscape, enabling the processing and ethical sharing of
conversational data and fostering a rich ecosystem of services based
on a novel concept: genuinely listening to what custoners say.

However, many of these new entrants may not inherently understand the
ethical and | egal conplexities surrounding crucial topics such as
data mnimzation, |egal basis for processing, redaction, the right
to know, and the right to erasure. The design decisions behind the
vCon framework directly address these concerns, incorporating
features such as encryption capabilities, external data signing for
change detection, and the creation of redacted versions that naintain
atrail to the original data.

1.1. Purpose of this Docunent

Thi s docunent serves as a prinmer for individuals and organizations
grappling with the chall enges of responsible nanagenent of persona
data, including bionetric information contained in audio and vi deo
recordi ngs, or other sources of sensitive information, in nmessaging
or other personal comrmunications. It ains to provide a foundationa
under st andi ng of key topics, explaining their inportance and how they
are addressed (or not) within the vCon framework. Wile the vCon is
not a panacea, it offers a structure that enables well-intentioned
actors to operate ethically and responsibly. Mich |ike the

di stinction between HTTP and HTTPS, where HTTPS is trusted by default
and HTTP is not, the vCon framework provides a basis for trust, with
| egal systens managi hg those who operate outside its principles.
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| ETF standards al ready address privacy in Internet comunications,
including the principle of data mnimnmzation [RFC7258]. However,
those standards generally do not address the privacy of individuals’
data privacy vis--vis organi zations that collect, process, and

di scl ose their data.

1.2. Intended Audi ence

This primer is designed to cater to three primary constituencies
often present in | ETF di scussions:

* Technol ogi sts and Engineers: Oten imersed in technical details,
these professionals may benefit from understandi ng the broader
ethical and | egal considerations that should informtheir designs.
Thi s docunent ainms to bridge the gap between technica
i npl ementation and inportant "non-technical" issues they need to
consi der.

* Regul ators, Lawyers, and Covernment Representatives: Responsible
for tech policy, these individuals often approach di scussions with
the perspectives of their constituencies but are generally open to
education. This docunent seeks to provide themwi th a clearer
under st andi ng of how their |egal concerns are addressed within the
vCon franmework and what aspects fall outside its scope.

*  Non- Governnental Organizations (NGOs): Particularly those focused
on privacy, security, and human rights, these organi zations
represent the intersection of policy and technology. Oten
skeptical of commercial and government interests, this audience
will find information on how the vCon supports personal data
privacy, transparency, and control

1.3. Coals of this Docunent
The primary objectives of this prinmer are:

* To educate an expandi ng audi ence on the fundanental concepts of
responsi bl e cust oner data managenent .

* To foster a conmon understandi ng of the challenges involved in
personal data handl i ng.

* To provide an informed perspective on what is currently addressed
by the vCon franmework and what renains outside its scope.

* To encourage thoughtful consideration of ethical and | egal issues

in the design and inpl enentati on of systens handling persona
dat a.
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By achieving these goals, we aimto contribute to a nore informed and
responsi bl e approach to personal data managenent across vari ous
sectors and disciplines.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Privacy and vCon In Cenera

Privacy in general can be understood as "the right to be |let al one"
[Warrenl1890]. It nmay be helpful to think of it in four aspects:

1. personal information (or data) privacy,
2. bodily privacy,

3. territorial privacy, and

4. communi cations privacy.

In the context of vCon, we will concentrate on *data privacy* and
*conmmuni cations privacy. *

2.2. Data privacy

Data privacy, also known as information privacy or data protection,
refers to the practice of safeguarding individuals persona

i nformati on from unaut hori zed access, use, disclosure, alteration, or
destruction. It involves ensuring that individuals have control over
their own personal data and that organi zations that collect, store,
and process personal data do so in a manner that respects

i ndividuals’ privacy rights.
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Many countries and regi ons have enacted | egislation to protect

i ndi vidual s’ personal data, but their specific rules vary by
jurisdiction. Exanples of data privacy |laws include the General Data
Protection Regulation (GPR) in the European Union, the Health

I nsurance Portability and Accountability Act (H PAA) and California
Consumer Privacy Act (CCPA) in the United States, and the Persona
Data Protection Act (PDPA) in Singapore. The U. S. data privacy |ega
| andscape is a particularly conplex patchwork of federal and state
laws. It includes conprehensive state-level data privacy acts,

i ndustry-specific federal laws, and intricate pre-enption

rel ati onshi ps between them creating a fragnented and nultifaceted
regul atory environnent.

Thi s docunent outlines conmon privacy rights and obligations as of
the time of this witing in alignment with fair information practices
(FIP), which are widely recogni zed principles but may or may not be

| egal ly required, depending on the jurisdiction. The franmework
presented here offers a general understandi ng of data privacy
principles but does not guarantee |egal conpliance in any specific
region. Readers are encouraged to seek |legal or technical advice for
their particular jurisdiction, industry(-ies), and situations.

2.2.1. Key Roles in Data Processing

The following terns are used by the GDPR and in the privacy industry
in general to define the three key roles in data processing:

1. *Data Subject*: The individual whose personal information is
bei ng processed (also referred to as “individual™ in this RFC and
"consuner” in some data privacy |aws).

2. *Data Controller*: An organization or individual wth decision-
maki ng authority over data processing who has the |legal basis to
process data and determ nes the purposes and nethods of data
processing, bears primary responsibility under privacy |aws and
is the nmain target of nobst privacy and data protection
regul ati ons.

3. *Data Processor*: Oten a third-party service provider who
processes data on behalf of the data controller. Under HI PAA,
data processors are referred to as "busi ness associates." Data
processors nmay be hired for specialized tasks or to inprove
ef ficiency; can subcontract to other processors, creating a chain
of responsibility; nust operate within the scope defined by the
data controller; and are expected to maintain trust and adhere to
the controller’s guidelines.
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The rel ati onship between these entities forns a hierarchy of
responsibility and trust. The data controller sets the parameters
for data use, while processors at various |evels nust operate within
these boundaries. This structure ensures accountability and hel ps
mai ntain data privacy throughout the information processing chain.

2.2.

What Data Rights do Data Subjects Have?

Regardi ng individual rights in data privacy, organizations shoul d
focus on six key areas:

1.

*Notice of Data Processing*: Organizations nust clearly

communi cate their privacy policies and practices. This includes
expl ai ni ng what personal data is collected and for which
purposes, how it is used, stored, and shared, and how i ndividual s
can exercise their data privacy rights. This ensures
transparency, holds data controllers accountable, and enpowers

i ndi vidual s to nake inforned choi ces about their persona

i nformati on.

*Consent*: (Organi zations need to obtain data subjects’ inforned
and freely given consent for collecting, using, storing, and

sharing personal data. Different |evels of consent consent may
apply to different kinds of data or in different jurisdictions:

* Consent can be affirmative ("opt-in" consent) or presumed
unl ess stated otherwi se ("opt-out” consent). Opt-in consent
is usually required for sensitive data and children’s data
(under 13 or 16 years old).

* Consent can be witten, oral, or inplied.

* In sone jurisdictions, such as California, consent nust be
sought at or before the point of data collection. It should
al so be noted that consent can be |layered (i.e. provided for
one function but not others) and revoked at any tinme by the
data subject, and data controllers/processors need to act on
this expediently. Consent Managenent is therefore a key
requi renent when handl i ng personal data.

*Access*: (Organi zations shoul d of fer nmechanisns for individuals
to access and correct their personal data. This enpowers people
to ensure their data is accurate and up-to-date.

*Data Choices*: In addition to rights to access and correct, data
subj ects often have the followi ng data privacy rights:
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* right to have their information deleted (also referred to as
the "right to be forgotten");

* right to download their data in a readily readable format and
provide their data to a different data controller

* right to opt out of certain data practices, such as sale of
their data, profiling, targeted/cross contextual behaviora
adverti sing, autonmated deci sion-making.

5. *Non-Discrimnation*: Oganizations nust not discrimnate agai nst
i ndi vi dual s who choose to exercise their data privacy rights.

6. *Breach Notification*: The |arge anounts of data held by
organi zations attract cyber crimnals, increases the risk of data
breaches. To mitigate the consequences of data breaches and
i ncentivize advanced data security practices, nost jurisdictions
require reasonabl e security safeguards and pronpt notification of
af fect ed i ndivi dual s when breaches occur. Many regul atory bodies
require notification froma data controller within 30 days of
di scovery. Controllers are also required to take pronpt incident
response neasures to mtigate breaches and pronptly inform and
assi st data subjects with breach mtigation. This holds
organi zati ons accountabl e for data security and all ows
i ndividuals to take protective actions.

By addressing these areas, organizations can respect individua
privacy rights and build trust with their custonmers or users. This
approach aligns with many nodern data protection regul ati ons and best
practices in privacy nmanagenent.

2.2.3. VWat Data |Is Protected?

Data privacy |aws protect personal information, though its scope can
vary across different laws. In general, the term "persona
information" (also known as "personally identifiable information" or
"PIl") includes information that nmakes it possible to identify an

i ndi vidual or information about an "identified" or "identifiable"
individual. Privacy |laws may further extend the scope of PlIl: for
exanple, the California Privacy Rights Act’s definition of Pl

i ncludes information about an individual and the individual’s
househol d, as well as enpl oynent dat a.

In general, exanples of PII include:

* PBasic identifiers: Nane, addresses (postal and email), governnent-
i ssued identification numbers

James & McCart hy- Howe Expi res 5 Novenber 2026 [ Page 8]



I nternet-Draft privacy priner May 2026

* Digital identifiers: IP address (in some jurisdictions |ike
California).

* Financial Data: financial account number or credit or debit card
nunber, often in conbination with any required security code or
password that would pernmit access to a data subject’ s financia
account .

* Health data, including nental health or substance abuse
information. Many healthcare identifiers are simlar to other
types of personal data (like nanmes and addresses), but others may
refer to specialized information |ike health insurance details and
medi cal codes

* Characteristics protected under various civil rights and non-
discrimnation | aws: Race, religion, disability, sexua
orientation, national origin, etc.

* Consuner behavi or: Purchase history, product interests,
consunption patterns

* Bionetric data, including voiceprints, faceprints, fingerprints.

* Online activity: Browsing and search history, website and app
i nteraction.

* Geolocation information
* Sensory information: Audio, visual, thernmal, and ol factory data.
*  Professional and educational information.

2.2.4. Sensitive Data
An inportant subset of PIl to consider in designing data privacy
practices is so-called "sensitive data" which is subject to a higher
standard of protection and requires additional privacy and security
limtations to safeguard its collection, use, and disclosure. For
exanple, it may require an opt-in consent for data collection and
processing. In various jurisdictions sensitive informtion may
i nclude the follow ng:
* CGovernnent-issued identifiers.
* Physical or nmental health informtion

*  (Cenetic data.
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*  Financi al data.

* Bionetric information.

*  Precise geolocation data (information on an individual’ s |ocation
within a 1,850-foot radius).

* Log-in credentials a custonmer’ s account |og-in, password, or

credentials allowi ng access to an account.

* (Citizenship and i mm gration status.

* Sexual behavi or.

* Information revealing an individual’s online activities over tine

and across websites or online services that do not share comon
brandi ng or over tinme on any website or online service operated by
a covered high-inpact social media conpany.

* Information about mnors (17 years of age or younger, depending on
the applicable |aw).

* Certain comunications data an individual’s private
conmmuni cati ons, such as voicemails, emails, texts, direct nessages
or mail, or information identifying the parties to such
communi cations, information contained in tel ephone bills, voice
communi cations, and any information that pertains to the
transm ssi on of voice comrunications, including nunbers call ed,
nunbers fromwhich calls were placed, the tinme calls were nade,
call duration and location information of the parties to the call
unl ess the covered entity is an intended recipient of the
communi cati on. Communi cations with busi nesses may be awarded | ess
protection.

2.5. VWhat Data |I's Not Protected?

The distinction between personal and nonpersonal information hinges
on identifiability, meaning that personal data is identifiable and
thus protected by nost privacy |laws when it can be reasonably |inked
to a particular person (or even conputer or device). This boundary
has varying interpretations across jurisdictions. For instance, |IP
addresses are considered personal information by the EU and FTC, but
not by U S. federal agencies under the Privacy Act. Moreover,
sometines, deidentified data can be reidentified, introducing
chal | enges to personal data protection. Wen identifying el enents
are renoved fromdata, it becones nonpersonal information, generally
falling outside the scope of privacy and data protection | aws.
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Sone net hods of transforming identifiable data into nonpersonal data
are deidentification, anonym zation, and aggregation. On the other
hand, pseudonym zation (replacing identifiable data with pseudonyns/
uni que codes) only tenporarily renoves identifiable data with the
possibility of relatively easy reidentification. |n many
jurisdictions, pseudonynous data falls within the scope of persona
data when used in conjunction with additional information that
reasonably links the data to an identified or identifiable

i ndi vi dual

Many jurisdictions renove *publicly available information* fromthe
scope of protected PI

*Pseudonym zed data*, where individuals are represented by uni que
codes, is tenmporarily nonpersonal but can be reversed to reidentify
individuals. This reversibility can be crucial in scenarios like
medi cal trials. In nmany jurisdictions pseudonynous data falls within
the scope of personal data when used in conjunction with additiona

i nformati on that reasonably links the data to an identified or

i dentifiabl e individual

Many jurisdictions renove *publicly available information* fromthe
scope of protected PI

2.2.6. Deidentification/Anonym zation

Deidentification is the process of removing identifiable data from
the dataset/docunent. It may take the formof information
suppression (direct renoval of identifying infornmation),
generalization (replacing a data elenment with a nore genera

equi valent), or noise addition (slightly altering select data).

Noi se addition is the primary mechani smof differential privacy a
mat hemat i cal framework designed to ensure the privacy of individuals
within a dataset while allowing for the extraction of usefu
statistical infornmation by adding carefully calibrated noise to the
data. This ensures that the inclusion or exclusion of any single

i ndividual's data does not significantly affect the outcone of the
anal ysis and adds a | evel of personal data protection. Sonetimes it
is possible to reidentify the deidentified data using other avail abl e
information. In this context, although it is often used

i nterchangeably with the term “deidentification,” the term

“anonymi zation” refers to the nore conprehensive irreversible renoval
of identifiable data. Ri gorous deidentification or anonym zation
techni ques are highly recomended to ensure that reidentification is
either inpossible or extrenely difficult.
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2.2.7. Aggregation/ Anonymi zation

Dat a aggregati on and anonym zation are inportant techni ques used in
the context of data privacy to protect individuals’' persona

information while still allow ng organizations to derive val uabl e
i nsights. However, these methods are not without risks and
limtations.

Dat a aggregation involves conbining data frommultiple sources or
individuals into sutmmary form While this can obscure individua
identities, there are still privacy concerns:

1. *Re-identification risk*: Wth enough granular data points, it
may be possible to single out individuals even from aggregated
datasets. Applying nultiple specific filters to aggregate data
could potentially identify a unique individual

2. *Inference attacks*: Aggregated data can reveal patterns that
al l ow i nferences about individuals or small groups, even if
direct identifiers are renoved

3. *Unintended data exposure*: As aggregated data is often shared
bet ween organi zations, there’'s increased risk of unauthorized
access or msuse.

Anonymi zation ains to renpve or encrypt personal identifiers from
dat asets. However, true anonynization is chall enging:

1. *De-identification limtations*: Sinply renoving obvious
identifiers |ike names and addresses is often not sufficient to
prevent re-identification. Indirect identifiers can still allow
i ndividual s to be singled out.

2. *Data utility trade-offs*: Mre thorough anonyni zati on techni ques
tend to reduce the useful ness of the data for anal ysis.

3. *Evolving re-identification techniques*: As technol ogy advances,
previ ously anonym zed data may become vul nerable to new re-
i dentification nethods.

To mitigate these risks, organizations should consider

1. Inplenmenting robust anonym zation techni ques beyond basic de-
identification.

2. Carefully assessing the granularity and specificity of aggregated
data rel eased
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3. Conbi ni ng anonym zation with other privacy-enhancing technol ogi es
like differential privacy.

4. Conducting regular privacy inpact assessnments to eval uate
potential risks.

5. Adhering to relevant privacy regul ati ons and best practices for
dat a handl i ng.

Wi | e data aggregation and anonyni zati on can enhance privacy
protection, they should not be viewed as fool proof sol utions.

Organi zations nust renmain vigilant and adopt a conprehensi ve approach
to data privacy that considers the evolving nature of re-
identification risks and the potential for unintended consequences
when working with | arge datasets.

2.3. Communications Privacy

Communi cations privacy is a critical concern in our increasingly

i nterconnected world, where various forns of comrunication

i ncludi ng audi o, video, text nmessages, and emails have becomne
integral to both personal and professional interactions. Under the
appl i cabl e | aws, comruni cations are protected when in transit and at
rest.

Understanding the nultifaceted | egal and ethical franmeworks around
communi cations privacy is essential for anyone involved in capturing,
storing, analyzing, or managi ng comuni cations data. Conmunications
privacy |l aws across various jurisdictions often share common

el ements, designed to protect individuals' privacy rights while

bal anci ng the needs of |aw enforcenent and | egitimate business
interests. Here are sone key provisions typically found in | aws
governing the recording, interception, eavesdropping, and storage of
communi cati ons:

1. *Notice:* Many laws require that parties be notified if their
conmuni cations are being recorded or nonitored, often through
audi bl e beeps, verbal announcenents, or visible signage. The
unaut hori zed surveillance or interception of an individual’s
private conmuni cations or activities is generally prohibited by
| aw.

2. *Consent:* Mst |aws stipulate that at |east one party nust
consent to the recording or interception of a commrunication
Sone jurisdictions require all parties to consent, known as "two-
party" or "all-party" consent. The type of consent required
(explicit or inplied) may vary, but it has to be obtained prior
to the recording.
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3. *Distinction Between Public and Private Conmunications:* Laws
often differentiate between comuni cati ons where there is a
reasonabl e expectation of privacy (e.g., private phone calls) and
those in public spaces where such expectation may not exist.

4. *Purpose Limtations:* Regulations frequently specify pernissible
pur poses for recording or intercepting conmunications, such as
for security, quality assurance, or with court authorization for
| aw enforcenment activities.

5. *Storage and Retention Limtations*: Rules governing how | ong
recorded comuni cations can be stored, how they nust be
protected, and when they should be destroyed are conmon features
of privacy | aws.

6. *Exceptions for Law Enforcenment:* Mst |aws include provisions
all owing for authorized interception of comunications by |aw
enforcenment agencies, typically requiring judicial oversight
through warrants or court orders.

7. *Technol ogy- Specific Provisions*: As technol ogy evol ves, |aws may
i nclude specific provisions for different comruni cati on nedia,
such as | andlines, nobile phones, enails, instant nessaging,
video calls, and internet browsing activities.

8. *Security Measures:* Requirenents for securing stored
communi cati ons agai nst unaut hori zed access, including encryption
st andards and access controls, are increasingly comon.

Mor eover, using encryption may in sone cases absolve the data
processor fromlegal liability or at least mtigate it.

Under st andi ng these comon provisions is crucial for conpliance with
communi cations privacy |aws, regardless of the specific jurisdiction
However, it is inportant to note that the exact inplenentation and
interpretation of these provisions can vary significantly between
different |egal franeworks

2.4. Key Privacy Principles
Data privacy and conmunications privacy are guided by simlar
princi pl es, enphasi zi ng consent, transparency, and data m nim zation
whi | e bal ancing privacy rights with societal interests. These areas
aimto safeguard individuals’ control over their persona
i nformati on, whether stored or transnitted.

Key principles include:
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1. *Consent*: Organizations nust usually seek individuals’ consent
for collecting, processing, and using their sensitive data (as
defined under applicable aws) or recording private
conmmuni cati ons. Wen required, consent nust be freely given,
specific, informed, unambi guous, revocable, and docunent ed.
Consent may not be valid in situations wi th power inbalances and
may not be required when PIl processing is necessary to satisfy
| egal obligations or inplement contracts. Many jurisdictions
prohibit so-called "dark patterns,” which are practices of
seeki ng consent that effectively obscure, subvert, or inpair the
i ndi vi dual s’ aut onony, deci sion-maki ng or choice (for exanple,
confusing user interfaces or hidden disclosures).

2. *Not i ce/ Transparency*: O ganizations nust clearly disclose their
data handling practices. Privacy notices should be conci se,
transparent, and easily understandable. Changes to privacy
practices nmust be pronptly comuni cat ed.

3. *Purpose Linitation*: Personal data should be collected for
specific, explicit, and legitimte purposes, and it shoul d not
be used for purposes that are incompatible with those for which
it was originally collected.

4. *Data M nimization/Collection Limtation*: O ganizations should
collect only the m ni mum anount of personal data necessary to
achi eve the stated purpose. Excessive or irrelevant data shoul d
not be coll ected.

5. *Storage Limtation*: Personal data should be retained only for
as long as necessary to fulfill the purposes for which it was
collected, consistent with legal lintations and requirenents.

Organi zations should establish retention policies and securely
di spose of data that is no | onger needed.

6. *Security*: Appropriate technical, physical and adm nistrative
measures nust be inplenmented to protect covered data from
unaut hori zed access and other risks. This may include
encryption, access controls, and regul ar security assessnents.

7. *| ndi vidual Rights*: Individuals have certain rights regarding
their personal data, including the right to access their data,
the right to request corrections or deletions ("the right to be
forgotten"), the right to object to certain uses of their data,
and the right to data portability (the ability to transfer their
data from one organi zati on to another).
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8. *Data Integrity*: Personal data should be accurate, conplete,
up-to-date, and trustworthy throughout its lifecycle. The core
principles of data integrity include consistency across systens,
authenticity verification, and non-repudi ati on nechani sns.

9. *Accountability*: Organi zations are responsible for conplying
with data privacy | aws and denonstrating conpliance.
Organi zations are al so accountable for any downstreamentities
with which they may share personal data for a specific defined
pur pose. Conpani es nust al so ensure they nonitor and
periodically audit third parties with which they share persona
data. This may involve conducting privacy inpact assessnents,
appoi nting a data protection officer, and maintaining records of
data processing activities.

10. *Recordkeeping*: Many | aws require organi zations to nmaintain
accurate | ogs of consuners’ profiles, data decisions, and data
usage, including sales and marketing canpai gns and i nstances of
data disclosure to third parties.

Wi | e data privacy and communi cati ons privacy share many principl es,
there are sone distinctions in their regulation. Comunications
privacy |laws often focus nore on real-tine interception and

communi cati on confidentiality, while data privacy |aws address a
broader range of data handling practices.

As the digital |andscape evolves, privacy |aws nust continually adapt
to address energing technol ogi es and practices, ensuring the
protection of personal information in our interconnected world.

2.5. Artificial Intelligence-Specific Considerations

As vCons are likely to be used in the context of artificia
intelligence (Al) applications and services, either directly or
tangentially, additional considerations are necessary due to the
nascent regul atory environnment regardi ng Al.

One of the nost advanced regul ations around Al is currently the EU Al
Act. In the U S, the Colorado Al Act contains simlar principles.
Vari ous organi zati ons, such as the National Institute of Standards
and Technol ogy (NI ST), have al so adopted guidance related to
mtigating risks associated with Al use.

The EU Al Act provides a conprehensive |egal franmework for the

devel opment, marketing, and use of Al in the EU to pronote hunman-
centric and trustworthy uses of Al while ensuring a high | evel of
protection of health, safety and fundanental rights. The legislation
adopts a risk-based approach, distinguishing between tiers of Al use
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cases: prohibited (such as behavioral manipul ation and sensitive

bi ometrics), high-risk (including critical infrastructure and nedica
devices), limted risk, and mniml risk, with each tier subject to
regul atory requirenents that scale fromthe strictest to the

i ghtest, accordingly.

For exanple, key requirements for High-Ri sk Al use cases under the EU
Al Act include: - stringent inpact and confornity assessments and
registration - risk and quality managenent - human oversight - strong
data governance practices to not only nitigate bias but also ensure
adequate controls of representative data used in training as well as
production applications - transparency through technica

docunentation and instructions - privacy and data governance

As such, all of the previously discussed privacy and security
measures apply to Al use cases under the EU Al Act and are

suppl enented with additional requirenents. |n particular, there is
an i ncreased enphasis on robust controls over data used for nodel
testing and training, as well as the inplenentation of processes to
ensure effective human oversi ght, including ongoing nonitoring and
audi ti ng.

3. Security Considerations

vCons can contain sensitive personal and conversational data, which
rai ses several data privacy and security concerns, particularly
regarding data integrity and personal privacy. The follow ng points
outline the key security considerations for vCons:

1. Data Integrity and Immutability

* vCons need to be protected agai nst unauthorized nodifications
to ensure the authenticity of the conversational data.

* Before a vCon |leaves its original security domain, it should
be digitally signed to prevent alteration, as specified in
Section 5.2 (Signed Formof vCon (bject).

N
v
=

i vacy Protection

* vCons often contain personally identifiable information (PII)
and sensitive data that nust be safeguarded

* Different levels of redaction may be necessary, as outlined
in Section 4.1.6 (redacted):

- PI'l masking: Renoving PII fromtext, audio, video, and
transcripts.
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- De-identification: Renoving segments or whol e recordi ngs
to prevent voice printing or facial recognition

3. Encrypted Storage and Transmi ssion

*

Unr edact ed versions of vCons must be encrypted to protect
sensitive information, as described in Section 5.3 (Encrypted
Form of vCon (bject).

vCons transmtted over non-secure channels (e.g., emil) nust
al ways be in encrypted form

4, Access Contro

*

Externally referenced files should be transported only over
HTTPS, as specified in Section 2.4 (Externally Referenced
Files).

Access to unredacted vCons and their referenced files should
be restricted to authorized personnel only.

5. Ver si on Managenent

*

Mul tiple versions of a vCon may exist (e.g., redacted
versions, versions with added anal ysis).

Each version nust maintain its own integrity while providing
a secure reference to its predecessor, as described in
Sections 4.1.6 (redacted) and 4.1.7 (appended).

6. Cross-Domai n Security

*

vCons may be created and nodified across different security
dommi ns, as discussed in Section 4 (Unsigned Form of vCon
oj ect) .

Each domain should sign the vCon before transferring it to
mai ntain the chain of trust, using the nethod in Section 5.2
(Signed Form of vCon nbject).

7. Redacti on Processes

*

Wi | e net hods exist for redacting text, audio, and video, the
specific techniques are beyond the scope of the vCon
standard, as noted in Section 4.1.6 (redacted).
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5

5.

1.

* | nplementers nust ensure that redacti on nethods effectively
renove sensitive information w thout conprom sing the vCon’'s
integrity.

8. Bal ancing Utility and Privacy

* There is an inherent tension between nmaintaining the
useful ness of vCons and protecting privacy, as inplied
t hroughout Section 4 (Unsigned Form of vCon (bject).

* Careful consideration is needed when deci di ng what
informati on to redact or encrypt.

9. Encrypti on of Referenced Content

* Externally referenced files that are part of a vCon should be
encrypted if they contain sensitive information, as suggested
in Section 2.4 (Externally Referenced Files).

10. Audit Trail

* vCons should maintain a secure audit trail of nodifications,
especially for redactions and additions, to ensure
accountability. This is supported by the structure described
in Sections 4.1.6 (redacted) and 4.1.7 (appended).

By addressing these security concerns and follow ng the guidelines in
the vCon standard, inplenenters can help ensure that vCons protect
the privacy of individuals involved in conversations while
mai ntaining the integrity and utility of the conversational data.
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