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Abst r act

A vCon is the container for data and information relating to a real -
time, human conversation. It is analogous to a [vCard] which enabl es
the definition, interchange and storage of an individual’s various
poi nts of contact. The data contained in a vCon may be derived from
any nul tinedia session, traditional phone call, video conference, SMS
or MVBS nessage exchange, webchat or email thread. The data in the
container relating to the conversation may include Call Detai

Records (CDR), call meta data, participant identity information (e.g.
STI R PASSporT), the actual conversational data exchanged (e.g. audio,
video, text), realtime or post conversational analysis and
attachnents of files exchanged during the conversation. A
standardi zed conversation contai ner enabl es many applications,

establi shes a common nethod of storage and interchange, and supports
identity, privacy and security efforts (see [vCon-white-paper])

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
vcon.github.io/draft-ietf-vcon-overview draft-ietf-vcon-
overview htm . Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-vcon-overview .

Di scussion of this docunent takes place on the Virtualized
Conversations Wrking Goup nailing list (mailto:vcon@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/vcon/.
Subscribe at https://ww. ietf.org/milmn/listinfo/vcon/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-vcon/draft-ietf-vcon-overview.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

McCar t hy- Howe Expi res 3 Septenber 2026 [ Page 1]



Internet-Draft vCon Overvi ew March 2026

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The generation of conversational data, contained in transcripts and
multi-media files, is common in business, especially in customner
facing organi zati ons. However, the storage, analysis and sharing of
the data they contain is not currently a standard, hanpering efforts
for both systeminteroperation and responsi bl e data handl i ng.

St andardi zi ng a contai ner for conversation data (vCon) has numerous
advant ages, and enabl es the managenent of the conversation’s content.

O'ten the system provi ding the comruni cati ons service, the consuner
and/ or owner of the communications data and the comuni cations

anal ysis services are distinct systens and in nmany case separate

busi ness entities. vCons provide a standard nmeans of exchangi ng
communi cati ons data between these systens and services. The use of
vCons can ease service integration by using a common contai ner and
format for enterprise conmunications, becom ng the standardi zed i nput
to comuni cation analysis tools and machi ne | earni ng and

cat egori zati on.

* For organizations in dialog with custonmers or citizens, a vCon can
be the container of where conversations are stored and persona
data protections are expressed, managed and gover ned.

* For conversations of record, the vCon can be a legal instrunent,
providing a testabl e expression of conversational fact, while
enabl i ng conversational trust and transparency.

* For machine learning efforts, vCons can track what information was
used in the training of nodels. As the result of a customer right
to know request, an accurate answer to how their data was
processed can be derived and conmuni cated, and as the result of
customer correction or deletion request, the responsible
organi zation can properly and ethically respond as required by
governing | aw.
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1.1. VWhat's in a vCon?

A vCon contains four major categories of data (parties, dialog,

anal ysis and attachnents), with descriptive identifiers and netadata,
inside a JSON container that can be signed and encrypted. The
parties portion allows for an expanded set of data froma typica

call detail record ([CDR]), with identifications of the participants
or parties to the conversation. The dialog portion contains a set of
mul ti medi a and nedia type el ements, each representing the actual,
physi cal conversation in original nedia form text, audio, video and
i mgery. The analysis portion contains data derived fromthe party
and di al og portions, intended to carry itens |like transcripts,

transl ations, summaries, text to speech, sentiment analysis and other
semantic tagging. Finally, the attachnent portion contains any other
docunents, such as slide deck or sales |lead information, expressions
of consent or authenticity, which provides context and support for
the conversation itself.

In addition to these four nmjor categories, the vCon itself carries
top-1evel metadata including a globally unique identifier (UU D),
creation and last-nodified timestanps (created_at and updated_at), an
optional subject, and references to other vCons through redaction or
anendnent. The vCon may al so contain integrity checking information
such as the issuer of the vCon and tanper-proof features such as
signatures. An extensions nmechanismallows the vCon schema to be

ext ended for specialized use cases while maintaining interoperability
with inplenmentations that support only the core fornmat.

1.2. Data Responsibility: Privacy vs Wility

Since vCons are designed to carry conversational data between
systens, they nust provide the ability to balance the utility and
sensitivity of the information they contain. The transm ssion of

i nformati on outside of a security boundary does not rel ease the
controller of the data fromthe responsibility of handi ng persona
data. vCons enable the best practices of personal data managenent

t hr ough approaches such as data mnimzation, consent validation and
integrity protection.

The parties section carries significant privacy inplications and
responsibilities; the very definition of the sensitive bionetric data
addressed by the GDPR  Each party identified in a vCon represents an
i ndi vidual or entity whose personal information is being captured and
potentially shared. The vCon creator and any subsequent processors
of the vCon have a responsibility to ensure that the collection,
storage, and sharing of party information conplies with applicable
privacy |laws and regul ations (such as GDPR, CCPA, or other regiona
privacy frameworks). This includes obtaining appropriate consent for
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data collection, inplenenting data m nimzation practices, and
provi di ng nmechani sns for data subjects to exercise their rights
regarding their personal information.

At the same time, the conversations defined by the vCon carry the
nmost aut hentic and inportant data in many scenarios from heal thcare
to comerce; a powerful addition to any data set. To enable
adoption, the JSON format inplemented by the vCon is the |lingua
franca of nodern software; a frictionless integration to applications
that require the human conversation. It is expected that JavaScri pt
handl i ng of vCons in the front end and RESTful interfaces and back
end platforns will be used for operations and mani pul ati on of vCons.
Many medi a anal ysis services which will be used with vCons, such as
transcription, already use JSON based interfaces. For these reasons,
JSON [JSON] has been chosen for the initial format binding of vCons
and the scope of this docunent. Oher bindings (e.g. [CBOR] or
[CDDL]) nmay be considered for vCon in the future in other docunents.

For nost application architectures, JSON objects are created by
applications, for applications. However, nost of the initial set of
use cases differ fromthis established pattern, and are expected to
be in the interchange between front end and back end application and
| ower |ayers of the network stack, critical for enabl enent of

anal ysis of conversations. Thus, the contents of the vCon, if not
the vCon itself, are generated by various and diverse network and
communi cati ons elements |like SIP user agents and SMIP servers, and
then delivered across networks, and sometines across security
boundaries. This diversity of conversational data creates difficulty
in creating unified views of custonmer conversations, especially as
they traverse conversational nodes. By providing a cormbon nmechani sm
to describe conversations, appropriate to the various network

el ements that create them enables new scenarios and usage ki nds.

1.3. Use Cases and Requirenents
1.3.1. Contact Center Use Case

Contact centers typically handl e custoner interactions across
mul ti pl e comuni cation channel s including voice tel ephony, web-based
chat systens, electronic mail, Short Message Service (SM5), and video
conferencing platfornms. Each interaction channel generates
conversational data that is often stored in disparate systems using

i nconpatible formats, creating operational chall enges for

organi zati ons seeking to maintain conprehensive custoner interaction
records, perform cross-channel analytics, or inplenment consistent
privacy management practices
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A vCon-based i npl enentati on addresses these chal |l enges by

est abl i shing a standardi zed container format for each interaction
whil e mai ntaining referential relationships between rel ated
conversations. \When a custoner interaction spans nultiple channels
(e.g., initial web chat escalated to video conference with enail

fol |l owup), each conmuni cation system generates a vCon containing the
conversation parties, dialog content, automated analysis results, and
rel evant attachnents. These vCons are |inked through comobn case
identifiers and sequential references, enabling downstream systens to
reconstruct conplete customer interaction tinmelines while preserving
the integrity and context of each individual conversation conmponent.

The inpl ementation of vCons in contact center environments provides
several operational benefits: unified custoner journey tracking
across all comunication channels, enhanced anal ytics capabilities
t hrough standardi zed data formats, sinplified regulatory conpliance
t hrough consi stent consent tracking and audit trails, efficient
privacy rights nmanagenent with granul ar data del etion and redaction
capabilities, and inproved quality assurance processes through
compr ehensi ve eval uation of multi-channel customer service
interactions. This standardization reduces operational conplexity
whi |l e ensuring conpliance with applicable privacy regul ations.

1.3.2. Messaging Use Case

Heal t hcar e organi zations providing patient comruni cati on services
across multiple messaging platforns including SM5 secure patient
portals, electronic mail, and integrated tel ehealth systens face
significant challenges in maintaining conplete nmedical comunication
records while ensuring conpliance with healthcare privacy regul ati ons
such as the Health Insurance Portability and Accountability Act

(H PAA). Patient conversations frequently span multiple

communi cati on channel s over extended periods, resulting in fragnented
medi cal records that inpede clinical decision-naking and conplicate
regul atory conpliance efforts

A vCon inplenmentation in healthcare nmessagi ng environnents enpl oys
privacy-preserving design principles including explicit consent
managenent, data m nim zation capabilities, healthcare-grade
encryption standards, and rol e-based access controls. Each

conmuni cati on channel creates a vCon instance containing conversation
partici pants, nmessage content, automated analysis results, and

rel evant nedical attachnents, while maintaining integration pathways
with Electronic Health Record (EHR) systenms. This architecture
enabl es aut hori zed heal thcare providers to access conplete patient
conmuni cation histories for care coordination purposes while

i npl ementing granular privacy controls to protect sensitive health
informati on in accordance with applicable regul ations.
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The depl oyment of vCons in healthcare nessagi ng systens delivers
measur abl e i nprovenents incl udi ng conprehensive patient comunication
records integrated with clinical data systens, enhanced privacy
protection through granular control nmechanisns for sensitive health
information, inproved care coordi nati on between nultiple healthcare
providers, built-in regulatory conpliance capabilities with autonmated
audit trails and consent managenent, and enhanced clinical decision
support through access to conplete patient comruni cati on context.
Thi s standardi zati on enabl es heal t hcare organi zati ons to inprove
patient care delivery while naintaining strict privacy protection and
regul atory conpliance requirenents.

1.3.3. ECRIT (Energency Context Resolution with Internet Technol ogi es)
Use Case

Ener gency services organi zations require rapid access to
conprehensi ve situational information during crisis response
operations. Traditional emergency comruni cation systens create
information silos where critical nultinedia content, geographic

| ocation data, and inter-agency coordi nati on comruni cati ons are
distributed across nultiple systens and jurisdictional boundari es.
This fragnentation del ays access to vital operational information,
conplicates multi-agency coordination efforts, and produces

i nconpl ete docunentation for subsequent |egal proceedi ngs and

i nci dent investigations.

A vCon inplementation for energency services enables real-tine
creation and mai ntenance of |inked conversation containers that
capture initial energency calls, nultinedia updates fromi nci dent

wi t nesses, location tracking data, nulti-agency coordination

conmuni cations, and post-incident investigation records. Each vCon
contai ns conversation participants (emergency callers, dispatchers,
response personnel), dialog content (voice recordings, text messages,
radi o communi cations), automated analysis results (emergency
classification, resource requirenents, incident reconstruction), and
rel evant attachnents (photographs, videos, |ocation coordinates,
official reports). Critical operational features include real-tine
vCon creation and updates, priority processi ng nechani sns,
cryptographic integrity protection, and secure multi-jurisdictiona
informati on sharing capabilities.

The inpl enentati on of vCons in energency services environnments

provi des operational inprovenents including conplete situationa

awar eness for emergency response personnel, reduced response tines

t hrough expedited access to critical information, enhanced inter-
agency coordination through standardi zed i nformation sharing
protocols, regulatory conpliance through conpl ete tanper-evident
record keeping, and inproved public safety outconmes through enhanced
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i nformati on managenent capabilities. Integration with existing
energency services infrastructure including Computer-Ai ded D spatch
(CAD) systens, Geographic Information Systens (G S), and Next
Generation 911 (N®&11) platfornms ensures that vCon inplenentation
enhances rather than replaces current energency response
capabilities.

1.4. VCON Requirenents
* Standardi ze contai ner for conversational data exchange
* Consolidation of data and information for a conversation
* Miltiple nodes of communication, changing over tinme

* Snapshots of conversation during or once conpleted along with
anal ysi s

* Ease of integration of services and anal ysis

* Better organize conversational data so that it can be handled in a
consi stent, privacy safer neans

* | mmut abl e
* Hding of PIl or entire conversation
* Anendabl e with additional information and data el enents
1.4.1. VCON Comuni cati on Mddes
Defi ne a standard for exchange of conversational data in a sea of

nmodes, platforms and service offerings for conversations, such as
t hese exanpl e conversational nbdes and protocols:

*  SMS
* VB
* JABBER
* S| MPLE

* Proprietary web chat
*  SMIP

* PSTN
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* SIP
*  WEBRTC
* Proprietary video conferencing

The foll owi ng are considered not in scope or non-requirenents: *

Real -time stream ng or updating of conversational data * Transport
mechani sms * Storage or dat abases specifications * Methods of
redaction of text, audio or video nmedia * Validation of redactions or
anended data beyond the signature of the domain naking the changes to
the conversational data (e.g. Merkle tree |ike redactions)

St andardi zati on of analysis data formats or file nedia types is
supported by the extensions mechani sm described in section 3.7.

Conventions and Definitions
Ter mi nol ogy

* amended vCon - a new vCon instance version created by adding to or
nmodi fying a prior signed vCon, referencing the earlier version
through the anended paraneter while containing a deep copy of al
prior data plus new content

* analysis - analysis, transformations, sumrary, sentinent, or
translation typically of the dialog data

* conpatible extension - a vCon schema extension that introduces
addi tional data or fields without altering the meani ng of existing
el ements, allow ng inplenentations that do not recognize the
extension to safely ignore it

* consent - explicit pernmission granted by a party for the
col l ection, processing, or sharing of their conversation data

* conversation - an exchange of commruni cation using text, audio or
vi deo nedi um bet ween at | east one human and one or nore bots or
humans

* critical extension - an inconpatible vCon schema extension that
nmodi fi es existing semantics and nmust be listed in the vCon's
critical paraneter; inplenentations that do not support a critica
ext ensi on nmust reject the vCon

* data mnimzation - the practice of limting the collection and
processi ng of personal data to what is necessary for the stated
pur pose
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* de-identification - renoval of all information that could identify
a party in a conversation. This includes PIl as well as audio and
vi deo recordi ngs. Voice recordings mght be re-vocalized with a
di fferent speaker.

* dialog - the captured conversation in its original form(e.qg.
text, audi o or video)

* encrypted form- encrypted [JWE] docunent with the [JW5] signed
vCon formcontained in the ciphertext

* extension - a registered addition to the vCon schena that defines
new parameters or nodifies existing semantics, identified by a
uni que token value registered with | ANA

* file - a data block either included or referenced in a vCon

* object - JSON object containing key and val ue pairs

* parameter - JSON key and val ue pair

* party - an observer or participant to the conversation, either
passive or active

* payload - the contents or bytes that nmake up a file
* PIl - Personal Identifiable Information

* PIl masked - may include voice recordings, but PIl is renmoved from
transcripts and recordi ngs (audi o and vi deo)

* redaction - the process of renpving or obscuring specific content
froma vCon while maintaining the overall structure and integrity

* signed form- [JW5] signed docunent with the unsigned vCon form
contained in the payl oad

* vCon - container for conversational infornmation

* vCon instance - a vCon populated with data for a specific
conversation

* vCon instance version - a single version of an instance of a

conversation, which may be nodified to redact or amend additiona
informati on form ng a subsequent vCon instance version
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3.

2. Inline vs Externally Referenced Files

Due to the size and conplexity of sone portions of a vCon, both
inline and externally referenced dial og, analysis, attachments and
other vCon reference assets are supported. For instance, vCons may
reference a video conference nedia recording as an external URL with
an acconpanyi ng content hash of the contents to detect tampering.

Al ternatively, vCons may directly contain the nmedia of the entire
dialog internally, keeping the conversation in one place, and
optionally encrypted.

vCon JSON (bj ect
1. A Conversational Definition

vCons define conversations, and are created by systens during and
after the conversation itself. vCons provide ways to express and
define the contents, participants and context of a particul ar
conversation. Unlike sone neasurabl e physical phenonena, |ike mass
and vol ume, conversations are heterogeneous, relatively conplex and
contain relevant information outside of the physical phenonena, such
as consent and provenance. Sone commruni cation nodes, |ike SMS
texting, lack natural session boundaries and require explicit
definition. Thus, the definition of a conversation requires nore
than a sinple scalar value, or a series of sanples of a time-based
waveform The definition of a conversation enables tools and systens
to precisely identify, responsibly manage, efficiently process and
accurately govern their use

vCons al so enables the definer of the conversation to express the
scope of the conversations. A vCon may contain any conbination of
content appropriate to the use case:

* A vCon nmay be a single audio recording, or a conplete
conversational journey froma text nessage, to a resulting
conversation and a foll owp enail.

* A vCon may represent a conversation between two people, a
conversation between a person and a machine, or all of the
conversations between customers and a contact center team

* A vCon nmay be sent in response to a Right To Know request to a
single custoner, or to a governance body during an audit

None of the major parts of the vCon (parties, dialog, attachnents and
anal ysis) are required to be present, to maxim ze the conversations
that can be expressed. For instance, a recording without a parties
definition is a valid expression of a conversation w thout defining
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t he peopl e involved, either because it is unknown, to be discovered
through the analysis of the recording, or to be hidden for data

m nim zation reasons. vCons nmay have two or nore parties involved,

but since a fundanental role of the vCon is to define and protect the
data it contains, at |east one should be, in the words of the GDPR, a
"natural person." For instance, an interaction between a bot and a
human is an appropriate scope for vCons, but a conversation between
two bots woul d not.

3.2. Parties

The parties section in a vCon serves as the container for al
participant identity information involved in the conversation
Structurally, it is an array of party objects, each of which can
include various attributes such as tel ephone nunbers, enai

addresses, nanes, and even structured contact information (like civic
addresses and geographic coordinates). The purpose of this section
is to provide clear attribution of every interaction by documenting
who participated in the conversation. This not only supports
accurate record-keepi ng but al so enabl es accountability, context, and
subsequent anal ysis of the conversation data.

Each party object may contain a variety of identification attributes.
Traditional contact identifiers include tel ephone nunbers, enil
addresses, SIP URI's, and participant nanes. Decentralized
Identifiers (DI Ds) provide a verifiable, decentralized digita
identity that is independent of centralized registries. A validation
paraneter records how the party’'s identity was verified (for exanple,
by social security nunber, date of birth, or user credentials),
capturing the nethod of validation w thout exposing the actua
verification data. For scenarios requiring cross-conversation
correlation, such as contact center agents handling multiple
interactions, a persistent UU D can be assigned to a party that
remai ns stabl e across vCon instances. Geographic context can be
captured through geol ocation coordi nates and civic address
information, recording the party’'s location at the tine of

conver sati on.

The identification of parties serves multiple purposes beyond sinple
attribution. It enables proper consent nanagenent by clearly

i dentifying whose data is being processed, supports data subject
rights requests by providing a clear mapping of individuals to their
conversation data, and facilitates conpliance with privacy

regul ations that require organizations to track and manage persona
data throughout its lifecycle. Additionally, the structured nature
of party identification allows for consistent handling of privacy-

rel ated operations such as data del eti on, anonym zation, or redaction
requests across different systens and jurisdictions.
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3.3. Dialog

The dialog section in a vCon captures the actual conversation content
that occurred between parties. This is the core of what nmakes a vCon
val uable - it contains the real comrunication that took place,

whet her that was spoken words, text nmessages, or other forns of
interaction. The dialog section serves as the primary record of what
was said, when it was said, and who was invol ved in each exchange.

Di al ogs contain the "ground truths" of the conversation

Each dialog entry represents a distinct comruni cati on event within
the broader conversation. This could be a single text nessage, a
phone call, a video conference session, or any other form of

communi cati on. The dial og section nmaintains the chronol ogi cal flow
and context of the conversation, preserving not just what was
conmmuni cated, but the timng and sequence of exchanges that give
meaning to the interaction

The identification and tracking of dialog content serves critica
privacy and conpliance functions. The structured format enables
preci se identification of which specific conversations contain
personal information, allowing for targeted data subject rights
fulfillment such as selective deletion of specific dialog segnents
rather than entire conversation records. The tinmestanp and party
ref erence netadata provide essential context for privacy inpact
assessnents and data retention decisions. Additionally, the content
hash nechani sm ensures data integrity while al so enabling
verification that external content has not been tanpered with, which
is crucial for nmaintaining the trustworthiness of conversation
records in legal or conpliance contexts.

The di al og section supports several types of content. Recording

di al ogs capture audio or video segnents of the conversation. Text

di al ogs contain witten exchanges such as chat nessages, SMs, or
emai |l content. Transfer dialogs record call transfer events,
identifying the transferee, transferor, and transfer target roles
along with references to the original and resulting dial og segnments.
I nconpl ete di al ogs capture failed or unanswered conmuni cati on
attenpts, with a disposition parameter indicating the reason for
failure (such as no-answer, busy, congestion, or voicenmail wthout a
message) .

Each dialog entry carries rich metadata beyond the conversation
content itself. An originator paraneter explicitly identifies the
initiating party (the caller, nmessage sender, or conference host). A
party history array tracks tenporal events within the dialog, such as
when participants join, drop, go on hold, nute, or press DIM- keys,
providing a detailed tineline of the interaction dynamcs. The
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3.

4.

application paranmeter identifies the comunication platformor
service provider (for exanple, distinguishing between different video
conferencing services), while a nessage_id paraneter enabl es cross-
referencing with nessaging systemidentifiers such as SMIP nessage-
ids for deduplication and threading. A session_id paraneter |inks
the dialog to SIP Session-1D values for cross-systemcorrelation in

t el ephony environments.

The purpose of the dialog section is two-fold:

* *Content Representation*: It accurately captures the details of
any conversation exchange -- be it spoken words, text nessages, or
ot her comuni cation types. This ensures that the exact sequence
and content are archived in a standardized format. The content
appropriate to dialogs are any of the tines and pl aces where
personal data is comuni cated and recorded: audio, video, email,
fax, rich emails as exanpl es.

* *Interoperability and Anal ysis*: The dialog s structured format
supports further analysis (such as transcription or sentinent
anal ysi s) and ensures that conversations can be reliably exchanged
bet ween systens. By storing netadata |ike tinestanps and
participant references, the dialog section also enables the
reconstruction of events (such as when participants join or |eave
a conversation) and aids in analytic processing.

Attachnents

Attachnents carry the context of the conversation; storing

suppl enental files and data that support the conversation record. In
the vCon, attachnents are designed as an array of opaque objects.
They can be docunents, images or any valid nediatype that can serve
the proper analysis and conprehensi on of the conversation by
providing context. In them they nmay contain expressions of consent,
references to content authenticity, authorization receipts and

busi ness tracki ng objects.
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In parallel with each opaque object is a set of nmetadata that enables
semanti ¢ understanding of the contents w thout the exposure of the
underlying data. Attachnment metadata contains information such as
the type of data it contains, the party or dialog it refers to, and
whet her or not the data is contained in the attachment itself, or is
referenced by external network identifier. A purpose paraneter
provides a free-formdescription of why the attachment is included,
enabl i ng downstream systens to understand the rel evance of

suppl enental materials without necessarily inspecting their contents.
Each attachment is linked to a specific party (the contributor, not
necessarily the author) and a specific dialog segnent through index
references, maintaining clear provenance within the conversation
record

3.5. Analysis

The anal ysis section of a vCon contains processed insights and
derived information fromthe original conversation data, serving as a
bri dge between the raw conversation data and business intelligence
applications. The analysis section increases the utility of the
conversation record by transform ng raw dial og data i nto meani ngfu
information. This can include automatically deriving sumari es,
measuring sentinent, extracting key topics, and identifying action
itenms. Conmmon anal ysis types include reports, sentinment assessnents,
summaries, transcripts, translations, and text-to-speech renderings.
Such insights are pivotal in generating business intelligence,
facilitating quality control, and supporting various applications
where actionable information fromconversations is crucial

Each analysis entry identifies its provenance through a required
vendor paraneter, which names the service or organi zation that
produced the analysis. This is inportant because different analysis
i mpl ement ati ons can produce significantly different results in
quality, format, and interpretation. An optional product paraneter
differentiates between nultiple offerings fromthe sane vendor, while
a schenma paraneter |abels the specific data format or configuration
used to generate the analysis. Together, these paraneters enable
consuners of vCon data to understand exactly how anal ysis was
produced and to sel ect appropriate processing logic for different
anal ysi s sources.

Anal ysis data represents a significant privacy consideration as it
of ten contains processed personal information that nmay revea

i nsights about individuals beyond what is explicitly stated in the
original conversation. This includes inferred characteristics,
behavi oral patterns, enotional states, and other derived infornmation
that could be considered personal data under privacy regul ations.
The vCon creator and processors nust ensure that any anal ysis
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performed conplies with applicable privacy |laws and that data
subj ects are informed about what analysis is being conducted on their
dat a.

The "Right to know' principle is particularly inportant in the

anal ysis section, as individuals have the right to understand what
information is being derived fromtheir conversations and howit is
bei ng used. This includes transparency about what types of analysis
are being performed, what insights are being generated, and how t hose
insights are being applied. Oganizations processing vCons nust
provide clear information about the anal ytical processes being
applied to conversation data, including the purposes of analysis, the
types of insights being generated, and how those insights may be used
to nmake deci sions about individuals.

The anal ysis section enables organi zations to extract value from
conversations while maintaining accountability for how persona
information is processed. By clearly docunenting what anal ysis has
been performed and linking it back to specific dialog segnments, the
anal ysi s section supports compliance with data subject rights
requests, enables audit trails for analytical processes, and provides
transparency about how conversation data is being transforned into
busi ness intelligence.

3.6. Relationshi ps between vCons

Rel ati onshi ps between vCons may al so be defined, either through
groupi ng, redaction or through anendi ng past vCons. G oups of vCons
can be expressed, to indicate general interrelationships. Redactions
are at the heart of data mininization, a primary technique of

personal data protection. vCons enable the sharing of limted data
through redaction, while retaining the ability of systens to
guarantee the accuracy of the redaction itself.

3.7. Extensions Mechani sm

The vCon schema provides a fornmal nechani smfor extending the core
format to address specialized use cases and evol ving requirenents.
Ext ensi ons al |l ow new paraneters to be defined at any | evel of the
schema, and can also redefine the semantics of or deprecate existing
paraneters. This replaces the earlier approach of schema versioning
through a version parameter, which has been deprecated.

Extensions are classified into two categori es:
* *Conpatibl e extensions* introduce additional data or fields

wi thout altering the neaning or structure of existing el enents.
I mpl enent ati ons that do not recogni ze these extensions can safely
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i gnore them while maintaining valid processing of the vCon
VWerever feasible, extensions should be designed as conpatible to
preserve interoperability.

* *|nconpatible (critical) extensions* nodify existing semantics or
schena definitions in ways that require explicit awareness for
correct interpretation. The nanmes of all such extensions nust be
listed in the vCon's critical parameter, allow ng inplenmentations
to determ ne whether they can safely process the vCon. An
i mpl ementation that encounters an unsupported critical extension
must reject the vCon rather than risk msinterpretation

The distinction between conpatible and inconpatible is somewhat

cont ext-dependent. A transcription service can be fairly tolerant of
new parameters added to a vCon. A redaction service, on the other
hand, nust be aware of the inplications of all paraneters to ensure
conpl ete redacti on of sensitive information, and nmay need to reject
vCons with any unrecogni zed extension

Each extension nust define a unique token value registered with | ANA
specify its new or nodified paraneters and their semantics, and use
snake_case nami ng conventions for paraneter nanes. This framework
ensures that vCon remmins adaptable to industry-specific needs (such
as contact centers, messaging platforms, and energency services)
whi | e mai ntai ning a consi stent base format for data exchange.

3.8. Amended Use Cases

A vCon will often evolve over tine. It is not always created with
all of its netadata, conversation nedia, attachnments, and anal ysis at
once. There are several reasons for this:

* Different conmponents of the vCon may be produced by different
application platforns or entities.

*  The vCon may pass across multiple trust boundaries during its
lifecycle, with entities on either side contributing content.

* Each of these entities may wish to sign the vCon to attest to its
integrity or to the authenticity of their contributions.

Once a vCon has been signed, it becomes imutable. Any nodification
will invalidate the signature. To address this, a new vCon can be
created containing the updated or additional content. This new vCon
can reference the previously signed version, preserving the integrity
of the earlier state while allow ng the overall conversation record
to evol ve
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Thi s approach can al so be applied even when a vCon is unsigned, for
scenari os where maintaining a historical snapshot is inportant. For
exanpl e, an application may wi sh to preserve a point-in-tinme
representation of the vCon at a significant stage inits |lifecycle.

There are two conpeting requirenments in this use case
* *Ease of use and access to the | atest version of the vCon*
* *Data size mnimzation and normalization*

For ease of use, it is often desirable to work with a fully conposed
vCon that contains all prior and newy added or updated content.
Thi s has sonetimes been referred to in vCon di scussions as a "deep
copy." Such a vCon requires no special handling, redirection, or
reconstruction. It contains all relevant information in a single,
sel f-contai ned structure.

However, this approach introduces duplication and increases docunent
size. To address concerns around efficiency and data normalizati on,
a nmore conpact representation using _patches_ or _increnental
updates_ may be preferred. This nethod all ows changes to be recorded
relative to earlier versions, reducing redundancy. Additionally, it
enabl es |l abeling or referencing specific stages in the vCon's
lifecycle, offering a flexible way to nmanage changes. |n vCon

di scussions, this nmethod has been referred to as representing
_incremental changes._.

3.8.1. Signed vCon Modified for Correction or Addition of
Conversational Data

When a signed vCon requires correction or the addition of new
informati on (such as analysis results produced after the origina
signing), a new vCon instance version is created using the anended
paraneter. The anended vCon is a deep copy of the prior version: it
contains all of the original data plus the new or nodified content.
The anmended obj ect references the prior vCon instance version by
UUI D, and may optionally include a URL and content hash for direct
retrieval and integrity verification of the earlier version
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Si gned | IV |
anmended vCon: | | payl oad parameter
| payl oad-|-- contains unsigned
—————————————— / amended vCon
/
............. /
vCon with | vCon | <---
anended | | amended parameter contains
dat a: | anended -|--- or refers to JWS
| analysis | [/ signed original vCon
————————————— / along with additiona
/ conversational data
/ (e.g. analysis)
/
/
/
)
-> WS | payl oad
Encrypted si gned | | parameter
ori gi nal vCon: | payload-|--- contains
———————————— / unsi gned
/ origina
------------- / vCon
Oigi nal vCon: | vCon | <--
I I
| parties |
| dialog |

Thi s mechani sm preserves the cryptographic integrity of the origina
signed vCon while allow ng the conversation record to grow. Miltiple
rounds of anmendnent can form a chain: each amended vCon references
its predecessor, creating a verifiable history of the conversation's
evol uti on.

3.8.2. Capture of vCon in Various Lifecycle Stages

A vCon may be constructed across several security domains.

Initially, a vCon exists in unsigned formwhile conversation data is
being collected -- it may start with only netadata and party

i nformati on, then accunul ate dialog content, and | ater receive

anal ysis results.

VWhen a vCon is to be exported fromone security domain to another, it
shoul d be signed or encrypted by the domain that constructed it. The
recei ving domain may then need to add new data (such as its own

anal ysis results or additional netadata). Since the signed vCon is
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i mmut abl e, the receiving domain creates a new amended vCon instance
versi on containing the prior signed version plus any new content, and
signs this new version when conplete or before exporting to yet

anot her donmi n.

This lifecycle pattern supports several practical scenarios:

* A comunications platformcaptures dialog and parties, signs the
vCon, and sends it to an analysis service

* The analysis service creates an anmended vCon with transcription
and sentinent analysis added, signs it, and forwards it to a
business intelligence platform

* The business intelligence platformmay further amend the vCon with
categori zation or disposition data

At each stage, the integrity of prior contributions is preserved
through the chain of signatures, while the overall conversation
record continues to grow with new i nformation

4. Security Considerations

The JSON formof a vCon is contained in a JSON object in one of three
forns:

* unsigned - for internal use or trusted environments where data
integrity and authenticity verification are not required

* signed - for scenarios requiring data integrity verification and
authenticity confirmation w thout encryption, enabling tamper
detection while maintaining readability

* encrypted - for sensitive conversations requiring confidentiality
protection, ensuring that only authorized parties wth proper
decryption keys can access the conversation content

5. | ANA Consi derati ons

Thi s docunent has no | ANA considerations. They will be addressed in
ot her vCon documents.
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