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Abst ract

A vCon is container for data and information relating to a human
conversation. This docunent defines an extension for the JSON vCon
schema in support of call, support or contact center application of
the vCon conversational data exchange fornat.

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
vcon. github.io/draft-ietf-vcon-cc-extension/draft-ietf-vcon-cc-
extension.htm. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-vcon-cc-extension/.

Di scussion of this docunent takes place on the Virtualized
Conversations Wrking Goup nailing list (mailto:vcon@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/vcon/.
Subscribe at https://ww.ietf.org/mailman/listinfo/vcon/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wg-vcon/draft-ietf-vcon-cc-extension

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Thi s docunent adds a number of new paraneters to the Party Object and
the Dialog Object defined as part of the JSON vCon schema in

[ VCON- CORE]. The vCon parameters defined in this docunment have been
determned to be need and are specific to the contact center uses of
vCon. The general framework and requirenents for defining an
extension to the JSON vCon schema are defined in [ VCON- CORE] .

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
2.1. Term nol ogy
See section 2.1 of [VCONCORE] for terminology used in this document.
2.2. JSON Notation
Thi s document uses the same JSON notation that is used in
[ VCON- CORE].  For the ease of docunentation, the convention for JSON
notation used in this docunment is copied fromsection 2.2 of
[ VCON- CORE] .
* "String" - a JSON string type
* "A]" and array of values of type A

Al'l paraneters are assuned to be nandatory unless other w se noted.

hjects or arrays with no or null values MAY be excluded fromthe
vCon.
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3.

3.

3.

3.

vCon JSON (bj ect

Thi s vCon extension adds a new extensi ons parameter name val ue token
The string token "CC' should be included in the extensions array of
the vCon hject. It is not required that consuners of vCons with the
*CC* extension content support this extension. It does not change
the semantics or renove any paraneters formthe core vCon schema
There is no need to list the CC extension name in the *rmust_support*
par amet er .

1. Party Object

Thi s vCon extension adds the foll owi ng new paraneters to the Party
nj ect in support of Contact Center use cases.

1.1. role

The role that the participant played in the conversation. 1In a cal
center there are roles: such as: agents, custoner, supervisor and
specialist. |In conferences there are roles: host, cohost, speaker,

panel i st, participant and other roles. The role paraneter provides
the ability to label the role that the part played in the
conversati on.

* role: "String" (optional)

The foll owi ng values for the role paraneter MAY be used:

*  "agent"

* "customer"

* "supervisor"

* "sme" (for subject nater expert)

* "thirdparty"

O her values for the role paraneter MAY al so be used.

1.2. contact _list

In a contact center scenario, the conversation with this party may be
part of a larger effort of contacting a group of parties,
individually or perhaps in groups. It is sometines useful to
reference the list fromwhich this party was included. The

contact _list may be used as a | abel for foreign key reference to the
contact list that this party was on
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* contact_list "String" (optional)
3.2. Dialog nject

Thi s vCon extension adds the followi ng new paraneters to the D al og
oj ect in support of Contact Center use cases.

3.2.1. canpaign

In a contact center scenario, a dialog may be initiated as part of a
canpai gn or set of dialogs initiated with a conmon goal or focus or
to be handled or treated in a specific way. The canpai gn paraneter
is string that may be used as a |label or foreign key in reference to
an external specification for how the comrunication is to be
initiated, handled or treated. |In sonme case it may be appropriate to
attached the canpai gn data as an Attachnent bject.

* canpaign: "String" (optional)

3.2.2. interaction_type
* interaction_type "String" (optional)
TODO: add enunerated val ues from JDR

3.2.3. interaction_id

TODO Is this different from RFC7989 session ID (session_id in core)?

In a contact center scenario, interactions with a party are often
| abel ed with an identifier. |In some case the interaction is
contained in a single dialog. In others there may be multiple

di al ogs (e.g. nessages or calls) that are all part of a single
interaction. There nay also be many interactions for a single
conversation or vCon. The interaction paraneter is used as a | abe
or foreign key in reference to the interaction |ID.

* interaction_id "String" (optional)
3.2.4. skil

A contact center may service nultiple purposes or custoners. |In this
scenario it is inportant to | abel the conversation segnent or dial og.
The agent or automata which services the dialog are required to have
a specific skill. To facilitate this in a vCon dialog, the skil

paraneter is provided. The string values of the skill paraneter are

contact center specific.
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* skill "String" (optional)
4. Security Considerations

Security considerations are covered in the [ VCON- CORE] docunent.
This extension to vCon adds no additional security concerns.

5. | ANA Consi derati ons
5.1. vCon JSON Registry Additions
5.1.1. vCon Extensions Nanes Registry

The foll owi ng extension nanme is added to the vCon Extensions Nanes
Regi stry.

[ el Sl p—p— Ll ——_———(— L p——p———(——————r———
| Extension Nanme | Extension | Change | Specification |
| | Description | Controller | Docunent(s): |
[ s e el oo U}
| CC | Contact | IESG | Section 3 RFC |
| | Center | | XXXX |
I I T L i I I i +
Table 1

5.1.2. Parties Ohject Paranmeter Nanes Registry

The foll owi ng defines additional values for the vCon Parties Ohject
Par amet er Nanmes Regi stry.

| Parameter | Parameter | Change | Specification |
| Nane | Description | Controller | Docunent(s) |
[ ety ety ey el
| role | agent party role | I ESG | Section 3.1.1 |
| | | | RFC XXXX |
o e e e e o - o e e e e e e e oo S Fom e e e oo - +
| contact _list | contact_list | IESG | Section 3.1.2 |
| | including this party | | RFC XXXX |
oo s g Fom ek oo +

Tabl e 2
5.1.3. Dialog Object Parameter Names Registry

The following defines the initial values for the vCon D al og Object
Par amet er Nanmes Regi stry.
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| Parameter Name | Parameter | Change | Specification |
| | Description | Controller | Document(s) |
[ e ———————— L ————————————————— L p—p—p—_——————— Llpp—p—p—_——————————
| canpaign | campaign to | I ESG | Section 3.2.1 |
| | which dial og | | RFC XXXX |
| | is part of | | |
Fom e e e oo o e e e e oo oo Fomm e oo - o m e e e oo - +
| interaction_type | dialog | I ESG | Section 3.2.2 |
| | interaction | | RFC XXXX |
I | type I I I
e R - . +
| interaction_id | dialog | 1 ESG | Section 3.2.3

| | interaction | | RFC XXXX |
| | id | | |
o e e e e oo oo o e e e e oo R S +
| skill | required | I ESG | Section 3.2.4

| | skill | | RFC XXXX |
IR I IR S ISRy I IRy +

Tabl e 3

6. Contact Center Use Cases
6.1. Types of Applications

In the contact center, there are several different types of
appl i cations which require consunption of recordings. These
typically go under the noni ker of Workforce Optim zation (WFO). This
section describes the nain ones.

6.1.1. Recording

Call Recording applications receive call recordings fromthe core,
and then provide long term storage, playback, and search
functionality. Recording storage is needed for archival purposes,
and is often a requirenent to neet conpliance regulations in certain
i ndustri es.

6.1.2. Qality Managenent (QW

Qual ity Managenment (QW) applications are used by contact center
managers to nake sure agents are follow ng guidelines on proper
handling of calls. Many consunmers are famliar with the greeting
pl ayed in voice response systens which say, "This call may be
monitored for quality and training purposes”". That greeting refers
specifically to QM applications
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QM applications allow a user - an enployee in the quality managenent
group typically - to playback recordings for a particul ar agent, and
then based on that recording, rate themon how they perforned. These
ratings are nmade agai nst a questionnaire that defines the rubric

agai nst which agents are scored. This rubric will often include
questions like, "Did the agent thank the customer for calling and ask
them how they can help"? O, "Did the agent upsell the custoner on
the newest product?". These scorecards are then shared with the
agents and their managers (the supervisors), along with coaching and
training materials to handl e cases where the agent didn't do well.
Oiginally, scoring was done entirely by humans, and as a
consequence, only a handful of calls for each agent could possibly be
scored. These were often done by sanmpling calls at random

It is also conmon for QM applications to use speech recognition
technology to transcribe calls into text. This allows a call to be
scored nore quickly, and enabl es search functions for sel ection of
specific calls that woul d be good candi dates for scoring.

A part of the agent role involves usage of corporate applications,
such as ordering, billing, shipping, to handle the custoner inquiry.
To determ ne whether agents are using these tools correctly, it is
common in the contact center for agents to have desktop recording
applications installed. These record the screen content as a video
file. Typically, the vendor of the QM software provi des the desktop
screen recordi ng and backend applications which receive and store the
recording. These are then conbined with the audio, emil, or chat
recordings that come fromthe core. The followi ng shows the flow of
recordings in this use case

Fome e +
| Cust omrer |
Fomm oo +
N Real Tine
| Voice
I
V Recor di ng to-mee - +
+----+ Transfer +----+ Access | Quality |
| Core+----------- > QM +----------- >| Manager |
+----+ +----+ Fomm e +
N Real Tine n
| Voice |
| | Desktop
\% | Recording
R, + |
| Agent |[------------- +
Fome oo +
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Figure 1: QM Recordi ng Exchanges

In this flow, the custoner calls into the contact center, and is
connected to the core. Typically this is done through the Session
Initial Protocol (SIP) [RFC3261] and the Real -Tinme Transport Protoco
(RTP) [RFC3550]. The call is delivered to the agent, also typically

using SIP and RTP. The core will record the call, and then at the
end of the call, the recording is transferred to the QM system
During the call, the agent desktop is recorded, and this recording is

transferred to the QM system At a later tinme, the Quality Manager
can log into the QM application, and access the recording, inclusive
of the audio, the transcript and the desktop recording.

In practice, there are many variations on this basic exchange.
Sonetimes, the ACD sends the audio portion of the call to the QM
systemusing real -time stream ng, sonetines using SlIPREC [ RFC7866] .
This is then augnmented with meta-data using proprietary REST APIs.

In other cases, the audio is sent post-call, and simlarly, neta-data
i s obtained using proprietary REST APIs. \When transcription takes
place, it is nmost often done by the QM system but not always. In
some cases, a transcript is sent fromthe core to the QV system
instead of, or in addition to, the audio recording.

In a simlar way, the transfer of the desktop recording fromthe
agent’s conmputer to the QM system can happen in real -time or post-
call. Post-call systens will often upload the recording in chunks,
somet i mes doing so after hours or when the agent is not on a call.

A key considering for this use case is the concept of recording
stitching.

In a typical call in the contact center, there are multiple segnents,
each of which represents a phase of the call. There will be a
segnent that contains the custoner’s interaction with the voice
response system where no agents were present. \Wen the custoner is
connected to an agent, there will be a segnent representing the
portion of the call where the customer talks to the agent. As the
call is conferenced, transferred or held, each corresponds to an
addi ti onal segnent.
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The process of assenbling together these segnents into a conplete
recording is referred to as stitching. Different stitches are needed

dependi ng on the use case. In a QM use case, the quality manager is
rating the agent, and thus what matters is the call as seen by that
agent. In the case where a call was handled by nultiple agents (a

common use case in the contact center), a single call would result in
two separate stitched recordings - one representing the custoner’s
time with the first agent, and the second with the second agent.

This is different than recordi ng use cases as descri bed above, where
what matters is the entire call as seen by the custoner.

6.1.3. Speech Anal ytics

Speech anal ytics applications provide graphs and dashboards on the
content of conversations. For voice calls, this includes netrics
like cross-talk, silence durations, and anger, which are conputed
directly fromthe voice. Voice calls are often transcribed to text,
and further analysis is provided on the text. This night include
customer sentinent, frequency of conmon reasons for call, and so on
These tools will also often provide discovery features, such as word
cl ouds and cl ustering.

Speech analytics tools are often used to hel p conpani es deci de which
calls should be reviewed for quality managenent. This is an

i mprovenent over pure random based sanpling. They are also used to
hel p conpani es i nprove their processes in the contact center,
identifying areas where agents are inefficient. For exanple, speech
anal ytics can be used to determine that there has been a spike in
custoner refund requests, and the agents are taking too long to
handl e these types of calls.

Architecturally, speech analytics look a lot |like recording. At the
end of the call, a transcript is sent fromthe core platformto the
speech analytics platformfor processing. Mta-data is then fetched.

6.2. PlIl and PCl Redaction

A common requirenent in contact center use cases is the redaction of
payment card information (PCl) and personally identifiable
information (PI1) fromrecordings and transcripts. This happens in
several ways

For paynment cards, it is common for the agent to transfer the call to
dedi cat ed voi ce response systens whose job is to collect the credit
card nunbers and process them This way, the agent never hears this
information. Furthernore, the systemcan be configured to pause the
recording so that this particular segnent is not recorded. For cases
where the agent does collect the credit card information, it is
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common for systems to have a "pause recordi ng" button that can be
triggered manually by the agent to ensure that this content is not
recorded. Another common solution is to instrument the website where
credit card information is entered, so that when the agent places
their nouse into this form the recording is paused. It would be
useful in the vCon to indicate that this particular section of the
recordi ng was absent for PCl reasons.

It is also a comon request to renmove PIl information, such as first
and | ast nane, street address, enmail address, and phone nunbers, from
recordings and fromtranscripts. |n such cases, it is desirable to
clearly indicate in the transferred recording that this has happened,
so that downstream anal ytics applications function properly. Just
replacing a first nane with "XXX' is likely to confuse a word cl oud
tool in a speech analytics application, and make it think that "XXX"
is a conmon word in the transcript. At the sane tine, just renoving
the PIl entirely results in transcripts that are inproperly forned

| anguage, naking it harder to process by natural |anguage
under st andi ng (NLU) tools.

6.3. Omi Channe

In contact center, the term"omi channel" is used to refer to the
usage of non-voice conmunications with a custoner. Sonetines, this
means an enmi | exchange or web chat froma wi dget on a web page. In
ot her cases, it can involve a conbination of voice with these other
technol ogi es. For exanple, a customer might call into the contact
center, and then the agent uses SMS to send the custoner links to
information, or collect information fromthe custoner. |In that case,
the overall interaction is conposed of a voice segnent and an SMS
segrment combi ned toget her.

In sone cases, video is used in contact center applications. Mstly,
this is in support of the "see what | see" case, where the custoner
uses the front canera on their nobile phone to show sonething to the
contact center agent. For exanple, a custoner mght show the agent a
part that is broken and needs to be replaced, to help the agent
identify which part to send. |In other use cases, traditional person-
to-person video is used, in high touch support or sales use cases.

Co-browsing is also used in contact center applications. This is
sonetinmes used in support situations, where a custoner is having
troubl e navigating the website. The agent can take control over the
browsi ng experience and get the customer where they need to be. This
is different than screen sharing use cases comon in neetings.

As it relates to recording, all of these additional channels need to
be included in the vCon

Petrie & Rosenberg Expires 19 April 2026 [ Page 11]



Internet-Draft vCon CC Extension Cct ober 2025

6.4. Depl oynent Topol ogi es

As one might imagine, there are a variety of deploynment topol ogies
for these applications, mxing and matchi ng on-prenise vs cloud
delivery. The core platformcan be delivered on-prenise, or via
cloud. The supporting applications can also be delivered on-prem se
or via cloud. In the cloud delivery nodel, they can be co-resident
with the core application (nmeaning, the vendor of the core service
al so depl oys and operates the supporting application), or be
delivered via different cloud services.
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