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Abstract

Thi s docunent specifies requirenents for an | Pv6 Custoner Edge (CE)
router. Specifically, the current version of this docunent focuses
on the basic provisioning of an | Pv6 CE router and the provisioning
of IPv6 hosts attached to it. The docunent obsol etes RFC 7084.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
Thi s docunent defines basic |Pv6 features for a residential or small -
office router, referred to as an "IPv6 CE router", in order to
establish an industry baseline for features to be inplenmented on such
a router.

Thi s docunent specifies how an | Pv6 CE router automatically
provisions its WAN interface, acquires address space for provisioning
of its LAN interfaces, and fetches other configuration information
fromthe service provider network. Automatic provisioning of nore
compl ex topology than a single router with nultiple LAN interfaces is
out of scope for this docunent.

See [ RFC4779] for a discussion of options available for depl oying
I Pv6 in service provider access networKks.

The docurent does not cover the IP transition technol ogi es avail able

to IPv6 CE routers. For information about IP transition technol ogies
pl ease refer to [ RFC8585].
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1.1. Requirenents Language

Take careful note: Unlike other |IETF documents, the key words "MJST",
"MUST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
" RECOMMVENDED', "MAY", and "OPTIONAL" in this docunent are not used as
described in RFC 2119 [ RFC2119]. This docunent uses these keywords
not strictly for the purpose of interoperability, but rather for the
pur pose of establishing industry-comon baseline functionality. As
such, the docunent points to several other specifications (preferable
in RFC or stable forn) to provide additional guidance to inplenenters
regardi ng any protocol inplenentation required to produce a
successful CE router that interoperates successfully with a
particul ar subset of currently depl oying and pl anned common | Pv6
access networks.

2. Term nol ogy

End- User Net wor k one or nore links attached to the | Pv6 CE
router that connect |Pv6 hosts.

| Pv6 Custoner Edge Router a node intended for hone or small-office
use that forwards | Pv6 packets not
explicitly addressed to itself. The |Pv6
CE router connects the end-user network to
a service provider network

| Pv6 Host any device inplenmenting an | Pv6 stack
receiving I Pv6 connectivity through the
I Pv6 CE router.

LAN Interface an IPv6 CE router’s attachnent to a link in
the end-user network. Exanples are
Et hernet (sinple or bridged), |EEE 802.11
wi rel ess, or other LAN technol ogies. An
I Pv6 CE router may have one or nore
net wor k-1 ayer LAN interfaces.

Servi ce Provider an entity that provides access to the
Internet. 1In this docunent, a service
provi der specifically offers Internet
access using IPv6, and it nmay al so offer
I Pv4 Internet access. The service provider
can provi de such access over a variety of
different transport nethods such as DSL,
cable, wireless, and others.

WAN | nterface an |Pv6 CE router’s attachnment to a |ink
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3.

3.

3.

used to provide connectivity to the service
provi der network; example Iink technol ogies
i nclude Ethernet (sinple or bridged), PPP
links, Frame Relay, or ATM networks, as
well as Internet-layer (or higher-Ilayer)
"tunnel s", such as tunnels over |Pv4 or

I Pv6 itself.

Architecture
1. Current |1Pv4 End-User Network Architecture

An end-user network will likely support both IPv4 and IPv6. It is
not expected that an end user will change their existing network
topology with the introduction of IPv6. There are some differences
in how I Pv6 works and is provisioned; these differences have
inmplications for the network architecture. A typical |Pv4 end-user
network consists of a "plug and play" router with NAT functionality
and a single link behind it, connected to the service provider

net wor k.

A typical |Pv4 NAT depl oynent by default blocks all incom ng
connections. Opening of ports is typically allowed using a Universa
Plug and Play Internet Gateway Device (UPnP I GD) [UPnP-1CD] or sone
other firewall control protocol

Anot her consequence of using private address space in the end-user
network is that it provides stable addressing; that is, it never
changes even when you change service providers, and the addresses are
al ways there even when the WAN interface is down or the custonmer edge
router has not yet been provisioned.

Many existing routers support dynami c routing (which | earns routes
fromother routers), and advanced end-users can build arbitrary,
conpl ex networks using manual configuration of address prefixes
conbined with a dynanic routing protocol

2. |1 Pv6 End-User Network Architecture

The end-user network architecture for I Pv6 should provide equival ent
or better capabilities and functionality than the current |Pv4
architecture.

The end-user network is a stub network. Figure 1 illustrates the
nmodel topology for the end-user network.
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Figure 1. An Exanple of a Typical End-User Network
This architecture describes the:
* Basic capabilities of an | Pv6 CE router

* Provisioning of the WAN interface connecting to the service
provi der

* Provisioning of the LAN interfaces

For IPv6 nmulticast traffic, the IPv6 CE router nay act as a Milticast
Li stener Discovery (M.D) proxy [ RFC4605] and may support a dynamc
mul ti cast routing protocol

The 1 Pv6 CE router may be manually configured in an arbitrary

topol ogy with a dynam c routing protocol. Automatic provisioning and
configuration are described for a single IPv6 CE router only.
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3.

4.

4.

2.1. Local Conmunication

Li nk-1 ocal 1Pv6 addresses are used by hosts comuni cating on a single
link. Unique Local IPv6 Unicast Addresses (ULAs) [RFC4193] are used
by hosts comunicating within the end-user network across nultiple
l'inks, but without requiring the application to use a globally
routabl e address. The IPv6 CE router defaults to acting as the

demar cation point between two networks by providing a ULA boundary, a
mul ti cast zone boundary, and ingress and egress traffic filters.

Host i npl enentati ons nmay not handl e the case where they have an | Pv6
address configured and no | Pv6 connectivity, either because the
address itself has a limted topol ogical reachability (e.g., ULA) or
because the IPv6 CE router is not connected to the | Pv6 network on
its WAN interface. To support host inplenentations that do not
handl e multihoming in a multi-prefix environnment [ RFC7157], the |Pv6
CE router should not, as detailed in the requirenents bel ow,
advertise itself as a default router on the LAN interface(s) when it
does not have | Pv6 connectivity on the WAN i nterface or when it is
not provisioned with | Pv6 addresses. For local |Pv6 comunication,
the mechani snms specified in [ RFC4191] are used

ULA addressing is useful where the IPv6 CE router has multiple LAN
interfaces with hosts that need to communicate with each other. |If
the IPv6 CE router has only a single LAN interface (I Pv6 link), then
I'i nk-1 ocal addressing can be used instead.

Coexi stence with IPv4 requires any |IPv6 CE router(s) on the LAN to
conformto these recomendati ons, especially requirenments ULA-5 and
L-4 bel ow.

Requi renment s
1. Ceneral Requirenents

The 1 Pv6 CE router is responsible for inplenenting IPv6 routing; that
is, the IPv6 CE router nust look up the |Pv6 destination address in
its routing table to decide to which interface it should send the
packet .

In this role, the IPv6 CE router is responsible for ensuring that
traffic using its ULA addressing does not go out the WAN interface
and does not originate fromthe WAN i nterface.

G1l: An IPv6 CE router is an I Pv6 node according to the | Pv6 Node
Requi renents specification [ RFC8504].
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G 2: The IPv6 CE router MJUST inplenment | CMPv6 according to
[ RFC4443]. In particular, point-to-point |inks MJST be handl ed
as described in Section 3.1 of [RFC4443].

G 3: The IPv6 CE router MJUST NOT forward any | Pv6 traffic between
its LAN interface(s) and its WAN interface until the router has
successfully completed the | Pv6 address and the del egated
prefix acquisition process.

G 4: By default, an IPv6 CE router that has no default router(s) on
its WAN i nterface MJUST NOT advertise itself as an | Pv6 default
router on its LAN interfaces. That is, the "Router Lifetinme"
field is set to zero in all Router Advertisenment nessages it
ori gi nates [ RFC4861].

G5: By default, if the IPv6 CE router is an advertising router and
| oses its IPv6 default router(s) and/or detects |oss of
connectivity on the WAN interface, it MJUST explicitly
invalidate itself as an I Pv6 default router on each of its
advertising interfaces by inrediately transnmtting one or nore
Rout er Advertisenment nessages with the "Router Lifetime" field
set to zero [ RFC4861].

G 6: The IPv6 CE router MJUST NOT forward packets with Link-Loca
source or destination addresses to other |inks [RFC4291]],
Section 2.5.6. However, there is a corner case discussed in
[ RFC4007], Section 9, where a router is expected to forward a
packet with Link-Local source or destination addresses back to
the link it was received on, if appropriate, and subject to
Nei ghbor Di scovery resolution of the destination address.

G 7: The IPv6 CE router MUIST support Hop-by-Hop Option processing as
described in [ RFC9673] .

4.2. WAN-Side Configuration

The 1Pv6 CE router will need to support connectivity to one or nore
access network architectures. This docunent describes an | Pv6 CE
router that is not specific to any particular architecture or service
provi der and that supports all conmmonly used architectures.

| Pv6 Nei ghbor Discovery and DHCPv6 protocols operate over any type of
| Pv6-supported link layer, and there is no need for a link-Iayer-
specific configuration protocol for |IPv6 network-1ayer configuration
options as in, e.g., PPP IP Control Protocol (IPCP) for IPv4. This
section makes the assunption that the sanme nechanismw ||l work for
any link layer, be it Ethernet, the Data Over Cable Service Interface
Speci fication (DOCSIS), PPP, or others.
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i de requirenents:

When the I1Pv6 CE router is attached to the WAN interface |ink,
it MUST act as an |IPv6 host for the purposes of stateless
[ RFC4862] or stateful [RFC8415] interface address assignnent.

The 1 Pv6 CE router MUST generate a |link-local address and
finish Duplicate Address Detection according to [ RFC4862] prior
to sending any Router Solicitations on the interface. The
source address used in the subsequent Router Solicitation MJST
be the link-local address on the WAN interface.

Absent other routing information, the IPv6 CE router MJST use
Rout er Di scovery as specified in [ RFC4861] to discover a
default router(s) and install a default route(s) in its routing
table with the discovered router’s address as the next hop

The 1 Pv6 CE router MUST act as a requesting router for the
pur poses of DHCPv6 prefix del egation ([ RFC8415]).

The 1 Pv6 CE router MUST use a persistent DHCP Unique ldentifier
(DU D) for DHCPv6 messages. The DU D MUST NOT change between
network-interface resets or | Pv6 CE router reboots.

The WAN interface of the CE router SHOULD support a Port

Control Protocol (PCP) client as specified in [ RFC6887] for use
by applications on the CE router. The PCP client SHOULD foll ow
the procedure specified in Section 8.1 of [ RFC6887] to discover
its PCP server. This docunent takes no position on whether
such functionality is enabled by default or mechani sns by which
users woul d configure the functionality. Handling PCP requests
fromPCP clients in the LAN side of the CE router is out of
scope.

| ayer requirenents:

If the WAN i nterface supports Ethernet encapsul ation, then
the 1Pv6 CE router MJST support | Pv6 over Ethernet [RFC2464].

If the WAN i nterface supports PPP encapsul ation, the | Pv6 CE
router MJUST support | Pv6 over PPP [ RFC5072].

If the WAN i nterface supports PPP encapsul ation, in a dual -
stack environment with | PCP and | PV6CP runni ng over one PPP

| ogi cal channel, the Network Control Protocols (NCPs) MJST be
treated as independent of each other and start and term nate
i ndependent | y.
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Addr ess assi gnnent requirenents:

WAA- 1:

WAA- 2:

WAA- 4:

WAA- 5:

WAA- 7:

The 1 Pv6 CE router MJIST support Statel ess Address
Aut oconfi guration (SLAAC) [ RFC4862].

The I Pv6 CE router MJUST follow the reconmendations in
Section 4 of [RFC5942], and in particular the handling of
the L flag in the Router Advertisenent Prefix Information
opti on.

The 1 Pv6 CE router MJST support DHCPv6 [ RFC8415] client
behavi or.

The 1 Pv6 CE router MUST be able to support the follow ng
DHCPv6 options: ldentity Association for Non-tenporary
Address (1A NA), Reconfigure Accept [RFC8415], and
DNS_SERVERS [ RFC3646]. The I Pv6 CE router SHOULD be able to
support the DNS Search List (DNSSL) option as specified in

[ RFC3646] .

The 1 Pv6 CE router SHOULD inplement the Network Tine
Protocol (NTP) as specified in [ RFC5905] to provide a tine
ref erence common to the service provider for other

protocol s, such as DHCPv6, to use. |If the IPv6 CE router

i mpl ements NTP, it requests the NTP Server DHCPv6 option

[ RFC5908] and uses the received list of servers as primary
time reference, unless explicitly configured otherwi se. The
| Pv6 CE router SHOULD use the WAN NTP |ist of servers in
response to DHCPv6 nessage requesting NTP Server DHCPv6
option on the LAN side.

If the I Pv6 CE router receives a Router Advertisenent
message (described in [RFC4861]) with the Mflag set to 1
the 1Pv6 CE router MJUST do DHCPv6 address assi gnnent
(request an | A NA option).

If the |Pv6 CE router does not acquire a gl obal |Pv6
address(es) fromeither SLAAC or DHCPv6, then it MJST create
a global I Pv6 address(es) fromits del egated prefix(es) and
configure those on one of its internal virtual network
interfaces, unless configured to require a gl obal |Pv6
address on the WAN i nterface.

The 1 Pv6 CE router MIST support the SOL_MAX _RT option
[ RFC8415] and request the SOL_MAX RT option in an Option
Request Option (ORO.
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WAA- 9:

WAA- 10:

WAA- 11:

WAA- 12:

As a router, the IPv6 CE router MJIST foll ow t he weak host
(Weak End Systen) nodel [RFC1122]. When originating packets
froman interface, it will use a source address from anot her
one of its interfaces if the outgoing interface does not
have an address of suitable scope.

The 1 Pv6 CE router SHOULD inplenment the Information Refresh
Time option and associated client behavior as specified in
[ RFC8415] .

The | Pv6 CE router MJUST NOT use an EUl -64 based address as
di scussed in [RFC7721]. |1Pv6 CE router SHOULD foll ow
[ RFC8064] when generating an | Pv6 address.

If the value of the Oor Mflag in Router Advertisenent
changes from TRUE to FALSE, the CE router MJST continue
runni ng the stateful address autoconfiguration protocol,
i.e., the change in the value of Flags has no effect. 1In
particular, a CE router MJST NOT rei nvoke stateful
configuration if it is already participating in the statefu
protocol as a result of an earlier advertisenent.

Prefix del egation requirenents:

WPD- 1:

WPD- 2:

WPD- 3:

WPD- 4.

The 1 Pv6 CE router MUST support DHCPv6 prefix del egation
requesting router behavior as specified in [ RFC3415]
(ldentity Association for Prefix Delegation (A PD) option).

The 1 Pv6 CE router MAY indicate as a hint to the del egating
router the size of the prefix it requires. |If so, it MJST
ask for a prefix large enough to assign one /64 for each of
its interfaces, rounded up to the nearest nibble, and SHOULD
be configurable to ask for nore.

The 1 Pv6 CE router MJUST be prepared to accept a del egated
prefix size different fromwhat is given in the hint. |If
the del egated prefix is too small to address all of its
interfaces, the I1Pv6 CE router SHOULD | og a system
managenent error. [RFC6177] covers the reconmendations for
service providers for prefix allocation sizes.

By default, the IPv6 CE router MJST initiate DHCPv6 prefix
del egati on when either the Mor Oflags are set to 1in a
recei ved Router Advertisenent (RA) nmessage. Behavior of the
CE router to use DHCPv6 prefix del egati on when the CE router
has not received any RA or received an RA with the Mand the
O bits set to zero is out of scope for this docunent.
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WPD- 5:

WPD- 6:

WPD- 7:

WPD- 8:

WPD- 9:

WPD- 10:

Any packet received by the IPv6 CE router with a destination
address in the prefix(es) delegated to the CE router but not
in the set of prefixes assigned by the CE router to the LAN
nmust be dropped. In other words, the next hop for the
prefix(es) delegated to the CE router should be the nul
destination. This is necessary to prevent forwarding | oops
when sonme addresses covered by the aggregate are not
reachabl e [ RFC4632] .

(a) The IPv6 CE router SHOULD send an | CMPv6 Desti nation
Unr eachabl e nmessage in accordance with Section 3.1 of
[ RFC4443] back to the source of the packet, if the
packet is to be dropped due to this rule.

If the IPv6 CE router requests both an 1A NA and an | A_PD
option in DHCPv6, it MJUST accept an | A PD option in DHCPv6
Advertise/ Reply nessages, even if the nmessage does not
contain any addresses, unless configured to only obtain its
WAN | Pv6 address via DHCPv6; see [ RFC8415].

By default, an IPv6 CE router MJUST NOT initiate any dynamc
routing protocol on its WAN interface.

The 1 Pv6 CE router SHOULD support the [ RFC6603] Prefix
Excl ude opti on.

I Pv6 CE routers SHOULD NOT automatically send a DHCPv6
message with | A PD RELEASE nessages upon restart events.
See Section 3.1 [RFCO096] for further details.

I Pv6 CE routers MJST by default use a WAN-side Identity
Associ ation ldentifier (IAID) value that is stable between
CE router restarts, DHCPv6 client restarts, or interface
state changes (e.g., transient PPP interfaces), unless the
CE router enploys the I AID techniques discussed in

Section 4.5 of [RFC7844]. See Section 3.2 of [RFC9096]for
further details.

4.3. LAN-Side Configuration

The 1 Pv6 CE router distributes configuration information obtained
during WAN interface provisioning to | Pv6 hosts and assists | Pv6
hosts in obtaining | Pv6 addresses. It also supports connectivity of
these devices in the absence of any working WAN i nterface.

An I Pv6 CE router is expected to support an | Pv6 end-user network and
I Pv6 hosts that exhibit the follow ng characteristics:
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1. Link-local addresses may be insufficient for allowing | Pv6
applications to communicate with each other in the end-user
network. The IPv6 CE router will need to enable this
conmmuni cati on by providing globally scoped uni cast addresses or
ULAs [ RFC4193], whether or not WAN connectivity exists.

2. |1 Pv6 hosts should be capabl e of using SLAAC and may be capabl e of
usi ng DHCPv6 for acquiring their addresses.

3. 1Pv6 hosts may use DHCPv6 for other configuration information,
such as the DNS SERVERS option for acquiring DNS i nformation.

Unl ess otherwi se specified, the following requirements apply to the
IPv6 CE router’s LAN interfaces only.

ULA requi renents

ULA-1: The I Pv6 CE router SHOULD be capabl e of generating a ULA
prefix [ RFC4193].

ULA-2: An IPv6 CE router with a ULA prefix MJST maintain this prefix
consistently across reboots.

ULA-3: The value of the ULA prefix SHOULD be confi gurabl e.

ULA-4: By default, the I1Pv6 CE router MJIST act as a site border
router according to Section 4.3 of [RFC4193] and filter
packets with | ocal |Pv6 source or destination addresses
accordingly.

ULA-5: An IPv6 CE router MIUST NOT advertise itself as a default
router with a Router Lifetime greater than zero whenever al
of its configured and del egated prefixes are ULA prefixes.

LAN requi renents:

L-1: The 1 Pv6 CE router MUIST support router behavior according to
Nei ghbor Di scovery for |Pv6 [ RFC4861].

L-2: The 1 Pv6 CE router MJUST assign a separate /64 fromits

del egated prefix(es) (and ULA prefix if configured to provide
ULA addressing) for each of its LAN interfaces.
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L- 3:

L-4:

L-5:

L-6:

L-7:

L- 8:

L-9:

L-12:

Lencse,

An | Pv6 CE router MJST advertise itself as a router for the
del egated prefix(es) (and ULA prefix if configured to provide
ULA addressing) using the "Route Information Option" specified
in Section 2.3 of [RFC4191]. This advertisenent is

i ndependent of having or not having | Pv6 connectivity on the
WAN i nterface.

An | Pv6 CE router MJUST NOT advertise itself as a default
router with a Router Lifetime [ RFC4861] greater than zero if
it has no prefixes configured or delegated to it.

The | Pv6 CE router MJST nake each LAN interface an adverti sing
interface according to [ RFC4861].

In Router Advertisement messages ([ RFC4861]), the Prefix
Information option’s A and L flags MJST be set to 1 by
def aul t.

The A and L flags’ ([RFC4861]) settings SHOULD be user
confi gurabl e.

The 1 Pv6 CE router MJIST support a DHCPv6 server capabl e of
| Pv6 address assignnment according to OR a statel ess DHCPv6
server according to [ RFC8415] on its LAN interfaces

Unl ess the I1Pv6 CE router is configured to support the DHCPv6
I A NA option, it SHOULD set the Mflag to zero and the O fl ag
to linits Router Advertisenent nessages [ RFC4861].

The 1 Pv6 CE router MUIST support providing DNS information in
the DHCPv6 DNS_SERVERS and DOMAI N LI ST options [ RFC3646] .

The 1 Pv6 CE router MJIST support providing DNS information in
the Router Advertisenent Recursive DNS Server (RDNSS) and DNS
Search List options. Both options are specified in [ RFC3106].

The | Pv6 CE router SHOULD nake avail abl e a subset of DHCPv6
options (as listed in Section 21 of [RFC8415]) received from
the DHCPv6 client on its WAN interface to its LAN-si de DHCPv6
server.

The | Pv6 CE router MJST signal stale configuration information
as specified in Section 3.5 of [RFC9096] .

The 1 Pv6 CE router MJUST send an | CMPv6 Destination Unreachabl e
message, code 5 (Source address failed ingress/egress policy)
for packets forwarded to it that use an address froma prefix
that has been invalidated.
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L-15:

L-17:

L-18:

L- 20:

L-21:

The 1 Pv6 CE router MUST NOT advertise prefixes via SLAAC or
assi gn addresses or del egate prefixes via DHCPv6 on the LAN
side using lifetines that exceed the remaining lifetinmes of
the correspondi ng prefixes | earned on the WAN si de via DHCPv6.

The 1 Pv6 CE router SHOULD adverti se capped SLAAC option
lifetimes, capped DHCPv6 | A Address option lifetinmes, and
capped 1A Prefix option lifetines, as specified in Section 3.4
of [ RFC9096] .

The 1 Pv6 CE router SHOULD inpl enent [RFC9131] on the LAN to
avoi d packet | o0ss.

The 1 Pv6 CE router MUST be configured to respond to Router
Solicitations with a unicast Router Advertisenents, as
specified in [RFC7772].

The | Pv6 CE router SHOULD have a default MaxRtrAdvlnterva
val ue of 300 seconds and default M nRtrAdvlnterval val ue of
100 seconds from [ RFC4861]. Note, the interval at which
Rout er Advertisenments are transmted nust be | ower then the
smal | est address |ifetines adverti sed.

The 1 Pv6 CE router SHOULD inpl ement SLAAC renunbering events
as documented in [I-D.ietf-6man-sl aac-renuni.

The | Pv6 CE router MJUST NOT enable | Pv6 Router Adverti senent
Guard, [RFC6105], by default.

LAN Prefix Del egation requirenments (RFC 9818):

LPD-1:

LPD- 2:

LPD- 3:

LPD- 4:

Each I Pv6 CE router MJIST support |Pv6 prefix assignment
according to Section 13.3 of [RFC8415] (ldentity Association
for Prefix Delegation (IA PD) option) on its LAN
interface(s).

Each I Pv6 CE router MJUST assign a prefix fromthe del egated
prefix as specified by L-2. |If insufficient prefixes are
available, the I1Pv6 CE router MJIST | og a system nanagenent
error.

The prefix assigned to a |link MJIST NOT change in the absence
of a local policy or a topol ogy change.

After LAN link prefix assignnments, the IPv6 CE router MJST
keep the remaining | Pv6 prefixes available to other routers
via Prefix Del egation.
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LPD- 5:

LPD- 6:

LPD-7:

LPD- 8:

LPD- 9:

LPD- 10:

LPD- 11:

IPv6 CE routers MIUST nmaintain a |l ocal routing table that is
dynani cal |y updated with | eases and the associ ated next hops
as they are delegated to clients. Packets with destination
addresses in a delegated prefix MJST be routed to that
prefix regardl ess of which interface they are received on
When a del egated prefix is released or expires, the

associ ated route MJST be renmoved fromthe I Pv6 CE router’s
routing table. A delegated prefix expires when the valid
lifetime assigned in the | A PD expires w thout being
renewed. When a prefix is released or expires, it MJST be
returned the pool of avail able prefixes.

By default, the IPv6 CE router’s filtering rules MJST all ow
forwardi ng of packets with an outer |Pv6 header containing a
source address belonging to del egated prefixes, along with
reci procal packets fromthe sane flow, follow ng the
recomendat i ons of [RFC6092]. This updates WPD-5 to not
drop packets from prefixes that have been del egated. |Pv6
CE routers MJST continue to drop packets with destination
addresses in prefixes that are not assigned to the LAN or

del egat ed.

The 1 Pv6 CE router MUST provision | A PD prefixes with a
prefix-length of 64 on the LAN-facing interface unless
configured to use a different prefix-length by the CE router
adm nistrator. The prefix-length of 64 is used as that is
the current prefix-length supported by SLAAC [ RFC4862]. For
hi erarchical prefix delegation, a prefix-length shorter than
64 may be configured.

IPv6 CE routers configured to generate a ULA prefix as
defined in ULA-1 MJST continue to provision avail abl e GUA
| Pv6 prefixes.

If an IPv6 CE router is provisioning both a ULA and GUA via
prefix del egation, the GUA SHOULD appear first in the DHCPv6
packets.

I Pv6 CE routers MJST NOT del egate prefixes via DHCPv6 on the
LAN using lifetimes that exceed the remaining lifetines of
the correspondi ng prefixes | earned on the WAN.

IPv6 CE routers SHOULD utilize the P Flag, as described in
[ RFC9762], if they intend for every client to obtain
prefixes for the network.
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4.4. Security Considerations

It is considered a best practice to filter obviously malicious
traffic (e.g., spoofed packets, "Martian" addresses, etc.). Thus,
the 1Pv6 CE router ought to support basic statel ess egress and
ingress filters. The CE router is also expected to offer mechani sms
to filter traffic entering the customer network; however, the mnethod
by whi ch vendors inplenent configurable packet filtering is beyond
the scope of this docunent.

Security requirenents:

S-1: The IPv6 CE router SHOULD support [RFC6092]. In particular,
the 1Pv6 CE router SHOULD support functionality sufficient for
i mpl ementing the set of reconmmendations in [ RFC6092],
Section 4. This docunent takes no position on whether such
functionality is enabled by default or nechanisns by which
users woul d configure it.

S-2: The IPv6 CE router MUIST support ingress filtering in accordance
with BCP 38 [RFC2827]. This SHOULD be enabl ed by default but
users MJST be able to disable this.

S-3: If the IPv6 CE router firewall is configured to filter incom ng
tunnel ed data, the firewall SHOULD provide the capability to
filter decapsul ated packets froma tunnel
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7. Appendi x: Changes from RFC 7084
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additions and updates. \While this section highlights sone of the

changes, readers should not rely on this section for a conprehensive
list of all changes.

1. Added P flag, and when it can be supported.
2. Added PRefix Del egation on LAN requirements, RFC 9818
3. Added RA Guard, which MJST NOT be enabl ed by default.

4. Added Hop-by-Hop Processing to the General Section.
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5. Added support for SLAAC renunberi ng.

6. Clarified that Link-Local packets should not be forwarded.
7. Added LAN requirements for Router Advertisenments Intervals.
8. Updated to a BCP from I nformational .

9. Added support for RFC 9131.

10. Added text for NTP Servers relayed from WAN to LAN.

11. Updated with RFC 9096 changes for renumnberi ng.

12. Updated to use RFC 8585 for transition technol ogies.

13. Renoved transition technol ogies 6RD and DS-Lite requirenents.
14. Updated to use RFC 8415 for DHCPv6

15. Updated to use RFC 7157 for rmutlihom ng di scussion.

16. Updated to use RFC 8106 for DNS options in Router
Adverti senments.

17. Updated to use RFC 8405 for |Pv6 node requirenents.
18. Updated S-2 requirenment to a MUST to prevent spoofing attacks.
19. Added a requirenent to not utilize EU -64 address.
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