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Abst ract

The Nei ghbor Di scovery (ND) protocol is a critical conponent of the
I Pv6 architecture. The protocol uses nulticast in many nessages. It
al so assunes a security nodel where all nodes on a link are trusted
Such a design might be inefficient in sonme scenarios (e.g., use of
mul ticast in wireless networks) or when nodes are not trustworthy
(e.g., public access networks). These security and operationa

i ssues and the associated mtigation solutions are docunmented in
more than 20 RFCs. There is a need to track these issues and
solutions in a single docunent.

To that aim this docunent sumari zes the published ND i ssues and
then describes how all these issues originate fromthree causes.
Addressing the issues is made sinpler by addressing the causes. This
docunent al so analyzes the mtigation solutions and denonstrates
that isolating hosts into different subnets and |inks can help to
address the three causes. Quidance is provided for selecting a
suitabl e isolation nethod to prevent potential ND issues.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
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at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire in Nov. 2025.
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1. Introduction

Nei ghbor Di scovery (ND) [ RFC4861] specifies the nechanisns that | Pv6
nodes (hosts and routers) on the sanme |link use to conmuni cate and

| earn about each other. Statel ess Address Autoconfiguration (SLAAC

[ RFC4862] builds on those ND nmechanisns to | et nodes configure their
own | Pv6 addresses. Wen anal yzing the issues nodes may encounter
with ND, it helps to view the ND nmessages they exchange throughout
their life-cycle, taking SLAAC into consideration

For a host, the overall procedure is as follows:

1. LLA DAD: The host forms a Link-Local Address (LLA) and perforns
Duplicate Address Detection (DAD) using multicast Nei ghbor
Solicitations (NSs).

2. Router Discovery: The host sends nulticast Router Solicitations
(RSs) to discover a router on the link. The router responds
with Router Advertisenents (RAs), providing subnet prefixes and
other information. The host installs a Neighbor Cache Entry
(NCE) for that router upon receiving the RAs. In contrast, the
router cannot install an NCE for the host at this noment of the
exchange because the host’'s global IP address is still unknown.
When the router |ater needs to forward a packet to the host’'s
gl obal address, it will perform address resolution and instal
an NCE for the host.

3. GUA DAD: The host forms a d obal Unicast Address (GUA)

[ RFC3587] or a Unique Local Address (ULA) [ RFC4193] and uses
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mul ti cast NSs for DAD. For sinplicity of description, this
docunent will not further distinguish GUA and ULA.

Next - hop determ nati on and address resol ution: Wen the host
needs to send a packet, it will first determ ne whether the
next-hop is a router or an on-link host (which is the
destination). If the next-hop is a router, the host already has
the NCE for that router. If the next-hop is an on-link host, it
will use multicast NSs to perform address resolution for the
destination host. As a result, the source host installs an NCE
for the destination host.

Node Unreachability Detection (NUD): The host uses unicast NSs
to determ ne whet her another node with an NCE is still

reachabl e.

Li nk-1 ayer address change announcenent: |f a host’s |ink-Iayer
address changes, it may use multicast Node Advertisements (NAs)
to announce its new link-1ayer address to other nodes.

For a router, the procedure is simlar except that there is no

Rout er Di scovery. Instead, routers performa Redirect procedure that
hosts do not have. A router sends a Redirect to informa node of a
better next-hop for the node’s traffic.

ND uses nulticast in nany nessages, trusts nessages fromall nodes,
and routers may install NCEs for hosts on demand when they are to
forward packets to these hosts. These may | ead to issues.
Concretely, various ND issues and mtigation solutions have been
published in nmore than 20 RFCs, incl uding:

Xi ao

ND Trust Model s and Threats [ RFC3756],

Secure ND [ RFC3971],

Cryptographi cally Generated Addresses [ RFC3972],
ND Proxy [RFC4389],

Optim stic ND [ RFC4429],

ND for nobil e broadband [ RFC6459] [ RFC7066] ,

ND for fixed broadband [ TRL77],

ND Medi ation [ RFC6575],

Operational ND Probl enms [ RFC6583],

Wreless ND (WND) [RFC6775] [ RFC8505] [ RFC8928] [ RFC8929] [ SNDO] ,
DAD Proxy [RFC6957],

Source Address Validation |nprovenent [ RFC7039],
Rout er Advertisenment Guard [ RFC6105][ RFC7113],
Enhanced Duplicate Address Detection [ RFC7527],
Scal abl e ARP [ RFC7586],

Reduci ng Router Advertisenments [ RFC7772],

Uni que Prefix Per Host [ RFC8273],
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ND Optimization for Transparent Interconnection of Lots of
Li nks (TRILL) [RFC8302],
Grat ui tous Nei ghbor Discovery [ RFC9131],
Proxy ARP/ND for EVPN [ RFC9161], and
Usi ng DHCPv6 Prefix Del egati on (DHCPv6-PD) to All ocate Unique
I Pv6 Prefixes per Cient in Large Broadcast Networks [ RFC9663].

Thi s docunent summarizes these RFCs into a one-stop reference (as of
the time of witing) for easier access. This docunment also
identifies three causes of the issues and defines three host

i solation nethods to address the causes and prevent potential ND

i ssues.

1.1. Term nol ogy

Thi s docunent uses the terns defined in [ RFC4861]. Additional terns
are defined in this section.

MAC - To avoid confusion with |ink-1ocal addresses, |ink-I|ayer
addresses are referred to as MAC addresses in this docunent.

Host Isolation - separating hosts into different subnets or |inks.

L3 Isolation - allocating a unique prefix per host
[ RFC8273] [ RFC9663] so that every host is in a different
subnet. G ven that a unique prefix can be allocated per host
on shared media, hosts in different subnets may be on the
same |ink.

L2 Isolation - taking neasures to prevent a host fromreachi ng ot her
hosts directly in Layer 2 (L2) so that every host is in a
different link. Due to the existence of Milti-Link Subnet
[ RFC4903], hosts in different links may be in the sane
subnet. Therefore, L2 Isolation does not inply L3 Isolation,
and L3 Isolation does not inply L2 Isolation either.

L3+L2 Isolation - applying L3 Isolation and L2 |solation
simul taneously so that every host is in a different subnet
and on a different |ink.

Partial L2 Isolation - using an L3 ND proxy [ RFC4389] device to
represent the hosts behind it to other hosts in the sane
subnet. Wthin the subnet, ND nulticast exchange is
segrmented into multiple smaller scopes, each represented by
an ND proxy devi ce.
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2. Review of Inventoried ND |Issues
2.1. Multicast May Cause Performance and Reliability |ssues

In some cases, ND uses multicast for NSs, NAs, RSs, and RAs. Wil e

mul ticast can be highly efficient in certain scenarios, e.g., in
wi red networks, nulticast can also be inefficient in other
scenarios, e.g., in large L2 networks or wrel ess networKks.

Typically, nmulticast can create a | arge anmount of protocol traffic
in large L2 networks. This can consune network bandwi dth, increase
processi ng overhead, and degrade network performance [ RFC7342].

In wirel ess networks, multicast can be inefficient or even
unrel i able due to a higher probability of transm ssion interference,
| ower data rate, and | ack of acknow edgenents (Section 3.1 of [RFC9119]).

Mul ticast-related performance i ssues of the various ND nessages are
summari zed bel ow:

Issue 1: LLA DAD Degrading Performance - in an L2 network of N
addresses (which can be nmuch |arger than the nunber of hosts,
as each host can have nultipl e addresses), there can be N such
mul ti cast nessages. This may cause perfornmance issues when Nis
| ar ge.

Issue 2: Router’s Periodic Unsolicited RAs Draining Hosts’
Battery - nulticast RAs are generally limted to one packet
every M N _DELAY BETWEEN RAS (3 seconds), and there are usually
only one or two routers on the link, so it is unlikely to cause
a performance i ssue. However, for battery-powered hosts, such
messages may wake themup and drain their batteries [RFC7772].

I ssue 3: GUA DAD Degrading Performance - same as in |ssue 1.

I ssue 4: Router’s Address Resolution for Hosts Degrading
Performance - sane as in |ssue 1.

| ssue 5: Host’'s Address Resol ution for Hosts Degrading
Performance - sane as in |Issue 1.

(For Further Study) Hosts' MAC Address Change NAs Degradi ng
Performance - with random zed and changi ng MAC addr esses
[ MADI NAS], there may be many such nulticast nessages.

In wireless networks, nulticast is nore likely to cause packet | oss.
Because DAD treats no response as no duplicate address detected,
packet | oss nmay cause duplicate addresses to be undetect ed.
Multicast reliability issues are summarized bel ow
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I ssue 6: LLA DAD Not Conpletely Reliable in Wreless Networks.
Issue 7: GUA DAD Not Conpletely Reliable in Wrel ess Networks.

Note: |1 Pv6 address collisions are extrenely unlikely. As a result,
these two issues are largely theoretical rather than practical

2.2. Trusting-all-hosts May Cause On-l1ink Security |ssues

In scenarios such as public access networks, sone nodes may not be
trustworthy. An attacker on the |ink can cause the follow ng on-Ilink
security issues [ RFC3756] [ RFC9099]:

I ssue 8: Source | P Address Spoofing - an attacker can use
anot her node’s | P address as the source address of its ND
message to pretend to be that node. The attacker can then
| aunch various Redirect or Denial-of-Service (DoS) attacks.

Issue 9: Denial of DAD - an attacker can repeatedly reply to a
victim s DAD nessages, causing the victim s address
configuration procedure to fail, resulting in a DoS to the
victim

I ssue 10: Rogue RAs - an attacker can send RAs to victimhosts
to pretend to be a router. The attacker can then | aunch vari ous
Redi rect or DoS attacks.

I ssue 11: Spoofed Redirects - an attacker can send forged
Redirects to victimhosts to redirect their traffic to the
legitimate router itself.

I ssue 12: Replay Attacks - an attacker can capture valid ND
messages and replay them | ater

2. 3. Rout er-NCE-on-Denmand May Cause Forwardi ng Del ay, NCE Exhausti on,
and Address Accountability Issues

VWhen a router needs to forward a packet to a node but does not yet
have a Nei ghbor-Cache Entry (NCE) for that node, it first creates an
NCE in the | NCOWLETE state. The router then multicasts an NS to the
node’ s solicited-node nulticast address. Wen the destination
replies with an NA containing its MAC address, the router updates
the NCE with that address and changes its state to REACHABLE
thereby conpleting the entry. This process is referred to as Router-
NCE- on- Demand in this docunent.

Rout er - NCE- on- Demand can cause the follow ng issues:
I ssue 13: NCE Exhaustion - an attacker can send a high vol unme

of packets targeting non-existent |P addresses, causing the
router to create nunerous NCEs in the | NCOWLETE state. The
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resulting resource exhaustion may cause the router to

mal function. This vulnerability, described as "NCE Exhaustion”
in this docunent, does not require the attacker to be on-Ilink
ssue 14: Router Forwardi ng Delay - when a packet arrives at a
router, the router buffers it while attenpting to deternine the
host’s MAC address. This buffering delays forwardi ng and,
depending on the router’s buffer size, may | ead to packet |oss.
This delay is referred to as "Router-NCE-on- Demand For war di ng
Del ay" in this document.

ssue 15: Lack of Address Accountability - with SLAAC, hosts
generate their | P addresses. The router does not becone aware
of a host’s IP address until an NCE entry is created. Wth
DHCPv6 [ RFC8415], the router may not know the host’s addresses
unless it perfornms DHCPv6 snooping. In public access networks,
wher e subscri ber managenent often relies on I P address (or
prefix) identification, this lack of address accountability
poses a chal | enge [ AddrAcc]. Wthout know edge of the host’'s IP
address, network administrators are unable to effectively
manage subscribers, which is particularly problematic in public
access networks. Myreover, once a router has created its NCEs,
ND [ RFC4861] provides no mechanismto retrieve themfor
managenment or nonitoring, as noted in Section 2.6.1 of [RFC
9099] .

2.4. Sunmary of ND Issues

The ND issues, as discussed in Sections 2.1 to 2.3, are sumari zed
bel ow. These issues stemfromthree primary causes: nulticast,
Trusting-all-nodes, and Router-NCE-on-Denand. Elimnating any of
these causes would also nitigate the corresponding i ssues. These
observations provi de gui dance for addressing and preventing ND-

rel ated issues.

(1) Multicast-related issues:

Per f or mance i ssues
0 Issue 1: LLA DAD Degradi ng Performance.
0 Issue 2: Unsolicited RA Draining Host Battery Life.
0 Issue 3: GUA DAD degradi ng perfornmance.
0 Issue 4: Router Address Resolution for Hosts Degrading
Per f or mance.
| ssue 5: Host Address Resolution for Other Hosts Degrading
Per f or mance.
Reliability issues
0 Issue 6: LLA DAD Not Conpletely Reliable in Wrel ess
Net wor ks

o
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0 Issue 7: GUA DAD Not Conpletely Reliable in Wrel ess
Net wor ks

(2) Trusting-all-nodes rel ated issues:

I ssue 8: Source | P Address Spoofing
I ssue 9: Denial of DAD

| ssue 10: Rogue RAs

I ssue 11: Spoofed Redirects

I ssue 12: Replay Attacks

OO0Oo0Oo0oo

(3) Router-NCE-on-Denand rel ated issues:

0 Issue 13: NCE Exhaustion
0 Issue 14: Router Forwardi ng Del ay
0 Issue 15: Lack of Address Accountability

These issues are potential vulnerabilities and may not manifest in
all usage scenari os.

VWhen these issues may occur in a specific deploynent, it is
advi sabl e to consider the mtigation solutions available. They are
described in the foll owi ng section.

3. Review of ND Mtigation Sol utions

Table 1 summarizes ND mitigation solutions available for Issues 1-15
described in Section 2.4. Simlar solutions are grouped, begi nning
with those that address the nost issues. Unrelated solutions are
ordered based on the issues (listed in Section 2.4) they address.
Each solution in the table will be explained in a sub-section |ater,
where abbreviations in the table are descri bed.

In the table, a letter code indicates the RFC category of the
mtigation solution (see BCP 9 [ RFC2026] for explanation of these
categori es):

S - Standards Track (Proposed Standard, Draft Standard, or
I nternet Standard)

E - Experinental

I - Informationa

B - Best Current Practice

U - Unknown (not formally defined by the | ETF)

|ND | RFC Mul ti cast | Reli- |On-1ink|NCE | Fwd. | No A
| solu-|ty-| perf or mance | ability|securi.|Exhau. |Delay |Acct.|
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[tion |[pe |---4---H4---H---hm oo oo R S oo - +
| | | 1| 2| 3| 4| 5| 6] 7| 8-12| 13 | 14 | 15 |
+--m - - T S T U S R, R +--m - - +
| MBBv6| | | Al'l identified issues solved |
+--m o= T L pupup i S Fomm o - Femmm o - +--m o= +
| FBBv6| U | Al'l identified issues solved |
+--- - - T T Tl T g S S +--- - - +
[UPPH | 1| | X | | X| X| | X| [ X | X | X |
+--m - - T S T U S R, R +--m - - +
|[WND | S |AIl issues solved for Low Power and Lossy Networks (LLNs)|
+--m o= T L pupup i S Fomm o - Femmm o - +--m o= +
[SARP | E| | | | | X[ | I I I I I
+--- - - T T Tl T g S S +--- - - +
IND | s | | | | X[ | I I I I I
[TRILL] | 1 | | | | | | | | |
+----- T S T gy U AR, +o-m - - +----- +
IND | s| | | | | X| | I I I I I
[EVPN| | | 1 | | | I I I I I
+--- - - T T Tl T g S S +--- - - +
|7772 | B | X[ | | | | I I I I I
+--m - - T S T U S R, R +--m - - +
IGRAND S| | | | X | | I I | X I
+--m o= T L pupup i S Fomm o - Femmm o - +--m o= +
[SAVI/| | 1 | | 1 I I I I I
[RA b | X I I I
g || | 1 1 1 | | I I I I I
+--m - - T S T U S R, R +--m - - +
|ess3 | | | | | | I | I X I I
+--m o= T L pupup i S Fomm o - Femmm o - +--m o= +
lees6 | s | | | | | | | I I I | X |
+--- - - T T Tl T g S S +--- - - +

Table 1. Solutions for identified issues
3.1. ND Solution in Mbile Broadband | Pv6

The 1 Pv6 solution defined in "IPv6 in 3GPP EPS" [ RFC6459], "I Pv6 for
3GPP Cel lul ar Hosts" [RFC7066], and "Extending an |Pv6 /64 Prefix
froma Third Generation Partnership Project (3GPP) Mbile Interface
to a LAN Link" [RFC7278] is called Mbile Broadband | Pv6 (MBBv6) in
this docunment. They are Informational RFCs. The key points are:

Putting every host, e.g., the nobile User Equipnent (UE), in a
Point-to-Point (P2P) Iink with the router, e.g., the nobile
gat eway. Consequentl|y:
o All nulticast is effectively turned into unicast.
0 The P2P links do not have a MAC address. Therefore, Router-
NCE- on- Demand is not needed.
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o Trusting-all-nodes is only relevant to the router. By
applying filtering at the router, e.g., dropping RAs from
the hosts, even nalicious hosts cannot cause harm

Assigning a unique /64 prefix to each host. Together with the
P2P link, this puts each host on a separate |ink and subnet.
Mai ntai ning (prefix, interface) binding at the router for
f orwardi ng purposes.

Since all the three causes of ND issues are addressed, all the
i ssues di scussed in Section 2.4 are addressed.

3.2. ND Solution in Fixed Broadband | Pv6

The 1 Pv6 solution defined in "IPv6 in the context of TR-101" [TR177]
is called Fixed Broadband 1 Pv6 (FBBv6) in this docunent. FBBv6 has
two flavors:

P2P. Every host, e.g., the Residential Gateway (RG, is in a
P2P link with the router, e.g., the Broadband Network Gateway
(BNG. In this case, the solution is functionally sinmilar to
MBBv6. Al ND issues discussed in Section 2.4 are sol ved.
Point-to-Miulti-Point (P2MP): All hosts, e.g., the RGs,
connected to an access device, e.g., the Optical Line Ternina
(OLT), arein a P2MP link with the router, e.g., the BNG This
is achieved by placing all hosts in a single VLAN on the router
and configuring the OLT to bl ock any frane from bei ng forwarded
between its access ports; traffic fromeach host can trave
only up toward the router, not sideways to another host,
thereby preventing direct host-to-host comunication

The foll owi ng summari zes the two key aspects of the FBBv6- P2MP
architecture as described in [TR177] and the associ ated benefits:

I mpl enenting DAD Proxy [ RFC6957]:

In a P2MP architecture described above, the nornal ND DAD
procedure will breaks down because hosts cannot exchange NSs
with one another. To address this, the router participates in
the DAD process as a DAD Proxy to resol ve address duplication

The benefits are:
o Multicast traffic fromall hosts to the router is

effectively converted into unicast, as hosts can only
communi cate directly with the router
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0 The Trusting-all-nodes nodel is linited to the router. By
applying sinple filtering, e.g., dropping RAs from hosts,
the router can mtigate security risks, even from
mal i ci ous hosts

Assigning a unique /64 prefix to each host:

Assi gni ng each host a unique /64 prefix results in severa
operational inprovenents:

o0 The router can proactively install a forwarding entry for
that prefix towards the host, elimnating the need for
Rout er - NCE- on- Denand.

0 Since each host resides in a different subnet, traffic
bet ween hosts is routed through the router, elimnating
the need for hosts to perform address resolution for one
anot her.

0 Wthout address resolution, router multicast to hosts is
limted to unsolicited RAs. As each host resides in its
own subnet, these RAs are sent as unicast packets to
i ndi vidual hosts. This follows the approach specified in
[ RFC6085], where the host’s MAC address repl aces the
mul ti cast MAC address in the RA

Since all three causes of ND issues are addressed, all ND issues
(Section 2.4) are al so addressed.

3.3. Unique IPv6 Prefix per Host (UPPH)

UPPH sol utions are described in [RFC8273] and [ RFC9663]. Both are
Informational RFCs. [RFCB8273] relies on SLAAC for unique prefix

al l ocation while [ RFC9663] relies on DHCP-PD. That difference in

al | ocati on nechani sm does not change the di scussion on ND issues,
because every IPv6 node is still required to run SLAAC, even when it
receives its prefix via DHCP-PD. Therefore, discussing [RFC8273]
alone is sufficient.

[ RFC8273] "inproves host isolation and enhanced subscri ber
managenment on shared network segnments” such as W-Fi or Ethernet.
The key points are:

Wien a prefix is allocated to the host, the router can

proactively install a forwarding entry for that prefix towards
the host. There is no nore Router-NCE-on- Denand.
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Wt hout address resolution, router nmulticast to hosts consists
only of unsolicited RAs. They will be sent to hosts one by one
in uni cast because the prefix for every host is different.

Since different hosts are in different subnets, hosts will send
traffic to other hosts via the router. There is no host-to-host
addr ess resol ution.

Therefore, ND issues caused by Router-NCE-on-Demand and router
mul ticast to hosts are prevented.

[ RFC8273] indicates that a "network inplenenting a unique |Pv6
prefix per host can sinply ensure that devices cannot send packets
to each other except through the first-hop router”. But when hosts
are on a shared nmedium like Ethernet, ensuring "devices cannot send
packets to each other except through the first-hop router™ requires
addi tional neasures |like Private VLAN [ RFC5517]. W thout such

addi tional measures, on a shared nedium hosts can still reach each
other in L2 as they belong to the sanme Solicited-Node Milticast
Group. Therefore, Trusting-all-nodes and host nulticast to routers
may cause issues. OF the host nmulticast issues (i.e., Issues 1, 3,
5, 6, and 7), Unique Prefix per Host prevents Issues 5 and 7,
because there is no need for address resolution anbng hosts (Issue
5) and there is no possibility of GUA duplication (Issue 7). But
Issues 1, 3, and 6 may occur

3.4. Wreless ND and Subnet ND

Wrel ess ND (WND) [RFC6775] [ RFC8505] [ RFC8928] [ RFC8929] ( St andar ds
Track) defines a fundanentally different ND solution for Low Power
and Lossy Networks (LLNs) [RFC7102]. W ND changes host and router
behaviors to use nulticast only for router discovery. The key points
ar e:

Hosts use unicast to proactively register their addresses at
the routers. Routers use unicast to communicate with hosts and
becone an abstract registrar and arbitrator for address
owner shi p.

The router also proactively installs NCEs for the hosts. This
avoi ds the need for address resolution for the hosts.

The router sets Prefix Information Option (PIO L-bit to O.
Each host comunicates only with the router (Section 6.3.4 of
[ RFC4861]).

O her functionalities that are relevant only to LLNs.

W ND addresses all ND issues (Section 2.4) in LLNs. However, W ND
support is not mandatory for general - purpose hosts. Therefore, it
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cannot be relied upon as a depl oynment option wi thout inposing
additional constraints on the participating nodes.

3.5. Scal abl e Address Resol uti on Protoco

Scal abl e Address Resol ution Protocol [RFC7586] was an Experi nment al
solution. That experinment ended in 2017, two years after the RFC was
publ i shed. Because the idea has been used in mitigation solutions
for more specific scenarios (described in Sections 3.6 and 3.7), it
is worth describing here. The usage scenario is Data Centers (DCs),
where large L2 dommi ns span across nmultiple sites. In each site,

mul tiple hosts are connected to a switch. The hosts can be Virtua
Machi nes (VMs), so the number can be large. The switches are

i nterconnected by a native or overlay L2 network.

The switch will snoop and install (IP, MAC address) proxy table for
the |l ocal hosts. The switch will also reply to address resol ution
requests fromother sites to its hosts with its own MAC address. In
doing so, all hosts within a site will appear to have a single MAC
address to other sites. As such, a switch only needs to build a MAC
address table for the |ocal hosts and the renote switches, not for
all the hosts in the L2 donmmi n. Consequently, the MAC address table
size of the switches is significantly reduced. A switch will also
add the (1P, MAC address) replies fromrenote switches to its proxy
ND table so that it can reply to future address resolution requests
fromlocal hosts for such IPs directly. This greatly reduces the
nunber of address resolution multicast in the network.

Unl i ke MBBv6, FBBv6, and UPPH, which try to address all ND issues
di scussed in Section 2.4, SARP focuses on reduci ng address
resolution multicast to inprove the performance and scal ability of
| arge L2 domains in DCs.

3.6. ARP and ND Optim zation for TRILL
ARP and ND Optimzation for TRILL [ RFC8302] (Standards Track) is
simlar to SARP (Section 3.5). It can be considered an application
of SARP in the TRILL environnent.
Li ke SARP, ARP, and ND Optimization for TRILL focuses on reducing

mul ticast address resolution. That is, it addresses Issue 5 (Section
2.1).
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3.7. Proxy ARP/ND in Ethernet Virtual Private Networks (EVPN)

Proxy ARP/ND in EVPN is specified in [RFC9161] (Standards Track).
The usage scenario is DCs where |arge L2 donai ns span across
multiple sites. In each site, nmultiple hosts are connected to a
Provi der Edge (PE) router. The PEs are interconnected by EVPN
tunnel s.

PE of each site snoops the |ocal address resolution NAs to build
(I'P, MAC address) Proxy ND table entries. PEs then propagate such
Proxy ND entries to other PEs via the Border Gateway Protocol (BGP).
Each PE al so snoops | ocal hosts’ address resolution NSs for renote
hosts. If an entry exists in its Proxy ND table for the renpte
hosts, the PE will reply directly. Consequently, the number of
mul ti cast address resol ution nmessages is significantly reduced.

Li ke SARP, Proxy ARP/ND in EVPN al so focuses on reduci ng address
resolution multicast.

3.8. Reducing Router Advertisenents

Mai ntai ning | Pv6 connectivity requires that hosts be able to receive
periodic nulticast RAs [ RFC4861]. Hosts that process unicast
packets while they are asleep nust also process nulticast RAs while
they are asleep. An excessive number of RAs can significantly reduce
the battery life of nobile hosts. [RFC7772] (Best Current Practice)
specifies a solution to reduce RAs:

The router should respond to RS with uni cast RA (rather than
the normal nulticast RA) if the host’s source |IP address is
specified and the host’s MAC address is valid. This way, other
hosts will not receive this RA

The router should reduce the nmulticast RA frequency

[ RFC7772] addresses |Issue 2 (Section 2.1).
3.9. Gatuitous Neighbor Di scovery (GRAND)
GRAND [ RFC9131] (Standards Track) changes ND in the foll ow ng ways
A node sends unsolicited NAs upon assignhing a new | Pv6 address
to its interface.

A router creates a new NCE for the node and sets its state to
STALE

Xi ao Expi res Nov. 26, 2025 [ Page 15]



I nternet-Draft nd- consi der ati ons May 2025

When a packet for the host later arrives, the router can use the

exi sting STALE NCE to forward it imediately ([ RFC4861] Section
7.2.2). It then verifies reachability by sending a unicast NS rather
than a nmulticast one for address resolution. In this way, GRAND
elimnates the Router Forwarding Delay. But it does not sol ve other
Rout er - NCE- on- Demand i ssues. For exanpl e, NCE Exhaustion can stil
happen.

3.10. Source Address Validation Inprovenment (SAVI) and Router
Advertisement Guard

SAVI [RFC7039] (Informational) binds an address to a port on an L2
switch and rejects clainms fromother ports for that address.
Therefore, a node cannot spoof the |IP address of another node.

Rout er Advertisenment Guard (RA-Guard) [RFC6105][ RFC7113]
(Informational) only allows RAs froma port that a router is
connected to. Therefore, nodes on other ports cannot pretend to be a
router.

SAVI and RA-CGuard address the on-link security issues.
3.11. RFC 6583 Dealing with NCE Exhaustion Attacks

[ RFC6583] (Informational) deals with the NCE Exhaustion attack issue
(Section 2.3). It recomends that:

Qperators shoul d

o Filter unused address space so that nmessages to such
addresses can be dropped rather than triggering NCE
creation.

o Inplement rate-limting mechani sms for ND nessage
processing to prevent CPU and nenory resources from being
over whel ned.

Vendors shoul d

o Prioritizing NDP processing for existing NCEs over creating

new NCEs

[ RFC6583] acknow edges that "sone of these options are 'kl udges’,
and can be operationally difficult to nanage". [RFC6583] partially
addresses the Router NCE Exhaustion issue. In practice, router
vendors cap the nunber of NCEs per interface to prevent cache
exhaustion. If the link has nore addresses than that cap, the router
cannot keep an entry for every address, and packets destined for
addresses wi thout an NCE are sinply dropped [ RFC9663].
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3.12. Registering Self-generated | Pv6 Addresses using DHCPv6

In IPv4, network administrators can retrieve a host’s |IP address
fromthe DHCP server and use it for subscriber nmanagenent. In | Pv6
and SLAAC, this is not possible (Section 2.3).

[ RFCO686] (Standards Track) defines a nmethod for inforning a DHCPv6
server that a host has one or nore self-generated or statically
configured addresses. This enabl es network adm nistrators to
retrieve the | Pv6 addresses for each host fromthe DHCPv6 server

[ RFC9686] provides a solution for Issue 15 (Section 2. 3).

3. 13. Enhanced DAD

Enhanced DAD [ RFC7527] (Standards Track) addresses a DAD failure
issue in a specific situation: a | ooped back interface. DAD wl |
fail in a | ooped-back interface because the sending host will
receive the DAD nessage back and will interpret it as another host
is trying to use the sane address. The solution is to include a
Nonce option [ RFC3971] in each DAD nessage so that the sendi ng host
can detect that the | ooped-back DAD message is sent by itself.

Enhanced DAD does not solve any ND issue. It extends NDto work in a
new scenario: | ooped-back interface. It is reviewed here only for
conpl et eness.

3.14. ND Mediation for IP Interworking of Layer 2 VPNs

ND medi ation is specified in [ RFC6575] (Standards Track). Wen two
Attachnment Circuits (ACs) are interconnected by a Virtual Private
Wred Service (VPWS), and the two ACs are of different nedia (e.qg.,
one is Ethernet while the other is Frane Rel ay), the two PES nust
interwork to provide mediation service so that a Custoner Edge (CE)
can resolve the MAC address of the renpte end. [ RFC6575] specifies
such a sol ution.

ND Medi ation does not address any ND issue. It extends NDto work in
a new scenario: two ACs of different media interconnected by a VPW5
It is reviewed here only for conpl eteness.

3.15. ND Sol utions Defined before the Latest Versions of ND
The | atest versions of ND and SLAAC are specified in [ RFC4861] and

[ RFC4862]. Several ND mitigation solutions were published before
[ RFC4861]. They are reviewed in this section only for conpl et eness.
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3.15.1. Secure Neighbor Discovery (SeND)

The purpose of SeND [ RFC3971] (Standards Track) is to ensure that
hosts and routers are trustworthy. SeND defined three new ND
options, i.e., Cryptographically Generated Addresses (CGA) [ RFC3972]
(Standards Track), RSA public-key cryptosystem and Ti nestanp/ Nonce,
an aut horization del egati on di scovery process, an address ownership
proof mechani sm and requirenents for the use of these conponents in
the ND protocol

3.15.2. Cryptographically Generated Addresses (CGA)

The purpose of CGA is to associate a cryptographic public key with
an | Pv6 address in the SeND protocol. The key point is to generate
the Interface ldentifier (I1D) of an |IPv6 address by conputing a
crypt ographi c hash of the public key. The resulting IPv6 address is
called a CGA. The corresponding private key can then be used to
sign nmessages sent fromthe address.

CGA assumes that a legitimte host does not care about the bit

combi nation of the 1D that would be created by sone hash procedure.
The attacker needs an exact IID to inpersonate the |egitimte hosts,
but then the attacker is challenged to do a reverse hash cal cul ation
which is a strong mat hemati cal chal |l enge

CGA is part of SeND. There is no reported depl oynent.
3.15.3. ND Proxy

ND Proxy [RFC4389] (Experinental) ains to enable nultiple Iinks
joined by an ND Proxy device to work as a single link

VWhen an ND Proxy receives an ND request froma host on a link,
it will proxy the message out the "best" (defined in the next
par agr aph) outgoing interface. If there is no best interface,
the ND Proxy will proxy the message to all other links. Here,
proxy means acting as if the ND nessage originates fromthe ND
Proxy itself. That is, the ND Proxy will change the ND
message’s source | P and source MAC address to the ND Proxy’s
outgoing interface’s IP and MAC address, and create an NCE
entry at the outgoing interface accordingly.

When ND Proxy receives an ND reply, it will act as if the ND
message is destined for itself, and update the NCE entry state
at the receiving interface. Based on such state information,
the ND Proxy can determ ne the "best" outgoing interface for
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future ND requests. The ND Proxy then proxies the ND nessage
back to the requesting host.

ND Proxy is widely used in SARP (Sections 3.5), ND Optim zation for
TRILL (Sections 3.6), and Proxy ARP/ND in EVPN (Sections 3.7).

3.15.4. Optimistic DAD

Optimstic DAD [ RFC4429] (Standards Track) seeks to minimze address
configuration delays in the successful case and to reduce disruption
as far as possible in the failure case. That is, Optimstic DAD lets
hosts i medi ately use the newly fornmed address to conmuni cate before
DAD conpl etes, assuming that DAD will succeed anyway. |f the address
turns out to be duplicate, Optimstic DAD provides a set of

mechani sms to minimze the inpact. Optimstic DAD nodified the
original ND [RFC2461] and SLAAC [ RFC2462], but the solution was not
incorporated into the | atest specifications of [RFC4861] and

[ RFC4862] . However, inplenentations of Optimstic DAD exi st.

Optimstic DAD does not solve any ND issue (Section 2). It is
reviewed here only for conpleteness.

4. Cuidelines for Prevention of Potential ND |ssues

By knowi ng the potential ND issues and associated nitigation
solutions, network adm nistrators of existing |IPv6 deployments can
assess whether these issues may occur in their networks and, if so,
whet her to deploy the mtigation solutions proactively. Deploying
these solutions nay take tinme and additional resources. Therefore,
it is advisable to plan.

Net wor k adm nistrators planning to start their |1Pv6 deployments can
use the issue-solution information to help plan their depl oyments.
Mor eover, they can take proactive action to prevent potential ND

i ssues.

4.1. Learning Host Isolation fromthe Existing Sol utions
VWil e various ND solutions may initially appear unrel ated,
categorizing theminto four distinct groups highlights an inportant
observation: "host isolation" is an effective strategy for
mtigating ND-rel ated issues.

Goup 1: L3 and L2 Isolation
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This group includes MBBv6 and FBBv6, which isolate hosts at both L3
and L2 by placing each host within its subnet and link. This
prevents ND i ssues caused by multicast and Trusting-all-nodes, as
each host operates within its isolated domain. Furthernore, since
routers can route packets to a host based on its unique prefix, the
need for Router-NCE-on-Denmand is also elinmnated. Therefore, L3 and
L2 Isolation prevent all ND issues.

G oup 2: L3 Isolation

This group includes UPPH solutions |ike [ RFC8273] and [ RFC9663],

whi ch isolate hosts into separate subnets while potentially |eaving
them on the sane shared nedium This approach mitigates ND issues
caused by router nulticast to hosts and elininates the need for

" Rout er - NCE- on- Demand”, as detailed in Section 3. 3.

Group 3: Partial L2 Isolation

Thi s group encompasses sol utions such as WND, SARP, ND Optim zation
for TRILL, and Proxy ND in EVPN. These sol utions use a proxy device
to represent the hosts behind it, effectively isolating those hosts
into distinct multicast domains. Wiile hosts are still |ocated
within the sane subnet, their separation into different multicast
domai ns reduces the scope of ND issues related to multicast-based
address resol ution.

G oup 4: Non-lsolating Sol utions
The final group includes renmaining solutions that do not i npl enent
host isolation. These solutions do not prevent ND issues but instead
focus on addressing specific ND problens.
The anal ysis demonstrates that the stronger the isolation of hosts,
the nore ND i ssues can be mitigated. This correlation is intuitive,
as isolating hosts reduces the nulticast scope, mninizes the nunber
of nodes that nust be trusted, and nay elimnate the need for
"Rout er - NCE- on- Denand", the three primry causes of ND issues.
Thi s understandi ng can be used to prevent ND issues.

4.2. Applicability of Various Isolation Mthods

4.2.1. Applicability of L3+L2 Isolation

Benefits:
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0o Al NDissues (Section 2.4) can be effectively mtigated.
Constrai nts:
1. L2 Isolation

Actions nust be taken to isolate hosts in L2. The required effort
varies by the chosen nethod and depl oyment context. For example, the
P2P met hod [ RFC7066] is heavy-weight, while the Private VLAN met hod
[ RFC5517] is nore nmanageabl e.

2. Unique Prefix Allocation

A large nunmber of prefixes will be required, with one prefix
assigned per host. This is generally not a limtation for IPv6. For

i nstance, nenbers of a Regional Internet Registry (RIR) can obtain a
/29 prefix allocation [RI PE738], which provides 32 billion /64
prefixes - sufficient for any foreseeabl e depl oynment scenari os.
Practical inplenentations, such as MBBv6 assigning /64 prefixes to
billions of nobile UEs [ RFC6459] and FBBv6 assigning /56 prefixes to
hundreds of millions of routed RGs [TR177], denobnstrate the
feasibility of this approach

3. Privacy Issue fromUnique Prefix ldentifiability:

Assi gning a unique prefix to each host may theoretically reduce
privacy, as hosts can be directly identified by their assigned
prefix. However, alternative host identification nethods, such as
cookies, are commonly used. Therefore, unique prefix identifiability
may not make nuch difference. The actual inpact on privacy is
therefore likely to be linited.

4. Router Support for L3 Isolation:

The router nust support an L3 Isolation solution, e.g., [RFC8273] or
[ RFC9663] .

5. A Large Number of Router Interfaces May be Needed

If the P2P method is used, the router nust instantiate a separate
| ogical interface for every attached host. In this case, a |arge
nunber of interfaces will be needed at the router

6. Router as a Bottl eneck
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Since all communication between hosts is routed through the router,
the router may becone a performance bottleneck in high-traffic
scenari o0s.

7. Inconpatibility with Host-Based Milticast Services:

Services that rely on nulticast communication anbng hosts, such as
Mul ticast Domai n Name System [ RFC6762], will be disrupted.

4.2.2. Applicability of L3 Isolation
Benefits:
Al ND issues (Section 2.4) are nitigated, with the exception
of :
o LLA DAD nul ticast degradi ng perfornance,
0 LLA DAD not reliable in wireless networks, and
0 On-link security

These remai ning i ssues depend on the characteristics of the
shared medi um

o If the shared mediumis Ethernet, the issues related to LLA
DAD mul ticast are negligible.

o If nodes can be trusted, such as in private networks, on-
link security concerns are not significant.

No need for L2 Isolation. Consequently, this method can be
applied in a wide range of scenarios, naking it possibly the
nmost practical host isolation nethod.

Constraints, as discussed in Section 4.2.1:

1. Unique Prefix Al ocation

2. Router Support for L3 Isolation

3. Router as a Bottl eneck

4. Privacy |Issue fromUnique Prefix ldentifiability.
4.2.3. Applicability of Partial L2 Isolation

Benefits:

Reduced Multicast Traffic:
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This method reduces multicast traffic, particularly for address
resolution, by dividing the subnet into multiple multicast
domai ns.

Constraint:
Rout er Support for Partial L2 |solation:

The router nmust inplenment a Partial L2 Isolation solution such as
W ND, SARP, ND Optimization for TRILL, and Proxy ND in EVPN to
support this method.

4.3. Cuidelines for Applying |Isolation Methods

Based on the applicability analysis provided in the preceding
sections, network adm nistrators can determ ne whether to inplenent
an isolation nethod and, if so, which nethod is nost appropriate for
their specific depl oynent.

A simple guideline is to consider the isolation nmethods in the order
listed in the preceding sections, progressing fromthe strongest
isolation to the weakest:

Stronger isolation nmethods can prevent nore ND issues, but nmay
al so i npose higher entry requirenents.

Weaker isolation methods have fewer entry requirenments but may
| eave some ND i ssues unmiti gated.

The choi ce between L3+L2 Isolation and L3 |Isolation often depends on
the cost of inplenenting L2 Isolation:

If the cost is acceptable, L3+L2 Isolation is preferable
because it elimnates every ND issue listed in Section 2.4.
O herwi se, L3 Isolation addresses npost of those issues while
keeping the inplenentation effort reasonable.

Sel ecting an isolation nethod that is either too strong or too weak
does not result in serious consequences:

Choosing an overly strong isolation nethod may require the
network adnministrator to neet higher entry requirenents
initially, such as neasures for L2 Isolation, additiona
prefixes, or additional router capabilities.

Choosi ng a "weaker isolation method" may necessitate depl oying
suppl enental ND mitigation techniques to address any unresol ved
ND i ssues.
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In either case, the resulting solution can be functional and
ef fective.

5. Security Considerations
This docunment is a review of known ND issues and sol utions,
i ncluding security. It does not introduce any new sol utions.
Therefore, it does not introduce new security issues.

6. | ANA Consi derations
Thi s docunent has no request to | ANA
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