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Abst r act

Thi s docunent renoves the requirenent introduced in Section 3.1 of
RFC6052 t hat the NAT64 Well-Known Prefix 64: FF9B:: /96 MJST NOT be
used to represent non-global |Pv4 addresses, such as those defined in
[ RFC1918] or listed in Section 3 of [ RFC5735]. The proposed change
enabl es | Pv6-only nodes to reach IPv4-only services w th non-gl obal
addresses by | everagi ng the Well-Known Prefix.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-v6ops-nat64-wkp-1918/.

Di scussion of this docunent takes place on the | Pv6 Operations
Wirking Goup mailing list (rmailto:v6éops@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/v6ops/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/v6ops/.

Source for this draft and an issue tracker can be found at
https://github. com furryl13/6052-updat e- wkp1918.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 31 August 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Section 3.1 of [RFC6052] prohibits IPv4/IPv6 translators from using

the Well-Known Prefix (VWKP, 64:FF9B::/96) to represent non-gl oba
| Pv4 addresses, such as those defined in [RFC1918] or listed in
Section 3 of [RFC5735].

This restriction is relatively straightforward to inplenent in DNS64
[ RFC6147]: a DNS64 server sinply avoids synthesizing an AAAA record

using the WKP if the original A record contains a non-global |Pv4
address. However, this requirement introduces significant
operational challenges for systens that do not rely on DNS64 and

i nstead use | ocal synthesis such as CLAT (Custoner-side Translator,

[ RFC6877]), or sinilar approaches.

CCO~NOOOOUIUITUITR,WWN
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Enterprise and other closed networks often require | Pv6-only nodes to
comruni cate with both internal (e.g., using RFC1918 addresses) and
external (Internet) IPv4-only destinations. The restriction in
Section 3.1 of RFC6052 prevents such networks fromutilizing the VWKP
and, consequently, fromrelying on public DNS64 servers (e.qg.
forwardi ng requests for external zones to public DNS64) which utilize
the WKP in order to maxim ze conpatibility.

Usi ng two NAT64 prefixes — the WKP for Internet destinations and a
Net wor k- Specific Prefix (NSP) for non-global |Pv4 addresses — is not
a feasible solution for nodes performing | ocal synthesis or running
CLAT. None of the widely depl oyed NAT64 Prefix Di scovery mechani sns
([ RFC7050], [RFC8781]) provide a nethod to map a specific NAT64
prefix to a subset of |Pv4 addresses for which it should be used.

According to Section 3 of [RFC7050], a node nust use all |earned
prefixes when perform ng |ocal |Pv6 address synthesis. Consequently,
if a node discovers both the WKP and the NSP, it will use both
prefixes to represent global |Pv4 addresses. This duplication
significantly conplicates security policies, troubleshooting, and

ot her operational aspects of the network.

Prohi biting the WKP fromrepresenting non-global |Pv4 addresses

of fers no substantial benefit to IPv6-only or |Pv6-nostly

depl oynents. Simultaneously, it substantially conplicates network
design and the behavi or of nodes.

G ven the recent operational experience in deploying | Pv6-only and

| Pv6-nostly networks, it is desirable to allow translators to use a
single prefix (including the WKP) to represent all |Pv4 addresses,
regardl ess of their global or non-global status. This sinplification
woul d greatly inprove the utility of the WKP in enterprise networks.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2.1. Term nol ogy

Thi s docunent reuses the Term nol ogy section of [RFC6052].
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3.

RFC6052 Updat e

Thi s docunent updates Section 3.1 of [RFC6052] ("Restrictions on the
Use of the Well-Known Prefix") as foll ows:

OLD TEXT:

The Wel | -Known Prefix MJUST NOT be used to represent non-gl obal |Pv4
addresses, such as those defined in [RFC1918] or listed in Section 3
of [RFC5735]. Address translators MJUST NOT transl ate packets in

whi ch an address is conposed of the Well-Known Prefix and a non-

gl obal 1Pv4 address; they MJST drop these packets.

The Wel | -Known Prefix MAY be used to represent non-gl obal |Pv4
addresses, such as those defined in [RFC1918] or listed in Section 3
of [RFC5735]. Address translators MJST transl ate packets in which an
address is conposed of the Well-Known Prefix and a non-gl obal |Pv4
address unl ess configured otherw se. |nplenentations MAY choose not
to transl ate such packets by default. Such inplenmentati on SHOULD
have a configuration knob to enable translation for such packets.

As noted in Errata 5547 ([ElI D5547]):

| Pv4 packets with private destination addresses are routinely
translated to | Pv4 packets with gl obal destination addresses in
NAT44. Simlarly, an | Pv6 packet with a destination address
representing a private | Pv4 address [ RFC6052] can be translated to an
| Pv4 packet with a global destination address by NAT64 [ RFC6146]. |If
a 464XLAT CLAT cannot translate a private |Pv4 address to an | Pv6
address using the NAT64 /96 prefix and that |Pv4 address [ RFC6052],
then the packet nay not be translated to an | Pv4 packet with a gl oba
address by the 464XLAT PLAT (stateful NAT64). This changes the
intent of the sender, and in so doing violates the end to end
princi pl e.

Renovi ng the requirenent introduced in RFC 6052 Section 3.1 addresses
this errata.
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4.

4.

4.

Oper ational Considerations

There may be cases when it is desirable to ignore translation of
private use | Pv4 addressing due to internal policy or overl apping
internal networks. It is inportant to note, however, that

overl apping networks in | Pv6 transl ated addresses are al so
overlapping in I Pv4, and so behavior will be simlar across protocols
in the vast majority of use cases. In environnents reliant on

[ RFC7050] may be required to create configurations which address the
filtering of private use |IPv4 addressing if there is an expectation
of conpliance with the original section 3.1

1. Existing Behavior

Testing of existing non-nobile CLAT inplenentations has shown that
there is significant |ack of support for conpliance with the origina
test of [ RFC6052] section 3.1, indicating the operational behaviors
of devices utilizing a client side translator (CLAT) are aligned with
the proposed text at present, and that conpliance with the existing
text will cause potential operational overhead as adjustments to
current practice will be required.

Further, where client side translation and |ocal synthesis is used,
it is currently not possible to enploy nore than one translation
prefix, as none of the wi dely depl oyed NAT64 Prefix Discovery
mechani sms ([ RFC7050], [RFC8781]) provide a nethod to nmap a specific
NAT64 prefix to a subset of |Pv4 addresses for which it should be
used.

2. Use of Network Specific Prefix

Use of a network specific prefix such as provided by [ RFC8215] does
not preclude the renoval of section 3.1 as a MJST requirenent. |If a
net wor k enpl oys a network specific prefix the behavior of

synthesi zing a private use | Pv4 address is not prevented by standard.
The use of a network specific prefix inplies the existence of a loca
mechani sm for synthesizing | Pv6 addresses based on that specific
prefix, and thereby rules out use of a public DNS64 resolver in the
vast majority of cases, as large scale public DNS64 resolvers use the
VWKP to nmaxinmze conpatibility.

Kumari & Li nkova Expi res 31 August 2026 [ Page 5]



I nternet-Draft nat 64- wkp- 1918 February 2026

5.

7

7

Security Considerations

Legitim zing packets where the | Pv6 destination address is composed
of the WKP and a non-gl obal |Pv4 address does not, inherently,

i ntroduce new security considerations. Wether a specific traffic

fl ow between an | Pv6-only source and a non-gl obal |Pv4 destination
(or any flow to a non-global |IPv4 destination) is legitimte is a
matter of |ocal network topol ogy and admi nistrative policy. However,
exi sting NAT64 inplementations compliant with RFC 6052 are expected
to drop such packets. Adnministrators may be relying on this inplicit
filtering as a built-in security nmechanismto prevent unauthorized
access to private I Pv4 infrastructure, rather than inplenenting
explicit security policies. This reliance is particularly preval ent
i n managed NAT64 (PLAT) environnents.

Modi fyi ng the recommended behavior to all ow such address conpositions
may, in the absence of explicit filtering, enable traffic flows that
were previously prohibited by the translator’s default logic. To
mtigate this risk, existing managed NAT64 i npl ementati ons conpli ant
with RFC 6052 SHOULD NOT alter their default dropping behavior.

I nstead, they SHOULD provide a configuration knob to enable this
functionality, ensuring that the transition to supporting non-gl oba
addresses is an intentional adninistrative action acconpani ed by a
revi ew of local security policies.

Furt hernmore, adm nistrators should not rely on the interna
verification logic of the translator to enforce security boundari es.
I nstead, explicit polcies such as access control lists (ACLs),
firewall policies or NAT rules nust be used to define authorized
traffic patterns through the transl ator

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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