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Abst ract

464XLAT defines an architecture for providing |IPv4d connectivity
across an | Pv6-only network. The solution involves two functiona

el ements: a provider-side translator (PLAT) and a custoner-side
translator (CLAT). This docunent updates the 464XLAT specification
(RFC6877) and Requirenments for | Pv6 Custonmer Edge Routers (RFC8585)
by further defining CLAT node behavi or and | Pv6 Customer Edge Routers
to support |Pv4-as-a-Service by providing recormendati ons for node
devel opers on enabling and di sabling CLAT.
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1. Introduction

464XLAT is widely deployed in 3GPP networks (as described in

Section 4.2 of [RFC6877]) where User Equi prment (UE) such as nobile
phones and custoner equi pnent (CE) routers performthe customer-side
transl ation (CLAT) function, providing an | Pv4 address and default
route for applications and tethered devices. Enabling 464XLAT

al | oned nobil e operators to transition UE to | Pv6-only node, where UE
cellular interfaces have only | Pv6 addresses, and no forwardable |Pv4
addr esses.

| Pv6-only hosts used to be rather uncomobn outside of nobile networks

and datacenters. Even if a network offers provider-side translator
(PLAT) functionality in the formof NAT64 [ RFC6146], hosts (desktops,
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| aptops, etc.) still needed the network to provide |IPv4 connectivity,
as ot herwi se applications which require IPv4 would fail. However, as
more and nore operating systens outside of the 3GPP world support
CLAT, it becomes possible to migrate those devices to | Pv6-only node,
while still providing |IPv4-as-a-Service via 464XLAT. Networks such
as public W-Fi, enterprise networks, or even hone networks can
depl oy 464XLAT as described in Section 4.2 of [RFC6877]:

* PLAT functions are performed by NAT64.
* CLAT functions are performed by the host itself.

I n another variation of the 464XLAT depl oynent (Section 4.1 of

[ RFC6877]) a CE router is connected to an | Pv6-only network and
provi des CLAT functions for |Pv4-enabl ed downstream devi ces.

[ RFC8585] specifies 464XLAT support requirenents for such devices.

Wil e Section 6 of [RFC6877] discusses inplenentation considerations
for the 464XLAT architecture, there is a need for nore detail ed

gui dance for CLAT inplementations. The increase in |Pv6-only

depl oynents has provi ded val uabl e operati onal experience, which has
reveal ed gaps in existing CLAT requirenents. This docunent addresses
these gaps by specifying normative behavi or and providi ng
recomrendations for inplenenting CLAT functions. For example, it
provi des gui dance on how CLAT nodes (such as a host or a CE router)
shoul d enabl e CLAT when connecting to an | Pv6-only network and how
they should react to network changes to minimze negative inpact on
user traffic. This docunent conpl enents and updates [ RFC6877] and

[ RFC8585] .

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy

Thi s docunent reuses nost of the terminology from Section 2 of
[ RFC6877] and additionally defines the follow ng terns:

* CLAT Node: a node (a host or a router) that perforns CLAT
functions by running one or multiple CLAT instances (e.g., one
CLAT instance per interface). "CLAT" is also used in this
docunent to describe the functionality provided by a CLAT Node as
a conmonl y under st ood short hand.
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* | Pv4-only application: An application that requires the presence
of an I Pv4 address and/or |Pv4 default route to operate. Exanples
include, but are not limted to, applications using |Pv4 address
literals or opening IPv4-only sockets.

* | Pv6-only network: A network that does not assign |Pv4 addresses
to hosts and facilitates connectivity to | Pv4-only destinations
usi ng NAT64 [ RFC6146] as it is required by the 464XLAT
architecture [ RFC6877].

* Native IPv4d (such as in 'native | Pv4 connectivity' or 'native |Pv4
default gateway’'): |Pv4 connectivity provided by the network
wi t hout using any formof |Pv4-as-a-Service or |IP address famly
transl ati on mechani sms (such as 464XLAT).

* ULA: Unique Local Addresses [RFC4193].
4. Enabling CLAT

For performance and security reasons CLAT SHOULD NOT be enabl ed
(unless explicitly configured otherwise) for an interface if the node
has native |IPv4 connectivity over that interface (see Section 5 for
nore details). Therefore, recomrendati ons provided in this section
are only applicable to the IPv6-only interfaces of a given node (the
node has no native | Pv4 connectivity via that interface).

To enabl e CLAT, an |IPv6-only node needs to discover the PLAT-side
translation I Pv6 prefix, also known as the NAT64 prefix (see

Section 6.3 of [RFC6877]). For exanple, the PREF64 Router
Advertisenent (RA) option [RFC8781] provides that information and can
be used as a strong indication that the network supports PLAT (NAT64)
functionality. In sone cases, a node mght configure its I Pv6 stack
wi t hout receiving an RA (for exanple, via HITP Capsul es, see
[1-D.ietf-masque-connect-ip-dns]). Therefore an |Pv6-only node
SHOULD enabl e CLAT as soon as it receives a PREF64 option fromthe
net wor k.

Di scussion: this docunent does not require that a node MJST enabl e
CLAT upon receiving an RA because enabling CLAT by default may be
undesirable in certain scenarios. First, in a controlled depl oynent
environment, an administrator mght explicitly prefer that the node
not have CLAT enabled. Second, CLAT is an IPv6 transition technol ogy
whose operational utility will dimnish as | Pv4 dependenci es becone

| ess conmon. Even where CLAT is supported, default enabl erent may
eventual | y become unnecessary.
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A node may have nmultiple IPv6-only interfaces (for exanple, a nobile
phone can be connected to an I Pv6-only W-Fi network and to an

| Pv6-only nobile network). The node MAY choose to enable CLAT on a
subset of its interfaces connected to networks equi pped with PLAT.

In that case the node MJST run an independent, dedicated CLAT

i nstance on each interface the node chooses to enable CLAT on
Consequently, each CLAT instance MJST install a separate default |Pv4
route on each CLAT-enabled interface.

If the node does not receive a PREF64 fromthe network, the node MAY
use other mechanisns to detect the PLAT presence and obtain the NAT64
prefix (such as [RFC7050]). Section 3.1 of [RFC9872] discusses this
approach in nore detail. Wen discovering the NAT64 prefix using the
mechani sm defined in [ RFC7050], the node MJUST foll ow reconmendati ons
provided in [ RFC8880]. Specifically, the node MJST send the query to
the DNS servers for the specific network interface per Section 7.1 of
[ RFC8880]. In particular, queries for AAAA resource records of
"ipvdonly.arpa." MJIST be sent to the DNS resol vers provided through
the specific network interface, not to any resol vers configured
manual |y or otherwi se.

Any delay in enabling CLAT on an | Pv6-only node woul d be inpactfu

for I Pvd-only applications, as such applications cannot benefit from
464XLAT until CLAT is operational. Therefore it is desirable that
the node enabl es CLAT as soon as network support for PLAT is detected
whil e native | Pv4 connectivity is not yet detected. Unless
configured otherw se, the node MJST enable CLAT if the node has not

al ready obtained a non-link-1ocal |Pv4 address by the tine it

di scovers the NAT64 prefix. The node SHOULD NOT wait for an explicit
(DHCP Option 108) or an inplicit (DHCP tineouts) indication that
native | Pv4 connectivity is not available. However, to mitigate
attacks described in Section 7 of [RFC7050] the node MAY del ay
enabling CLAT if the NAT64 prefix was di scovered via DNS [ RFC7050]
only. Such a delay mnimzes the chance of tenporary control of
traffic by an attacker at the expense of delayed | Pv4 connectivity
through CLAT. The length of this optional delay is inplenentation
specific and might, for exanple, be calcul ated heuristically based on
previ ous observations for the given network attachment. Nodes

i mpl ementing this delay MAY provide a configuration option to disable
the delay. |If native IPv4 connectivity becones available later for a
given interface, the node MJST disable CLAT for that interface
(unless explicitly configured to keep it running) as discussed in the
foll owi ng secti on.

If the node supports nultiple I Pv4d continuity solutions, the node

MUST fol |l ow recomrendati ons from Section 4 of [RFC7335] to avoid | Pv4
address space conflicts.
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Di sabl i ng CLAT

It is possible that after a CLAT instance has started, native |Pv4
connectivity becones available (e.g., an |IPv4 address received via
DHCP). If the node is not explicitly configured to prefer CLAT over
native | Pv4 by an administrator, the node MJST di sabl e the CLAT

i nstance i nmedi ately upon obtaining a native | Pv4 default gateway on
the interface served by that instance.

Di sabl i ng CLAT when native |Pv4 connectivity is avail able can be
impactful for all applications and traffic flows already utilizing
CLAT. However, disabling CLAT is recomended not only froma
performance perspective, but also froma security point of view
Section 11 discusses this aspect in nore details.

Native | Pv4 connectivity, which subsequently causes CLAT to be

di sabl ed, might not be intended by the adm nistrator. It could
instead be the result of a network m sconfiguration (such as
accidentally enabling I Pv4) or an attack (such as a rogue DHCPv4
server). In such cases it mght be useful for an administrator to
recei ve signals when CLAT turns on or off as well as changes to

net wor k-recei ved configuration. Therefore the node SHOULD support

| oggi ng the reason for disabling CLAT and any other changes to CLAT
configuration or network signals CLAT is acting on to support

adm ni strator debugging and auditing. As logging is nostly
beneficial in managed environnments, the |oggi ng behavi our SHOULD be
configurable. The |ogging SHOULD be disabled by default to avoid
performance i npacts when the likelihood of anyone consum ng the | ogs
is |ow.

There are sone corner cases when an adninistrator mght prefer the
node to use CLAT even if native |IPv4 connectivity is available (e.g.,
for performance reasons, if |Pv4-as-a-Service performs better than
native I Pv4). This behaviour m ght be desirable for devices which do
not nmove between networks, such as servers or workstations, where the
adm ni strator m ght want to have CLAT enabl ed unconditionally.

However for the reasons described above such behavi our MJST be
explicitly enabled by the adm nistrator via configuration and MJST
NOT be a default behaviour, especially for unmanaged nodes.

CLAT Addresses Consi derations
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6.1. CLAT | Pv4 Addresses

A CLAT instance provides an | Pv4 address and the default IPv4 route
to the local node’'s network stack. However, the node can al so extend
the network downstream and provi des | Pv4 network connectivity to

ot her connected systens (e.g., tethering). Those systenms can be
physical (e.g., various clients connected to a CE router), or |ogica
(e.g., virtual systens running on a node, while the host system acts
as a router and perforns CLAT). 1In all those cases, systens behind a
CLAT node usual |y use [ RFC1918] addresses. A CLAT instance can
either translate these | Pv4 addresses statelessly into | Pv6 addresses
usi ng a dedicated I Pv6 prefix per [RFC6052], or performa statefu
NAT44 between these | Pv4 addresses and a dedicated CLAT | Pv4 address,
which is then statelessly translated to a single dedicated |IPv6
address. In both cases, even with stateful NAT44, translation
between IPv4 and | Pv6 is stateless.

This section only applies to a single dedicated | Pv4 address which a
CLAT instance uses for providing network connectivity only to | oca
applications or using stateful NAT44 when extendi ng network
connectivity downstream

A CLAT instance needs a single |Pv4 CLAT address and a single CLAT-
only IPv6 address (which is distinct fromthe one or nore |Pv6
addresses used by the node running CLAT for its own native |Pv6
connectivity, see Section 6.2.1). A node providing CLAT functions to
| ocal applications SHOULD use | Pv4 addresses fromthe dedicated
192.0.0.0/29 range [RFC7335] because it is reserved for |Pv4d
continuity solutions including but not limted to 464XLAT. Use of
other source |P addresses is technically possible but mght result in
i ncorrect assunptions made by ot her processes relying on the presence
of a source IPv4 address with a 192.0.0.0/29 prefix to determne if
an | Pv4 continuity solution is being used. |If the node runs nultiple
CLAT instances, the node SHOULD use different |ocal |Pv4 addresses
for each CLAT instance. This approach limts the nunber of CLAT

i nstances per node to 8, which seens to be nore than sufficient for
typical configurations at the tine of this witing. |If in the future
some depl oynent scenarios require nore than 8 CLAT instances per

node, a new I Pv4 range will be requested from | ANA

The node MUST NOT send packets to the network fromthe |ocal CLAT
addr esses.

The node SHOULD use 255. 255. 255. 255 as a netmask for the CLAT
address. That allows all 8 addresses from 192.0.0.0/29 to be used,

if needed, since this nmeans that each address is treated as being its
own subnet, rather than being part of a subnet delineated by the
prefi x.
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It should be noted that 192.0.0.0/29 is shared between nultiple |IPv4
continuity solutions such as 464XLAT and DS-Lite (see [RFC7335]).

For exanple, Section 10 of [RFC6333] reserves 192.0.0.1 for the Dual -
Stack Lite default router. However, as per Section 4 of [RFC7335],
the node "MJUST NOT enable two active |IPv4 continuity solutions

simul taneously in a way that woul d cause a node to have overl appi ng
192.0. 0.0/ 29 address space" [RFC7335]. Therefore, as long as the
node is not using DS-Lite, it can use 192.0.0.0/29 for CLAT.

6.2. CLAT | Pv6 Addresses
6.2.1. Obtaining CLAT | Pv6 Addresses

Section 6.3 of [RFC6877] recommends that a CLAT instance acquires a
dedi cated /64 for translating between IPv4 and | Pv6, and only uses a
single interface I Pv6 address if a dedicated prefix is not available
via DHCPv6- PD [ RFC9915]. However, depl oynents where each node can
obtain a dedicated /64 just for CLAT are rather uncomon, especially
in environnents such as enterprise networks and W-Fi hotspots.
Quite often the CLAT instance uses a single |IPv6 address as a source
for all IPv4 traffic translated by CLAT. |In particular, if the CLAT
only provides the I Pv4 connectivity to applications local to the node
(or if the node chooses to perform stateful NAT44) the CLAT instance
only needs a single CLAT |IPv6 address, so obtaining a /64 is
wasteful . For instance, a hone network that gets a /60 fromits ISP
can only connect up to 15 CLAT devices before it runs out of

avail abl e prefixes. Even if the node extends |IPv4 connectivity
downstream the CLAT instance can first performstateful NAT44 to
translate all |Pv4 addresses used by downstream devices to a single
| Pv4 address, and then perform statel ess CLAT.

Thi s docunent updates [ RFC6877] by relaxing the requirenent to
acquire a dedicated /64 prefix for the purpose of sending and
receiving statelessly translated packets. The follow ng
recomrendati ons are made i nstead:

* |f the node is extending |Pv4 connectivity downstream the node
MUST ei t her:

- (Obtain a dedicated prefix that satisfies the requirenments in
section 2.2 of [RFC6052] (e.g., via DHCPv6-PD), and statel essly
transl ate downstream | Pv4 addresses to | Pv6 addresses in this
prefix.

- Performstateful NAT44 fromthe downstream | Pv4 addresses to a

single I Pv4 address and then perform statel ess translation of
that single |IPv4 address to a single dedicated | Pv6 address.
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* |f the CLAT instance only uses a single |IPv4 address (including
scenari os where the node is performng stateful NAT44 to that
address), the instance SHOULD NOT obtain a dedicated prefix for
the purpose of sending and receiving statel essly transl ated
packets.

If the CLAT instance does not obtain a dedicated |Pv6 prefix, the

i nstance MJUST obtain a dedicated | Pv6 address used exclusively for
CLAT functions. A dedicated address is needed because applications
running on a CLAT node can use an | Pv4 socket and an | Pv6 socket to
produce an | Pv4 packet and an | Pv6 packet that after translation are
i dentical, and the CLAT has no way to know whether to translate those
replies and pass them back to the I Pv4 socket or pass them back to
the 1 Pv6 socket as is. For exanple, these two packets sent by the
node will be identical after translation

* An | Pv4 UDP packet from 192.0.0.4:12345 to 203.0.113. 8:53

*  An | Pv6 UDP packet fromthe CLAT |IPv6 address, port 12345 to
[64:ff9b::203.0.113.8]:53

Simlarly, responses (such as ICVMP errors) to I Pv4 and | Pv6 packets
may be identical when they arrive at the CLAT for translation back to
| Pv4. For exanpl e:

* An | CWPv6 Echo Reply packet from 64:ff9b::203.0.113.1 can be a
response to either an IPv6 | CMP Echo Request to
64:ff9b::203.0.113.1, or an IPv4 ping to 203.0.113.1, translated
by a CLAT instance.

* An I CWPv6 error packet froma global |1Pv6 address (not bel onging
to the NAT64 prefix) mght be a response to either native |Pv6
traffic fromthe host, or CLAT traffic (see
[1-D.ietf-vbops-icnpext-xlat-v6éonly-source] for nore details).

Therefore, in the absence of dedicated | Pv6 addresses, the
architecture woul d need additional stateful elenents on the client
side which are not part of 464XLAT as defined in [ RFC6877].

Di scussi on of such architectures is beyond the scope of this
docunent .
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If the dedi cated CLAT address is obtained via Statel ess Address

Aut oconfi gurati on (SLAAC, [RFC4862]), the CLAT instance SHOULD choose
the interface IDin such a way that the resulting CLAT | Pv6 address
is checksumneutral. This nmeans the CLAT | Pv6 address has the sane
conpl enent checksum as the | ocal CLAT |IPv4 address. See Section 4.1
of [RFC6052]. This nmeans that the local |Pv4 address needs to be
assi gned/ known before the | Pv6 address is configured. Using a
checksum neutral CLAT address provides the foll owi ng benefits:

* Better performance as CLAT doesn’t need to recal culate the
checksum

* |f a protocol uses the standard Internet checksum [ RFC1071], CLAT
doesn’t need to recal cul ate the checksum That inproves the
chances of the protocol working via CLAT even if CLAT is not aware
of the protocol’s semantics.

To protect user privacy and prevent user tracking through CLAT
addresses, the node SHOULD generate a different interface identifier
for the CLAT address when connecting to different networks, even if
the NAT64 prefix and the | ocal |Pv4 CLAT address do not change. In
particul ar, the node SHOULD generate a random CLAT address every tine
the network attachnment changes to anot her network.

6.2.2. CLAT vs non-CLAT | Pv6 Addresses Behavi our

Reports fromthe field indicate that sone CLAT inplenentations
exhibit different behavior for their CLAT |Pv6 addresses conpared to
native | Pv6 addresses. Wiile this approach may sinplify
implementation, it often | eads to a degraded user experience, as
descri bed below. Therefore the node MJST treat its CLAT |IPv6
addresses as any other |Pv6 address and conply with [ RFC4861] and

[ RFC4862]. In particular

* The node MJST perform Duplicate Address Detection (DAD) for each
dedi cat ed CLAT address (Section 5.4 of [RFC4862]).

- Justification: perform ng DAD ninimzes |oss of connectivity in
the unlikely event of address collision. Additionally, rea
wor | d depl oynent experience shows that network infrastructure
devi ces mandate a DAD packet fromthe client before enabling
net work access.

* The node MJST process unicast and nulticast Neighbor Solicitations
(NSes) for the node’s CLAT addresses the same way the node woul d
process NSes for a non-CLAT address. This is to avoid unexpected
packet | oss for applications.
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- Justification: A sinple exanple is if a node doesn’t respond to
uni cast NSes, anytime the first-hop router gets a packet for
the CLAT address and its Nei ghbor Cache entry is ' STALE
(Section 7.3.2 of [RFC4861]), the Nei ghbor Unreachability
Det ecti on process (Section 7.3.3 of [RFC4861]) will delete that
CLAT address’s cache entry. This forces the address resol ution
process to restart fromscratch. Until resolution finishes,
traffic for the CLAT address mi ght drop, |eading to a degraded
user experience, especially for applications sensitive to
jitter and packet | oss.

* |f the node supports G atuitous Neighbor Advertisenents [RFC9131],
the node SHOULD send them for the CLAT addresses.

- Justification: not following this recommendati on | eads to user-
vi si bl e packet |oss when the CLAT instance starts receiving
traffic after a period of inactivity, or when connected to the
network for the first time. The problemis discussed in
Section 2 of [RFC9131].

* The node that has the address registration using DHCPv6 [ RFC9686]
enabl ed MUST regi ster the CLAT addresses the sane way as non- CLAT
addresses, if the network supports the registration.

- Justification: not registering CLAT addresses reduces traffic
visibility for network operators, which conplicates
troubl eshooting and forensics, as discussed in [ RFC9686] .

CLAT and Multiple Prefixes per Interface

I Pv6 nultihoming, particularly when nultiple routers on the same |ink
advertise different prefixes in Prefix Information Options (PlGs),
presents a conmplex and not yet fully resolved chall enge.

When routers on a given |ink are nmanaged i ndependently (e.g., by
different 1SPs), the resulting set of configuration paraneters
received by a host can be difficult to utilize without creating a
complex and fragile state machine. For exanple, if router_A
advertises a PIOwith prefix_ A and PREF64_A, while router B
advertises a PIOwith prefix B and PREF64 B, it is crucial that the
CLAT bundl es the information received fromeach router. A CLAT

i nstance nust use PREF64_A and generate a CLAT address from prefix_A,
sendi ng transl ated packets to router A Alternatively, it nust use
PREF64_B, generate an address from prefix_B, and send transl ated
packets to router_B. Mxing configuration information fromdifferent
routers (e.g., generating a CLAT address from prefix_A but using
PREF64 B for translation) can lead to packet |oss. For exanple, if
packets with source addresses fromprefix A are sent to router_B,
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that router (or the uplink network) might drop the packets according
to BCP 38 [RFC2827]. Simlarly, if the CLAT instance uses PREF64_A,
advertised by router_ A, but those packets are sent to router_B, that
router mght not be configured to translate packets for that prefix.

The Provisioning Domain (PvD) architecture [ RFC7556] provides a
mechani sm for a PvD-aware node to operate correctly in such scenarios
(see [RFC8801]). However, at the time of witing PvD support is
unconmmon for host operating systens, and PvD support is not w dely
depl oyed by network operators. Therefore this docunent focuses on
scenari os when the node is not PvD aware.

Thi s docunent does not aimto define CLAT behavior for every possible
multi-router/multi-prefix scenario. Instead, this section provides
recomrendati ons for common scenarios, |eaving numerous corner cases
out of scope.

This section assunes that a router is identified by its Iink-loca
address, used as a source address for RAs. For exanple, "detecting
multiple routers” nmeans that the node received RAs frommultiple

I'i nk-1 ocal addresses.

A node discovering nultiple routers on the sane interface advertising
the sanme PIGs and NAT64 prefix , SHOULD only create one CLAT
i nstance using one of the PICs to forma CLAT address.

A node can discover multiple routers on the sanme interface signalling
_different PIGs and NAT64 prefixes . In that case, the node MAY
create one CLAT instance for each tuple of PIO and NAT64 prefix (both
Pl O and NAT64 prefix in a given tuple MJST be advertised by the sane
router). Alternatively, the node MAY create only a single CLAT

i nstance using the NAT64 prefix discovered through the selected | Pv6
default router and the address formed froma Pl O advertised by that
router.

When a node creates a single CLAT instance and nust choose between
multiple PIOs, the node SHOULD sel ect a single PIO using the same

al gorithm as for choosing the source address for a destination within
the selected NAT64 prefix ([ RFC6724], updated by
[I-D.ietf-6man-rfc6724-update]).

Di scussion: This approach, |everaging the default source address
selection algorithm (Section 5 of [RFC6724]), typically results in
the policy table (rule 6) and | ongest prefix match (rule 8) being
used for prefix selection. This ensures CLAT address sel ection
aligns with default source address selection for native |Pv6 flows,
offering the foll owi ng advant ages:
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* When using the well-known NAT64 prefix (64:ff9b::/96), non-ULA
prefixes are preferred over ULA prefixes by default. This is
beneficial as ULA source packets may not reach PLAT devices.

* For network-specific NAT64 prefixes within the known-local ULA
range ([I-D.ietf-6man-rfc6724-update]), the ULA prefix is
preferred. This can be advantageous in home and enterprise
environments where administrators intend to perform NAT64 for
specific source prefixes only.

* For network-specific NAT64 prefixes within the operator’s gl oba
non- ULA range, the longest prefix match selects the PIOQ ensuring
CLAT uses the operator’s source address for traffic to the
operator’s PLAT in nmulti-prefix environments.

* | n managed environments, operators can custom ze CLAT behavi or by
nmodi fying the policy table if the default prefix selectionis
unsui t abl e.

Creating a single CLAT instance significantly sinplifies the CLAT
state machine. However, this approach may concentrate all traffic
fromthat instance onto the sanme first-hop router and NAT64 device in
sonme mul ti honmed topologies. As traffic shifts from CLAT to native

| Pv6, this drawback beconmes | ess significant and does not justify the
added conplexity of nultiple instances.

7.1. Link Renunbering

As di scussed above, a single CLAT instance per interface, using a
single PIO, is typically sufficient, even if the link has nultiple
assi gned subnets. However, PlIO selection can significantly inpact
user experience during |ink renunbering.

[ RFC8978] di scusses various exanples of "flash renunbering”, where
the 1 Pv6 prefix assigned to the |ink changes without explicit host
notification. [I-D.ietf-6man-slaac-renun] and [I-D.link-6nman-gulla]
di scuss nmethods to nmitigate the inpact of flash renunbering. These
met hods generally rely on hosts with addresses fromboth old and new
prefixes ceasing use of the old prefix and adopting the new prefix.
For nodes runni ng CLAT instances, this requires disabling instances
usi ng addresses fromthe old prefix and creating an instance using an
address fromthe new prefix.

The CLAT node SHOULD use at |l east the follow ng signals to detect
i nk renunbering events:

* A prefix used to formthe CLAT address becones deprecated or
invalid ([ RFC4862]).
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9

* The router (or routers) advertising the PIO used to formthe CLAT
addr ess

- has changed its state from bei ng reachabl e or probably
reachabl e to bei ng unknown or suspect (i.e., its neighbor cache
entry noved to the 'I NCOWLETE state or ceased to exist, see
Section 6.3.6 of [RFC4861]).

- ceased to be a router (see Section 7.3.3 of [RFC4861])

Upon receiving a signal indicating a possible renunbering event, the
node SHOULD di sabl e the CLAT instance(s) affected by the renunbering,
and create new instance(s). |In case of inplicit signals (provided by
the Nei ghbor Unreachability Detection, [RFC4A861], rather than by a
Rout er Advertisenment deprecating or invalidating a prefix), the node
MAY send Router Solicitations to obtain the nbst up-to-date network
configuration information. Wen sending Router Solicitations the
node MJST foll ow recommendati ons specified in Section 6.3.7 of

[ RFC4861]. The node MAY react to a potential renunbering event in a
"make- bef or e- break” manner, when old instances are still running
until all required information to enabl e new ones becones avail abl e.

MIU Consi der ati ons

The 1 Pv4 header is 20 bytes long (or longer if |IP options are
present), while the I Pv6 header is 40 bytes. This neans that when
CLAT transl ates an | Pv4 packet to IPv6, it usually adds 20 bytes to
the packet size. However, when CLAT translates a fragmented |Pv4
packet, then Fragnent Header needs to be added to the resulting | Pv6
packet (Section 4.1 of [RFC7915]). The length of |Pv6 Fragnent

Ext ensi on header is 8 bytes (Section 4.5 of [RFC8200]). Therefore,
the CLAT instance SHOULD present |Pv4-only applications with an |Pv4
MIU whi ch is 28 bytes snaller than the I Pv6 MIU of the interface the
instance is running on because anything higher risks undesirable IP
fragmentation ([ RFC8900]) and anything lower artifically restricts
packet sizes for no benefit.

Updates to Existing RFCs
1. Updates to RFC6877
Thi s docunent updates Section 6.3 of [RFC6877] by relaxing the
requirenent to acquire a dedicated /64 prefix for the purpose of

sendi ng and receiving statel essly translated packets. Mdre details
on the recommended node behavi our can be found in Section 6.2.1
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9.2. Updates to RFC8585

Thi s docunent nakes the foll owi ng changes to Section 3.2.1 of
[ RFC8585] :

OLD TEXT:

464XLAT requi renents:

464XLAT requi rements:

464XLAT-0: The 1 Pv6 Transition CE Router SHOULD fol | ow
reconmendati ons provided in TH S DOCUMENT (note to the RFC Editor to
add a reference to this docunent’s RFC nunber).

464XLAT-4: The I Pv6 Transition CE Router MJST inpl enent [ RFC7050]
("Discovery of the IPv6 Prefix Used for |Pv6 Address Synthesis") in
order to discover the provider-side translator (PLAT) translation

I Pv4 and | Pv6 prefix(es)/suffix(es).

464XLAT-4: The I Pv6 Transition CE Router MJST inpl enent [ RFC8781]
("Discovering PREF64 in Router Advertisements") and SHOULD i npl ement
[ RFC7050] ("Discovery of the I1Pv6 Prefix Used for |Pv6 Address

Synt hesis") in order to discover the provider-side translator (PLAT)
translation I Pv4 and | Pv6 prefix(es)/suffix(es).
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464XLAT-6: |If the network provides several choices for the discovery/
| earning of the NAT64 prefix, the priority to use one or the other
MUST follow this order: 1) [RFC7225] and 2) [ RFC7050].

The NAT64 prefix could be discovered by neans of the nethod defined
in [RFC7050] only if the service provider uses DNS64 [ RFC6147]. It
may be the case that the service provider does not use or does not
trust DNS64 [ RFC6147] because the DNS configuration at the CE (or
hosts behind the CE) can be nodified by the custoner. 1In that case,
the service provider may opt to configure the NAT64 prefix by means
of the option defined in [RFC7225]. This can also be used if the
service provider uses DNS64 [ RFC6147].

464XLAT-6: |f the network provides several choices for the discovery/
| earning of the NAT64 prefix, the priority to use one or the other
MUST follow this order: 1)[RFC7225] 2)[ RFC8781] and 3)[ RFC7050] .

464XLAT-7: |If the IPv6 Transition CE Router perforns CLAT functions
it SHOULD al so include the PREF64 option containing the PLAT prefix
in Router Advertisenents ([RFC8781]) sent via the LAN interfaces. |If
the IPv6 Transition CE Router acts as a DHCP server it SHOULD enabl e
DHCP Option 108 ([ RFC8925]) processing. The router SHOULD have a
configuration knob to di sable DHCP Option 108 processing.

[ RFC8781] allows the service provider to signal NAT64 prefix

i ndependently from DNS64 presence. At the sanme tinme the NAT64 prefix
coul d be discovered by means of the nmethod defined in [ RFC7050] only
if the service provider uses DNS64 [ RFC6147]. It may be the case
that the service provider does not use or does not trust DNS64

[ RFC6147] because the DNS configuration at the CE (or hosts behind
the CE) can be nodified by the custonmer. |In that case, the service
provider may opt to configure the NAT64 prefix by neans of the option
defined in [RFC7225]. This can also be used if the service provider
uses DNS64 [ RFC6147].
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10.

11.

Oper ational Considerations

There are no new operations or manageability requirements for nobile
networ ks introduced by this docurment. For non-nobile environnents,
such as datacenters, public W-Fi, or enterprise networks, the
operational considerations are docunmented in [I-D.ietf-v6ops-6nops].

Security Consi derations

If a malicious actor spoofs PLAT presence signals (such as an RA with
PREF64 option) or DNS responses for DNS-based NAT64 prefix detection
[ RFC7050], traffic of |IPv4-only applications using CLAT can be

af f ect ed:

* |f there are no PLAT (NAT64) devices, traffic to NAT64
destinations woul d be dropped.

* |If the attacker intercepts traffic for the NAT64 prefix (e.g., by
providing the victimw th a bogus NAT64 prefix and steering
traffic for those destinations towards thensel ves), the attacker
m ght be able to performman-in-the-mddl e attacks (active attack
on insecure traffic or hoarding secure traffic for "Harvest Now,
Decrypt Later" attacks for non-PQC secure traffic, see Section 8
of [I-D.ietf-pquip-pgc-engineers]).

Rogue RAs can also disturb traffic to destinations that support both
I Pv4 and | Pv6 by causing I Pv6 through an attacker’s PLAT to be used
instead of the legitinmte network owner’s | Pv4 path.

Using the PREF64 RA option to detect PLAT presence and t he NAT64
prefix is less prone to such attacks than DNS-based detection

([ RFC7050]), as the attacker needs to be on-link and be able to
bypass | ayer-2 security features such as RA Guard (see Section 4 of
[ RFC9872] for nore details). Therefore Section 4 recomends the
PREF64 RA option as a preferred way to detect PLAT presence, in
accordance with [RFC9872]. |f DNS-based detection ([ RFC7050]) is
necessary for other deploynment reasons, the risk of |ocal attack can
be reduced by using encrypted DNS protocols and advertising the
resol vers using RA options ([ RFC9463]).

The attack vector described above is not specific to 464XLAT

depl oynents: security inplications of rogue RAs have been di scussed
and docunented before (see [ RFC6104]). To prevent such an attack,

| Pv6- enabl ed networks need to secure RAs, e.g., by deploying RA-Guard
[ RFC6105]. However, networks w thout explicit (intentional) |Pv6
depl oynent are inherently |Pv6-ignorant, and consequently m ght | ack
| Pv6 security features. |In such networks |Pv6-enabl ed endpoints nmay
be inadvertently exposed to |ink-local |IPv6 connectivity. This
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uni nt ended exposure can facilitate PLAT presence signa

falsification, as described above. This docunent nmitigates this risk
by reconmendi ng that endpoints di sabl e CLAT when the network provides
non-1ink-local |1Pv4 connectivity, as outlined in Section 5

However, the recommended behavi our (disabling CLAT in the presence of
native | Pv4 connectivity) introduces another attack vector: a rogue
DHCPv4 server. An attacker can provide the CLAT node with an | Pv4
address and default gateway, causing the node to di sabl e CLAT.
Simlarly to the spoofed PLAT presence case di scussed above, a rogue
DHCP server allows the attacker to inplenent:

* A denial-of-service attack (as the victims IPv4 traffic will be
dropped by the network).

* A man-in-the-mddle attack by acting as an | Pv4 default gateway
for the victimnode.

It should be noted that such attacks are not specific to the CLAT
scenario, and can occur in IPv4-only or dual -stack networks as well.
Various wel |l -known Layer 2 security techniques (such as DHCP

snoopi ng) are avail able and considered a best practice in

| Pv4- enabl ed depl oynents. To nmitigate rogue DHCPv4 server attacks on
CLAT nodes, network admi nistrators can depl oy DHCPv4-rel ated security
features even if the network is expected to operate in | Pv6-only
nmode.

As di scussed, disabling CLAT when native |Pv4 connectivity is present
hel ps mitigate RA-based attacks but enabl es DHCPv4-based attack
vectors if the network | acks Layer 2 security features. The choice
bet ween di sabling CLAT when native | Pv4 connectivity is present and
keeping it enabled is dictated by the threat nodel and risk
assessnent. At the tine of this docunent’s publication, it is nuch
nmore likely that an I Pv4-only network |acks | Pv6 security than an

| Pv6-only network not having | Pv4 Layer 2 security features depl oyed.
Therefore, this document prescribes that the node SHOULD di sabl e CLAT
if native | Pv4 connectivity is present. The choice of SHOULD, rather
than MJUST, is deternined by considerations of future conpatibility:
nodes operating in environments where rogue RAs are no nore likely
than rogue DHCP servers might choose to keep CLAT enabled, while
still conmplying with this specification
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12. Privacy Considerations

Thi s docunent does not introduce any new privacy considerations, but
there are sone existing privacy considerations not docunented in

[ RFC6877]. In particular, if a CLAT instance utilizes the same CLAT
| Pv6 address for an extensive period of tinme or, nuch worse, uses the
sane interface ID for the CLAT address when connecting to different
net wor ks, eavesdroppers and information collectors could potentially
correlate various network activity to the same node. To mitigate
that risk and nmake address-based network-activity correlation nore
difficult, Section 6.2.1 recomends that the node SHOULD generate a
different interface identifier for the CLAT address when connecting
to different networks.

It should be noted that the node’s CLAT |IPv6 address is only used
(and visible to observers) when the traffic is carried fromthe CLAT
node to the PLAT. |In the vast mgjority of the cases it neans that
address is never visible outside of the network boundary, so to
perform address-based network-activity correlation the observer needs
to be located in the same network as the CLAT node, or the PLAT needs
to reside outside of the admi nistrative domain, such as a public
NAT64 service

13. | ANA Consi derations
This meno does not introduce any requests to | ANA
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