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Abst r act

Since |Pv4 and | Pv6 addresses are represented by different resource
records in the Domai n Nanme System operating systens capabl e of
runni ng both 1 Pv4 and | Pv6 need to execute two queries when resol ving
a host nane. This document discusses the conditions under which a
stub resolver can optim ze the process by not sending one of the
queries if the host is connected to a single-stack network.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://oskar456.github.io/ietf-aaaa-filtering/draft-ietf-v6ops-aaaa-
filtering.htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-v6ops-aaaa-filtering/.

Di scussion of this docunent takes place on the v6ops Working G oup
mailing list (mailto:v6ops@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/v6ops/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/v6ops/.

Source for this draft and an issue tracker can be found at
https://github. com oskar456/ietf-aaaa-filtering.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 April 2026.
Copyright Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are
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1.

I nt roducti on

Most operating systems support both the I1Pv6 and the |Pv4 networking
stack. Wen such a host is connected to a dual -stack network,
whenever a process requests resolution of a DNS nane, two DNS queries
need to be issued - one for an A record representing an | Pv4 address,
and one for a AAAA record representing an | Pv6 address. The results
of such queries are then nerged and ordered based on [ RFC6724] or
used as input for the Happy Eyeballs al gorithm [ RFC8305].

When such a host is connected to a single-stack network, only one DNS
query needs to be perforned: there is no reason for querying for a
AAAA record if the host has no | Pv6 connectivity. Simlarly if the
host does not have any | Pv4 connectivity, neither native nor provided
by some ot her mechanismlike NAT64 [ RFC6146], querying for an A
record is useless. Such an optim zation however has to consider any
possi bl e neans of obtaining connectivity for a particular address
famly, including but not limted to |IPv6 Transition Mechani sns or
VPNs.

Pl ease note that Miulticast DNS [ RFC6762] or simlar |ink-local nane
resol ution protocols are not considered in scope of this docunent.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Pr obl em st at ement

Traditional DNS resolution uses UDP nessages, capable of carrying

only either A query and response containing | Pv4 addresses or AAAA
query and response containing | Pv6 addresses. A sinple dual-stack
capabl e host has to wait until both queries are finished before it
can sort the results and start establishing the connection

If the network suffers from packet |oss, finishing these two DNS
queries can cause del ays noticeable by users. Not resolving
addresses for the address famly the host is not connected to can
thus mtigate inpact of slow DNS resolution w thout conpronising
functionality.

Conbi ning A and AAAA queries into a single DNS query
[I-Dietf-dnssd-nulti-qgtypes] nmitigates the issue as well, however
this depends on particul ar resol ver supporting this feature.
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4. Connectivity detection algorithns
VWhenever an application asks the stub resolver to resolve a domain
nane w t hout specifying the address famly, the stub resolver follows
one of the algorithns specified bel ow

4.1. Routing table based al gorithm
Thi s al gorithm assunes that the host has connectivity of particul ar
address famly if there is at |l east one route to a destination that
is not in Link-Local address space. |If there are only routes for
destinations in the Link-Local address space, the host is not able to
send any packets towards any destination address that could be
possi bly obtained fromthe DNS. Therefore, sending an address query
for that particular address famly i s unnecessary.
For each address fam |y supported by the operating system
1. Read the routing table of the address famly;

2. Renove all the routes towards Link-Local destinations fromthe
routing table, ie.

* renpbve routes towards addresses from Section 2.5.6 of
[ RFC4291] fromthe IPv6 routing table

* renmove routes towards addresses from [ RFC3927] fromthe | Pv4
routing table

3. If the routing table is not enpty, send the correspondi ng nane
query to the DNS:

*  AAAA query for |Pv6
* A query for |Pv4d
4.2. | P address based al gorithm

As an alternative to analyzing the routing tables, the stub resol ver
m ght choose to determ ne the connectivity by |ooking at the
addresses configured on all network interfaces. This is sinilar to
an application using the flag Al _ADDRCONFI G when interacting with the
stub resol ver using getaddrinfo() function [GAI].

For each address fam |y supported by the operating system

1. Collect all addresses configured on all interfaces
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2. Renove all Link-Local addresses fromthe list, ie.

* renove addresses from Section 2.5.6 of [RFC4291] fromthe |ist
of I Pv6 addresses

* renove addresses from[RFC3927] fromthe list of |Pv4d
addr esses

3. If the list of addresses is not enpty, send the correspondi ng
nane query to the DNS:

*  AAAA query for | Pve
* A query for IPv4
Connectivity detection considerations

When detecting the connectivity presence, it is necessary to consider
ANY routes towards non Link-Local address space and/or |P addresses
on ALL interfaces and not just the default route and/or just the
default network interface. The inplenentations SHOULD NOT try to
determ ne connectivity by hardcoding a particular publicly reachable
| P address [ CHROVE] .

| mproper detection can cause issues for
* private networks without reachability to the Internet

* VPN tunnels using different address fam |y than the native address
famly of the host, providing possibly only a limted subset of
routes (split-nmode VPN)

I Pv4 connectivity provided by NAT64

Even if the host has no routes towards | Pv4 address space and/or no
| Pv4 addresses on interfaces, it can still have | Pv4 connectivity
provi ded by sonme transition nechanism |In case of NAT64 [ RFC6146],
this leads to three possible scenarios:

1. 464XLAT [RFC6877] is used. 1In this case the host has a default
route towards the CLAT translator, so the A queries are not
suppressed. This would be also the case for any other transition
mechani sm providing | Pv4 as a service over |Pv6 bearer.

2. Only DNS64 [ RFC6147] is used. In this case, it is correct not to
do A queries because the host cannot send any native |Pv4
packets.
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3. The host supports converting |Pv4 APl calls into IPv6 APl calls
simlarly to Bump-in-the-Host [ RFC6535] APl transl ator

alternative. In this case, such a translator can utilize A
queries even if the host cannot send any native |Pv4 packets.
Therefore such an APl translator or a high level library |ike

[1-D.ietf-happy-happyeyebal | s-v3] SHOULD NOT suppress A queries
if it is aware of the presence of NAT64 in the network.

Filtering DNS results

If the host does not have full connectivity for both address famlies
(there are no default gateways for both |IPv4 and IPv6), it is

possi ble that the 1 P(v6) address obtained fromthe DNS falls into the
address space not covered by a route. This should not be problemfor
a properly witten application, since [ RFC6724] requires applications
to try connecting to all addresses received fromthe stub resol ver

However, in order to mininize the inmpact on poorly designed
applications, the stub resolver MAY renove addresses not covered by
an entry in the routing table fromthe list of DNS query results sent
to the application.

1. Filtering | Pv4-mapped addresses

As an extension to the filtering of DNS results, the stub resol ver
MAY al so renmove | Pv4-nmapped | Pv6 addresses (Section 2.5.5.2 of

[ RFC4291]) fromthe list of DNS query results sent to the
appl i cation.

| Pv4- mapped | Pv6 addresses are not valid destination addresses

[ ANA], therefore they shoul d never appear in AAAA records. Sending
| Pv4- mapped | Pv6 address to the application m ght cause address
famly confusion for applications using |IPv4 conpatibility of |IPv6
sockets [ RFC3493].

Ef fects of not doing address record filtering

The optim zation described above is OPTIONAL. A stub resolver of a
dual - stack capabl e host can al ways i ssue both A and AAAA queries to
the DNS, nmerge and order the results and send themto the application
even if it has only single-stack connectivity. Sending packets to a
destination not covered by an entry in the routing table will be

i medi ately refused, so a properly witten application will quickly
iterate through the list of addresses and finally select the one
usi ng the sane address famly as the connectivity of the host.
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10.

10.

However, it should be noted that such behavior is not only |ess
robust agai nst DNS resol ution delays but also increases |oad on the
DNS system |If such an optim zation is renoved (for instance by a
software update) on a | arge single-stack network, this mght overl oad
parts of the DNS infrastructure, since the nunber of queries will
doubl e.

Security Consi derations

Reduci ng the nunber of queries allows an attacker observing the DNS
traffic to figure out which address famlies the host uses.

Suddendl y di sabling the optim zation can overload parts of the DNS
infrastructure due to doubling the nunber of queries.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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