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Abst ract

I P/1CVWP Translation Algorithm (SIIT) can be used to provide access
for 1 Pvd-only hosts or applications to | Pv4-only or dual -stack
destinations over |IPv6-only infrastructure. |In that case, the
traffic flows are translated twice: first fromlIPv4 to | Pv6

(statel ess NAT46 at the ingress point to the |Pv6-only
infrastructure) and then fromI|Pv6 back to | Pv4 (stateful NAT64, at
the egress point). Wen the destination is |Pv6-enabled, the second
transl ation m ght be avoided. This docunent describes a possible
optimzation to 464XLAT and MAP-T to avoid translating | Pve flows
back to IPv4 if the destination is reachable over | Pv6. The proposed
solution would significantly reduce the NAT64 utilization in the
operator’s network, increasing the performance.
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1.

I nt roducti on

Different transition nmechanisns, typically in the group of the so-
called IPv6-only with I Pv4aaS (| Pv4-as-a-Service), such as 464XLAT

([ RFC6877]) or MAP-T ([RFC7599]), allow | Pv4-only hosts or
applications to connect with |Pv4 services in Internet over |Pv6-only
infrastructure, by nmeans of a stateless NAT46 SIIT (IP/1CWw
Translation Algorithm as described by [RFC7915].

This is done by the inplenmentation of SIIT at the CE (Custonmer Edge)
Router or sonetines at the end-device, for exanple, the UE (User
Equi prent) in cellular networks. This functionality is the CLAT
(Customer Translator) in the case of 464XLAT, while in the case of
MAP-T is called NAT46

The NAT46/ CLAT (WAN side) is connected by IPv6-only to the operator
network, which in turn, will have a reverse translation, the statefu
NAT64 ([ RFC6146]), known as PLAT (Provider Translator) in the case of
464XLAT. This allows to translate the | Pv6 flow back to IPv4, in
order to forward it to |Internet.

In both cases (NAT46 and NAT64), the translation of the packet
headers is done using the IP/ICWP translation algorithmdefined in
[ RFC7915]. Transl ation between | Pv4 and | Pv6 addresses is done as
per [RFC6052]. The NAT64 prefix shoul d be discovered by the CE by
one or more of the existing mechani sms ([ RFC7225], [RFC8781] or

[ RFC7050]), and sonetinmes it is pre-configured at the CE to the VWKP

In addition to that, the concept of |Pv6-Mstly
[1-D.ietf-v6ops-6nmops] has been introduced, by taking advantage of a
new DHCP option [ RFC8925] so that networks nmay cooperate with host
that have a CLAT and don’t need |IPv4, can use |Pv6-Only. 1In sone
cases this could nean that sonme enterprise networks may al so
incorporate internally stateful NAT64 functions.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here
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3.

Possi bl e Optim zation

In the case of 464XLAT, a DNS64 ([RFC6147]) is (optionally) in charge
of the synthesis of AAAA records fromthe A records, so the NAT64 can
be used wi thout the need of doing a double-translation by neans of

t he NAT46/ CLAT.

However, the DNS64 is not useful for the IPv4-only hosts or
applications in the LANs, as they will not be able to use the AAAA
records, so they are always forced to use the doubl e-transl ati on.

This is the expected behavior, as the original design of NAT64 was
targeted to connect |Pv6-only devices (using DNS) to | Pv4-only
services. 464XLAT expanded the solution to also allow | Pv4-only
devices (even if not using DNS) to connect to |IPv4-only services by
means of | Pv6-only access networKks.

The optim zation solutions presented by this docunent try to avoid
this double-translation, in the cases when the services, are already
| Pv6-enabled. So, in those cases, if the NAT46 al ready transl ated
the I1Pv4 flowto IPv6, it doesn't | ook necessary to translate this
back to | Pv4.

A typical 464XLAT depl oynent is depicted in Figure 1.

N + L —-—- e
| 1Pv6 | / \ / \
----- . | CE | | 1Pv6- \ I 1Pv4 \
/ \ | or + - ( only )---( NAT64 )---( Internet )
/[ Dual - \ | UE | \ Access /\ Ceee-- 25 \ /
( Stack )--+ | \ I\ \ /
\ LANs / | with | S S \ L . EEEE 25
\ / | NAT46 | | \ \
IR S | CLAT | Hoom oot /I IPv6 \
| | | DNS/ | ( Internet )
A + | DNS64 | \ /
T + \ /
e A%

Figure 1: Typical 464XLAT Depl oynent
Exanpl es of a topol ogy shown on the above picture includes:

* An IPv6-only residential access network where the CE Router (with
NAT46/ CLAT) supports Dual -Stack in the custoner LANs.
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* An I Pv6-only cellular network where a UE uses the NAT46/ CLAT for
dual -stack internal applications and other hosts connected via
t et heri ng.

If the operator is providing direct access, for exanple, to Content
Del i very Networks (CDNs), caches, or other resources, and they are
dual - st acked, the situation can be described as shown in Figure 2.

R, + L ----- e
| 1Pv6 | / \ / \
————— . | CE | [ 1Pv6- \ [ 1Pvd
/ \ | or +- - ( only )---( NAT64 )---( Internet )
/  Dual- \ | UE | \ Access /\ Cee--- S \ /
( St ack )--+ | \ [\ \ /
\ LANs / | with | G- -ER \ e G- -ER
\ / | NAT46 | | \ \ \
fo---- Za | CLAT | A [ 1Pv6 \ i
| | | DNS/ | ( Internet ) / Dual - \
e + | DNS64 | \ [----1 Stack \
oo o I )
IR B \  CDNs/ /
\ Caches/
- A%

Fi gure 2: Typical 464XLAT Depl oynent with CDNs/ Caches
In this case if the flows initiated in the LANs come from | Pv4-only
hosts or applications, even if the destination resources are
| Pv6- enabl ed, the double-translation is enforced, which has the
foll owi ng consequences:
* Mre traffic needs to pass thru the NAT64 devi ces.
*  NMbre NAT64 devices nay be needed to handle the additional traffic.
* Additional usage of |Pv4 addresses.
* Additional state at the NAT64 devices.
* Additional logging, its relevant storage and processing resources.
* Increasing of delay and reduction of traffic perfornmance.
* Unnecessary point(s) of failure for that traffic.
Clearly, all those aspects have inpact in both, CapEx and OpEx. This

is extrenely inmportant when considering that nost of the tine, the
contents stored in CDNs, caches, and so on, is there for a good
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reason: It is frequently accessed resources and/or big. Exanples
such as video, audio, software and updates, are very comon. So,
this optimzation can be highly inmpacting in many networks.

4. Problem Statenent Summary

If the hosts or applications in the customer LAN are |Pv6-capabl e,
then the access to the CDNs, caches or other resources, wll be made
in an optinmzed way, by nmeans of |Pv6-only, not using the NAT64, as
depicted in Figure 3.

Fomm o - e ——
| 1Pv6 | / \ / \
----- | CE | /I 1Pv6- \ [ 1Pvd \
/ \ | or +--( only )---( NAT64 )---( Internet )
/I 1Pv6 \ | UE | \ Access /\ R S \ /
( capabl e )--+ | \ [\ \ /
\ apps [/ | with | G- B | A . Cee--- S
\ / | NAT46 | | \ \
fee--- %S | CLAT | e /" 1Pv6 \ Lmme- .
| | | DNS/ | ( Internet )IPv6/ Dual- \
Fommmm- + | DNS64 | \ /----1 Stack \
oo * \ I )
fe---- LS \  CDNs/ /
\ Caches/
- A%
S LR T end-to-end IPv6 flow ---------------------- >

Figure 3: 464XLAT access to CDNs/ Caches by | Pv6-capabl e apps

However, if the hosts or applications are |IPv4-only, for exanple,
many Smart TVs and Set - Top- Boxes avail abl e today, a non-optinmal doubl e
translation will occur (NAT46 at the CLAT and NAT64 at the PLAT), as
illustrated in Figure 4.
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S e ——
| 1Pv6 | / \ / \
----- . | CE | | 1Pv6- \ I 1Pv4d \
[ 1Pv4- \ | or + - ( only )---( NAT64 )---( Internet )
/[ only \ | UE | \  Access /\ Cea--- %S \ /
( SmartTV )--+ | \ [\ \ /
\ STB / | with | G- V- . G-
\ VolP / | NAT46 | | \ \ \ 1Pv4
fe---- S | CLAT | R /I 1Pv6 \ s
| | | DNS/ | ( Internet ) / Dual - \
R + | DNS64 | \ / /[ Stack \
Fomm e a - + \ /
fee--- LS \  CDNs/ /
\ Caches/
e A%
o IPv4 to IPv6 to IPv4 flow ---------ommmmmooo- >

Figure 4. 464XLAT access to CDNs/ Caches by | Pv4-only apps

Clearly, this is a non-optimal situation, as it neans that even if
there is a dual -stack service, the NAT46/CLAT translated IPv4 to | Pv6
traffic flow, is unnecessarily translated back to | Pv4, traversing
the stateful NAT64. This has a direct inpact in the need to scale
the NAT64 beyond what will be actually needed, if possible solutions,
in order to keep using the IPv6 path towards those services, are
consi der ed.

As shown in the Figure 4, this is also the case for many ot her
services, not just CDNs or caches, such as Vol P access to the

rel evant operator infrastructure, which may be al so dual -stack. This
is true as well for nmany other dual -stack or |Pv6-enabl ed services,
whi ch may be directly reachable fromthe operator infrastructure,
even if they are not part of it, for exanple peering agreenents,
services in IXs, etc. In general, this will becone a nore frequent
situation for nmany other services, which are not yet dual -stack

Moreover, it is already well-known that many CDN caches, already
offer in case of IPv4 via CGN, routing mechani sns so the private | Pv4
addresses behing the CGN can access access directly the CDN caches

wi thout requiring the CGN translation. That neans that |Pv6-only
with | Pvd4aaS solutions are in a clear disadvantage without the
optinization as suggested in this docunent.

For simplicity, across the rest of this docunent, references to CDNs/

caches, should be understood, unless otherw se stated, as any dual -
stacked resources.
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5.

5.

Thi s docunent | ooks into different possible solution approaches in
order to optimze the IPv4-only SIIT translation providing a direct
path to | Pv6-capabl e services, as depicted in Figure 5.

S S e apape
| 1Pv6 | / \ / \
----- . | CE | /[ 1Pv6- \ /[ 1Pv4d \
[ 1Pv4- \ | or +-( only )---( NAT64 )---( Internet )
/ only \ | UE | \ Access /\ R S \ /
( SmartTV )--+ | \ [\ \ /
\ STB |/ | with | Ce-4-- 2R V' . fo---- Za
\ VolP / | NAT46 | | \ \
IR S | CLAT | ook /' IPv6 \ smmm-- .
| | | DNS/ | ( Internet )IPv6/ Dual- \
R + | DNS64 | \ /----1 Stack \
Fomm e + \ / ( )
fe---- S \  CDNs/ /
\ Caches/
IR A%
R T IPv4 to IPv6 flOwW ------------m-mmmae oo >

Figure 5: Optim zed 464XLAT access to CDNs/ Caches by | Pv4-only apps
Sol uti on Approaches
1. Approach 1: DNS/ Routi ng-based Sol ution

Because the I Pv4-only devices will not be able to query for AAAA
records, the NAT46/CLAT/CE will translate the | Pv4 addresses fromthe
A record for the CDN cache destination, using the WKP or NSP, as
configured by the operator.

If the CDN/ cache provider is able to configure, in the rel evant
interfaces of the CDN caches, the same | Pv6 addresses that will
naturally result as the translated destination addresses for the
queried A records, preceded by the WKP or NSP, then having nore
specific routing prefixes, will result in traffic to those
destinations being directly forwarded towards those interfaces,

i nstead of needing to traverse the NAT64.

For exanple, let’'s suppose a provider using the WKP (64:ff9b::/96)
and a Smart TV querying for www. exanpl e. com

www. exanpl e. com A 192.0.2.1

NAT46/ CLAT translated to 64:ff9b::192.0.2.1
CDN | Pv6 interface nust be 64:ff9b::192.0.2.1
Qperator nust have a specific route to 64:ff9b::192.0.2.1
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Not e: Exanpl es using text representation as per Section 2.3 of
[ RFC6052] and | Pv4 docunentation addresses follow ng [ RFC5737].

It should be remarked that this approach requires that the path to
the destination is configured in such way (i.e., nore specific
routing prefixes), that doesn't traverse the NAT64 devi ces.

Because the WKP is non-routable, this solution will only be possible
if the CDN/cache is in the same ASN as the provider network, or
sonmehow i nterconnected w thout routing thru Internet.

This solution has the additional drawback of the operationa

compl exity/issues added to the operation of the CDN cache, and the
need to synchronize any | Pv4 interface address changes with the
rel evant I Pv6 ones, and possibly with routing.

However, is well know than several CDN cache providers already do
this when using CGN (NAT444), using non-gl obal routable addresses
such as those defined by [RFC1918] and [RFC5735]. Consequently, it
shoul d be possible to use the sane approach to avoid the statefu
NAT64 transl ation, by nmeans of a proper DNS/ Routing configuration

The approach of using non-gl obal routable addresses ([ RFC1918] and

[ RFC5735]) for the synthesys of AAAA RRs is not possible with current
speci fications of [RFC6052], when using the WKP, as it doesn't allow
to use non-gl obal |Pv4 addresses. However, this has been di scussed
as inconvenient, is not frecuently restricted in stateful NAT64

i npl ementations and is being reversed by NAT64 VKP
[1-D.ietf-v6ops-nat64-wkp-1918].

5.2. Approach 2: NAT46/ CLAT/ DNS- pr oxy- EAM based Sol uti on
If the NAT46/ CLAT/CE, as commonly is the case, is also a DNS proxy/
stub resolver, it is possible to nodify the behavior and create an
"internal" interaction anong both of them
Thi s approach uses the existing |Pv4 and | Pv6 addresses in the A and
AAAA records, respectively, so no additional conplexity/issues added
to the CDN caches operations.

The foll owi ng sub-sections detail this approach and provide a step-
by-step exanpl e case
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5.2.1. Optinization enabling

This optim zati on MIST be enabl ed by default, but only when the WAN
link is IPv6-only and the NAT46/ CLAT is being used. Note that the
NAT64/ CLAT can only be used if the NAT64 prefix has been discovered.
This allows the users to get CEs fromthe retail and take advantage
of the optimzation, without requiring any configuration

The CE MJST support a way to conpletely disable the optinization, in
order to allow the operator to turn it off in case it is required.

It is expected as well, that the NAT64/CLAT is only enabled if the
WAN link is I Pv6-only.

5.2.2. Detection of IPv4-only hosts

The goal is to ensure that only IPv4-only hosts are optinized.

Towards that, the CE MJUST use ARP and ND (and their relevant caches,
if the information of a hosts has been already |l earnt) each tine a
new host starts a connection. If it is possible to bind the same MAC
address to both an I Pv4 and | Pv6 address, then the host is not

I Pv4-only (it may be IPv6-only or dual -stack), and MJST NOT be

optini zed.

The CE MJUST nmaintain a table of IPv4-only hosts and ensure that if
any | Pv4-only hosts becone | Pv6-enabled, it is properly handl ed.

This nmechanismto detect |1Pv4-only hosts has two drawbacks

1. |If a subscriber has intermediate dual -stack routers in between
the I Pv4-only host and the NAT46/ CLAT, the |Pv4-only hosts wll
be detected as dual -stack, so no optimzation will be perforned.

This is not the nbost common scenario, as typically the devices
that are nore relevant to the optimzation (in terns of those
that generate nore IPv4-only traffic) are directly attached to
the CE, or in bridged interfaces.

2. If a host is dual-stack, but has sonme |Pv4-only applications,
because the host will be detected as dual -stack, none of the
applications will be optimzed. This is a good trade-off,
considering the nost inportant traffic to optimze is typically
coming fromreal |1Pv4-only devices such as old Snart TVs/ STBs.
Furthernore, this avoid breaking other nechani sns present only in
dual - stack hosts, such as Happy Eyebal |l s [ RFC8305] and sinplifies
troubl eshoot i ng.
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It needs to be remarked that, if the detection of the |Pv4-only host
is done incorrectly (either not detecting it or by a false
detection), the goal is that no harmis caused. |In the worst case,
optim zation MJUST NOT be perforned.

5.2.3. Detection of |Pv6-enabled service
In the case of an I Pv4-only detected host, the DNS proxy/stub
resol ver MIUST actually perform an additional AAAA query, unless the
information is already present in the Additional Section, as per
Section 3 of [RFC3596].
Not e that the NAT46/ CLAT MUST al ready know the WKP or NSP bei ng used
in that network. |If the response contains at |east one |Pv6 address
not using the WKP/NSP, it means that the destination is |Pv6-enabl ed
(because at | east one of the I Pv6 addresses is not synthesized).
This nmeans that it is possible for the NAT46/ CLAT, to create an
Explicit Address Mapping ([RFC7757]).

5.2.4. CE DNS proxy responses

In the case of an IPv4-only detected host, the CE DNS proxy MJST only
return the answer to an A query once any of the follow ng happens:

1. An answer to the AAAA query has been received.
2. A SERVFAIL has been received.
3. The "Resol ution Del ay" has passed.

The Resol ution Delay MJST be set to the same value (50 milliseconds)
as indicated by Happy Eyeballs [ RFC8305].

5.2.5. Creation of EAM entries
An EAM Tabl e (EAMT used for short, across the rest of this docunent)
MJUST be created/ mai ntai ned automatically by the NAT46/ CLAT, which is
responsible to prioritize any avail able entries in the EAMI, versus
the use of any synthetic AAAA

The EAMT entry MJST only be created if all the follow ng conditions
are net:

1. There is not already EAMI entry for the same pair of MAC
destination |IPv4 address/prefix.

2. The source host is |Pv4-only.
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3. The DNS proxy is ready to return the A answer (according to
Section 5.2.4).

4. There is at |east one non-synthesi zed AAAA response.

5. If DNSSEC is avail able, the response has been |ocally validated
or the AD bit has been set by a trusted resolver, as per
[ RFC4035] .

This avoids a slight NAT64 overl oad and fl appi ng between destination
addresses (I Pv4/1Pv6), which may inpact sonme applications, at the
cost of a small extra delay for the initial communication setup, when
the EAMI entry doesn't yet exist.

Each EAMI entry MJST contain, the fields already described in
[ RFC7757] and a few new extensions (as per section 3.1 of [RFC7757]):

1. ID EAMI Entry Index (optional).
2. MAC address: ldentify the host to which this EAMI entry bel ongs.

3. Destination IPv4 address/prefix: By default, the prefix length is
32 bits.

4. Destination |Pv6 address/prefix: By default, the prefix length is
128 bits. Only non-synthesized addresses are all owed.

5. TTL: It MJST be set to the mninmumvalue fromthe AAAA/A RR pair.
In normal conditions the TTL for both A and AAAA records, of a
gi ven FQDN, should be the same, so this ensures a proper behavior
if there is any DNS m snmatch.

6. FQN: The one that originated the A query for this EAMI entry.
Required in order to ensure a correct detection of cases such as
the use of reverse-proxy with a single IPv4 address to nultiple
| Pv6 addresses.

7. Valid/Stale/lnvalid: Wen set to Stale, neans that this EAMI
entry MUST NOT be used for new connections. When set to Invalid,
means that this EAMI entry can be deleted, unless the Auto/Static
bit is also set.

8. Auto/Static: Wien set to 1, neans that this EAMI entry has been

manual | y/ statically configured, for exanple by neans of an
explicit configuration (GUJI, CLI, provisioning system etc.).
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Note that allow ng destination |Pv4 and | Pv6 prefixes, together with
the Valid/ Stale/lnvalid and Auto/ Static flags, allows manual explicit
optim zation and non-optimnzation configuration for specific parts of
I nternet.

When a new EAMT entry is first automatically created, it is flagged
as "Valid" and "Auto". If a subsequent A query, with a different
FQDN, results in an | Pv4 address that has already an EAMI entry and a
different 1Pv6 address, it neans that sone reverse-proxy or simlar
functionality is being used by the I Pv6-enabled service. In this
case, the existing EAMI entry will be marked as "Stale". No new EAMI
entry is created for that |1 Pv4 address. Qherw se, the optim zation
will only allow to access the first set of |Pv4/IlPv6/ FQDN, which may
break the access to other FQDN that share the sanme | Pv4 address and
different |1 Pv6 addresses.

In this case the EAMI entry will still becone "Invalid" according the
TTL, which allows to re-enable optim zation if a new query for the A
record has changed the situation. For exanmple, maybe the reverse-
proxy has been renoved, or there is now only a single app using it,
so at the tinme being, the optimzation is again possible wthout
creating troubles to other hosts.

An EAMT entry marked as "Stale" or "lInvalid", only affects the

rel evant host. Oher hosts nay have their own EAMI entries or they
are using the regul ar NAT46/ CLAT+NAT64 path (wi thout the

optim zation).

5.2.6. Forwarding path via stateful NAT for existing EAMI entries

Foll owi ng this approach, if there is a valid EAMI entry, for a given
pai r of source- MAC address/| Pv4-destination, the | Pv6-native path
poi nted by the |1 Pv6 address of that EAMI entry, will take precedence
versus the NAT64 path, so the traffic will not be forwarded to the
NAT64.

However, this is not sufficient to ensure that individua

applications are able to keep existing connections. |In nany cases,
audi o and video streamng may use a single TCP connection |asting
frommnutes to hours. |Instead, the CDN TTLs nmay be configured in
the range from 10 to 300 seconds in order to allow new resolutions to
switch quickly and to handle | arge recursive resolvers (wth hundreds
of thousands of clients behind then)

Consequently, the EAMI entries MJST NOT be used directly to establish
a forwarding path, but instead, MJST be used to create a stateful NAT
entry for the 4-tuple for the duration of the session/connection
This nmeans that to inplenent the optimzation the NAT46 MJST be
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5

2

2

stateful. Typically, stateful NAT46 are inplenmented by neans of a
stateful NAT44 (which often maybe hardware off-1oaded), followed by a
statel ess NAT46. |If the SoC/code is able to do statel ess NAT46, this
still could be used when the optim zation is disabled.

7. Mintenance of the EAMI entries

An EAMT entry with the Auto/Static bit set, MJIST NOT be automatically
nmodi fi ed.

An EAMT entry with the Auto/Static bit clear, MJST be set to Stale in
case of:

1. TTL time-out.

2. O the conditions for creation of the EAMI entry (Section 5.2.5)
aren’t |onger net.

Entries in Stale state MJST be set to Invalid once existing
connections tine-out.

The Invalid EAMI entries MJST be del eted, unless the Auto/Static bit
is set. This allows users/operators to set explicit rules for

di agnostics or resolution of issues in special situations.

8. Usage exanpl e

Using the sanme exanple as in the previous approach

www. exanpl e. com A 192.0.2.1

AAAA 2001: db8::a: b:c:d
EAMT entry 192.0.2.1 2001:db8::a:b:c:d
NAT46/ CLAT translated to 2001: db8::a:b:c:d
CDN I Pv6 interface already is 2001: db8::a: b:c:d
perator already has a specific route to 2001:db8::a:b:c:d

The following is an exanmple of the CE behavior after the previous
case has already created an EAMI entry and a reverse-proxy is

det ect ed:

1. A query for ww. exanple.net A RR s received

2. www exanple.net A 192.0.2.1

3. www. exanpl e. net AAAA 2001: db8::e:e:f:f

4. A conflict has been detected
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5. The existing EAMI entry for 192.0.2.1 is set to Stale
5.2.9. Behavior in case of nultiple A AAAA RRs

If multiple AV AAAA RRs are avail able, any of themcould be chosen and
the optim zation will not present any different result to the hosts
conmpared with a situation where the optim zation is not used.

Exi sting DNS proxy/stub resol vers already inplenent nechanisns for
DNS Load Bal ancing ([ RFC1794]). This don’t need to be nodified to
i npl ement the optim zation if sonme degree of randomess is already
secur ed.

To secure sufficient randomess, a possible algorithmshall ensure
that different EAMI entries (for different hosts) are pernuted
random y anong different A/ AAAA records on the A/ AAAA RR set.

5.2.10. Behavior in presence/ absence of DNS64

464XLAT can be depl oyed/used with and wi thout a DNS64. However, as
indicated in Section 5.2.3, the EAMI entry is only created when the
service is | Pv6-enabl ed, because the optim zation is only rel evant
for destinations which al ready have AAAA records. |n those cases
DNS64 is not rel evant.

5.2.11. Behavior when using literal addresses or non | Pv6-conpliant
APl s

Because the EAMI entries are only created when the NAT46/ CLAT/ CE
proxy/stub DNS is being used, any hosts or applications that don't
use DNS, will not create the relevant entries.

They will not be optim zed unless EAMI entries are statically
confi gur ed.

5.2.12. Behavior in case of Foreign DNS

Hosts or applications may use DNS servers from other networks. For a
compl ete description of reasons for that, refer to Section 4.4 of

[ RFC8683]. In the case the DNS is nodified, or some hosts or
applications use other DNS servers, the possible scenarios and the

i nplications are:

a. Devices configured to use a DNS proxy/resolver which is not the
CE/ NAT46/ CLAT (as it is the case for sonme consuner el ectronics).
In this case this optimzation will not work, because the EAMI
entry will not be created based on their own fl ows.
Nevert hel ess, the EAMI entry nmay be manual ly created. However,
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the lack of EAMI entry, will not inpact negatively in the userZ /g
host s/ applications (the optim zation is not performed). It

shoul d be noticed that users commonly, don’t change the
configuration of devices such as SmartTVs or STBs (if they do,
sonme other functionalities, such as CDN caches optinizations nmay
not work as well), so this only happens typically if the vendor

is doing it on-purpose and for good well-known reasons.

b. DNS privacy/encryption. Hosts or applications that use
mechani sns for DNS privacy/encryption, such as DoT ([ RFC7858],
[ RFC8094]), DoH ([ RFC8484]) or DoQ ([ RFC9250]), will not nmake use
of the stub/proxy resolver, so the sane considerations as for the
previ ous case appli es.

c. Users that modify the DNS in their Operating Systems. This is
qui te frequent, however commonly Operating Systens are dual -
stack, so aren’t part of the problem statenent described by this
docunment and will not be adversely affected.

d. Users that nmodify the DNS in the CEE This is less comon. In
this case, this optimzation is not adversely affected, because
it doesn't depend on the operator DNS, it works only based on the
internal CE interaction between the NAT46/ CLAT and the stub/proxy
resolver. Note that it nmay be affected if the operator offers
different "DNS views" or "split DNS", however this is not related
to this optimzation and will anyway inmpact in the other possible
operator optimzations (i.e. CDN cache features).

e. Conbinations of the above ones. No further inpact is observed,
beyond t he ones al ready descri bed.

5.2.13. False detection of a dual-stack host as |IPv4-only

If a dual-stack host is being detected as |IPv4-only, is because it is
not responding to the CE ND nessages, so by all means, should be
considered, at the time being, as |Pv4-only, and consequently EAMI
entries will be created and traffic will be optimized for |IPv4 flows.

However, if this hosts suddenly becone |Pv6-enabl ed (or dual -stack),
the relevant EAMI entries nust be flagged by the CE as "Stale". The
host will be able to conplete the connections and the entries will be
marked as "Invalid" and del eted.

Anyway, those EAMI entries, while "Valid", may not be actually used
by the dual -stack hosts, because those hosts or applications should
prefer I Pv6, so nost probably was either a tenporary failure or done
on- pur pose (user, troubl eshooting). |If the host is preferring |Pv4
for connecting to the CDN cache or |Pv6-enabled service, it will be
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actual |y using the NAT46/ CLAT, including the EAMI entry and
consequently I Pv6, so this nechanismw |l be correcting an
undesi rabl e behavior. This may be al so a special case, which
actually seens to be an incoherent host or application

i mpl ement ati on.

5.2.14. Behavior in presence of Happy Eyeballs

Happy Eyeballs [RFC8305] is only enabled in dual -stack hosts.
Consequently, it is not affected by this optim zati on because both,
as the host should not be detected as |IPv4-only, follow ng

Section 5.2.2.

I f Happy Eyeballs triggers a fallback to IPv4 for a given host, it
will be actually using I Pv4 without the optimzation, which in turn,
uses the IPv6-only WAN |ink of the NAT46/ CLAT/CE. So even if Happy
Eyeballs is present, IPv4 is expected to be slower than native |Pv6
itself due to delays added by the NAT46/ CLAT+NAT64 transl ati ons.
This optim zation reduces those delays by elimnating the second
transl ati on (NAT64) for |Pv4-only detected hosts.

However, there may be cases where this nay be understood as

probl ematic. The possi bl e reasons why Happy Eyeballs nay trigger an
I Pv4 fallback, in the case of |Pv6-only access networks with | Pvd4aas,
in general, can be classified as:

1. Failure at the CE or customer LANs. It may happen that the CE or
other devices in the custoner LANs are showi ng erratic behaviors
or mal functions. It is difficult to believe that this happens
only with IPv6, and if that’'s the case Happy Eyeballs will not
resol ve the issue, because |IPv4 is provided as a service on top
of | Pv6.

2. Complete failure of the IPv6-only link or |IPv6-only operator’s
infrastructure (up to the NAT64). In this case, IPv4 will not
work for that subscriber. Happy Eyeballs will not resolve the
i ssue, and instead will only be adding sonme extra delay (the
attenpt to fallback to | Pv4d before timng-out).

3. Conplete failure of both IPv4 and 1 Pv6 |inks behind the
operator’s NAT64 towards the destination. 1In this case,
typically both, IPv4 and IPv6 will fail (in many cases, they are
dual -stack links, not different links). Again, Happy Eyeballs
will also fail to resolve the issue.

4. Conplete failure only in the I1Pv6 |inks behind the operator’s

NAT64 towards the destination. This is |less frequent, bus stil
m ss-configured AAAA RRs, or diverse paths for IPv4 and | Pv6
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together with outages or I Pv6-only routing issues, could generate
this problem |In this case, Happy Eyeballs could resolve the

i ssue, however. It will work because the optim zation is not
enabl ed for dual -stack hosts.

5. Partial failure: Slower IPv6 vs | Pv4 path end-to-end. In
general, the added delay of the |IPv4 translations and NATs across
the path, increases the chances that 1Pv4 is slower than |IPv6.
However, it may happen that there is sone |IPv6 specific |ink
congestion or packet dropping, that generates the reverse
situation, so | Pv4 becone faster than | Pv6. Because the
optinmization is not being used for dual -stack hosts, Happy
Eyeballs will be resolving the issue.

In sunmary, the optimzation will not change the Happy Eyeballs
behaviour. Furthernore, it should be observed that | Pv6 failures
will also inpact other operators (even if not using the
optinization), and especially those using only NAT64+DNS64 i nst ead of
464XLAT, or even nore, any |Pv6-only hosts and applications in any
operator network across the entire Internet. 1t looks like it is
very inportant to make sure that, as IPv6 is nore prevalent, there is
a better nonitoring and failures are detected ASAP, instead of being
hi dden by Happy Eyeballs, specially in IPv6-only networks. It should
be noticed also that in I Pv6-only with | Pvd4aaS, the chances of
troubles in the I Pv4 paths seemto be higher than in the | Pv6, as
there are nore translations, nore devices, nore del ays, while the
optimzation will precisely reduce them

5.2.15. Troubl eshooting Inplications

When there is a need to troubl eshoot IPv4 fromthe CE LANs, it nay
happen that there is an EAMI entry forcing the flowto a given
destination(s) to use IPv6, which will distort the results, unless
the host being used is dual-stack (which is the nbst common
situation).

This can be avoi ded, using a CLI/GJ or provisioning procedure, to
either conpletely disable the optimzation during the

troubl eshooting, or create specific static EAMI entries, using the
Valid/Stale/lnvalid and Auto/ Static flags, as described in

Section 5.2.5.

Consequently, the CE MJUST all ow both, disabling the optimzation and
the setup of manual/static EAMI entries.
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5.3. Approach 3: NAT46/ CLAT- provi der - EAM based Sol uti on

I nstead of using the DNS proxy/stub resolver to create the EAMI
entries, the operator may push this table (or parts of it) into the
CE/ NAT46/ CLAT, by using configuration/ managenment nechani sns.

This solution has the advantage of not being affected by any DNS
changes fromthe user (the EAMI is created by the operator) and
ensures a conplete control fromthe operator. However, it may inpact
the cases of devices with a DNS configured by the vendor

In general, nost of the considerations fromthe previous approach
will apply.

One nore advantage of this solution is that the EAMI pairs doesn’t
need to match the "real" |Pv4/IPv6 addresses available in the A/ AAAA
records, as shown in the next exanple.

www. exanpl e. com A 192.0.2. 1

AAAA 2001: db8::a: b:c:d
EAMT pul | ed/ pushed entry 192.0.2.1 2001:db8::f:e:d:c
NAT46/ CLAT translated to 2001: db8::f:e:d:c
CDN I Pv6 interface already is 2001: db8::f:e:d:c
Qperator already has a specific route to 2001:db8::f:e:d:c

EAMI may contain TTLs which probably are derived from DNS ones, or
alternatively, a global TTL for the full table.

An alternative way to configure the table, is that the CE is actually
pulling the table (or parts of it) fromthe operator infrastructure.
In this case it will be mandatory that the entries have individua
TTLs, again probably derived fromthe DNS ones.

Thi s approach has three maj or drawbacks:

1. CDNs are used to do frequent changes at the DNS | evel, so unless
the CDNs offer an APl or equival ent convenient solution to keep
updated the EAMI, the operator will need to cache the npst
frequent FCQDNs being resolved in their own DNS and based on the
TTLs, update the EAMI

2. It requires a new protocol, or an extension to existing ones, in
order to push or pull the EAMI updates.

3. It may generate additional bandwi dth utilization in the WAN | i nks
for every CE when the EAMI needs to be update, even when a CE
reboot s.
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6

| Pv6-only Services becone accessible to | Pv4d-only devi ces/apps

One of the issues with the IPv6 depl oynent, is that those services
whi ch beconme IPv6-only in Internet, aren't reachable by |IPv4-only
hosts and applications. This neans that new content providers nust
support dual -stack even for new services, even while |Pv4 public
addresses aren’t avail abl e.

I f NAT46/ CLAT/ DNS- pr oxy- EAM approach (Section 5.2) is chosen, it also
offers the chance to resolve this issue. This is possible if

| Pv6-only services get configured with an A resource record pointing
to a well-known | Pv4 address despite they aren’'t actually connected
to IPv4. This is out of scope for this docunment, as it will require
further work and a reservation by IANA, This will nean that those
services will work fine if there is a NAT46/ CLAT supporting the
optimzation. This A RR has no negative inpact if the NAT46/ CLAT
doesn’'t exist, or it is not optimzed, because is not reachable via
I Pv4-only, so is not a different situation conmpared with not having
an A RR

The result of this is equivalent to the approach taken by MAP-T
(Section 12.3 of [RFC7599]). However, it has the advantage that the
MAP- T approach is restricted to services in the MAP-T donai n.

In fact, it may beconme an incentive for the | Pv6 depl oynent in
Internet services, as it provides the option to use a well-known | Pv4
address (maybe anycast) for the "non-valid" A RR that points, in
case of port 80/443 to a web page or service that returns a warning
such as "This service is only available if the network is properly
connected to Internet with | Pv6".

Concl usi ons

NAT46/ CLAT/ DNS- pr oxy- EAM approach (Section 5.2) seens the right
solution for optinmizing the access to dual -stack services, whether
they are located inside or outside the ISP. It is also the only
approach whi ch has no additional requirenents for the network
operators (both | SPs and CDN cache operators).

Having this type of optimzation facilitates and increases the usage
of IPv6, even for |Pvd-only hosts and applications, at the sane tine
that decreases the use of the NAT64.

SII'T already has a SHOULD for EAM support, so it is not a high
addi tional burden the support required for existing inplenmentations
to be updated for this optimzation
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10.

However, this approach requires a nodification of the NAT46/ CLAT/ CE
code, which we know it can take a long time to be not only in the

mar ket, but also into firnware upgrades applied to existing CEs.

I nst ead DNS/ Routi ng-based Sol uti on approach (Section 5.1), is already
bei ng used for CGN (NAT444) deploynents, so it nmakes sense that those
depl oynents, when the CDN caches, already are dual -stacked, and have
an internal routing path make use of the WKP with non-global routable
| Pv4 addresses.

Note that this approach can also be used in | Pv6-Mstly depl oynents
when the stateless NAT64 is routed internally in the enterprise
net wor k.

In sunmary, we shall recomend the DNS/ Routing-based Sol ution
approach (Section 5.1).

Security Considerations

Thi s docunent does not have any new specific security considerations,
besi des the ones al ready known for DNS64.

Spoof ed DNS responses coul d generate incorrect EAMI entries.

However, this seens not different than if the optimzation is not in
pl ace and the spoofed DNS responses are cached by the CE DNS proxy/
stub resol ver or even by hosts in the CE LANs. It very nuch depends
on how and where the attack is actually perforned.

In both cases, 464XLAT and MAP-T, the CE device should contain a DNS
proxy/ stub resolver, which is also required for the optim zation
Nevertheless, it is common that the user change DNS settings. |If it
happens, in the case of MAP-T, the port-set is restricted for an
efficient public | Pv4 address sharing, so the entropy of the source
ports is significantly lowered. 1In this case, theoretically MAP-T is
| ess resilient against cache poisoning ([RFC5452]) conpared with
464XLAT. However, an efficient cache poisoning attack requires that
the subscriber operates its own caching DNS server and the attack is
performed in the service provider network, so the chances of a
successful exploitation of this vulnerability are | ow.

I ANA Consi derati ons

Thi s docunent does not have any new specific | ANA consi derations.
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