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Abstract
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1. Introduction

| Note to RFC Editor: Once RFC 9846 (RFC 8446bis) is published,
| all references to RFC 8446 nust be updated to refer to RFC
| 9846. Al section references nmust al so be updated accordingly.

In the rapidly evolving Internet of Things (10T) ecosystem

conmuni cation security is a critical requirenment. The Transport
Layer Security (TLS) and Datagram Transport Layer Security (DTLS)
prot ocol s have been foundational for ensuring encryption, integrity,
and authenticity in conmunications. However, the constraints of a
certain class of 10T devices render conventional, off-the-shelf TLS/
DTLS i npl enent ati ons suboptimal for many |oT use cases. This
docunent addresses these limtations by specifying TLS 1.3 and DTLS
1.3 profiles that are optinized for resource-constrained |oT devices.

Note that |oT devices vary widely in terns of capabilities. Wile
some are highly resource-constrained, others offer performance
conparabl e to regul ar desktop conputers but operate w thout end-user
interfaces. For a detailed description of the different classes of

| oT devices, please refer to [RFC7228] and [|-D.ietf-iotops-7228bis].
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It is crucial for developers to thoroughly assess the linmitations of
their 10T devices and conmuni cation technol ogies to inplenment the
nmost suitable optimzations. The profiles in this document aimto
bal ance strong security with the hardware and software |linitations of
| oT devi ces.

TLS 1. 3 has been re-desi gned and several previously defined

ext ensions are not applicable to the new version of TLS/ DILS anynore.
The followi ng features changed with the transition fromTLS 1.2 to
1.3:

* TLS 1.3 introduced the concept of post-handshake authentication
messages, which partially replaced the need for the re-negotiation
feature [ RFC5746] available in earlier TLS versions. However, the
rekeyi ng nmechani smdefined in Section 4.6.3 of [RFC8446] does not
provi de post-conprom se security (see Appendix E. 1.5 of
[ RFC8446]). Furthernore, post-handshake authentication defined in
Section 4.6.2 of [RFC8446] only offers client authentication
(client-to-server). The "Exported Authenticator" specification,
see [ RFC9261], added support for nutual post-handshake
aut hentication, but this requires the Certificate,
CertificateVerify and the Finished nessages to be conveyed by the
application |ayer protocol, as it is exercised for HITP/2 and
HTTP/3 in [I-D.ietf-httpbis-secondary-server-certs]. Therefore,
the application |ayer protocol nust be enhanced whenever this
feature is required.

* Rekeying of the application traffic secret does not |lead to an
update of the exporter secret (see Section 7.5 of [RFC8446]) since
the derived export secret is based on the exporter_nmster_secret
and not on the application traffic secret.

* Flight #4, which was used by EAP-TLS 1.2 [RFC5216], does not exi st
in TLS 1.3. As a consequence, EAP-TLS 1.3 [RFC9190] introduced a
pl acehol der nessage.

* [RFC4279] introduced PSK-based authentication to TLS, a feature
re-designed in TLS 1.3. The "PSK identity hint" defined in
[ RFC4279], which is used by the server to help the client in
sel ecting which PSK identity to use, is, however, not avail abl e
anynmore in TLS 1.3.

* Finally, ciphersuites were deprecated and the RSA-based key
transport is not supported in TLS 1.3. As a consequence, only a
Di ffie-Hell man-based key exchange is avail able for non-PSK-based
(i.e., certificate-based) authentication. (For PSK-based
aut hentication the use of Diffie-Hellman is optional.)

The profiles in this specification are designed to be adaptable to
the broad spectrum of 10T applications, from | ow power consumner
devices to large-scale industrial deploynents. 1t provides

gui delines for inplementing TLS/ DTLS 1.3 in diverse networking

Tschofenig, et al. Expi res 26 Novenber 2026 [ Page 4]



I nternet-Draft TLS/DTLS 1.3 10T Profiles May 2026

contexts, including reliable, connection-oriented transport via TCP
for TLS, and |ightweight, connectionless comrunication via UDP for
DTLS. In particular, DTLS is enphasized for scenarios where | ow

| at ency conmuni cation is paranount, such as nulti-hop nesh networks
and | ow power wi de-area networks, where the anpbunt of data exchanged
needs to be mnim zed.

Thi s docunent offers conprehensive gui dance for deploying secure
communi cation in resource-constrained 10T environments. It outlines
best practices for configuring TLS/DTLS 1.3 to neet the uni que needs
of 10T devices, ensuring robust security w thout overwhelnmng their
limted processing, nenory, and power resources. The docunent ains
to facilitate the devel opment of secure and efficient 10T depl oynments
and promote the broad adopti on of secure conmuni cation standards.

Thi s docunent updates [ RFC7925] with respect to the X. 509 certificate
profile (Section 17) and ci phersuite requirenents (Section 20).

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunment reuses the terns "SHOULD+", "SHOULD-" and "MJST-" from
[ RFC8221] .

3. Credential Types

TLS/ DTLS allow di fferent credential types to be used. These include
X. 509 certificates and raw public keys, pre-shared keys (PSKs), and
passwords. The extensions used in TLS/ DTLS differ depending on the
credential types supported. Self-signed X 509 certificates are stil
X. 509, not raw public keys; raw public keys are conveyed via the
raw_publ i c_key extension.

This profile considers three authentication nmodes for 10T devices:
(1) certificate-based, (2) raw public key-based and (3) external PSK-
based. PSK with (EC)DHE is optional and not assuned by default.

TLS/ DTLS 1.3 supports PSK-based authenticati on, wherein PSKs can be
established via session tickets fromprior connections or via sone
external, out-of-band nechanism To distinguish the two nodes, the
former is called resunption PSK and the |atter external PSK.  For
performance reasons the support for resunption PSKs is often found in
i mpl ementations that use X. 509 certificates for authentication
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I mpl enent ati ons that only support external PSKs are common in
constrai ned devices; inplenmentations using certificates often al so
support resunpti on PSKs for performance.

A "plain" PSK-based TLS/ DTLS client or server, which only inplenents
support for external PSKs as its long-termcredential, MJST inplenent
the foll owi ng extensions:

Supported Versions,

Cooki e,

Server Nane Indication (SN),

Pr e- Shared Key,

PSK Key Exchange Mddes, and

Appli cation-Layer Protocol Negotiation (ALPN)

E R

Not e that these extensions nmay al so appear in ECDHE or resunption
handshakes; the requirenent here is that external PSK-only endpoints
MUST support them

For external pre-shared keys, [RFC9258] recommends that applications
SHOULD provi sion separate PSKs for (D) TLS 1.3 and prior versions.

Where possible, the inporter interface defined in [ RFC9258] MJUST be
used for external PSKs. This ensures that external PSKs used in

(D) TLS 1.3 are bound to a specific key derivation function (KDF) and
hash functi on.

SNl is discussed in Section 12; the justification for inplenenting
and using the ALPN extension can be found in [ RFC9325].

An inplementation supporting authentication based on certificates and
raw public keys MJST support digital signatures with
ecdsa_secp256r1_sha256. A conpliant inplenmentati on MJST support the
key exchange with secp256rl1l (N ST P-256) and SHOULD support key
exchange with X25519.

For TLS/ DTLS clients and servers inplenmenting raw public keys and/or
certificates the guidance for nandatory-to-inplenent extensions
described in Section 9.2 of [RFC8446] MJST be followed. |In addition,
conpliant inplenmentations MJST inplenent the Record Size Limt (RSL)
extension; see Section 13.

Entities deploying |oT devices may sel ect credential types based on
security characteristics, operational requirenents, cost, and ot her
factors. Consequently, this specification does not prescribe a
single credential type but provides guidance on considerations

rel evant to the use of particular types.
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4.

Error Handling

TLS 1.3 sinplified the Alert protocol but the underlying challenge in
an enbedded context renmai ns unchanged, namely what should an IoT
device do when it encounters an error situation. The classica
approach used in a desktop environment where the user is pronpted is
of ten not applicable with unattended devices. Hence, it is nore
important for a developer to find out fromwhich error cases a device
can recover from

Sessi on Resunption

TLS 1.3 has built-in support for session resunption by utilizing PSK-
based credentials established in an earlier exchange.

Conpr essi on

TLS 1. 3 does not define conpression of application data traffic, as
of fered by previous versions of TLS. Applications are therefore
responsible for transmtting payl oads that are either conpressed or
use a nore efficient encodi ng otherw se.

Wth regards to the handshake itself, various strategies have been
applied to reduce the size of the exchanged payl oads. TLS and DTLS
1.3 use |l ess overhead, depending on the type of key confirmations,
when conpared to previous versions of the protocol

Forward Secrecy

RFC 8446 has renpved Static RSA and Static Diffie-Hell man cipher
suites, therefore all public-key-based key exchange mechani snms
available in TLS 1.3 provide forward secrecy.

Pre-shared keys (PSKs) can be used with (EC) DHE key exchange to
provide forward secrecy or can be used alone, at the cost of |osing
forward secrecy for the application data. For PSK use, endpoints
SHOULD use (EC)DHE to achieve forward secrecy; PSK-only SHOULD be
avoi ded unl ess the application can tolerate the |oss of forward
secrecy.

Aut hentication and Integrity-only C pher Suites

For a few, very specific Industrial |0oT use cases [ RFC9150] defi nes
two ci pher suites that provide data authenticity, but not data
confidentiality. For details and use constraints, defer to [ RFC9150]
(especially Section 9 of [ RFC9150]). |Inplenentations nmay not support
these suites; deploynents should not assune availability. This
docunent does not add new gui dance beyond [ RFC9150]. Profiling the
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10.

use of authentication- and integrity-only cipher suites is out of
scope for this specification

Keep- Al i ve
The di scussion in Section 10 of [RFC7925] is applicable.
Ti mers and ACKs

Conpared to DTLS 1.2 tineout-based whole flight retransm ssion, DILS
1.3 ACKs sensibly decrease the risk of congestion collapse which was
the basis for the very conservative recomendati ons given in

Section 11 of [RFC7925].

The recomendations in Section 7.3 of [RFC9147] regardi ng ACKs apply.
In particular,

| When DTLS 1.3 is used in deploynents with | ossy networks, such as
| low power, |ong-range radio networks as well as | ow power mesh
| networks, the use of ACKs is reconmended.

ACKs provide explicit feedback on whi ch handshake nessages have been
received. This enables endpoints to detect a | ack of progress nore

quickly and to trigger selective or early retransm ssion, |leading to
nmore efficient use of bandw dth and nenory.

Due to the vast range of network technol ogies used in IoT

depl oynents, fromwired LANto GSMSMS, it’'s not possible to provide
a universal recommendation for an initial timeout. Therefore, it is
RECOMMVENDED t hat DTLS 1.3 inplenentations all ow devel opers to
explicitly set the initial timer value. Developers SHOULD set the
initial timeout to be twice the expected round-trip tine (RTT), but
no | ess than 1000ns, which is a conservative default aligned with the
gui dance in Section 11 of [RFC7925]. For specific application/

net wor k comnbi nati ons, a sub-second initial timeout MAY be set. In
cases where no RTT estimates are available, a 1000ns initial timeout
is suitable for the general Internet.

Regarding the tinmers used by the Return Routability Check (RRC
functionality, the recomendations in Section 5.5 of
[I-Dietf-tls-dtls-rrc] apply. Just |like the handshake initi al
timers, it is RECOWENDED that DTLS 1.2 and 1.3 inpl enentations offer
an option for their developers to explicitly set the RRC tiner.
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11. Random Nunmber Generati on

The di scussion in Section 12 of [RFC7925] is applicable with one
exception: the ClientHello and the ServerHell o nmessages in TLS 1.3 do
not contain gnt _unix_tinme conponent anynore. For entropy generation
and randommess consi derations, inplenmenters should also consult

[ RFC8937] .

12. Server Nane |ndication

To support edge-to-cloud communi cation, this specification nmandates
the inplenentation of the Server Nanme |ndication (SNI') extension for
| oT devices acting as clients. This functionality is not strictly
required for constrained-to-constrai ned comruni cati on and coul d be
di sabled in such cases. However, figuring out how to deactivate SN
can be difficult in sone libraries. Furthernore, in a multi-vendor
| oT depl oynent, sone devices nay not be aware of whether they are
communi cating with another device or a cloud service. Therefore, it
is best to leave SNI as MIl for all clients.

VWhere privacy requirenents necessitate it, the ECH (Encrypted dient
Hel | 0) extension [ RFC9849] prevents an on-path attacker from
determning the domain nane the client is trying to connect to.
Since the ECH extension requires the use of Hybrid Public Key
Encryption (HPKE) [ RFC9180], and additional protocols require further
prot ocol exchanges and cryptographi c operations, there is a certain
overhead associated with this privacy feature. Note that in

i ndustrial 10T deploynents, the use of ECH may be di sabl ed because
network administrators routinely inspect the SNI to detect nalicious
behavior. Furthernore, to avoid | eaking DNS | ookups to network

i nspection altogether, additional protocols are needed, including
DNS- over - HTTPS (DoH) [ RFC8484], DNS-over-TLS (DoT) [RFC7858], and
DNS- over- QUI C (DoQ [ RFC9250].

Where 10T devices are accepting (D) TLS connections (i.e., they are
acting as a server), it is unlikely that there will be a useful nane
pl aced into the SNI by the connecting client. Since an |oT server
cannot rely on a client to provide a correct SNI, 10T devices in a
respondi ng (server) node SHOULD ignore SNI. In the rare event that
an | oT device has nmultiple server instances responding with different
server certificates, the device SHOULD use different |P addresses or
port nunbers rather than relying on SN .
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13. Maxi mum Fragnment Length Negoti ation

The Maxi mum Fragment Length Negotiation (ML) extension has been
superseded by the Record Size Limt (RSL) extension [RFC8449].

I mpl enentations in conpliance with this specification MJST inpl enent
the RSL extension and SHOULD use it to indicate their RAM
limtations.

14. Crypto Agility

The recomendations in Section 19 of [RFC7925] are applicable.
15. Key Length Reconmendati ons

The recommendations in Section 20 of [RFC7925] are applicable.
16. O-RTT Data

Appendi x E.5 of [RFC8446] establishes that:

| Application protocols MJST NOT use O-RTT data without a profile

| that defines its use. That profile needs to identify which

| messages or interactions are safe to use with O-RTT and how to

| handle the situation when the server rejects O-RTT and falls back
| to 1-RITT.

For any application protocol, 0-RTT MJST NOT be used unless a
protocol -specific profile exists. At the time of witing, no such
profil e has been defined for CoAP [CoAP]. Therefore, 0-RTT MJST NOT
be used by CoAP applications.

17. Certificate Profile

This section contains updates and clarifications to the certificate
profile defined in [RFC7925]. The content of Table 1 of [RFC7925]
has been split by certificate "type" in order to clarify exactly what
requi renents and recommendations apply to which entity in the PK

hi er ar chy.

This profile does not define a specific certificate policy QD
depl oynents MAY define one if needed for |ocal policy enforcenent.

The terminology used in this section is not intended to restrict the
scope of this profile to | EEE 802. 1AR depl oynents. It is used
because it conveniently distingui shes between manufact urer-

provi sioned and operational credentials, which is inportant in many
| oT depl oynents.

Tschofenig, et al. Expi res 26 Novenber 2026 [ Page 10]



I nternet-Draft TLS/DTLS 1.3 10T Profiles May 2026

A Device ldentifier (DevlD) consists of:

a private key,

* a certificate containing the public key and the identifier
certified by the certificate issuer, and

* a certificate chain leading up to a trust anchor (typically the
root certificate).

The | EEE 802. 1AR specification [| EEE-802. 1AR] introduces the concept
of DevlDs and defines two specialized versions:

* Initial Device ldentifiers (IDevlDs): Provisioned during
manuf acturing to provide a unique, stable identity for the
lifetime of the device.

* Locally Significant Device ldentifiers (LDevlDs): Provisioned
after deployment and typically used for operational purposes
within a specific donain.

The IDeviD is typically provisioned by a manufacturer and signed by
the manufacturer CA. It is then used to obtain operationa
certificates, the LDevlDs, fromthe operator or owner of the device.
Sone protocols also introduce an additional hierarchy with
application instance certificates, which are obtained for use with
speci fic applications.

I DeviDs are intended for device identity and initial onboarding or
boot st rappi ng protocols, such as the Bootstrappi ng Renote Secure Key
Infrastructure (BRSKI) protocol [RFC8995] or LwiV2M Boot strap

[ LWMeM T] [LWMRM C]. The use of IDeviDs is intentionally linmted to
such onboardi ng scenarios even though they often have a | ong
lifetime, or do not expire at all

There are, however, multiple onboardi ng and boot strappi ng approaches
in use. Sone of themuse TLS and therefore use the IDevliD for client
aut hentication, while others, such as FI DO Device Onboardi ng (FDO
[FDO, do not use TLS/DTLS for client authentication. 1In many cases,
the I DeviD profile and content are defined by those specifications.
For these reasons, this specification focuses on the description of
operational certificates such as LDevl Ds.

Thi s docunent uses the term nol ogy and sonme of the rules for

popul ating certificate content defined in | EEE 802. 1AR. However,
this specification does not claimconfornance to | EEE 802. 1AR, which

i s broader and nandates hardware, security, and process requirements
outside the constraints of nmany |oT deploynents. This profile
borrows term nology and selected certificate fields from | EEE 802. 1AR
but intentionally onmts those broader requirenents.
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17.

17.

17.

17.

17.

1. Al Certificates

This section outlines the requirenents for X 509 certificates that
apply to all PKI entities. These requirenments apply to certificates
issued within the 10T device PKI (i.e., root, subordinate and end
entity certificates used to authenticate |oT devices), rather than to
public WebPKI server certificates. The section focuses on X 509 v3
certificates.

1.1. Version
Certificates MJUST be of type X 509 v3.
1.2. Serial Nunber

The serial nunmber MJUST be unique for each certificate issued by a
given CA (i.e., the issuer nane and the serial nunber uniquely
identify a certificate). [RFC5280] limts this field to a nmaxi num of
20 octets. To reduce the risk of predictable serial nunbers, CAs
SHOULD generate serial nunbers of at |east eight (8) octets using a
crypt ographi cally secure pseudo-random nunber generat or

1.3. Signature
The signature MUST be ecdsa-w t h- SHA256 or stronger [RFC5758].

Note: In contrast to | EEE 802.1AR this specification does not require
end entity certificates, subordinate CA certificates, and CA
certificates to use the sane signhature algorithm Furthernore, this
specification does not utilize RSA for use with constrained |oT

devi ces and networks. For certificates expected to be validated by
constrained 10T devices, CAs SHOULD sel ect signature algorithns
supported by those devices to ensure successful validation (e.qg.,
ECDSA P-256). Different certificates in the sane chain MAY use
different signature algorithnms when the relying devices support
validation of the resulting chain.

1.4. |ssuer
The issuer field MIUST contain a non-enpty distingui shed nane (DN) of

the entity that has signed and issued the certificate in accordance
with [ RFC5280].
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17.1.5.  Validity

Vendors nust determ ne the expected |lifespan of their 10T devices.
This decision directly affects how |long firmvare and software updates
are provided for, as well as the | evel of maintenance that custoners
can expect. It also affects the maximumvalidity period of
certificates.

Constrai ned devices often | ack precise UTC tinme; inplenentations
SHOULD treat tine checks with coarse granularity (e.g., day- or hour-
| evel) and ignore | eap seconds when validating notAfter. For devices
without a reliable source of time we advise the use of a device
managenent sol ution, which typically includes a certificate
managenment protocol, to manage certificates used by the device over
their lifecycle. VWhile this approach does not utilize certificates
to its widest extent, it is a solution that extends the capabilities
of fered by a raw public key approach

In many |oT deploynents, |DevlDs are provisioned with an unlinited
lifetime, as described in [I EEE-802. 1AR]. This hel ps prevent devices
frombeing accidentally bricked due to certificate expiration. A
real -worl d exanple occurred in 2018, when Cculus Rift headsets becane
unusabl e after an Oculus certificate expired

[ Tonms- Har dwar e- Ccul us-Ri ft-2018]. Oculus later issued a nanual

patch, as the expired certificate al so bl ocked the standard software
updat e pat h.

For this purpose, the special GeneralizedTi ne val ue 99991231235959Z
is used in the notAfter field, as described in Section 4.1.2.5 of

[ RFC5280]. However, the CA certificate and subordi nate CA
certificates in the certification path may still have finite validity
periods. Careful consideration is therefore required before issuing
I DevliD certificates with no maxi mumvalidity period, since an
effectively unlimted certificate lifetine is only useful if the

rel evant certification path remains usable for the intended lifetine
of the device.

LDevlI D certificates are, however, issued by the operator or owner

and may be renewed at a regular interval using protocols, such as
Enrol | ment over Secure Transport (EST) [ RFC7030] or Certificate
Managenent Protocol (CWP) [ RFC9810] [RFC9483]. It is therefore
RECOMMENDED to limit the lifetime of these LDevID certificates using
the notBefore and notAfter fields, as described in Section 4.1.2.5 of
[ RFC5280]. Val ues MJST be expressed in G eenwich Mean Tine (Zul u)
and MUST include seconds even where the nunber of seconds is zero.
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17.

17.

Note that the validity period is defined as the period of tine from
not Bef ore through not After, inclusive. This means that a

hypot hetical certificate with a notBefore date of 9 June 2021 at
03:42: 01 and a not After date of 7 Septenber 2021 at 03:42: 01 becones
valid at the beginning of the :01 second, and only becones invalid at
the : 02 second, a period that is 90 days plus 1 second. So for a
90-day, notAfter nust actually be 03:42:00.

1.6. Subj ect Public Key Info

The subj ectPublicKeylnfo field indicates the al gorithm and any
associ ated parameters for the ECC public key. This profile uses the
i d-ecPublicKey algorithmidentifier for ECDSA signature keys, as
defined and specified in [ RFC5480]. This specification assumes that
devi ces support one of the follow ng al gorithns:

i d-ecPublicKey with secp256rl
i d-ecPublicKey with secp384rl1, and
* id-ecPublicKey with secp521r1l

There is no requirenent to use CA certificates and certificates of
subordinate CAs to use the sane algorithmas the end entity
certificate. Certificates with longer lifetine may well use a
cryptographically stronger algorithm However, CAs (or their

adm ni strators) that issue certificates intended to be validated by
constrained 10T devices SHOULD sel ect al gorithns supported by those
devices to ensure successful validation. Longer-Ilived CA
certificates MAY intentionally use stronger or different algorithns
if the target devices are expected to validate such chains
successful ly.

1.7. Certificate Revocati on Checks

Constrained |oT devices often lack the resources to perform
traditional Certificate Revocation List (CRL) or Online Certificate
Status Protocol (OCSP) checks. Consistent with the guidance in
Section 4.4.3 of [RFC7925], neither OCSP nor CRLs are used by
constrained 10T devices during the TLS handshake.

I nstead, 10T deploynents generally rely on short-lived end-entity
certificates managed via aut omated onboardi ng and nanagenent

protocol s (such as Lightwei ght Machi ne-to-Machi ne [ LWM2M T]

[LWM2M C]). Because these protocols can distribute and update
certificates on demand, they make real -time revocation checks largely
unnecessary.
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Si nce these checks are bypassed, the CRL Distribution Points
extension and the Authority Informati on Access (Al A) extension for
OCSP SHOULD NOT be included in 10T device certificates. |If they are
present, they MJUST NOT be marked critical. However, the AlA

ext ensi on MAY be used to provide the cal ssuer access nethod, enabling
peers with sufficient resources to fetch certificate chains.

When designing the application |ayer, devel opers nmust account for the
fact that updating a certificate does not automatically affect
existing, long-lived TLS sessions. TLS al one does not mandate
continuous validity checks once a connection is established.
Furthernore, TLS 1.3 natively supports only client-to-server post-
handshake aut hentication. Achieving nutual post-handshake

aut henti cation requires Exported Authenticators [ RFC9261], which
requires the application-layer protocol to carry the authentication
payl oad. Therefore, if continuous validation is strictly required
for a long-lived connection, it is the application’s responsibility
to enforce this policy by actively triggering re-authentication or
tearing down and re-establishing the TLS session

Utimately, instead of attenpting to performrevocati on checks
directly on the constrai ned device, it is RECOMENDED to del egate
this responsibility to the 10T device operator, who can take the
necessary adm nistrative actions (such as depl oyi ng updat ed
certificates) to keep the network secure and operational. Wile the
above recommendation is valid in nost cases, it should be considered
carefully on a case-by-case basis, taking into account the security
ri sks associated with not re-authenticating peers and the cost/
conplexity of inplenenting an application-layer solution

17.2. Root CA Certificate
This section outlines the requirenments for root CA certificates.
17.2.1. Subject
[ RFC5280] nmandates that Root CA certificates MJUST have a non-enpty
subject field. The subject field MIUST contain the comonNane, the
organi zati onNane, and the countryNane attribute and MAY contain an
organi zational UnitName attribute. |If a subjectAltNane extension is

present, it SHOULD be set to a value consistent with the subject and
SHOULD NOT be marked critical
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17.

2.2. Authority Key ldentifier

Section 4.2.1.1 of [RFC5280] defines the Authority Key ldentifier as
follows: "The authority key identifier extension provides a neans of
identifying the public key corresponding to the private key used to
sign a certificate. This extension is used where an issuer has

mul tiple signing keys."

The Authority Key ldentifier extension SHOULD be set to aid path
construction. If it is set, it MJUST NOT be marked critical, and MJUST
contain the subjectKeyldentifier of this certificate.

2.3. Subject Key ldentifier

Section 4.2.1.2 of [RFC5280] defines the SubjectKeyldentifier as
follows: "The subject key identifier extension provides a neans of
identifying certificates that contain a particular public key."

The Subject Key ldentifier extension MIST be set, MJST NOT be marked
critical, and MJST contain the key identifier of the public key
contained in the subject public key info field.

The subj ectKeyldentifier is used by path construction algorithns to
identify which CA has signed a subordinate certificate.

2.4. Key Usage

[ RFC5280] defines the key usage field as follows: "The key usage
ext ensi on defines the purpose (e.g., enciphernment, signature,
certificate signing) of the key contained in the certificate."

The Key Usage extension SHOULD be set; if it is set, it MJST be
marked critical, and the keyCert Sign purpose MIST be set. |If the
Root CA issues CRLs, the cRLSi gn purpose MJST al so be set.

Addi tional key usages MAY be set dependi ng on the intended usage of
the public key. The digital Signature purpose is not required for a
Root CA certificate.

[ RFC5280] defines the extended key usage as follows: "This extension
i ndi cates one or nore purposes for which the certified public key may
be used, in addition to or in place of the basic purposes indicated
in the key usage extension."

Thi s ext endedKeyUsage extensi on MUST NOT be set in CA certificates.
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2.5. Basic Constraints

[ RFC5280] states that "The Basic Constraints extension identifies
whet her the subject of the certificate is a CA and the maxi mum depth
of valid certification paths that include this certificate. The cA
bool ean i ndi cates whether the certified public key may be used to
verify certificate signatures."”

For the pathLenConstraint RFC 5280 nmakes further statenents:

* "The pathLenConstraint field is neaningful only if the cA bool ean
is asserted and the key usage extension, if present, asserts the
keyCertSign bit. In this case, it gives the maxi mum nunber of
non-sel f-issued intermediate certificates that may follow this
certificate in a valid certification path.”

* "A pathLenConstraint of zero indicates that no non-self-issued
intermedi ate CA certificates may follow in a valid certification
path."

"Wher e pat hLenConstraint does not appear, no limt is inposed."
"Conform ng CAs MIST include this extension in all CA certificates
that contain public keys used to validate digital signatures on
certificates and MUST nark the extension as critical in such
certificates."

The Basic Constraints extension MJST be set, MJST be narked critical,
the cA flag MJST be set to true and the pathLenConstraint MJUST be
omtted.

Oritting pathLenConstraint foll ows common root CA practice but is not
meant to encourage arbitrarily deep certification hierarchies in |IoT
depl oynents. Shall ow hi erarchies remain preferable for constrained
devi ces.

3. Subordinate CA Certificate

This section outlines the requirenents for subordinate CA
certificates.

3.1. Subject
The subject field MJUST be set and MJST contain the comobnNane, the

organi zati onNane, and the countryNane attribute and MAY contain an
organi zati onal Uni t Name attri bute
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3.2. Authority Key ldentifier

The Authority Key ldentifier extension MIST be set, MJST NOT be
mar ked critical, and MJST contain the subjectKeyldentifier of the CA
that issued this certificate.

3.3. Subject Key ldentifier

The Subject Key ldentifier extension MJIST be set, MJST NOT be marked
critical, and MUST contain the key identifier of the public key
contained in the subject public key info field.

3.4. Key Usage

The Key Usage extension MJST be set, MJIST be marked critical, the
keyCert Si gn or cRLSi gn purposes MJST be set, and the digital Signature
pur pose SHOULD be set.

Subordi nate certification authorities SHOULD NOT have any
ext endedKeyUsage. [ RFC5280] reserves EKUs to be neaningful only in
end entity certificates.

3.5. Basic Constraints

The Basic Constraints extension MJST be set, MJST be narked critical,
the cA flag MIUST be set to true and the pathLenConstraint SHOULD be
omtted.

3.6. CRL Distribution Point

The CRL Distribution Point extension SHOULD NOT be set. |If it is
set, it MJST NOT be marked critical and MUST identify the CRL
relevant for this certificate.

3.7. Authority Information Access

The Authority Information Access (Al A) extension SHOULD NOT be set.
If it is set, it MJUST NOT be marked critical and MJST identify the
| ocation of the certificate of the CA that issued this certificate
and the location it provides an online certificate status service
(CCsP)

.4. End Entity Certificate

This section outlines the requirements for end entity certificates.
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17.4.1. Subject

This section describes the use of end entity certificate primarily
for (D)TLS clients running on |oT devices. Operating (D)TLS servers
on | oT devices is possible but |ess conmon.

[ RFC9525], Section 2 mandates that the subject field not be used to
identify a service. However, certain |oT applications (for exanple,
[1-D.ietf-ani ma-constrai ned-voucher], [I|EEE-802.1AR]) use the subject
field to encode the device serial nunber.

The requirenent in Section 4.4.2 of [RFC7925] to only use EU -64 for
end entity certificates as a subject field is lifted.

Two fields are typically used to encode a device identifier, nanely
the Subject and the subjectAl tName fields. Protocol specifications
tend to of fer recommendati ons about what identifiers to use and the
depl oynent situation is fragmented.

The subject field MAY include a unique device serial number. |If a
serial nunber is included in the Subject DN, it MJST be encoded in

t he X520Seri al Nunber attribute. |If the serial nunber is used as an
identifier, it SHOULD al so be placed in the subjectAltNane (e.g., as
a URI). e.g., [RFC8995] use requires a serial nunber in |IDevlD
certificates.

[ RFC5280] defines: "The subject alternative name extension allows
identities to be bound to the subject of the certificate. These
identities may be included in addition to or in place of the identity
in the subject field of the certificate."

The subject alternative name extension MAY be set. [If it is set, it
MUST NOT be marked critical, except when the subject DN contains an
enpty sequence

If the EU-64 format is used to identify the subject of an end entity
certificate, it MJST be encoded as a Subject DN using the
X520Seri al Nunber attribute. The contents of the field is a string of
the form HH HH HH HH HH- HH- HH- HH where "H i s one of the synbols
"0’-"9 or TA-TF.

Per [ RFC9525] domain nanes MJST NOT be encoded in the subject
commonNare. | nstead they MJUST be encoded in a subjectAltName of type
DNS-1 D. Domain nanes MJUST NOT contain wildcard (*) characters. The
subj ect Al t Name MUST NOT contain nultiple nanes.
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Not e: The | EEE 802. 1AR recommends to encode information about a
Trusted Platform Module (TPM, if present, in the HardwareMdul eName
(Section 5 of [RFC4108]). This specification does not followthis
recomendati on.

17.4.2. Authority Key ldentifier

The Authority Key ldentifier extension MJST be set, MJST NOT be
mar ked critical, and MJST contain the subjectKeyldentifier of the CA
that issued this certificate.

17.4.3. Subject Key ldentifier

The Subject Key ldentifier MJUST NOT be included in end entity
certificates, as it can be calculated fromthe public key, so it just
takes up space. End entity certificates are not used in path
construction, so there is no anbiguity regarding which certificate
chain to use, as there can be with subordinate CAs.

17.4.4. Key Usage

The key usage extension MJST be set and MUST be narked as critical

For signature verification keys the digitialSignature key usage

pur pose MJST be specified. Qher key usages are set according to the
i nt ended usage of the key.

As specified in [IEEE-802. 1AR], the extendedKeyUsage SHOULD NOT be
present in IDevliD certificates, as it reduces the utility of the

I DeviD. For locally assigned LDevlD certificates to be usable with
TLS, the extendedKeyUsage MJST contain at |east one of the foll ow ng:
i d-kp-serverAuth or id-kp-clientAuth. The selected EKUs MJST match
the intended TLS role of the device or service using the certificate.

18. Update of Trust Anchors

Since the publication of RFC 7925 the need for firmwvare update
mechani sms has been reinforced and the work on standardi zi ng a secure
and interoperable firmwvare update mechani sm has nade substanti al
progress, see [RFC9019]. RFC 7925 recommends to use a software /
firmvare update nmechanismto provision devices with new trust

anchors. This approach only addresses the distribution of trust
anchors and not end entity certificates or certificates of
subor di nate CAs.

As an alternative, certificate managenent protocols |ike CVMP and EST
have al so offered ways to update trust anchors. See, for exanple,
Section 2.1 of [RFC7030] for an approach to obtaining CA certificates
vi a EST.
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19. Certificate Overhead

In a public key-based key exchange, certificates and public keys are
a mpjor contributor to the size of the overall handshake. For
exanple, in a regular TLS 1.3 handshake with m nimal ECC certificates
and no subordinate CA utilizing the secp256r1 curve w th mnutual

aut henti cati on, around 40% of the entire handshake payload is
consurmed by the two exchanged certificates.

Hence, it is not surprising that there is a strong desire to reduce
the size of certificates and certificate chains. This has led to
various standardi zation efforts. Belowis a brief summary of what
options an inplenmenter has to reduce the bandw dth requirenents of a
public key-based key exchange. Note that many of the standardized
extensions are not readily available in TLS/ DTLS stacks since
optimzations typically get inplenented | ast.

* Use elliptic curve cryptography (ECC) instead of RSA-based
certificate due to the smaller certificate size. This docunent
recomrends the use of elliptic curve cryptography only.

* Avoid deep and conpl ex CA hierarchies to reduce the number of
subordinate CA certificates that need to be transnmitted and
processed. See [I-D.irtf-t2trg-taxonony-nmanufacturer-anchors] for
a di scussion about CA hierarchies. Mst security requirenments can
be satisfied with a PKI depth of 3 (root CA, one subordinate CA
and end entity certificates).

* Pay attention to the anount of information conveyed inside
certificates.

* Use session resunption to reduce the nunber of tinmes a ful
handshake i s needed. Use Connection |IDs [ RFC9146], when possibl e,
to enabl e | ong-1asting connections.

* Use the TLS cached info [RFC7924] extension to avoid sending
certificates with every full handshake.

* Use client certificate URLs Section 5 of [RFC6066] instead of ful
certificates for clients. Wen applications performTLS client
aut hentication via DNS-Based Authentication of Naned Entities
(DANE) TLSA records then the [I-D.ietf-dance-tls-clientid]
specification may be used to reduce the packets on the wre.

Note: The term "TLSA" does not stand for anything; it is just the
nane of the RRtype, as explained in [ RFC6698].

* Use certificate conpression as defined in [ RFC8879].

* Use alternative certificate formats, where possible, such as raw
public keys [ RFC7250] or CBOR-encoded certificates
[1-D.ietf-cose-cbor-encoded-cert].

The use of certificate handles is a formof caching or conpressing
certificates as well.
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Al t hough the TLS specification does not explicitly prohibit a server
fromincluding trust anchors in the Certificate nmessage - and some

i mpl ementations do - trust anchors SHOULD NOT be transmitted in this
way. Trust anchors are intended to be provisioned through out-of-
band mechani snms, and any trust anchor included in the TLS Certificate
message cannot be assuned trustworthy by the client. Including them
therefore serves no functional purpose and unnecessarily consunes
bandwi dt h.

However, due to limted or asymmetric know edge between client and
server, onmtting trust anchors entirely is not always
straightforward. Several scenarios highlight this challenge

* Pinned Server Certificates: In many device-to-cloud depl oynents
(see Section 2.2 of [RFC7452]), clients pin a specific server
certificate. |If the client has pinned the server certificate,
retransmtting it is unnecessary - but the server cannot reliably
determine this.

* Root Key Transitions: During root key rollover events (see
Section 4.4 of [RFC9810]), new trust anchors may not yet be fully
distributed across all devices. This is especially relevant in
devi ce-to-devi ce communi cation Section 2.1 of [RFC7452]), where
server roles are deternined dynam cally and trust anchor
distribution nmay be inconsistent.

* Non-Root Trust Anchors: In sone deploynents, the client’s trust
anchor may be an internediate CA rather than a root certificate.
The server, |acking know edge of the client’s trust store, cannot
al ways select a certificate chain that aligns with the client’s
trust anchor. To mitigate this, the client MAY include the
Trusted CA Indication extension (see Section 6 of [RFC6066]) in
its CientHello to signal the set of trust anchors it supports.

[ RFC9810] assumes the presence of a shared directory service for
certificate retrieval. |In constrained or isolated |oT environnents,
this assunpti on does not hold. Trust anchors are often distributed
via firmvare updates or fetched periodically using certificate
managenent protocols, such as EST (e.g., the /cacerts endpoint).

To support transitional trust states during trust anchor updates,
devi ces MUST handl e bot h:

* newNthdAd: a certificate where the new trust anchor is signed by
the ol d one, enabling conmunication with peers that have not yet
recei ved the update.

* oldWthNew a certificate where the old trust anchor is signed by
the new one, enabling verification of peers that still rely on the
ol der anchor.
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These certificates may be presented as an unordered set, and devices
may not be able to distinguish their roles without additiona
met adat a.

A conplication arises when the client’s trust anchor is not a w dely
trusted root CA. In that case, the server cannot determine in
advance whi ch trust anchors the client has. To address this, the
client MAY include the Trusted CA Indication extension [ RFC6066] in
its CientHello to signal the set of trust anchors it supports,

all owing the server to select an appropriate certificate chain.

Whether to utilize any of the above extensions or a conbination of
them depends on the antici pated depl oyment environnent, the
availability of code, and the constraints inposed by al ready depl oyed
infrastructure (e.g., CAinfrastructure, tool support)

20. Ciphersuites

According to Section 4.5.3 of [RFC9147], the use of AES-CCMwith
8-octet authentication tags (CCM 8) is considered unsuitable for
general use with DILS. This is because it has lowintegrity limts
(i.e., high sensitivity to forgeries) which nakes endpoints that
negoti ate ci phersuites based on such AEAD vul nerable to a trivial DoS
attack. See also Sections 5.3 and 5.4 of [I-D.irtf-cfrg-aead-1imnts]
for further discussion on this topic, as well as references to the
anal ysi s supporting these concl usi ons.

Specifically, [RFC9147] warns that:

| TLS_AES 128 CCM 8_SHA256 MUST NOT be used in DTLS wit hout

| additional safeguards against forgery. |nplenmentations MJST set
| wusage limts for AEAD AES 128 CCM 8 based on an under st andi ng of
| any additional forgery protections that are used.

Since all the ciphersuites required by [ RFC7925] and [ CoAP] rely on
CCM 8, there is no alternate ciphersuite available for applications
that aimto elimnate the security and availability threats rel ated
to CCM 8 while retaining interoperability with the | arger ecosystem

In order to aneliorate the situation, it is RECOVMVENDED t hat
i npl ement ati ons support the follow ng two ciphersuites for TLS 1. 3:

TLS_AES 128_GCM SHA256
*  TLS_AES_128_CCM

and offer themas their first choice. These ciphersuites provide

confidentiality and integrity limts that are consi dered acceptabl e
in the nost general settings. For the details on the exact bounds of
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22.

bot h ci phersuites see Section 4.5.3 of [RFC9147]. Note that the GCM
based ci phersuite offers superior interoperability with cloud
services at the cost of a slight increase in the wire and peak RAM
footprints.

TLS 1.3 enforces determ nistic nonce generation for all AEAD ci pher
suites. However, this is not the case for TLS 1.2. Therefore, when
usi ng the GCM based ci pher suite with TLS 1.2, the recommendations in
Section 7.2.1 of [RFC9325] relating to deterministic nonce generation
apply. In addition, the integrity limts on key usage detailed in
Section 4.4 of [RFC9325] also apply.

Tabl e 1 sunmari zes the recommendati ons regardi ng ci phersuites:

[} e ———————————————— Ll p—p—_—r 1
| G phersuite | MIl Requirement |
[ sl el
| TLS_AES_128_CCM 8_SHA256 | MJST- |
o m e e e e e e e oo - o +
| TLS_AES 128 _CCM | SHOULD+ |
S o e e e oo +
| TLS_AES_128_CCM SHA256 | SHOULD+ |
o m e e e aa oo s o e e e oo +

Table 1: TLS 1.3 Ciphersuite Requirenents
Fault Attacks on Determnistic Signature Schenes

A nunber of passive side-channel attacks as well as active fault-
injection attacks (e.g., [Anbrose2017]) have been denonstrated to be
successful in allowing a malicious third party to gain information
about the signing key if a fully determnistic signature schene
(e.g., ECDSA [ RFC6979] or EdDSA [ RFC8032]) is used.

Most of these attacks assune physical access to the device and are
therefore especially relevant to smart cards as well as |oT
depl oynents wi th poor or non-existent physical security.

In this security nodel, it is reconmended to conbi ne both randommess
and determinism for exanple, as described in
[I-Dirtf-cfrg-det-sigs-wth-noise].

Post - Quant um Crypt ography (PQC) Consi derations

This section is informational and provi des depl oynment gui dance only;
it does not add normative requirenents to this profile.
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23.

The recomendati ons and ci phersuites in this profile are based on
cl assical cryptography and are not quantumresistant.

As detailed in [I-D.ietf-pquip-pgc-engineers], the IETF is actively
wor ki ng to address the chall enges of adopting PQC in various
protocols, including TLS. The docunent highlights key aspects

engi neers must consider, such as al gorithm sel ection, performance

i mpacts, and depl oynent strategies. |t enphasizes the inportance of
gradual integration of PQC to ensure secure comruni cati on while
accounting for the increased conputational, nenory, and bandw dth
requirenents of PQC al gorithns. These challenges are especially
relevant in the context of 10T, where device constraints limt the
adoption of larger key sizes and nore conpl ex cryptographic
operations [ PQC-PERF]. Besides, any choice need to careful evaluate
the associ ated energy requirenents [PQC ENERGY].

The work of incorporating PQC into TLS [I-D.ietf-uta-pqc-app]
[1-D.ietf-pquip-pgc-hsmconstrained] is still ongoing, with key
exchange nessage sizes increasing due to larger public keys. These
| arger keys demand nore flash storage and hi gher RAM usage,
presenting significant obstacles for resource-constrained |oT
devices. The transition fromclassical cryptographic algorithns to
PQC will be a significant challenge for constrained |oT devices,
requiring careful planning to select hardware suitable for the task
considering the lifetine of an 10T product.

Privacy Consi derations

The privacy considerations in Section 22 of [RFCr925] largely
continue to apply. However, conpared to TLS 1.2 and DTLS 1.2, TLS
1.3 and DTLS 1.3 encrypt a larger portion of the handshake, which
reduces the amount of identity and credential netadata observable on
the wire by passive attackers. Extensions, such as the encrypted
ClientHell o, further increase privacy protection

Certificate fields can expose stable device identifiers and ot her
metadata. |In particular, |IDevlDs and LDevl Ds nay reveal manufacturer
identity, device serial nunmbers, or other information to peers.
Protecti on agai nst passive observers is, however, substantially

i mproved since certificates are not transmtted in the clear in TLS
1.3 and DTLS 1. 3.

Sone depl oynents use the nechani sns di scussed in the Certificate
Over head section, such as certificate URLs or external certificate
retrieval, instead of always transmtting full certificates in the
handshake. |In these cases, the privacy properties differ because
stable identifiers may be exposed to retrieval services, directories,
or to observers of those retrieval transactions.
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Where privacy is a deploynment requirenent, inplenentations and PKI
profiles should include only the mnimumidentity information needed
for authorization and interoperability.

When Connection IDs are used with DILS 1.3, CID negotiation in post-
handshake nessages is encrypted and integrity protected. In
addition, record sequence nunbers are encrypted. Conpared to DTLS
1.2 D, this makes tracking by on-path adversaries nore difficult
and inproves privacy in nulti-hone and nobile depl oynments (Section 11
of [RFC9147]).

24. Security Considerations

This entire document is about security. One specific trade-off
concerns root certificates that are either very long-lived or never
expire. Wile they can reduce nmi ntenance pressure in long-lived |IoT
depl oynents, they al so increase the consequences of key conpromn se,
policy errors and i nadequate rollover planning. Furthernore, they
can nmake cryptographic transitions nore operationally expensive.

25. | ANA Consi der ati ons

Thi s docunent nakes no requests to | ANA
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