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Abst ract

TLS 1.3 use is widespread, it has had conprehensive security proofs,
and it inproves both security and privacy over TLS 1.2. Therefore,

new protocols that use TLS nust require TLS 1.3. As DILS 1.3 is not
wi dely avail abl e or deployed, this prescription does not pertain to
DTLS (in any DTLS version); it pertains to TLS only.

Thi s docunent updates RFC9325 and di scusses post-quantum cryptography
and the security and privacy inprovenments over TLS 1.2 as a rationale
for that update.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-uta-require-tlsi3/.

Di scussion of this document takes place on the Using TLS in
Applications Wirking Goup mailing list (mailto:uta@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/utal.
Subscribe at https://ww. ietf.org/milman/listinfo/utal.

Source for this draft and an issue tracker can be found at
https://github.comrichsal z/draft-use-tlsl3.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies that, since TLS 1.3 use is w despread, new
protocol s that use TLS nust require and assume its existence. It
updat es [ RFC9325] as described in Section 5. As DILS 1.3 is not

wi dely avail abl e or deployed, this prescription does not pertain to
DTLS (in any DTLS version); it pertains to TLS only.

Salz & Aviram Expires 16 October 2025 [ Page 2]



I nternet-Draft require-tlsl. 3 April 2025

TLS 1.3 [TLS13] is in wi despread use and fixes nost known
deficiencies with TLS 1.2. Examples of this include encrypting nore
of the traffic so that it is not readable by outsiders and renoving
nost cryptographic primtives now considered weak. Inportantly, the
protocol has had conprehensive security proofs and shoul d provide
excel lent security without any additional configuration

TLS 1.2 [TLS12] is in use and can be configured such that it provides
good security properties. However, TLS 1.2 suffers from severa
deficiencies, as described in Section 6. Addressing themusually
requi res bespoke configuration

Thi s docunent updates RFC9325 and di scusses post-quantum cryptography
and fixed weaknesses in TLS 1.2 as a rationale for that update.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Inplications for post-quantum cryptography (PQC)

Crypt ographi cal l y-rel evant quantum conmputers (CRQC), once avail abl e,
wi Il have a huge inpact on TLS traffic (see, e.g., Section 2 of
[1-D.ietf-pquip-pgc-engineers]). To mtigate this, TLS applications
will need to mgrate to Post-Quantum Cryptography (PQC) [PQC].
Det ai | ed consi derati ons of when an application requires PQC or when a
CRQC is a threat that an application need to protect against, are
beyond the scope of this docunent.

For TLS it is inportant to note that the focus of these efforts
within the TLS W is TLS 1.3 or later, and that TLS 1.2 will not be
supported (see [TLS12FROZEN]). This is one nore reason for new
protocols require TLS to default to TLS 1.3, where PQC is actively
bei ng standardi zed, as this gives new applications the option to use

PQC.
4. TLS Use by Ot her Protocols and Applications
Any new protocol that uses TLS MJST specify as its default TLS 1.3.

For exanple, QU C [QU CTLS] requires TLS 1.3 and specifies that
endpoints MJST term nate the connection if an ol der version is used.
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I f depl oynment considerations are a concern, the protocol MAY specify
TLS 1.2 as an additional, non-default option. As a counter exanple,
the Usage Profile for DNS over TLS [DNSTLS] specifies TLS 1.2 as the
default, while also allowing TLS 1.3. For newer specifications that
choose to support TLS 1.2, those preferences are to be reversed.

The initial TLS handshake allows a client to specify which versions
of the TLS protocol it supports and the server is intended to pick
the highest version that it also supports. This is known as the "TLS
versi on negotiation," and protocol and negotiation details are

di scussed in [TLS13], Section 4.2.1 and [TLS12], Appendix E. Many
TLS libraries provide a way for applications to specify the range of
versions they want, including an open interval where only the | owest
or highest version is specified.

If the application is using a TLS inplenentation that supports this,
and if it knows that the TLS inplenentation will use the highest
versi on supported, then clients SHOULD specify just the mininmm
version they want. This MJST be TLS 1.3 or TLS 1.2, depending on the
ci rcunst ances described in the above paragraphs.

5. Changes to RFC 9325

[ RFC9325] provi des recommendations for ensuring the security of

depl oyed services that use TLS and, unlike this document, DTLS as
well. At the tine it was published, it described availability of TLS
1.3 as "widely available.” The transition and adoption nentioned in
that document has grown, and this docunent now nmakes two changes to
the recomendations in [ RFC9325], Section 3.1.1

* That section says that TLS 1.3 SHOULD be supported; this docunent
mandat es that TLS 1.3 MJST be supported for new TLS-using
pr ot ocol s.

*  That section says that TLS 1.2 MJST be supported; this docunent
says that TLS 1.2 MAY be supported as descri bed above.

Agai n, these changes only apply to TLS, and not DTLS
6. Security Considerations

TLS 1.2 was specified with several cryptographic prinmtives and

desi gn choices that have, over tine, becone significantly weaker.

The purpose of this section is to briefly survey several such

prom nent problens that have affected the protocol. It should be

not ed, however, that TLS 1.2 can be configured securely; it is nerely
much nore difficult to configure it securely as opposed to using its
nmodern successor, TLS 1.3. See [RFC9325] for a nore thorough guide
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8.

8.

on the secure deploynment of TLS 1.2.

Firstly, the TLS 1.2 protocol, w thout any extensions, is vulnerable
to renegotiation attacks (see [ RENEGL] and [ RENER]) and the Triple
Handshake attack (see [TRIPLESHAKE]). Broadly, these attacks exploit
the protocol’s support for renegotiation in order to inject a prefix
chosen by the attacker into the plaintext stream This is usually a
devastating threat in practice, that allows e.g. obtaining secret
cookies in a web setting. In light of the above probl ens, [RFC5746]
specifies an extension that prevents this category of attacks. To
securely deploy TLS 1.2, either renegotiation nust be disabl ed
entirely, or this extension nust be used. Additionally, clients nust
not allow servers to renegotiate the certificate during a connection

Secondly, the original key exchange nethods specified for the
protocol, nanely RSA key exchange and finite field Diffie-Hellnman,
suffer fromseveral weaknesses. Simlarly, to securely deploy the
protocol, nost of these key exchange nethods nust be disabled. See
[I-D.ietf-tls-deprecate-obsol ete-kex] for details.

Thirdly, symetric ciphers which were w dely-used in the protocol,
nanely RC4 and CBC ci pher suites, suffer from several weaknesses
RC4 suffers fromexploitable biases in its key stream see [RFC7465].
CBC ci pher suites have been a source of vulnerabilities throughout
the years. A straightforward inplenentation of these cipher suites
i nherently suffers fromthe Luckyl3 timng attack [LUCKY13]. The
first attenpt to inplement the cipher suites in constant time

i ntroduced an even nore severe vulnerability [LUCKY13FI X]. There
have been further similar vulnerabilities throughout the years

expl oiting CBC cipher suites; refer to, e.g., [CBCSCANNING for an
exanpl e and a survey of similar works.

In addition, TLS 1.2 was affected by several other attacks that TLS
1.3 is inmune to: BEAST [ BEAST], Logjam [WEAKDH], FREAK [ FREAK], and
SLOTH [ SLOTH] .
And finally, while application layer traffic is always encrypted,
most of the handshake nmessages are not. Therefore, the privacy
provided is suboptimal. This is a protocol issue that cannot be
addressed by configuration.

I ANA Consi derations
Thi s docunent nakes no requests to | ANA
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